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1. Scope (Informative)

This document describes the logical architectuh@fOMA mobile email enabler to guide the techinsgeecification work.

While mobile email is defined in the requirementdment [MEM-RD] as access to email from a mobileick the focus of
this document is to describe an architecture thatiges an improved user experience over altemmaizns of access to
email like browsing, email notification or messdg®ice based access. The goal of the MEM Enabl&r provide quasi-
instantaneous and secure updates of the MEM Ghightnew emails and server changes, optimized erdimd off-line
usage and capability to securely send email fraarafhpropriate server.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbfuction”, are normative, unless they are exfiiéghdicated to be
informative.

General conventions for all figures within this dowent:
« A bracket “( )" around a component name indicaled the component is optional — missing brackettgherother
hand do not indicate the opposite.
« Blue colour-coded components in figures are owoope of the MEM Enabler.
¢ Red colour-coded circles/ovals in figures indicatenponents within the same domain.

3.2 Definitions

Attachment A body part can be designated "attachment to inelitet it is separate from the main body of theaEm
Message, and that its display should not be aufoniatt contingent upon some further action ofuber.
Attachments can be displayed in-line or separdiaed on the indicated presentation semantic, e.qg.
graphics or word processing files. See sectionr2[RFC 2183].

Authorization, (1.) An "authorization" is a right or a permissitrat is granted to a system entity to access &syst

) resource. (2.) An "authorization process" is a pduge for granting such rights. (3.) To "authorizeans
Authorize to grant such a right or permission. [RFC 2828]
Body A body consists of one or more parts that folloe tieader. A body could include a combination of s@m

all of the following:

[RFC5322] defined plain text parts

[RFC2045] defined MIME parts, e.g. multimedia canitée.g. SMIL, HTML) and other attachment(s) (e.g.
word document, PDF, GIF, JPEG etc...)

Email Account Email Account is a set of rules and credentials @flaw a user to access and manage email userpnefes
and email messages.

Email Data Email Data is a general expression to summarizeadd related to email messaging; it includes Email
Messages, Email Events, Filtering Rules, and usfepences.

Email Event Change to the status of an email (e.g. read/unreaded, flagged, deleted, etc...) that results, fameple,
from performing an operation (e.g., reading, moyihgeting, etc.) on an email message. The eventma
considered as server or client side events depgmdinvhere the change takes place. A new emdsds a
considered as an event.

Email Message A sequence of data containing a Header (includirgaMData) and optionally a Body.
Email Message Headers and Bodies are defined i€PRE2] “Internet Message Format”.

Email Session The session that exists between an email clienaaremail server where operations on the mailbex ar
updated between the two entities. For the purpoftes document this session will exist between th
MEM Server and the Email Server.

Email Server The email server is a component that provides #iee with data storage, access and means of email
submission.

In a particular implementation, the Email Serveyrha packaged within the MEM Server or be in a
separate component.
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Event Filters

Filtering Rules

Header

In-band Notification
MEM Alignment

MEM Protocol

MEM Proxy

MEM Session

Meta Data

Notification Filters

Mobile Email

Other Mobile Enabler

Out-band Notification

Server to Client
Notification

Suspend and Resume

View Filters

Filtering rules that determine which email eventsyririgger notification (e.g. new email receiveeid,
deleted).

A set of actions and conditions where the conditiare evaluated to determine which new email e\ards
what email notifications should be sent from therdlto the server or from the server to the cligtiey
also include rules to select what new emails shbaldelivered from the server to the Mobile Emdiéit.
This may be based on several criteria like subgate, sender, folder where it is located etc...

A sequence of lines of characters whose syntaxded a field name followed by a colon (*“:") anddeted
by a field body. Mandatory Headers included iragsnare ‘To:” and ‘From:’.
Headers can also include additional custom enditbreessage headers

Source: IETF [RFC5322] “Internet Message Format”.
Server to client notifications of email server etgemvhich are transported via the MEM Protocol

The process and mechanisms by which the MEM Cigenpdated to an appropriate view of the MEM
Server and the MEM Server is updated to an apm@tgpview of the MEM Client where appropriate view
means a subset of the corresponding data filtessddon configuration and user preferences.

Protocol that allows the exchange of messages ketite MEM Client and MEM Server, that includes
control of mobile operations, notifications, etc.

A proxy which provides Mobile Email proxy servideallows the MEM Protocol to go through the
firewalls in front of the MEM Server. The role afch a proxy is to allow the MEM Server to be locaite
the same domain as the Email Server in some deglioymodels and therefore alleviate the confidantial
and other security constraints that may be imposeMIEM Server implementations.

The session that exists between the MEM ClientthadMEM Server that reflects the status of the tea
has been exchanged as part of the Email Session.

Machine-generated attributes applied by the sexvdelivery time appearing in [RFC5322] headenel
Examples include “Resent” header field, Messaget&aifvoicemail, email, MMS, SMS) and Processing
Rules results.

Filtering rules that determine for a particular @m@essage whether or not a notification is serthtoMEM
Client (e.g. only email from John to be notified).

Enabling technologies that facilitate end-to-engligation level interoperable email transactiong.(e
submission, retrieval, notification etc) to andrfronobile devices.

Any enabler utilized by the MEM Server or the MENeRt to provide additional MEM functionality, e.g.
provisioning/device management etc

Server to client notifications of email server eigemvhich are transported via channels other thatMEM
Protocol such as: SMS, MMS, WAP Push, SIP Push, etc

A means by which the MEM Server informs the MEMe@li of Email Events such as the arrival of a new
email message

Mechanism that allows resuming data exchange rgughére they were voluntarily or involuntarily
interrupted/suspended without requiring to sendtrmbthe data than as previously exchanged.

Filtering rules that determine which email messagesvisible or not to the MEM Client. Email messsg
ruled not visible are hidden from the MEM Client e MEM Server. Email messages ruled visible are
presented to the MEM Client by the MEM Server.

3.3 Abbreviations

CP
DM
DMZ
DS
EMN

Client Provisioning
Device Management
Demilitarized Zone
Data Synchronization

Email Notification
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ESMTP
HTML
IETF
IMAP
IP
MEM
MMS
MTA
MUA
MIME
OMA
POP3
SAN
SAS
SIP
SMIL
SMS
SMTP
SSL
STI
UAProf
UDP
WAP
WDP

Extended SMTP

Hyper Text Markup Language
Internet Engineering Task Force
Internet Message Access Protocol
Internet Protocol

Mobile Email Enabler

Multimedia Messaging Service
Mail Transfer Agent

Mail User Agent

Multipurpose Internet Mail Extensions
Open Mobile Alliance

Post Office Protocol 3

Server Alerted Notification

Server Alerted Sync

Session Initiation Protocol
Synchronous Multimedia Integration Language
Short Message Service

Simple Mail Transfer Protocol
Secure Socket Layer

Standard Transcoding Interface
User Agent Profile

User Datagram Protocol

Wireless Access Protocol

Wireless Datagram Protocol
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4. Introduction (Informative)

The Mobile Email (MEM) Enabler aims to support eifint access to email from a mobile device. Emaiy toe personal
email provided by an email service provider or cogbe email.

4.1 Planned Phases

At this time, no phasing is planned. All requirertsesind use cases are expected to be supported Mgkl Enabler. See
the appendices for the technology realizationssamed for the MEM Enabler.

4.2 Security Considerations

The MEM Enabler supports security between the MBMIC and MEM Server. Special attention must be peien MEM
Server and Email Server are in different domains.

The security requirements and features are disduisg&#EM-RD] and section 5.3 of this document. Dpnent
considerations are discussed in section B.3.
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5. Architectural Model

5.1

Dependencies

The dependencies for OMA MEM are listed here.

5.2

A MEM Protocol. Discussion of technology realizaisoare presented in the appendices

OMA CP [OMA-CP] or OMA DM [OMA-DM] support for MEMparameters

OMA CP [OMA-CP] or OMA DM [OMA-DM] support to bootsap installation of MEM Client over the air

OMA DM [OMA-DM] for life cycle management of MEM @nt and parameters

OMA DM [OMA-DM] for revocation of the MEM Client.

OMA enabler to support Out-band Notification sushiCiMA EMN [OMA-EMN], SIP Push [SIP-Push], WAP Push

[WAP-Push], etc.

Non-intrinsic parameters required to support po#ojorcement on mobile email exchanges (e.g. chgrgirivacy/

spam protection, ...), as described in [OSE]

OMA STI to support transcoding when desired viemal server(s).
OMA UAProf [OMA-UAPTof] support for device capaliji information

Architectural Diagram

The MEM Enabler logical architecture is illustraied=igure 1.

Qutband MEM-3
Notification UAProf
Function
| 1 UA—1I
|
|
| ! MEM-2
: MEM Client | MEM Server
| | MEM-1
|
|
! | TI-1 MEM-5
| [
| |
| IDM-1 Transcoding 2
| DM Client platform anaging
| : (OMA-STI)
: |
| UE l

Figure 1 — Logical architecture for OMA MEM Enabler.

Figure 1 shows all of the external enablers. Fopcity, the rest of the figures within this docant combine these external
enablers into a single logical component labellddge®Enablers with their own interfaces (10°).
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5.3 Functional Components and Interfaces

This section describes the components and intexfineg the OMA MEM architecture identifies. Eacld @avery one of these
components is shown on Figure 1.

5.3.1 Components
The following components are required for the ofienaof the OMA MEM Enabler:

¢ The MEM Client component. Its role and the clielatesfunctionality are described in detail in seot®3.3.
« The MEM Server component. Its role and the seridg-&inctionality are described in detail in sect®3.4.

e The Email Server component implements the functibesrequired to store, access and manage eamilgell as
any related user preferences or settings. An imgigation may combine the Email Server and the MEW&
together. The Email Server is not in the scopdnef@MA MEM Enabler.

The following components are optional:

« The Outband Notification Function component implatsehe Out-Band Notification functionality of teMA
MEM Enabler.

Additional intermediary components may be introdlicgee B.2 Proxies and firewalls and B.3 Deployncases.

53.1.1 Other Enablers and Elements

The OMA MEM architecture identifies a list of Othenablers (that are out of the scope of the MEMbgT3, each of which
may be additionally deployed, in order to enhaheeindividual service deployments. It is up to $keevice provider to
decide which additional enablers are deployed.liBh@rovided herein captures those Other EnaldedsElements that have
been explicitly mentioned as possible candidatesjndividual service deployments may utilize ariipéd Enablers or
technologies as well that are not explicitly inaddn the following list — as long as they do mdteduce any
interoperability problems with OMA MEM:

« OMA DM or OMA CP to support over the air instaltatiof the MEM Client on the device, provisioningitsf
settings and revocation, as described in [OMA-G#®] @MA-DM].

« OMA STl and UAProf to support transcoding of entag¢ssage parts (body and attachments), as desaribed
[OMA-STI] and [OMA-UAProf].

e Messaging enablers for Out-band Notification, whete-band Notifications — those that are servalignt event
exchanges — are not transported by the MEM Protoatovia other channels. Such channels may involve:

0 SMS including GSMSMS or WAP WDP a la EMN
o MMS

0 WAP Push

0

Additional Out-band Notifications like SIP push PSNOTIFY [RFC3265]) or UDP might also be used
considered.

« The Any Managing Entity component implements thacfionalities required to manage the MEM Server
configuration. The Any Managing Entity is not iretacope of the OMA MEM Enabler. For more informatisee
5.3.4.2 Administrative interface.

According to the OSE [OSE], non-intrinsic functiczen be provided by other enablers to enforce vanmlicies of the
service provider, such as:

e Charging for traffic and other applicable costs.
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e Privacy and spam protection
These policies however are not in the scope ofEhabler.

5.3.2 Interfaces

The OMA MEM architecture identifies a number ofarfices that allow communication between variouspmnents. All of
these interfaces are shown on Figure 1. The labethe figures indicate the interfaces, while tirewas indicate the data
flow. The identified interfaces are:

¢ MEM-1: MEM Client interface to interact via the MERFotocol with the MEM Server [see 5.3.2.1.1.2 MEM
Protocol].

« MEM-2: MEM Server interface to interact via the MBRMotocol with the MEM Client [see 5.3.2.1.1.2 MEM
Protocol].

¢ MEM-3: Out-band Notification interface for the MEBErver to generate server to client notificatisee[
5.3.2.1.2.2 Out-band Notifications].

« MEM-4: Out-band Notification interface for the ME®Ilient to receive server to client notificatione¢ss.3.2.1.2.2
Out-band Notifications].

« MEM-5: Interface for management of MEM Server sefti (globally and per account) [see 5.3.4.2 Adrtriate
interface].

« 10: Interfaces to/from other enablers (e.g. DM, @iessaging). The |0’ interfaces are not in thepeaaf the OMA
MEM Enabler, they are always provided by the refeesl enabler [see 5.3.1.1 Other Enablers].

¢ 12: Interface(s) between MEM Server and Email SerVie 12 interface is not in the scope of OMA MHEMabler
[see 5.3.2.1.1.1 Email Protocol].

The role of the MEM Protocol is described in detaiSection5.3.2.1.1.2.

5.3.2.1 Interface Usage

This section describes what protocols and notificat utilize the identified interfaces in ordempi@vide MEM service. The
following sections also describe the general exgiixsts regarding:

* Protocols - Email and MEM Protocols
* Notifications - In-band and Out-band Notifications

5.3.2.1.1 Protocols
5.3.2.1.1.1. Email Protocol

The Email Protocol is used over the 12 interfagecammunication between the MEM Server and the EBmiver. Because
the Email Server and the 12 interface are not éenstope of the OMA MEM Enabler, the Email Protdsadut of the scope
as well - and as such, exact details cannot begedyvAs a guideline however, any existing protsaapable of providing
email exchanges can be utilized as Email Prot@@mples of such protocols include (but not limit@dSMTP, IMAP,
POP, WebDAV, etc.

When the 12 interface is internal to the impleméata[see 5.3.2 Interfaces], the Email Protocaias applicable.
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5.3.2.1.1.2. MEM Protocol

Typically the MEM Client and the MEM Server usee tMEM Protocol for communication between MEM-1 aMBM-2,
however the architecture model allows utilizing tbeinterface for such purpose as well. The MEMt®col can be utilized
only while the MEM Client is online: the MEM Protalcconveys all Email Data exchanges and In-bandfisiations from
the MEM Client to the MEM Server and vice versa.

The MEM Architecture defines the responsibilitiéslee MEM Protocol. Since the MEM Protocol is thmfe” of the MEM
Enabler, it has a wide range of responsibilities. this reason these responsibilities are descsbedrately in the following
sections:

« MEM Alignment ; to update the MEM Client/MEM Server to an appratar view of the other.

« Management and Use of Filtering Rulesto configure and maintain filtering rules.

« Management and Use of Settings and User Preferencés configure and maintain various settings.

« Media conversion to perform various types of media conversions.

5.3.2.1.1.2.1. MEM Alignment

Generally, the MEM Alignment includes mechanismalign, fetch and update Email Events between tB&/I\Client and
the Email Server via the MEM Server in both direct:

» Toreflect client side email events on the MEM Serv

« To reflect server side email events on the MEM i@leccording to settings/filter rules.
For the exact definition of MEM Alignment pleaséereto section 3.2 Definitions.

In order to manage connectivity, optimize bandwidaltage, cover additional deployment models andeaaibance security,
the MEM Alignment includes the following mechanisaswell:

¢ Mechanisms to support remote message assemblyedviEM Server based on email parts (body and attaoksjh
that may not have been downloaded and others thgteve been locally created or may have been dadet
and edited. It may be desirable to support jusbaglihg the differences of the body parts (e.g. eskifields).

« Mechanisms to optimize bandwidth usage on anyeethange, including (but not limited to):
o Data exchanges to utilize compression
0 Reduced number of roundtrips
0 Minimize data exchange duplication during SuspemdiResume.
« Mechanisms for encryption of the email data excedrgetween the Email Server and the MEM Client.

0 The Email Data shall remain encrypted at all tireesn if the MEM Server is deployed outside the ¢seiver
domain.

o Notifications shall also be encrypted whenever tayy information worth protecting.

* Mechanisms to allow configuration and settings exgie between the MEM Client and the MEM Serverancbor
out-band:

0 Server to client: e.g. server ID, account namecias, server capability, etc.
o Client to server: e.qg. filtering rules, vacatiortines, notification channel, client capability, .etc
* Mechanisms to support different deployment modetscdbed in section B.3.

0 Mobile Email must be usable in presence of firesvalid other intermediaries found in the fixed arutite
networks.

« Mechanisms to ensure integrity of the email dattharged between the Email Server and the MEM Client
¢ Mechanisms for mutual authentication of the MEMe@tiand the MEM Server
¢ Mechanism to allow the MEM Client to send recatjuest to the Email Server via the MEM Server [MENR
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Mechanisms to sign data exchanged between MEM Cligth MEM Server.

Mechanisms to allow the MEM Client to work offlinie, intermittent connectivity , or with limitatiorsf mobile
device:

0 Store email and client email event

0 Detect network availability

o Send email and client email event when network ectivity is available
0 Recover and resume interrupted sending or recepliogess
Mechanisms to support multiple accounts usage, asch

0 Configure multiple email accounts individually

0 Receive e-mail from multiple email accounts

0 Send email from the selected email account

The MEM Alignment relies on notifications to conveégnail Events. Hence, the definition of the MEM @l must
include In-band and should include Out-band Naiifien mechanisms as described in [5.3.2.1.2 Natifims]. The [Mobile
email RD] requires that In-band and Out-band Nedifions assure the followings:

To minimize the latency observed for email evemsh® Email Server to be reflected in the MEM Olien
To avoid unnecessary requests — including pollifigm the MEM Client.
The MEM Client can identify and handle delayed figdtions, and can cope with lost notificationsaasl.

Out-band Notifications are specified to be netwanmki transport independent by addressing varioudirtga to
individual notification channels (e.g. SMS bina®yAP Push, SIP Notification, etc).

5.3.2.1.1.2.2. Management and Use of Filtering Rules

The MEM Protocol describes the get, create, update delete functionality for the Filtering Rules.

The Filtering Rules can also be managed by autbdfizinciples as described in section 5.3.4.2 Adstriative interface.

5.3.2.1.1.2.3. Management and Use of Settings and User Preferences

The MEM Protocol describes the get, create, upaiatiedelete functionality for these settings and pseferences.

These settings and user preferences can also kegethby authorized principles as described in@eé&i3.4.2
Administrative interface.

5.3.2.1.1.2.4. Media conversion

The MEM Client can request media conversion fromMEM Server as described in [5.3.4.6 Media conwajsThe
responsibilities of the MEM Protocol regarding needonversion are:

Allow the MEM Client to request media conversiomeluding transcoding — of a message part including
attachment(s) from the MEM Server when the ema#sage part is fetched from the Email Server.

o0 The MEM Client may request conversion to a speédimat, size or both format and size, or alterrelyi

o The MEM Client may request conversion to a seredeeted format/size - where the MEM Server decttles
format/size credentials based on any knowledge ¢éent capabilities, user preferences) it mayehav

The media conversion does not permanently altesages once they are stored.
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5.3.2.1.2 Notifications

Notifications are always sent from the server ®d¢hent. The notifications are used to conveyiimfation from the MEM
Server to the MEM Client without requiring the MEMient to poll for changes periodically. Based ba tonnection state
of the MEM Client, two types of notifications arefthed:

* In-band Notifications

¢ Out-band Notifications

In-band and Out-band Notifications are mutuallylesive for a mailbox.

Both notification types are subject to Filteringl&su

5.3.2.1.2.1. In-band Notifications

As long as the MEM Client is online, the MEM Servéll use In-band Notifications to inform the MEMiént about Email
Events. The In-band Notifications are transporteer the MEM Protocol [5.3.2.1.1.2 MEM Protocol].

It is required that the In-band Notifications caatiyinformation necessary to maintain MEM Alignnten

The MEM Client is required to process and act ugheninformation in the In-band Notifications.

5.3.2.1.2.2. Out-band Notifications

While the MEM Client is offline, the MEM Server caise Out-band Notifications to inform the MEM Cliexbout Email
Events based on user settings and service propdaieies. Typically the Out-band Notifications dransported over the
Outband Noatification Function component [see 5@Gomponents] using the MEM-3 and MEM-4 interface[5.3.2
Interfaces].

It is not required to carry all information necays® maintain MEM Alignment while the MEM Cliens ioffline. The
amount of details included in the Out-band Notifica is up to the MEM Server implementation. If theal is to minimize
the amount of data sent within the Out-band Naitfan, all details can be left out indicating otttg fact that an Email
Event has taken place. If the goal is to save tB®\Client from connecting, detailed information abthe Email Event can
be included. Additionally, the MEM Server implematibn can also provide basic flow control by bufigrEmail Events
and sending them out in batches instead of floottiegMEM Client with them one-by-one — e.g. one-Baihd Notification
might contain several Email Events. In any caseeifsitive information is included (e.g. the notfion payload is worth
protecting) in the Out-band Notification, it shi# encrypted.

5.3.3 MEM Client

The MEM Client is responsible for implementing thient-side functionality for the following featis®f the OMA MEM
Enabler:

The client-side functionality includes the followifieatures:

¢ Interfaces for other components [see 5.3.3.1]
e User Interface [see 5.3.3.2]

e Session Management [see 5.3.3.3]

« Management of Email Data [see 5.3.3.4]

« Event handling [see 5.3.3.5]
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5.3.3.1 Interfaces for other components
All interfaces are identified in section 5.3.2 Irfitees.
The MEM Client can provide the following interface:

¢ MEM-1 — for the MEM Protocol, see 5.3.2.1.1.2 MENbf®col.
« MEM-4 — for the Out-band Notifications, see 5.3.2.2 Out-band Notifications.
* |0’ —for Other Enablers, see 5.3.1.1 Other Enabler

5.3.3.2 User Interface

The user interface allows the end-user to takerstidge of the mobile email service, which genenalgans receiving,
sending and organizing emails.

OMA does not provide any guidelines regarding usterfaces, thus the user interface is up to thgeémentations.

5.3.3.3 Session Management

The MEM Client communicates with the MEM ServemgsMEM Sessions. MEM Sessions are established tisenyIEM
Protocol. The responsibilities of the MEM Cliengaeding these sessions are:

« Establishing and maintaining MEM Sessions (inclgdBuspend and Resume).

«  Cope with intermittent connectivity.

e Secure traffic during the MEM Sessions.

5.3.34 Management of Email Data

Management of Email Data for a MEM Client generatigans providing and executing a set of featurddamctions that
allow viewing, creating, updating, processing, istpand removing the Email Data either locally, otety or both. The
MEM Client responsibilities regarding Email Datamagement include:
« Client-side support for managing user preferences.
« Client-side implementation of local behaviour (Ibes. remote delete and any other mailbox changes).
¢ Mechanism to support usage of email, including:
Read
Compose
Save
Send
Forward / reply with or without download
Message deleting features:

= Local delete: Ability to delete email message friiia MEM Client view while retaining the message on
the Email Server. Some information may be passéldeedEM Server.

= Attachment local delete: Ability to delete from th=M Client the attachment while maintaining thewi
that an attachment is available for download fromEmail Server.

= Remote delete: Ability to delete email messageh batthe MEM Client and on the Email Server.

O O O o o o

0 Manage downloading features (e.g. only headery,ankrtain size, only body, selected attachmengd o
attachments.)
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o Utilize metrics provided by the MEM Server to prd&ian estimation of the download time that is ndede
complete the download of the email message and/attachments.

o Allowing the user to create, update, delete, atdideactivate auto-reply messages and store théorthoa
server.

¢ Client-side download and storage user preferences:
0 Manage which of the accessible messages are mradtan MEM Client
0 Manage which parts of accessible messages are da#gd and maintained on MEM Client
0 These preferences are configurable by the user
o0 Encryption and protection of the locally stored szages.
¢ Client-side security, including:
o Password protection
0 Local message store encryption
0 Management of local encryption/decryption keys

5.3.3.5 Event handling

The MEM Client is responsible for handling Emaileits. Email Events may originate from the MEM Cljghe MEM
Server or the Email Server. Email Events are hahditerently while the MEM Client is connectedttee MEM Server and
while the MEM Client is offline — these issues digcussed in the following sections.

5.3.35.1 Email events while MEM Client is online

The MEM Client is required to convey all client-ginated Email Events to the MEM Server using theMMErotocol [see
5.3.2.1.1.2 MEM Protocol].

As long as the MEM Client is online, the MEM Seruses In-band Notifications to convey Email Evantthe MEM Client
[see 5.3.2.1.2.1 In-band Notifications].

5.3.3.5.2 Email events while MEM Client is offline

The MEM Client can queue up any client-originateda Events until the next MEM Alignment: it is naquired to
perform MEM Alignment immediately.

While the MEM Client is offline, the MEM Server caise Out-band Notification to convey Email Eventshie MEM Client
[see 5.3.2.1.2.2 Out-band Notifications]. Basedhencontent of the Out-band Notification the MEMe&Bt can choose to
perform MEM Alignment. The Out-band Notificationrcdescribe the exact changes that took place ingBes mailbox;
this allows the MEM Client to apply the exact sathanges locally — without having to perform MEM dgximent at all —
however the MEM Client is not required to do so.t®& other hand, there might be changes that dréesaribed in Out-
band Notifications; consequently these changesatdrmapplied locally without performing MEM Aligrent. While the
MEM Client is not required to perform MEM Alignmeimmediately, it is recommended to perform MEM Aligent
whenever the MEM Client detects that an Out-bantifidation has been lost or delayed.

5.34 MEM Server
The MEM Server is responsible for implementing skever-side functionality of the OMA MEM Enabler.
The primary role of the MEM Server is to providogical entity in front of the Email Server that:

« Enhances the Email Server with features that affmkile clients to access email services more efiitty, and
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« To provide access to Email Servers that use EmaibBols that are not explicitly supported by thEmI Client.

Due to the wide range of deployment models, thatians in types of clients, usage profiles and E®ervers, the MEM
Server needs to be configurable to support difteeemail protocols, feature sets, levels of secuatd logical flows. The
configuration should also take into account theéotar characteristics of the deployment model asritesd in section B.3.

The server-side functionality includes the follogifeatures:

¢ Interfaces for other components [see 5.3.4.1].
< Administrative interface [see 5.3.4.2].

e Session Management [see 5.3.4.3].

« Management of Email Data [see 5.3.4.4].

« Event handling [see 5.3.4.5].

¢ Media conversion [see 5.3.4.6]

5.3.4.1 Interfaces for other components
All interfaces are identified in section 5.3.2 Irfitees.
The MEM Server provides the following interfaces:

* MEM-2 — for the MEM Protocol, see 5.3.2.1.1.2 MENb#col.
« MEM-3 - for the Out-band Notifications, see 5.3.2.2 Out-band Notifications.
¢ MEM-5 - for the administrative purposes, see 5ZAdministrative interface.
The MEM Server supports the following interfaceattare provided by entities outside of the scoplb@®MEM Enabler:

e |2 —for the Email Protocol, see 5.3.2.1.1.1 ErRadtocol.
* |0’ —for Other Enablers, see 5.3.1.1 Other Enabler

5342 Administrative interface

The purpose of the administrative interface isltmaauthorized principles to configure or updatgigus settings on the
MEM Server. The OMA MEM architecture identifies MEMfor this purpose.

The managed settings typically change behaviotme@MEM Server itself (MEM Server settings), oryttege related to
various user settings (user preferences, FiltéRinlgs) either globally or on a per-user basis.

5.3.4.3 Session Management

Typically, the MEM Server needs to manage two sessia MEM Session and an Email Session. It mightdressary to
manage additional sessions as well, dependingemtplementation choice regarding MEM-3, MEM-5, 484 however
management of these additional sessions is uetM&EM Server implementation.

The MEM Session is established and maintained ®&yMEM Client [see 5.3.3.3 Session Management]. NTE®1 Client
will attempt to establish a MEM Session using thEN##1 and MEM-2 interfaces from time to time, wheaewecessary.

The MEM Server communicates with the Email Sengngi Email Sessions. The MEM Server is responddile
establishing and maintaining the Email Session.iE8essions are established over the 12 interfaoegufor example
IMAP, POP, or SMTP protocols.

The responsibilities of the MEM Server are commamnbioth MEM Sessions and Email Sessions. Thesemneplities
include:
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Resolution of address for recipient of events.

Providing sessions (including Suspend and Resuonesefveral MEM Clients simultaneously

Providing multiple sessions for the same mailbadifferent MEM Clients simultaneously

Provide multiple MEM Sessions towards different limaes simultaneously from the same MEM Client.
Maintain connectivity to Email Server session ewdren the MEM Client’s connectivity is intermittent.

0 Maintain state of session and update client whesise reconnected.

Cope with possible lack of connectivity (e.g. quene store the events).

5.3.4.4 Management of Email Data

Management of such Email Data for a MEM Server galyemeans providing and executing a set of fezgtand functions
that allow retrieving, processing, storing and reimg the Email Data between MEM Clients and theirell Servers. The
MEM Server responsibilities regarding Email Datanagement include:

Maintaining security of the message contents aadrterchanges between the MEM Client and the ES®iVer.
0 Authentication of the Email Server

0 Authentication and authorization of the MEM Client

0 Authentication and authorization of originator (MEBlient) of submitted messages

Applying user preferencesffiltering rules/settingshe email information obtained from Email Serteperform or
delegate:

0 Applying event and message filtering rules — baseteader information, recipient’s location (ergaming),
and folder information

Content screening — based on spam/virus-preveimformation

Mechanisms to apply the following filters:

= View Filtering.

= Notification Filters.

= Event Filters.
Sending of events to the client when requesteddkglicit in-band request, not notifications)
Allow the user to use multiple MEM Clients sequaltyi or simultaneously
Support definition and activation/deactivation afareply messages for each filtered message
o0 Avoid any mail loops in an auto reply functionality
Support of extended mailing services

o Forward without download — by re-assembling a nevaiemessage based on edited message parts, adtitio
content, or attached content.

0 Reply without download — by re-assembling a newiemassage based on edited message parts or awddlitio
content.

o Estimated download time - Provide metrics of thagmessage and its attachments for the MEM Clieiorr
to retrieval of the actual email message content(s)

o Content adaptation

Identify the source Email Server & account for eawssage/event, to allow client to handle the ngesgavents
according to source, e.g., different “logical fatslefor different accounts, different “icons” foiffiérent accounts.

Collect metering information for per-unit meterischemes
Notify MEM Client of any processing errors.
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5.3.4.5 Event handling

Email Events can originate from the Email ServetherMEM Client. The MEM Server can receive Emaiekts from the
MEM Client only while the MEM Client is online. Sitarly, the MEM Server can receive Email Eventsifirthe Email
Server while the Email Server is online.

In general each Email Event is reflected to theo#nd: client-originated Email Events to the Ensatver, server-
originated Email Events to the MEM Client. Howeuie server-originated Email Events are subjeétitering Rules —
which can prevent notification of Email Events.

The MEM Server uses In-band and Out-band Notificetito convey the Email Events to the MEM Clientlascribed in
[5.3.2.1.2 Notifications].

5.3.4.6 Media conversion

From time to time the MEM Client can encounter@itaents that it might prefers converting before dlmading it. The
MEM Client can do this either because it is unableandle the attachment due to its limited catadsl(memory, missing
codec, display size, etc) or, because it simplgpseconverting the attachment.

The MEM Server may perform the requested convessitself, however it is not required to do so méy invoke an Other
Enabler [see 5.3.1.1 Other Enablers] to perfornttreversion, however such conversions are notdrstiope of the OMA
MEM Enabler. The OMA MEM Enabler provides a way fbe client to request media conversion, as destiiip
5.3.2.1.1.2.Media conversion

54 Flows

This section describes the high level logical flagsociated with using MEM Enabler:

5.4.1 Before using the MEM service

Before the end-user starts using the MEM serviee service provider can perform various operatibashelp the user
taking the service into use — ultimately allowihg tuser to use the service without modifying aniregs. These operations
include (but are not limited to):
e Set up basic settings for the user on the MEM Serve
o |Initial set of Filtering Rules
o Initial set of user preferences
o0 Initial mailbox layout
« Configure the user’s client remotely:
o With MEM Server, Email Server and proxy settingsading to the deployment model in use:
= Username/password
= Address/port settings
0 Out-band Notification settings
= Available bearers
=  Supported payload types
=  Encryption key
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5.4.2 Using the service
Using the MEM service typically consists of theldalings:

e Setting up the MEM Session
« Using the MEM service
e Suspending the MEM service

54.2.1 Setting up the MEM Session

In order to use the MEM service the MEM Client netmlset up a MEM Session. The MEM Session is kstedol and
maintained using the MEM Protocol [see 5.3.2.1MEM Protocol] between the MEM Client and the MEMr8&. The
communication between the MEM Client and the MEN\8etakes place using the MEM Protocol as wele MEM
Client is responsible for maintaining the MEM Sesdjsee 5.3.3.3 Session Management].

The MEM Server accepts the MEM Client request. MM Server needs to establish a connection witraghigropriate
Email Server [see 5.3.4.3 Session Management]MHE Server communicates with the Email Server usirggEmail
Protocol [see 5.3.2.1.1.1 Email Protocol]. Whendbenection between the MEM Server and the Emaile3és available,
the MEM Server creates the MEM Session requestedeoMEM Client and informs the MEM Client about it

5.4.2.2 Using the MEM service

The MEM Client and MEM Server use the establishageMVSession to exchange Email Events and Email Ddtegh
generally means a continuous MEM Alignment [see25131.2.IMEM Alignment ] that is provided by the MEM Protocol.
However, typically MEM Alignment is performed ontyice per MEM Session — right after establishingMiieM Session —
and the new Email Events are conveyed from the MEgver to the MEM Client using notifications [se8.3.1.2
Notifications], and from the MEM Client to the MEBErver using the MEM Protocol [see 5.3.2.1.1.2 MEBidtocol] itself.

The MEM service can be used either online or déflinthe only difference is that while the MEM Cliénoffline the new
Email Events are not reflected to the other engcejgt those that are notified using Out-band Nzdifbns [see 5.3.2.1.2.2
Out-band Noatifications]. In any case, the MEM Ctibandles Email Events as described in 5.3.3.5 Hvamdling and the
MEM Server handles Email events as described id & Event handling.

Client-originated Email Events are generated whenuser is managing his/her Email Data [see 5.3/&4agement of
Email Data]. Server-originated Email Events areggated whenever the MEM Server detects a chanipeimailbox of the
user — this typically means the availability of nemail messages in the mailbox, however it may mlsan that Email Data
is being managed from another MEM Client in the sanailbox.

5.4.2.3 Suspending the MEM service

The MEM Client will want to switch between onlinéflme modes during its operation to save over-diretime and traffic,
battery life, etc. Therefore, the MEM Client willspend the session after a period of inactivitytifuthis time the
connection to the MEM Server will be disconnectathen the MEM Client detects activity again (eithwral Email Events
require a connection or important remote Email Evérave been notified), it will re-establish thegection to the MEM
Server and perform MEM Alignment to get an up-téeddew of the mailbox.

Ultimately — most likely when the user is not isted anymore in emails — the MEM Client discomnadthout suspending
the session.

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-Mobile_Email-V1_0-20110802-A Page 25 (38)
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Appendix B. Implementation considerations

In all the figures in this appendix, no colour aaglis used to indicate items in scope or out opeaaf OMA.

B.1 Implementation of the MEM Server

MEM Server implementations may wish to delegataedcading to the OMA STI enabler [OMA-STI]. It is an
implementation choice and it may not be appropfiateertain deployments.

MEM Server

MEM Server

10":STI

Figure 2 - Particular implementation case where MEMServer relies on OMA STI enabler for transcoding.

MEM implementation may wish to delegate managirigrimation about the capabilities of a device to @A UAProf
enabler [OMA-UAProf].

MEM Server

2

MEM Server
2

i

10":UAProf

Figure 3 - Particular implementation case where MEMServer relies on OMA UAProf for managing information
about the capabilities of a device.
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B.2 Proxies and firewalls

The MEM Enabler must be functional in the presesfdérewalls. Figure 4 illustrates where firewaltgey be present.

MEM-3

MEM-4

MEM
Protocol

(Firewalls)
(Firewalls)

=
m
=

(Firewalls)

Any
Managing
Entity

Other

Enablers

Figure 4 — MEM Enabler logical architecture and posible firewalls

To maintain functionality in the presence of firdlwand to support different deployment models,MteM Enabler can be
deployed via a MEM Proxy between MEM-1 and MEM-ReTproxy channels all MEM-1 and MEM-2 communicasi¢n
and from the MEM Server.

The proxy allows the MEM Protocol through the figdls in front of the MEM Server. The role of sucpraxy is to allow
the MEM Server to be located in the same domathe&mail Server in some deployment models anctber alleviate the
confidentiality and other security constraints thmaty be imposed on MEM Server implementationsukbhsase the proxy
function conveys all MEM-1, MEM-2, MEM-3 and 10’ mamunications to and from the MEM Server.

The proxy might reside in various locations in tiegwork. Figure 5 and Figure 6 show two possiletiti

(Firewalls)
(Firewalls)

- Promco.

/ Any
Other Managing

Enablers Entity

Figure 5 — MEM Protocol proxy
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If the Out-band Notifications and provisioning arsed, the following deployment model may also beded, otherwise the
other mobile enablers may require more resources.

Outband
Notification MEM-3
74 Function
MEM-4
MEM | | S MEM Protocol e |2 ey
Client 0 Prox S MEM-2 e
MEM-1E y ﬁ?\
10 MEM-5
10’
Any
— Other Managing

Enablers

Entity

Figure 6- Logical Usage Model with Proxy also for ther enablers

B.3 Deployment cases

The logical architecture for the MEM Enabler sugpar rich set of deployment models illustratechia following figures.
This covers all the deployment cases that have beeisaged to date. However, there may be additaeloyment models
such as those where Outband Notification Functramh@ther Enablers are within different domains.eNibiat the cases of
Figure 11 and Figure 12 imply that the MEM Enalileployment supports end to end encryption betweetimail Server
and MEM Client. The Email Server could announcéhserad-to-end encryption schemes via 12 to the MEW& and via
MEM-2 to the MEM Client.

There could be additional security consideratiohemvemails or portions of emails are processeddsuts the Email Server
domain (the IP domain where the Email Server ra3ide

In Figure 7 through Figure 10, proxy can exist witith variations described in Figure 5 and Figure 6
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Mobile
Operator

MEM Protocol

MEM-1

(Firewalls)

MEM-5

Any
Managing
Other Entity
Enablers

Figure 7 — Deployment within a mobile operator doman for an operator hosted email service.

MEM Protocol

MEM-1

Any
Managing

Other Entity

Enablers

Mobile operator Email Service Provider

Figure 8 — Deployment by an email service providefenterprise or ISP (e.g. personal email provider))The proxy is
deployed by the email service provider in the DMZ.
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MEM Protocol
MEM-1
MEM-5
10"
A
Other anaging

Enablers

Mobile operator Email Service Provider

Figure 9 - Deployment by an email service providegenterprise or ISP (e.g. personal email provider))The proxy is
provided as a service by the mobile operator.

MEM Protocol

Any
Managing
Entity

Other
Enablers

Mobile operator Third Party Service Email Service
Provider Provider

Figure 10 - Deployment by an email service providefenterprise or ISP (e.g. personal email provider))The proxy is
provided as a service by a third party.
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MEM Protocol

Any
Managing
Other Entity
Enablers

Mobile operator Email Service Provider

Figure 11 - Deployment by a mobile operator of a mule email service offered to an email service prager (enterprise
or ISP (e.g. personal email provider)). It is recormended that all data remain secure between the Emeberver and
MEM Client.
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~

MEM Protocol Email

MEM-2 i Server

(Firgwalls)

-

Any
Managing
Entity

Other
Enablers

Mobile operator Third Party Service Email S_ervice
Provider Provider

Figure 12 - Deployment by a third party service proider of a mobile email service offered to an emasgervice
provider (enterprise or ISP (e.g. personal email povider)). It is recommended that all data remain seure between the
Email Server and MEM Client.
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Appendix C. IETF Lemonade Realization

The IETF Lemonade Working Group defines IMAP, SUBMand SIEVE extensions [LEMONADE PROFILE] (incladi
the IMAP Store and SUBMIT Server) that can suppogtmobile email requirements and use cases [MENl&Idressable
within the scope of IETF. These specificationsaaptured in the Lemonade profile LEMONADE PROFILEhe

Lemonade profile references other specificatioh s IMAP, SUBMIT and IMAP URLAUTH.

An example of OMA MEM realization using the Lemoeattofile is illustrated in Figure 13.

Outband
Notification MEM-3
Function
MEM-4
Lemonade IMAP + SUBMIT 2IMAP
MEM + Manage Sieve »| MEM 2:ManageSieve
Client | VEM-1 MEM-2 | Server <> RS{cVCly
Lemonade Profile 12:SUBMIT >

10’ MEM-5
Any

Other

Enablers SAEEEE

Entity
Figure 13 — Example of OMA MEM logical architectureusing the Lemonade profile.

The IETF Lemonade addresses standard IMAP stodeSEBMIT servers.

C.1 Realization details

Realization of the OMA MEM Enabler based on the beade profile is represented in Figure 14.
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Content IETE
F'OWS, Specification

Wireless P
(WAP Pug

Lemonade IMAP MTA

+ ManageSieve

Lemonade
SUBMIT

Other
Enablers

Managing
Entity

Figure 14 - OMA MEM Enabler realized using IETF Lemonade IMAP and SUBMIT serversLemonade .

In Figure 14, the MEM Server and Email Server congmds have collapsed into just two components §pddiy IETF
Lemonade: the Lemonade IMAP Store and SUBMIT SeiREIC5321] plus mechanisms to support out band data
exchanges. MEM-2 should support the Lemonade IM&dPeSand Lemonade SUBMIT Server.

As discussed in section B.2, proxies may be invahlve

In general, message stores and bindings are nit¢dirto the IETF specifications as shown in Figlise

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-ArchDoc-20090101-]



OMA-AD-Mobile_Email-V1_0-20110802-A Page 35 (38)

Content
MEM-3 Flows
—>

Wireless P
(WAP Pug

Lemonade IMAP
+ ManageSieve
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Other
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Figure 15 - OMA MEM Enabler realized based on IETFLemonade specifications using non-IETF message s&and
submission server.
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Appendix D. OMA DS Realization

The OMA DS Working Group defines OMA DS [OMA-DS]Jahcan be used to support the mobile email req@rgsnand
use cases [MEM-RD] addressable within the scog@MA DS. OMA DS includes SAN and Email Object spexgifions.

An example of OMA MEM realization using OMA DS itustrated in Figure 16.

12 Store
behavior

MEM
P Protocol

‘MEM-1 MEM-2

behavior

MEM-5

10'

Other Managing
Enablers Entity

Figure 16 — Example of OMA MEM logical architectureusing OMA DS.

D.1 Realization details

An example of MEM realization based on OMA DS eeal presented in Figure 17. Generally, the OMAdD&bler is
used to synchronize data between clients and servethe case of the MEM Enabler, the client eerder are MEM Client
and MEM Server respectively. The email data is arged as email objects.

Y Other 10
g Enablers

Email OMA DS OMA DS
application Client Server

Email Email behaviour

storage Connector
behaviour

Email Server

Any
Managing
Entity

Figure 17 — An example of mobile email enabler reaation using the OMA DS and OMA DM standard
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Intermediaries (proxies, firewalls) are supportad are described in section B.3.

The following sections provide short descriptiortted components and interfaces, their roles armmbresbilities. In real
implementations the described components will betrikely:

* Broken into smaller units
e Combined together to achieve better processingiefffty.
« Replaced by other components.

D.2 Email Server component

The Email Server deployment cases are describselction B.3. In some cases the Email Server caralficbe a
combination of indirectly related systems each biclv is responsible for specific behaviour realmaie.g.: POP3 for email
reception, SMTP for email submission and a MEM wwrmtoprietary implementation for email data stejag

D.2.1 Store behaviour

The Email Server component provides access togbeamail. Typically it supports the hierarchicedanization of emalil
using folders however other means of organizingileexét and must be kept in mind.

D.2.2 Submit behaviour

The Email Server component provides the meansttmiumessages. The MEM Server relays email subarisgquests to
the Email Server.

D.3 MEM Client component

The client realization consists of the following:

¢ Email storage

« Email application

« Client-side implementation of OMA DS protocol
¢ Client-side implementation of OMA DM protocol

D.3.1 DM reception behaviour

OMA DM provides continuous configuration managementdevices and various applications. The MEM tlligpplication
configuration is managed using OMA DM configuratimessages. The DM reception behaviour means rage®MA DM
notifications to update the MEM Client applicaticonfiguration with the newly received settings.

D.3.2 SAS reception behaviour

OMA DS provides server alerted sync (SAS) for Caitdb Notifications. The SAS reception behaviour nse@ceiving SAS
notifications to inform the MEM Client about sena&de events and changes.

D.3.3 MEM Email application sub-component

The MEM email application sub-component interadth whe email storage sub-component. It can regihesODMA DS
client sub-component to query the MEM Server faw meessages, deliver emails that are pending sulumjg®trieve more
content for “partially-stored” items, etc.

Depending on the MEM Client implementation this-®ainponent may also contain the user interfacedl@as users to
view/manage the received messages, reply, foreardpose new and carry out other email activitiededmed in [MEM-
RD].
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D.3.4 Email storage sub-component

The OMA MEM Client email storage holds email dd&anis. It contains such data as received items, mhegsages being
composed, outbound messages that are pending rgekte.

D.3.5 OMA DS client sub-component

This is the client-side implementation of OMA D§éa. It is responsible for communications and datterchange with the
corresponding component on the MEM Server.

D.4 OMA MEM Server component

The OMA MEM Server maintains user account informmtiallows installing, provisioning and managinigiat
configuration and performs other activities ardared in [MEM-RD].

D.4.1 OMA DS Server sub-component

This is the server-side implementation of OMA D$ela It is responsible for communications and diatierchange with the
corresponding component on the MEM Client.

D.4.2 MEM Connector sub-component

The MEM connector provides a level of abstractietween the OMA DS Server sub-component and anyl eeier
implementations. It translates the abstract OMAdag& item operations (such as “delete an itemt) @mail server AP| or
protocol-specific calls (such as “initiate the nagsrecall”).
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