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1. Scope (Informative)

Mobile email is defined as an email enabler optedito support email usage in mobile devices andl@ss networks. This
document describes various use cases to illustegtenobile email usage patterns and will also giexa comprehensive set
of high level requirements that can be derived ftbemuse cases. High-level requirements can letasa basis for more
detailed architecture definition work for a Mobienail enabler

This Requirements Document focuses on requirenientle enabler specifications rather than foripalar
implementations of those. Whether the describatiifes are optional or mandatory for implementatiwiil
be decided at a later stage.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

3.2 Definitions

Attachment A body part can be designated "attachment” to atdithat it is separate from the main body of thrait
Message, and that its display should not be autoniait contingent upon some further action ofuker.
Attachments can be displayed in-line or separdiafed on the indicated presentation semanticgeaghics
or word processing files.

Body A body consists of one or more parts that follow tieader. A body could include a combination of s@m
all of the following:
[RFC5322] defined plain text parts
[RFC2045] defined MIME parts, e.g. multimedia caritge.g. SMIL, HTML) and other attachment(s) (e.g.
word document, PDF, GIF, JPEG etc...)

Email Events/Event  Changes to the status of an email (e.g. read/upneawkd, flagged, deleted, etc...) that result famagle
from performing an operation (e.qg., reading, moyihgleting etc.) on an email message. They may be
considered as server or client side events depgmuainvhere the change takes place. A new emdsds a
considered as an event.

Email Message A sequence of data containing a Header (includiegpMData) and optionally a Body. Email Message
Headers and Bodies are defined in [RFC5322] “Irtekiessage Format”

Filtering Rules A set of actions and conditions where the conddtiare evaluated to determine which new email evamis
what email notifications should be sent from thentlto the server or from the server to the clighiey also
include rules to select what new emails shouldddered from the server to the Mobile Email Cliefhis
may be based on several criteria like subject, dateder, folder where it is located etc...

Header A sequence of lines of characters whose syntaxdies a field name followed by a colon (*:") anddaled
by a field body. Mandatory Headers included in ésnaie ‘To:" and ‘From:’.
Headers can also include additional custom endwbreessage headers.
Source: IETF [RFC5322] “Internet Message Format”.

Meta Data Machine-generated attributes applied by the sexvdelivery time appearing in [RFC5322] headedel
Examples include “RESENT” header field, Messaget&dr(voicemail, email, MMS, SMS) and Processing
Rules results.

Mobile Email Enabling technologies that facilitate end-to-engli@ation level interoperable email transactiong (e
submission, retrieval, notification etc) to andnfronobile devices.

Processing Rules Actions and conditions that are applied on new eoraboth sending and receiving. They include: spam
prevention, filtering rule, antivirus processinglasther scans, attachment removal.

Server to Client A means by which the server informs the client ofdil Events such as the arrival of a new email agss

Notification

3.3 Abbreviations

2.5 Upgraded Second Generation of Cellular Network

3G Third Generation of Cellular Network
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CORP
DRM
DS
HTML
HTTP
HTTPS
IMAP4

IrDA
MIME
MMS
OMA
P2P
PDA
PIM
POP3
QoS
RD
SIP
SMIL
SMS
SMTP
SSL
TLS
VPN
WAP
WLAN

Corporate

Digital Rights Management

Data Synchronization

HyperText Markup Language
HyperText Transport Protocol

HTTP Over SSL

Internet Message Access Protocol 4
Internet Protocol

Infrared Data Association
Multipurpose Internet Mail Extensions
Multimedia Messaging Service
Open Mobile Alliance

Peer to Peer

Personal Digital Assistant

Personal Information Manager

Post Office Protocol 3

Quality of Service

Requirement Document

Session Initiation Protocol
Synchronous Multimedia Integration Language
Short Message Service

Simple Mail Transfer Protocol
Secure Socket Layer

Transport Layer Security

Virtual Private Network

Wireless Application Protocol

Wireless Local Area Network
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4. Introduction (Informative)

The proliferation of proprietary solutions for ingphenting email services on mobile devices maddaiblaithrough

different vendors proves the need for an industgdard for Mobile Email. Mobile Email is considéra key enabler for the
mobilization of enterprises. The lack of standgrdtentially creates a significant burden on anrgnige’s IT and services
management infrastructure when a multitude of eser-devices need to be supported. The standaatizaitia Mobile

Email enabler will allow enterprises to cost-efficily provide its remote mobile workers accessoiparate email as well as
address the wider challenge of promoting emailisesvto consumer users, i.e. a broader communityadfile users than
closed enterprise networks. Service providershdlle an additional source of revenue and venddifiawie a common set
of specifications to build Mobile Email clients asdrvers.

4.1 Overview
This section describes the challenges associatédivé mobile email enabler.

4.1.1 Main Expectations
The main expectations for mobile email are:
» To receive quasi-instantaneous notification of remails when within coverage (if setup this way)
» To reflect quasi-instantaneously new email or esail’er events in the Mobile Email client when witboverage

» To send quasi-instantaneously email composed orl&Bmail client from appropriate email server wivethin
coverage or as soon that coverage is establishedvwdte.

» To efficiently manipulate emails / drafts / attadmhas needed or as preferred
» End-to-end secure when needed (e.g. emails may point be in clear text outside of the enterpdemain)
» Low cost of usage (e.g. traffic / bandwidth optiatian, predictable cost, manageable traffic, ...)

Note that the notion of quasi-instantaneous refethe impression of the user and not to a padicptecise duration.

4.1.2 Additional Considerations

The following considerations are also related tditeoemail:

» Need for graceful degradation and selection ofesetw-client notifications that allows the clientadapt the user
experience based on network conditions includimgrfstance not retrieving attachments, or requgstimaller
portions of the attachment.

* DRM rules: how to respect DRM rules like forwardko

» Provisioning / setup: These user operations aremdy challenging on mobile devices with limitedchallenging
input capabilities and users need simple mobilécgesetup.

* The mobile email enabler needs to support charginifpat Operators can charge for the services used
» Synchronization with other clients.
* Relationship to PIM (agenda / Address Book) thay tmaprovided jointly or separately.

NOTE: DRM is not addressed by Mobile Email enalleis assumed that the player on any target dewviteequire
and enforce DRM rights.
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41.3 Main Actors

The main actors are:
* User
* Vendors
e Operators of the mobile network

* Email service providers:
o0 Service providers (e.g. Operators, other emailesguvoviders)

o Enterprises

4.2 Challenges
4.2.1 Devices

Devices present the following challenges that diyempact mobile email:

» Constrained memory / processing power (always imipgy:

o Wide range to support

» Limited battery life (will remain a problem for arig time):
o0 Constrains processing capability

o Constrains the connectivity pattern (not alway$/fabnnected but may be awakened via outband
notifications...)

> Notifications / wake-up are to be supported by reobmail
o Constraints acceptable bandwidth
» Exotic platforms:
0 Sometimes proprietary or closed
o Challenging or controlled software distribution ohals:

> Installing, provisioning, supporting, upgrading...
- E.g. DRM trusted clients
> Wide range of control models by:
- device manufacturer, operator, enterprise, user

4.2.2 Networks and operators

Mobile networks and operators impose additionakt@ints that must be taken into account when degigmobile emalil
solutions:

» Different underlying network technologies / beansith different behaviour / capabilities

* Intermittent connectivity:
Loss of coverage
Nature of mobility (e.g. radio turned off in plapes

Temporary IP addresses

O O O O

Unreliable delivery (Connection)
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4.2.3

Underlying network layer (up to transport) may dedfany time. Even if then re-established, sessabtise
transport level are maintained only if the trangpootocol provide mechanisms to maintain it whies t
network connection is re-established. Otherwisditmshal mechanisms are needed at the applicatiotogol
layer to establish and maintain/recover sessiarsiéssion is needed or assumed.

Out band notification schemes:

> Additional challenges may be met when relying otifitation mechanisms for email events that may be
separate from the email exchange data channgbtiksible unreliable channels (e.g. naotificationy ima
lost, delayed, unable to be delivered on some nésaetc...). On the other hand such mechanisms pgresen
the advantage of being usable to wake up or regatis that are not always connected to the ensailes

> But can be used as "wake up / notification scheme"
Limited bandwidth:
> Limited capabilities shared across all users
> Roaming within and across domain / operators /rteldyies
Cost of usage:
> Multiple cost models (free, unlimited, per packsdr service / type of service, ...)

> In general... Costly and in need of optimizatiomtaintain cost acceptable enough to user anddwall
operator to share network with enough users.

Controlled:
> Walled garden:

- Inbound and outbound traffic
- Internal traffic

> With its own authentication mechanisms etc...
Regulated:

QoS

Privacy

Exchanged data

Reachability

Logging

Accountability,

vV V. V V V V V

Support desk (inexperienced users, hard to prayisio

0 Huge subscriber sets

> Server scalability is critical (email server / melemail enabling server

= Solutions that tie-up ports per devices / usemnatescalable
- E.g. IDLE sessions for each devices tie-up portsanaate large queues.

> Support desk challenges

Enterprises and other email service providers

Enterprises must reconcile mobile email deploymeiitis the following requirements:

Walled garden intranets:

o Firewalls, VPN, ...

IT Corporate security guidelines:
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4.3

0 Wide range - in general VERY conservative e.g.
> Require end-to-end security
> Allowed applications / usages / content
> Firewalls / ports / protocols
>

No storage of company data outside intranet omddfservers (in clear or not). Current email
infrastructure with untraceable potential internagelistorage is accepted.

Note: Intermediate storage as currently performettié internet while routing email is not considkeas
covered by the above concern as the servers akeoatn apriori.

Regulated:

o E.g. Journaling / Storage of all corporate emails
Control usage costs and support (including prowisig)
Need to integrate with existing IT infrastructuines(ead of replacing them).

Similar scalability need of email servers / molgteail enabling servers.

Security Considerations

The mobile email enabler must address the sedssties raised by the different deployment modelstified above. In
particular, it must be able to fulfill the high kg of security that the enterprise environmentatais while being flexible to
adapt to environments that do not require such legéls of security. Security considerations shalinade on the following
non exhaustive list of areas:

O O O O O o o

User data confidentiality and integrity

End-to-end security

Secure notifications

Firewall traversal

Protection against malicious use of email (e.gis/ppropagation)
Protection against unsolicited messages (e.g. SPAM)

No mandated storage (clear or encrypted) of emaikinsport network
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5. Use Cases (Informative)

5.1 Use Case P2P / CORP, Receiving an Email onthe go
5.1.1  Short Description

An email arrives at the email server of a mobilekeo. The client on the terminal is made awarehefiew email without
excessive delay (based on preferences) and iruaese@nner via notification or by fetching the evéfle denote this as an
event. Based on the preferences of the user, #@ &/made available to the user or the cliert threce authenticated
securely, accesses the new email or portionsad iteeded (e.g., header, few first Kbytes, whotly lmathout attachment or
whole email). The mobile user experience of defgyears negligible (quasi-instantaneous) and thewnaleast comparable
to desktop email. Events may include sending pomioall of the email; in which cases, no sepaaateess step takes place.
In addition, the client may receive the email ev@nia notification) or fetch it. The use casgémeral enough not to pre-
suppose a technology solution.

51.2 Actors

» The user of mobile email (e.g. employee)

* The owner of the email server (e.g. enterprise)
5.1.2.1 Actor Specific Issues

* The user of mobile email:

o0 To receive new email (as desired as notificatiofutbremail) as soon as possible and in ways tpaear quasi-
instantaneous (i.e. as soon as possible aftemtlad server receives the email).

0 To have his client react on the email event abg@references and based on the type of event
0 To be able to set preferences so that:
> Email are automatically accessed and stored (&atitigt

> Portions of the email are accessed, e.g.:

Information about the email (e.g. header, subgander, date, ...)
A certain size

Everything but attachments

> User may manually ask to access more of the ermiiove in whole or in parts) if it has not alsebden
totally stored in the client

> Email can be accessed when online or offline, e.g.:
Browsing WAP / browsing

Secure MMS /SMS actionable exchanges

On the device when out of radio coverage
Voice

* The owner of the email server:
To allow users to set preferences on what to doveheew email is received
To generate an event to inform the user / usentatiethe new email according to user preferences

o}
o}
0 To deliver email to the user according to the yseferences
o0 To deliver the email in a manner is end-to-end ecu

o]

To allow the client / user to react accordinghateess and possibly download the email as spedifiede user
preferences (and possible server settings).
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5.1.2.2 Actor Specific Benefits

* The user of mobile email:
o Immediate notification or delivery of new email aoting to preferences
o Can immediately act on the email

» The owner of the email server:

o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity

o0 Service provider:

> Can provide secure “mobile email” experience andise to its customers
5.1.3  Pre-conditions

* The user of mobile email:

o0 Has an account with email providers

Has a device with a client able to receive / acoess email events

(@)

(@)

Support settings / preferences from the users ®hbed coded ways to:
> Receive or access email events
> Access and possibly download email

(]

Client is appropriately configured

0 Account is appropriately configured

* The owner of the email server (E.g. enterprise)
0 User has account
0 User preferences that affect the server are known
o Knows how to provide access to email events, e.g.:
> what device
> device address
> Etc...

514 Post-conditions

» Useris aware of the new email (to the extent gétid or her preferences) and has or can access it.

5.15 Normal Flow

1) Email arrives in the email server (goes into tHmix)

2) Email server generates an email event

o0 This (and next step) may be based on user prefesérsettings that influence how the event is gegdr

3) Email event is made available to the email client:

o0 Via notification

o Or by making event available for access by thentlie.g. for retrieval by the client)
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4)

5)
6)
7
8)

5.1.6

1)

2)
3)
4)

5)
6)
7
8)
9)

Client reacts to the event possibly based on teences of the user (e.g. vibrate to announcet edisplay email
sender / subject in inbox etc...)

Clients checks preferences of the user
Client access the email and download the emaipesified by the settings / preferences
Email is downloaded in whole or in part (dependimgsettings or preferences)

User can read / manipulate the email.

Alternative Flow

Step 3 may be skipped if the client performs tiaddl access to email in the meanwhile (i.e. esyaikchronization
between client and server using appropriate emaibpol (e.g. IMAP4revl, POP3, webdav). For examiblis
could take place after establishing a dedicatediection with server (e.g. LAN or dial-up)).

Step 5 may be skipped if the client behaviour islltaded (e.g. settings of client)
At step 6, the user may manually act on the ewerdgwnload, browse, ignore)

Step 7 may be replaced by graceful degradatiomigilevia browsing, messaging or voice as discusdeye (step
6/7 combined). As a result, the email may not teglalile offline at the difference of the other ations.

Step 7 may be iterated when the user wants to dasnhore parts of an email.

Step 7 may consist of downloading the whole bodynotithe attachment.

Steps 5, 6 and 7 may be skipped if the event pesvishough information about the email to the user.
Step 3 may be secure end-to-end or not (basedtiimgseor preferences)

Step 6 and 7 may be end-to-end secure or not (lmasselttings or preferences)

10) Steps 3 and after may be delayed is device ismiteo

5.1.7

5.2

5.2.1

Operational and Quality of Experience Requirements

Delays should be transparent to the user who shwaud the impression that the email or event asragesoon that
the email arrives to the email server

Events and access should be secured or at leastbkif desired by user, email server owner tirsgs of the
client

The flows above should work with email server bdharfirewall
The flows above should be supported on any targtark technology including 2.5G, 3G and WLAN
The solution should be able to handle devicesdatatemporary offline.

Marking an email that was read on the mobile deageead in the user’'s enterprise mailbox

Use Case P2P / CORP, Receiving an email server event on
the go

Short Description

An email event takes place on the server. For el@mp

0 2011

Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-MobileEmail-V1_0-20110802-A Page 17 (47)

» An emalil is deleted (e.g. via another client)

» Afolder is created

* An email is moved to a new folder

» An emalil status is changed (read, unread, flagtped, been replied to”, “has been forwarded to”, ...)

The client on the terminal is made aware of thenewéthout excessive delay (based on preferencet)raa secure manner.
Based on the preferences of the user (e.g. aréateer moves on the server to be reflected orclieats, are folder
structures beyond inbox present on the client ef¢he)event is made available to the user or, libataeflects the event.
The mobile user experience of delay appears nétgigguasi-instantaneous) and they are at leaspamble to desktop
email.

52.2 Actors

» The user of mobile email (e.g. employee)
» The owner of the email server (e.g. enterprise)
5.2.2.1 Actor Specific Issues

* The user of mobile email:

o To receive server events as soon as possible amayis that appears quasi-instantaneous (i.e. asas0
possible after the event takes place on the ereriés).

0 To have his client react on the email event abgegreferences:

> Typically without informing the user unless if anflict must be manually resolved or aaotion must be
checked by the user

» The owner of the email server:
0 To generate an event to inform the user / cliethefserver event.
0 To make available that event in a manner thatdsterend secure, e.g.:
> Via notification (options for that will be discusstater)
> By making the event available for access by the Lskent
o To allow the client / user to react accordinglyspscified by the user preferences (and possiblessettings).

5.2.2.2 Actor Specific Benefits

* The user of mobile email:
o Immediate reflection of server side events
* The owner of the email server:

o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity

o0 Service provider:

> Can provide secure “mobile email” experience anmdise to its customers
5.2.3  Pre-conditions

* The user of mobile email:
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0 Has an account with email providers
0 Has a device with a client able to receive / acoess email events
0 Support settings / preferences from the users ®hhed coded ways to:
> Receive or access events
> How to act on the events
o Client is appropriately configured
0 Account is appropriately configured
» The owner of the email server (E.g. enterprise)
o User has account
0 User preferences that affect the server are known
o Knows how to provide access to events, e.g.:
> what device
> device address
> Etc...

5.2.4 Post-conditions

» Client reflects the server event (to the extenbgdtis or her preferences).

525 Normal Flow

1) Email server event takes place (e.g. email is delfbm another client)
2) Email server generates an email event
0 This (and next step) may be based on user prefesdrsettings that influence how the event is geedr

3) Email event is made available to the email client:
o Via notification

o Or by making event available for access by thentlie
4) Client reacts to the event possibly based on tefemnces of the user (e.g. vibrates)
5) Clients checks preferences of the user
6) Client reflects the event as specified by the isgsti preferences

7) User can see impact of event on mobile email data.

5.2.6 Alternative Flow

1) Step 3 may be skipped if the server knows thapthé&erences of user or settings of the client ach shat the event
will not be acted upon or if the client performaditional access to email in the meanwhile (i.eaiém
synchronization between client and server using@piate email protocol (e.g. IMAP4revl, POP3, welad..).
For example, this could take place after estabislai dedicated connection with server (e.g. LAMial-up)).

2) Step 5 may be skipped if the client behaviour sl ltaded

3) At step 6, the user may intervene to confirm oolnes conflict/uncertainties on the action to takeanswer to the
event

4) Step 3 may be secure or not
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5) Steps 3 and after may be delayed is device ismoted

5.2.7 Operational and Quality of Experience Requirements

» Delays should be transparent to the user who shaud the impression that event arrives as sodriithavents
occurs on the email server

« Email events should be secured (e.g. encrypted) least securable if desired by user, email sewerer or settings
of the client

» The flows above should work with email server bdharfirewall
» The flows above should be supported on any targ@tark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline.

5.3 Use Case P2P / CORP, Viewing email attachments on the go

5.3.1  Short Description

The user views attachments in ways adapted torhigrodevice.

5.3.2 Actors

» The user of mobile email (e.g. employee)

» The owner of the email server (e.g. enterprise)
5.3.2.1 Actor Specific Issues

* The user of mobile email:

0 To be able to view attachments on a mobile deviagapted as needed to the device form factor awievi
capabilities

¢ The owner of the email server:

o To allow users to view attachments

0 To adapt attachments to the needs of the devicthysthe user
5.3.2.2 Actor Specific Benefits

* The user of mobile email:

o View attachments received with email

* The owner of the email server:

o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity

o0 Service provider:

> Can provide its customers with the capability tadia attachments on their devices (e.g. view, doaa|
edit, forward, save). As needed these attachmeay<finst be adapted to the device characteristics a
capabilities
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5.3.3 Pre-conditions

* The user of mobile email:
Has an account with email providers

Has a device with a client able to access / vigachtments

0
0
0 Support settings / preferences from the users®hhed coded ways to handle attachments
o Client is appropriately configured

0

Account is appropriately configured

» The owner of the email server (e.g. enterprise)
o User has account
0 User preferences that affect the server are known
o Knows how to provide adapted attachments, e.g.:
> what device
> device address

> device characteristics (form factor) and documeéstving capabilities
> Etc...

534 Post-conditions
» User can view the attachment on the devices

5.35 Normal Flow

1) An email with attachment arrives on the servettifieruser

2) The email is handled as described in section 5.1

3) Following 5.1, Email has been downloaded, but ttechment has not
4) User selects to view the attachment.

5) Client requests to download the attachment

6) Email server adapts the attachment to the:
o Device form factor

o Viewer capabilities
7) Client downloads attachment

8) User views attachment

5.3.6 Alternative Flow

1) The steps 5to 7 may take place at step 3 if seysser preferences or client settings

2) Steps 5to 7 may be replaced by a request froragbeto browse the document. In such case, thersadapts the
document to the device form factor and browsingabdijties. As a result, the attachment may not\zelable
offline.

3) Step 7 may take multiple iterations (where onlytijoms of the attachment would be downloaded t#l tiser
requests for more).
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4) Steps 2 and after may be delayed if device is nime

5.3.7  Operational and Quality of Experience Requirements

» Exchanges should be secured (e.g. encrypted)l@asitsecurable if desired by user, email servereowr settings
of the client

» The flows above should work with email server bdharfirewall
» The flows above should be supported on any targ@tark technology including 2.5G, 3G and WLAN

» For quality of the user experience, while downlogdittachment, the client should provide indicabbthe
download and if possible it should provide estireaitthe time needed to download.

» The solution should be able to handle devicesatatemporary offline

5.4 Use Case P2P / CORP, Sending emails on the go
5.4.1  Short Description

An email is composed by a mobile worker. Upondéig to send the email, it is immediately secusapt from the email
server of the user (and not another email servgr, @& operator provided SMTP server). The comg@snail can include
editing desired messages, attaching various fibkeediting any saved drafts, and so forth. Aftevasing to send the email,
it is uploaded on the email server of the useriamdediately and securely sent from the ser{#nd not another email
server, e.g., an operator provided SMTP server).

54.2 Actors

* The user of mobile email (e.g. employee)

* The owner of the email server (e.g. enterprise)
5421 Actor Specific Issues

* The user of mobile email:

o To be able to send emails from mobile devices

* The owner of the email server:

o0 To allow users to send email in a secure manner fhe owner email server
5.4.2.2 Actor Specific Benefits

* The user of mobile email:

o0 Can send email while mobile

» The owner of the email server:
o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
> Send email from email server / corporate domairis Ehimportant for:
Audit / logging

To control / monitor email sent by employees
To certify source of emails
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= To satisfy legal requirements
o0 Service provider:

> Can provide secure ways to send email its customers
5.4.3 Pre-conditions

* The user of mobile email:
Has an account with email providers

Has a device with a client able to compose and semalls

0
0
0 Has a device with applications which can createjimdate, and attach various attachments.
o Client is appropriately configured

0

Account is appropriately configured

» The owner of the email server (e.g. enterprise)
0 User has account

0 User preferences that affect the server are known
5.4.4  Post-conditions

« Email sent by user has been sent from the emaéséocated in appropriate domain)

545 Normal Flow

1) User completes composition of an email on mobilaiéantient, which includes:
o Editing a new desired message
0 Attaching various files (document files, mediadiléully or not fully downloaded files, etc.)

0 Re-editing the saved draft
2) User selects to send the email
3) Client connects with email server and uploads theike
4) Email is sent from email server
5) Email may be saved in a sent folder (based on mmede of user or behaviour/settings of email sgrver

6) Sentemail in sent folder is reflected in emailtdetder as in 5 (based on preference of user batieur/settings of
email server).

546 Alternative Flow

1) Step 1 may be subject to DRM rules.

2) Step 7, may change with the email saved from tieatcteconciled with the server as in 5.5. Othewi may be
considered.

3) The steps 5 to 6 may each be skipped if the uses dot want to save sent email; that it be on ¢inees or on the
mobile client

4) Steps 3 and after may be delayed is device ismteo Based on settings or preference the emaibeaqueued
and sent as soon that the connectivity is re-asteda or the user may be prompted to confirm desisend them.
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5.4.7 Operational and Quality of Experience Requirements

» Exchanges should be secured (e.g. encrypted)leasttsecurable if desired by user, email servereowr settings
of the client

» The flows above should work with email server bdharfirewall
» The flows above should be supported on any targgtark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline

5.5 Use Case P2P / CORP, Filtering rule changes whi le mobile
5.5.1 Short Description

While mobile, a user can change filtering ruleg #pecify what, when and how emails arriving ateéh®il server or emalil
server events must be reflected or sent in the lmebiail client.

55.2 Actors

* The user of mobile email (e.g. employee)
» The owner of the email server (e.g. enterprise)
55.2.1 Actor Specific Issues

* The user of mobile email:
0 To be able to change while mobile what email adeetsent/reflected to the client
o To be able to change while mobile, what events lshibel sent to the client

0 To be able to change while mobile what events shbalimmediately sent to the client and what ecantwait
other scheduled synchronization between the ctirdtthe email server

* The owner of the email server:
o To support changes while mobile of filtering rusemail / folder

o0 To support changes while mobile of filtering ru@sevents / naotifications
5.5.2.2 Actor Specific Benefits

* The user of mobile email:
o Can change while mobile filtering rules on emaders on the mobile email client

o Can change while mobile filtering rules on evemstgo client (which ones and when)

* The owner of the email server:
o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
o0 Service provider:
> Supports filtering rules
> Can provide management of filtering rules from nimblevice to its customers
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5.5.3 Pre-conditions

* The user of mobile email:

Has an account with email providers

Has a device with an appropriate email client
Client is appropriately configured

Account is appropriately configured

O O O o o

Has setup filtering rules as described in 5.6

» The owner of the email server (E.g. enterprise)
o User has account
0 User preferences that affect the server are known

o Filtering rules are known

554 Post-conditions

 Filtering rules have been changed (e.g. user @nméd to expect an important email from somebodyupdates the
filtering rules to immediately (immediate notifigat) of the email and to have the email reflectethie mobile
email client)

555 Normal Flow

1) User decides to change a filtering rule

2) The new rule is transmitted to the email server

5.5.6  Alternative Flow

1) Step 2 may determine that the event does not lwelve teflected to the client (e.g. a folder thatgloot have to be
synchronized with the client or an email from arubat does not have to be sent to the mobile ettiaiit)

2) Step 2 may determine that while the event shoulefected, it can wait for normal synchronizattorbe
performed later

3) Step 2 may be delayed is device is not online. Basesettings or preference the changes can beedued sent as
soon that the connectivity is re-established omtder may be prompted to confirm desire to senchthe

5.5.7 Operational and Quality of Experience Requirements

» Exchanges should be secured (e.g. encrypted)l@asitsecurable if desired by user, email servereowr settings
of the client

» The flows above should work with email server bdharfirewall
» The flows above should be supported on any targgtark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline
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5.6 Use Case P2P / CORP, synchronization between cl ients
5.6.1 Short Description

The user can synchronize his email over the amnalsile email, using a pass through connection afitbther computer or
client (e.g., cradle, Bluetooth, IRDA, over a dire&AN connection...).

56.2 Actors

» The user of mobile email (e.g. employee)

* The owner of the email server (e.g. enterprise)
5.6.2.1 Actor Specific Issues

* The user of mobile email:
0 To be able to synchronize over the air or througta dynchronization over cradle (with laptop)
0 To be able to interrupt one mode and resume iotther

o To maintain synchronized mobile email client, laptanail client and email server
* The owner of the email server:

o To allow email server to synchronize with differefients

o To allow clients to also synchronize among eaclemstiand still maintain consistency
5.6.2.2 Actor Specific Benefits

* The user of mobile email:
o Can synchronize laptop over LAN or modem
o0 Can synchronize the mobile email client and lapiignt over cradle instead of over the air
o Can then use client over the air as mobile email:

> Save cost of complete synchronization

> Allow use of mobile email client as a disconned®&lA when disconnected or on network that do not
support mobile email

» The owner of the email server:
o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
> Reduce cost
o0 Service provider:

> Support different access models
5.6.3 Pre-conditions
e The user of mobile email:

0 Has an account with email providers

o Has two devices with appropriate clients
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Clients are appropriately configured
Account is appropriately configured

The clients can synchronize data between eachsother

O O O o

For this example, one client use conventional emal IP (e.g. IMAP4 rev 1). It could also be usowgr the
air mobile email. What matters is that the cliesnh synchronize with the email server

» The owner of the email server (E.g. enterprise)

o0 User has account

o User preferences that affect the server are known

56.4 Post-conditions

» The two clients are synchronized with the emaivser

5.6.5 Normal Flow
1) First client synchronize with email server
2) User synchronizes second client to the first usiaig synchronization (e.g. OMA DS)

3) Second client synchronizes with email Server

5.6.6  Alternative Flow

» Step 1 can be interrupted before completion

» Step 2 can be interrupted before completion

» Step 1 can involve mobile email synchronizationrdie air or conventional email over IP (e.g. IMARY 1)
» Step 2 can involve data synchronization with th&t &tlient

» During step 2 the first client may be off line (sfinonization is between the two clients) or onlte
synchronization can be through the first clientmite email server).

5.6.7  Operational and Quality of Experience Requirements

» Exchanges should be secured (e.g. encrypted)l@asitsecurable if desired by user, email servereowr settings
of the client

* The flows above should work with email server bdharfirewall
» The flows above should be supported on any targ@tark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporarily offline

5.7 Use Case Email with Attachment

5.7.1  Short Description

An email with an attachment arrives at the maiVeepf a user. Since the email has an attachmehbased on the
preferences of the user the server only delivéheeall or some of the text part of the email.
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57.2 Actors

* The user of mobile email

» The email system of the user
5.7.2.1 Actor Specific Issues

¢ The user of mobile email can:

0 Receive new email as soon as possible and in waysppear quasi-instantaneous (i.e. as soon aiblgosfter
the email server receives the email).

o0 Set preferences for:
> Automatic access and storage of emails on the devic
> The Portions of the email that are to be storetherdevice can be set
» The email system of the user on the email server:
o To allow the user to set preferences so that upoeipt of a new email certain things will happen
0 To deliver email to the user according to the yseferences.
0 To deliver the email in a manner that is end-to-eeclire.

o0 To allow the user device / user to react accorgitglaccess and possibly download the email ircarseway
as specified by the user preferences with or witlattachment, complete or only partially (and netessarily
sequential, but with identifiable parts), and pblsiendered in multiple ways applicable for theide.

5.7.2.2 Actor Specific Benefits

* The user of mobile email:
o Immediate delivery of new email according to preferes

o Can immediately act on the email

» The owner of the email server:
o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
o0 Service provider:

> Can provide secure “mobile email” experience anmdise to its customers
5.7.3  Pre-conditions

* The user of mobile email:
0 Has an account with the enterprise
0 Has a client able to receive / access new emailteve
0 Has a client that can support settings / preferefroen the users or has them hard coded, to:

> forward to other users and groups
> compose new email with selective parts of theiveceemail
> etc.

o Email client on users device is appropriately cgmfed
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0 Account is appropriately configured

* The email system of the user
0 User has account

o0 User preferences that affect the server are known
5.7.4  Post-conditions

Email is read without downloading first.

5.7.5 Normal Flow

The user receives an email with an attachmentsiiniiox. The mail service, based on the user'sspeete, delivers only
the header of the message.

5.7.6 Alternative Flow

The user receives an email with an attachmentsiintiox. The mail service, based on the user'sspeete, delivers only
the header of the message. The user having redmbuer decides to download some more of theTeet user starts
reading selectively the attachment.

5.7.7  Operational and Quality of Experience Requirements

» It should be possible to read email including dttaents without first downloading entire email athehments

» It should be possible to read selective parts @ftmail and attachments without first downloadingre email.

5.8 Use Case Forwarding Email without Downloading
Attachments

5.8.1 Short Description

An email with an attachment arrives at the maileeof a user. Since the email has an attachmehbased on the
preferences of the user, the server delivers either some of the text part of the email. Therusads the text and forwards
the message to other users with some additionahtekan attachment without first downloading thginal attachment

5.8.2 Actors

* The user of mobile email
» The email system of the user
5.8.2.1 Actor Specific Issues

* The user of mobile email can:

0 Receive new email as soon as possible and in waysppear quasi-instantaneous (i.e. as soon aiblgosfter
the email server receives the email).

o0 Set preferences for:

> Automatic access and storage of emails on the devic
> Portions of the email that are to be stored ordthaéce and forwarded
> Forwarding optioa

e The email system of the user:
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To allow the user to set preferences that uporipeoga new email certain things will happen
To deliver email to the user, according to the sipeeferences.

To deliver the email in a manner that is end-to-seclre.

O O O o

To allow the user to react accordingly to accesspssibly download the email in a secure way asifipd
by the user preferences.

o To allow the user to react accordingly to acceskfarward the email in a secure way as specifiethbyuser
preferences (and possibly server settings) withauing downloaded the email

5.8.2.2 Actor Specific Benefits

* The user of mobile email:
o Immediate delivery of new email according to preferes

o Can immediately act on the email, such as forwardin

» The owner of the email server:
o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
0 Service provider:

> Can provide a secure mobile mail experience andceeto its customers
5.8.3  Pre-conditions

* The user of mobile email:

0 Has an account with the enterprise

0 Has a client able to receive / access new emailteve

0 Has a client that can support settings / preferefroen the users or has them hard coded to :
> forward to other users and groups
> compose new email with selective parts of theiveceemail
> eftc.

o Email client on users device is appropriately cgufed

0 Account is appropriately configured

* The email system of the user
0 User has account
o User preferences that affect the server are known

0 Users email client processing capabilities
5.8.4  Post-conditions
Email is forwarded without downloading first.
5.8.5 Normal Flow

The user receives an email with attachment inrtbex. The mail service, based on the user’s peata, delivers only the
header of the message. Being out of the officeohgdrds the mail to his colleagues without firstvtdoading the
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attachments or the entire text to his device. Th#é server forwards the original mail with attachnteeto the user’s
colleagues.

5.8.6  Alternative Flow

The user receives an email with attachment intiex. The mail service, based on the user’s peatss, delivers only the
header of the messages. Having read the headlavwhdoads some more of the text of the messageeaiides some of the
attachments are relevant to his team. Being othiebffice he forwards the email to his team witing additional text and
an attachment on how to deal with this matter, euitHirst downloading the attachments to his devi€ae mail server
appends the new text and attachment to the origiadlland forwards the mail to his colleagues.

5.8.7 Operational and Quality of Experience Requirements

* It should be possible to forward email includinthahments without first downloading entire email
» It should be possible to forward modified emailliming attachments without first downloading entraail.
» The forwarding uses the user’s enterprise emaitessd

» The forwarded email is placed in the user’s enisepemail Sent folder, and the email (that was &vded) shows in
the user’s enterprise email Inbox marked to indithat the email was forwarded.

* Marking an email that was read on the mobile deggeead in the user’s enterprise mailbox

5.9 Use-case: Configuring additional email accounts to be
accessed

5.9.1  Short Description

A user wishes to configure his mobile-email clisnticcess additional email accounts and merge #ssages received from
the different accounts. User is able to configiraerged messages are left on polled email senvemooved.

59.2 Actors

* The user of mobile email
» The owner of the email server (e.g. mobile opejator
* The mobile operator (supplying the network)
5.9.2.1 Actor Specific Issues
* The user of mobile email:
0 To be able to receive emails on his mobile deviemfall of his email accounts
* The owner of the email server:
0 To allow users to receive email in a secure manide on the move.
* The mobile operator
o To allow the subscribers to receive satisfactoryise using his mobile terminal.

5.9.2.2 Actor Specific Benefits

* The user of mobile email:

0 Gains access to all of his email messages, indeped the server location, while on the move
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¢ The owner of the email server:

0 Supplies email messages to his users and increasssrvice satisfaction
» Service provider:
o Customers use mobile email client for larger raofggervices

5.9.3 Pre-conditions

* The user of mobile email:
0 Has an account with email providers
0 Has a device with a client able to compose and semdlls

o Client allows user to configure additional mailkescounts

* The owner of the email server (e.g. enterprise)
o User has account
o0 User preferences that affect the server are known

o Allows client to connect to user’s account basecuwilmentication information
5.9.4 Post-conditions
» The Client is properly configured to access thegagss in the additional email account

595 Normal Flow

1) User activates the mobile email client on his tehi
2) User chooses the configuration option of the modifeil client

3) User supplies the authentication information nemgstr accessing the email account together viighprrotocol
information for the email server.

4) User indicates if the messages retrieved from ehdit account should be merged into a single Inthoseparate
folders should be displayed.

5) User defines whether polled messages are left bedpemail server or removed.
6) User is given the option to define the filterindgesifor the new account.

7) Client authenticates the access to the new emailusat and notifies user that configuration is costel

5.9.6 Alternative Flow

None identified at this time.

5.9.7 Operational and Quality of Experience Requirements
» User should be presented with proper configuratiations to allow friendly definition of the emait@ounts.
» Configuration should allow user to securely aceabsf his email accounts
» The flows above should be supported on any targgtark technology including 2.5G, 3G and WLAN

* The solution should be able to handle devicesatatemporary offline
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5.10 Use-case: Replying to messages that are retrie  ved from
different accounts

5.10.1 Short Description

A user, who has configured his mobile email cliendisplay messages from different accounts, wishiegnd a reply
message to a message that is displayed. Whenagieigethe reply the client should offer the user ¢tapability to choose
the “from field” which is used in the reply — to b#her the original polled account “from field” tire main account “from
field”.

5.10.2 Actors

* The user of mobile email
» The owner of the email server (e.g. mobile opejator

» The mobile operator (supplying the network)
5.10.2.1  Actor Specific Issues

» The user of mobile email:

o To be able to distinguish between email accourastits messages are retrieved from

o To reply to his messages within the framework eféimail accounts that the message was received at
* The owner of the email server:

o To allow users to receive email in a secure mamninde on the move.

o To allow the users to conduct their email corresigmte in a convenient manner
» The mobile operator

o To allow the subscribers to receive satisfactoryise using his mobile terminal.
5.10.2.2  Actor Specific Benefits

* The user of mobile email:

o0 Is able to reply to messages received from diffeaenounts while maintaining the integrity of his
correspondence

* The owner of the email server:
o Increased traffic of the email messaging
0 Supplies a reliable service to the users
* Service provider:

0 Customers use mobile email client for larger raoiggervices
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5.10.3 Pre-conditions

* The user of mobile email:
Has an account with email providers
Has a device with a client able to compose and semalls

Client allows user to configure additional mailkeoccounts

O O O O

Client allows user to generate reply messages ssages in the user's mailbox folders

* The owner of the email server (e.g. enterprise)
o User has account
0 User preferences that affect the server are known

o Allows client to connect to user’s account basecuwilmentication information
5.10.4 Post-conditions

» The reply message is sent to the originator obtiginal message from the email server originatlgdr@ssed in a
secure and private manner

5.10.5 Normal Flow

1) User activates the mobile email client on his tewhi

2) User browses the messages in his inbox and s@lestssage to view.

3) User elects to generate a reply message to theageetisat he has selected
4) Client allows user to compose a new message tlaataply to the original.

5) Client identifies that email account that originassage originates from and offers to send theagessith the
proper From: field

6) User chooses whether to retain this ‘From:’ fietccbange to another ‘From:’ account.
7) After composition is complete the user selectstudsthe reply message.

8) Email server for the account that is indicatedhmyErom: receives the reply message and sends tieftination
5.10.6 Alternative Flow
None identified at this time
5.10.7 Operational and Quality of Experience Requirements

» User should be presented with proper configuratiations to allow friendly definition of the emait@ounts.
» Configuration should allow user to securely acedbksf his email accounts.
» The flows above should be supported on any targgtark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline

5.11 Open Issues

None identified at this time
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6. Requirements (Normative)

Unless otherwise stated, all requirements appthieanobile email enabler

6.1 High-Level Functional Requirements

Label

Description

Enabler Release

HLF-1

It MUST be possible to minimize delays anadaidth requirements (e.g. b
minimizing the number of roundtrips between cliantl server, the bytes to
exchange between client and server, etc...) fordheviing:-

= Events sent from the server to the client or am@by the client to
announce or describe new email

= Exchanges to deliver new email from the servehéodient

= Events sent from the server to the client to annewr describe email
events on the server

= Events accessed by the client from the servertowmce or describe
email events on the server

= Exchanges to reconcile the client after a emaihtwa the server
= Exchanges to access or manipulate attachments

= Sending email from an assigned email server

= Sending email events on the client to the emaileser

HLF-2

The mobile email enabler MUST support botkipgemail events are pushe
to the client) and pull (client accesses email &)en

HLF-3

The mobile email enabler SHOULD define a minm set of interoperable
media types and formats

HLF-4

The mobile email enabler MUST support optiatians for wireless
environments

6.1.1

Table 1: High-Level Functional Requirements

Security

Label

Description

Enabler Release

SEC-1

The mobile email enabler MUST support intggnd confidentiality
between client and server when exchanging dataemat notifications

SEC-2

Exchanges to provide new email arrived onesdo the client MUST
support confidentiality and integrity

SEC-3

Exchanges to reconcile the client after aailegwent on the server MUST
support confidentiality and integrity

SEC-4

Exchanges to access or manipulate attachiii®S support
confidentiality and integrity

SEC-5

Exchanges to send email from the assigned semeer MUST support
confidentiality and integrity

SEC-6

Email events sent from the client to the ésever MUST support
confidentiality and integrity

SEC-7

The client MUST be able to be authenticatethb email server

SEC-8

The email server MUST be able to be authateticby the client

SEC-9

The mobile email enabler MUST support consergening that provides
protection from inappropriate email

SEC-10

The mobile email enabler MUST support spesteption

SEC-11

The mobile email enabler MUST support vpratection
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SEC-12 The mobile email enabler MUST support ptadacagainst denial of service
(DoS) attacks

SEC-13 It MUST be possible to prevent unauthorigplications from requesting
emails to be sent from the mobile email client

SEC-14 It MUST be possible to protect email datth@amobile email enabler from

unauthorized access (user or device)

Table 2: High-Level Functional Requirements — Sectity Items

NOTE: Confidentiality of the exchanges betweendlent and the server is only supported when matlay the actors e.g.
in the case of corporate email.

NOTE : (SEC-1 to SEC-9) Depending on the deplaymneodel chosen by the Mobile Email Service Provide
confidentiality and integrity will have to be suppad either end-to-end between the email clientthecemail server, or only
on that part of the network path between the enfigiht and email server that is not trusted byNtobile Email Service

Provider.
6.1.2 Charging
Label Description Enabler Release
CHRG-1 In order to support charging for email tigfthe mobile email enabler
SHOULD provide ways to identify mobile email exclgas (events, access,
sending and synchronization) as email data exclsamyen when there is a
secure connection between the client and server
CHRG-2 In order to support charging for emalil tigfthe mobile email enabler
SHOULD provide ways to identify mobile email dateckange
characteristics (e.g. email message sizes, nunfilvecipients, etc.)., even
when there is a secure connection between the eliehserver
Table 3: High-Level Functional Requirements — Chargng Items
6.1.3  Administration and Configuration
Label Description Enabler Release
ADMIN-1 It MUST be possible to provision the mob#enail client, based on any
combination of who the user is and what the deisice
ADMIN-2 It SHOULD be possible for user preferendift@trs/settings to follow the user
across devices, when used sequentially
ADMIN-3 It MAY be possible for user references#its/settings to follow the user
across devices, when used simultaneously
ADMIN-4 Authorized principals MUST be able to cogifire the settings of the user
preferencesf/filters/configurable settings for aipatar user
ADMIN-5 The mobile email enabler MUST support thedetion by a remote, authorize
principal of email data on a mobile device
ADMIN-6 The mobile email enabler MUST support adigiration of authorized users
and devices
ADMIN-7 It MUST be possible for a user to view, ednd reset settings of a mobile

email client

Table 4: High-Level Functional Requirements — Admilistration and Configuration Items
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6.1.4  Usability

Label

Description

Enabler Release

USAB-1

The mobile email enabler SHOULD minimize etvpropagation delays and
MUST NOT impose excessive delays

USAB-2

The mobile email enabler SHOULD minimizeald in accessing email
messages and MUST NOT impose excessive delays

USAB-3

When downloading an attachment, the madieil enabler MUST allow
the client to be able to provide an indicationha estimated download time
needed to complete the download of the attachment

USAB-4

When network connectivity is available, éi&HALL be sent from the
client to the email server according to user pegfee or client settings, if
configurable

USAB-5

When connectivity is not available or droftee user MUST be able to
compose the message and have it stored on theedevic

USAB-6

When connectivity is re-established storezssages MUST be sent as soo
as possible

USAB-7

When network connectivity is available, éneaents on the client SHALL
be sent to the email server according to user meées or client settings if
configurable

USAB-8

When connectivity is not available or dropsjail events on the client that
may take place MUST be stored on the client untilnectivity becomes
available and then sent to the email server as asqossible.

USAB-9

The mobile email enabler MUST allow the useset filtering rules based o
= Email header fields
= Mailbox folder options.
= Spam score.

This is a non exhaustive list and for example only.

USAB-10

The mobile email enabler MUST allow theusechange filtering rules on
his mobile email client.

USAB-11

The mobile email enabler MUST support:
= Different methods for notifying the client aboutwemails based on
capabilities of the network
= The ability for the user to select the transportirod based on the
capabilities of the client and network (e.g. SM8si¥, MMS etc)
= The ability for the user to select if, when and rewents are accessed
by the client

USAB-12

The mobile email enabler MUST support tke af a number of different
means to transport notifications this could incl&MS, MMS, WAP Push,
SIP Notification, UDP, in band, polled)

USAB-13

The user MUST have control of the resulbefv email events on the client,
e.g. the client could download:

= Meta-data only

= Portion of the email

= The whole email without attachment
= The whole email with attachment

USAB-14

The user MUST be able to manually initiateess to email that has arrived
on the server but is not yet on the client

USAB-15

The user MUST be able to manually acceseramail data when only a
portion is stored on the client (e.g. more of thdyy a specific attachment,
more of a specific attachment, the rest of the btddywhole email with all

attachments)
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USAB-16

Authorized principals MUST be able to sékbe ways that email events are

sent to or accessed by the mobile email clientahdr email settings that
may affect the server behaviour

USAB-17

The mobile email enabler SHOULD NOT requipetitive actions by the
user for robustness to intermittent or unreliadbanectivity

USAB-18

The mobile email enabler MUST enable ther tis forward an email partially
downloaded (e.g. without attachment) without hawtmgownload the
remainder to the client

USAB-19

The mobile email enabler SHOULD minimize #imount of information tha
a user must provide to provision an email clierdtoess the assigned emai
server

t

USAB-20

The mobile email client MUST allow the usereply to an email partially

downloaded without first having to download anytpdrthe remainder of the

email to the client. It SHOULD be possible to irbtuall of portions of the
original email whether downloaded or not in thelyapessage

USAB-21

The mobile email client MUST allow the userdit a partially downloaded
email, for reply and/or forward and have the sesend all the portions of

the edited email while minimizing the amount ofaltttat is sent to the serve

(e.g. sending the differences)

-

USAB-22

When composing an email (replying to/ amfarding ) the mobile email
client MUST be able to download all or portionglwdit email for editing and
the resultant email data sent to the server SHOB&Minimized (e.g.
sending the differences)

USAB-23

The mobile email enabler MUST support sigcthe account to which
messages are submitted

USAB-24

When replying to a list of addressees niobile email client MUST allow
the user to edit the addresses without downloagdingploading the whole lis
of addresses and minimize the amount of data sresrit to the server

[

USAB-25

The mobile email enabler SHOULD supporttiplé email accounts
provided by the same or different service providers

USAB-26

The mobile email enabler MUST support cgafation of email account
information for connection and filtering on a pecaunt basis

USAB-27

The mobile email enabler SHOULD supportrd&bn of auto-reply
messages for each filtered messages. Automatigafigrated replies
SHOULD avoid mail loops (RFC 5321 and related RFCs)

USAB-28

The mobile email enabler SHOULD supportatton/deactivation of auto-
reply from the clientAutomatically generated replies SHOULD avoid mail
loops (RFC 5321 and related RFCs)

USAB-29

The mobile email enabler MUST support remyto messages by using the
email account that the original message was redeine

USAB-30

The mobile email enabler SHOULD supporniifecation of the source ema
account of retrieved email messages

USAB-31

The mobile email enabler MUST support teerwability to forward only a
selection of the attachments of an email with attaents, without
downloading the attachments to the client

USAB-32

The mobile email enabler MUST provide meathias to access any desiral]
email part even when the email size is beyondithi¢ imposed on the size g
the emails that can be delivered to mobile devidae remaining within the
size constraints of the part to be downloaded

le

=

USAB-33

The mobile email enabler SHOULD enableuker to recall an email
message

USAB-34

The mobile email user MAY receive notificats of a success or failure of g

L

recall request.
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USAB-35 The mobile email enabler MUST be able tingste the size of each
individual attachment (s)

USAB-36 It SHALL be possible to manually refresle ttinbox” to see if new emails
have been received

USAB-37 It SHALL be possible for an authorized gipal to limit the refresh rate
(accessing the inbox on the server to see if neailethave been received)

USAB-38 The mobile email enabler SHALL be ablederitify URIs in messages

USAB-39 The mobile email enabler SHOULD notify emgkers of any processing errors

USAB-40 The mobile email enabler MAY support mukiplevices simultaneously

Table 5: High-Level Functional Requirements — Usality Items

6.1.5 Interoperability

Label Description Enabler Release

IOP-1 Data exchanges between the client and sewel, as events, sending email,
reconciliation, attachment manipulation MUST benpatible in the
presence of intermediary network elements (e.gwills, proxies) between
the mobile email client and the users email servers

IOP-2 When used, events sent from the server tolityet to announce or describe
new email MUST be network neutral

IOP-3 When used, events accessed by the clienttfierserver to announce or
describe new email MUST be network neutral

IOP-4 Exchanges to provide email arrived on setwéne client MUST be network
neutral

IOP-5 Exchanges to reconcile the client after anieevent on the server MUST bge
network neutral

IOP-6 Exchanges to access or manipulate attachrivBd&T be network neutral

IOP-7 It MUST be possible to send email from theagserver assigned to the user
(e.g. not another email server in another domain)

IOP-8 Sending email from an assigned email servdEW be network neutral

IOP-9 Sending email events on the client to theileseaver MUST be network
neutral

IOP-10 If multiple mobile email clients are synchized with the mobile email
server, the mobile email enabler MUST allow mué#iiplay synchronization
between the mobile email server and all synchrehitients

IOP-11 The email enabler MUST support server-sitiptation of attachment to the
device user by user

IOP-12 The server-side adaptation MUST be capdibeiog controlled by the client
(e.g. with smart or intermediate clients)

IOP-13 The design of the mobile email enabler dmations SHALL support
interoperability with relevant email standards (éM)AP4, PoP3 and SMTP)

IOP-14 Server-side adaptation MUST preserve thigyabf accessing email via
other channels (e.g. via other email clients)

IOP-15 Server-side adaptation MUST preserve trgirai emails and attachment

stored in the email server

Table 6: High-Level Functional Requirements — Inteoperability Items
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6.1.6  Privacy

Label Description Enabler Release
PRIV-1 The mobile email enabler MUST allow the nield@mail client to be
protected by the same privacy protection ruledutems as applied on the
server (e.qg. filtering rules, privacy alert detens on outgoing email,
read/unread notice interception)

PRIV-2 The mobile email enabler MUST support the asprivacy tools that require
user’s confirmation before allowing some email d¢sea take place

PRIV-3 The mobile email enabler MUST comply with @NPrivacy document as
applicable

Table 7: High-Level Functional Requirements — Privay Items

6.2 Overall System Requirements

Label Description Enabler Release
SYSREQ-1 The mobile email enabler MUST be robustigh to operate normally and
useable when there is an intermittent or unreliablenection between the
client and server
SYSREQ-2 The mobile email enabler security (auflbation, authorization,
confidentiality, integrity) MUST operate and be bigain the presence of
intermittent or unreliable connectivity (loss ofntmctivity, loss of network
transport packets and reconnect)

SYSREQ-3 The mobile email enabler MUST NOT relytlom storage of email data in
intermediate systems outside the email server doovathe terminat.

SYSREQ-4 The mobile email enabler MUST permit dulalée.g. to the number of userg)
end-to-end implementations

SYSREQ-5 The mobile email enabler SHOULD allow mjitied implementations on

constrained devices (e.g. power consumption, CRish®ad, memory and
storage requirements). See also OMA-RPT-Applic&&formance-v1-
20031028-A for additional informative details

Table 8: Overall System Requirements

! Note that this requirement does not prevent impletations or solutions to use intermediate storAtgm, note that
transport and other transitory exchanges and mkatipns of packets are not considered as casedgesfiiediate storage
covered by this requirement.

0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-MobileEmail-V1_0-20110802-A Page 40 (47)

Appendix A.  Change History (Informative)
A.1 Approved Version History

Reference Date Description

OMA-RD-MobileEmail-V1_0-20110802-A 02 Aug 2011 Statchanged to Approved by TP:
OMA-TP-2011-0273-INP_Mobile_Email_V1_0_ERP_fondl Approval
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Appendix B. Additional Use Cases (Informative)

B.1 Use Case P2P / CORP, Client Email Events
B.1.1  Short Description

Changes (email events as in 5.2) performed by thiglenworker in his or her email client (e.g., dglg an email or moving
it from one email folder to another) are propesdftected to the user mail box in the email serasrprescribed by the user.
If configured as such, drafts should be saved eitdwally or on the server.

B.1.2 Actors

» The user of mobile email (e.g. employee)
» The owner of the email server (e.g. enterprise)

B.1.2.1 Actor Specific Issues
» The user of mobile email:
o To reflect changes / actions taken on the clietthéoemail server as prescribed by users prefesence
* The owner of the email server:

o To allow users to reflect changes performed omtdias prescribed by user preferences.

B.1.2.2 Actor Specific Benefits
* The user of mobile email:
o Can reflect changes / actions taken on the cleetti¢ email server as prescribed by users prefesenc
» The owner of the email server:

o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity

0 Service provider:

> Provides synchronization between email clientssarders that reflects any changes made on the olien
server to its customers

B.1.3 Pre-conditions

* The user of mobile email:

0 Has an account with email providers

(@)

Has a device with an appropriate email client

(@]

Support settings / preferences from the users®hbhed coded ways to handle changes made on dlegtsare
email deleted on client also deleted on email sg¢rve

(]

Client is appropriately configured
0 Account is appropriately configured
* The owner of the email server (e.g. enterprise)

0 User has account
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o User preferences that affect the server are known
B.1.4 Post-conditions

» User changes on the clients are reflected on ttegl server as prescribed by the user preferences

B.1.5 Normal Flow

1) User performs a change (e.g. reads an email thaltseénto changing the read/unread status of il
2) |If prescribed by user preferences or client sedtitige change is sent to the email server

3) The email server reflects the changes

B.1.6 Alternative Flow
1) Step 2 and 3 may be skipped if set so by user @mates or client settings
2) Step 3 may involve checking user preferences tingst These check may take place on client, oveser on both

3) Steps 2 and after may be delayed is device ismlioteo Based on settings or preference the evemtde queued
and sent as soon that the connectivity is re-astedd or the user may be prompted to confirm desisend them.

B.1.7 Operational and Quality of Experience Require  ments

» Exchanges should be secured (e.g. encrypted)l@asitsecurable if desired by user, email servereowr settings
of the client

» The flows above should work with email server bdhanfirewall
» The flows above should be supported on any targgstark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline

B.2 Use Case P2P / CORP, Filtering Rules
B.2.1  Short Description

While mobile, a user can set filtering rules thzafy what, when and how emails arriving at theagiserver or email
server events must be reflected or sent in the lmcbent.

B.2.2 Actors

» The user of mobile email (e.g. employee)
» The owner of the email server (e.g. enterprise)

B.2.2.1 Actor Specific Issues

* The user of mobile email:
0 To be able to set what email are to be sent/reftetd the client
0 To be able to set what events should be sent toliat

0 To be able to configure the events sent to thatlie. what events should be immediately and \elvahts can
wait for other scheduled synchronizations betwéerctient and email server

* The owner of the email server:
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0 To support filtering rules on email / folder

0 To support filtering rules on events / notificatson

B.2.2.2 Actor Specific Benefits

B.2.3

The user of mobile email:

o Can set filtering rules on emails seen on mobikntl
o Can set filtering rules on events sent to cliertti(lv ones and when)

o Effective in reducing client burden

The owner of the email server:

o Enterprise:
> Increase in responsiveness of employees
> Increase in productivity
o0 Service provider:
> Supports filtering rules
> Can provide management of filtering rules from nimblevice to its customers
> Reduced load, both in memory and bandwidth

Pre-conditions

The user of mobile email:

0 Has an account with email providers

0 Has a device with an appropriate email client
o Client is appropriately configured

o]

Account is appropriately configured

The owner of the email server (E.g. enterprise)

0 User has account
0 User preferences that affect the server are known

o Filtering rules are known

B.2.4 Post-conditions

Filtering rules are applied

B.2.5 Normal Flow

1)
2)
3)
4)

Server event affects some emails (see 5.1 or 5.2)
Email server checks that the event should be tteffieto client
Email server checks that the event should be sahgtclient (instead of awaiting later access)

Event or email are reflected as described in 53.2r

0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-MobileEmail-V1_0-20110802-A Page 44 (47)

B.2.6 Alternative Flow

1) Step 2 may determine that the event does not lwelve teflected to the client (e.g. a folder thatgloot have to be
synchronized with the client or an email from arubat does not have to be sent to the mobile etfiaiit)

2) Step 3 may determine that while the event shouleefdected, it can wait later normal synchronizatio

B.2.7 Operational and Quality of Experience Require  ments

» Exchanges should be secured (e.g. encrypted)leasttsecurable if desired by user, email servereowr settings
of the client

* The flows above should work with email server bdharfirewall
» The flows above should be supported on any targgtark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline

B.3 Use Case P2P / CORP, Replying or Forwarding to  Emails 'On
the Go'

B.3.1  Short Description

A user wants to reply to an email received on higiéclient.

B.3.2 Actors

» The user of mobile email (e.g. employee)

» The owner of the email server (e.g. enterprise)

B.3.2.1 Actor Specific Issues

* The user of mobile email:

o0 To be able to send emails from mobile devices

* The owner of the email server:

o To allow users to send email in a secure mannaer their own email server
B.3.2.2 Actor Specific Benefits

* The user of mobile email:

o Can efficiently reply to email while mobile

¢ The owner of the email server:

o Enterprise:

> Increase in responsiveness of employees

> Increase in productivity

> Send email from email server / corporate domairis Ehimportant for:
Audit / logging
To control / monitor email sent by employees

To certify source of emails
To satisfy legal requirements
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B.3.3

0 Service provider:

> Can provide secure ways to send email its customers

Pre-conditions

* The user of mobile email:

o Has an account with email providers

0 Has a device with a client able to compose and semdlls
o Client is appropriately configured

0

Account is appropriately configured

» The owner of the email server (e.g. enterprise)

0 User has account

0 User preferences that affect the server are known

* The user has received an email that he wants tp t@pr forward.

B.3.4

Post-conditions

» Email reply by user has been sent from the emaiksdlocated in appropriate domain)

B.3.5
1)
2)
3)

4)
5)
6)
7)
8)
9)

B.3.6

1)

2)

Normal Flow

User decides to reply to an email (e.g. hits regily
User adds text and attachments to the reply.

User can modify forwarded email:
o Edit

o Remove attachments
User completes composition of an email on the neodaihail client
User selects to send the email
Client connects with email server and uploads thaie
Email is sent from email server
Email may be saved in a sent folder (based on mmefe of user or behaviour/settings of email s¢rver

Sent email in sent folder is reflected in emailtdetder as in 5.2 (based on preference of usbebaviour/settings
of email server).

Alternative Flow

If whole email body or attachments have not beemnd@aded to the client, the client does not haveéawnload the
missing parts.

o Insuch a case, at step 7, the server completdstheand attachments before sending and savieg 8t

In case 1 above, the user can request additionasl plthe body if he / she want to edit missing f@.9. change
text).
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o Insuch a case, at step 7, the server completasiti@nder of the body and attachments before sgradid
saving (step 8).

3) In case 1 above, the user can remove attachmetttsutvidownloading them

o Insuch a case, at step 7, the server completasitiinder of the body and attachments (withoutteoved
attachments”) before sending and saving (step 8).

4) |If the list of address to reply to is long, theedli truncates it at step 6.

0 Insuch a case, at step 7, the server completdistioé address to send the message to beforérapadd
saving (step 8).

5) In case 4 above, the user can edit the list ofsusereply to at step 3.

o0 When determined appropriate, the client at stepn@ls the whole reply list or a truncated list vifttlications
of the changes. In the latter case, at step Geaheer generates the list of address to send tesage to before
sending and saving (step 8).

6) The same flows can apply when forwarding an email.

B.3.7 Operational and Quality of Experience Require  ments

» Exchanges should be secured (e.g. encrypted)leasttsecurable if desired by user, email servereowr settings
of the client

» The flows above should work with email server bdharfirewall
» The flows above should be supported on any targ@tark technology including 2.5G, 3G and WLAN

* The solution should be able to handle devicesatatemporary offline

B.4 Use-case: Configuring Auto-Reply Message
B.4.1  Short Description

A user wishes to configure his mobile-email climtiutomatically reply that he is unavailable. sTimay apply to messages
that the user has filtered out from being downlabidehis client and only to certain accounts

B.4.2 Actors

* The user of mobile email

» The owner of the email server (e.g. mobile opejator

* The mobile operator (supplying the network)
B.4.2.1 Actor Specific Issues

* The user of mobile email:

o0 To manage emails from his mobile device in allisfémail accounts

* The mobile operator

o0 To allow the subscribers to receive satisfactoryise using his mobile terminal.
B.4.2.2 Actor Specific Benefits

* The user of mobile email:
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0 Manages his email in a convenient manner from gleiterminal

* The owner of the email server:
0 Supplies email messages to his users and incre&sssrvice satisfaction
* Service provider:

o0 Customers use mobile email client for larger raoiggervices

B.4.3 Pre-conditions

* The user of mobile email:
0 Has an account with email providers

0 Has a device with a client able to compose and semdlls

* The owner of the email server (e.g. enterprise)
0 User has account
0 User preferences that affect the server are known

o Allows client to connect to user’'s account basecuwimentication information

B.4.4 Post-conditions

» The Client has properly configured auto-reply sgiion the server

B.4.5 Normal Flow

1) User activates the mobile email client on his tewhi
2) User chooses the configuration option of the moditail client
3) User selects the option to set an auto-reply messag

4) User indicates the email account to apply the aepdy message to.

5) User is given the option to define the filterindesufor the messages that auto-reply is to be egpdi.

6) Client forwards the setting to the appropriate ¢setiver.

B.4.6 Alternative Flow

None identified at this time

B.4.7 Operational and Quality of Experience Require  ments

» User should be presented with proper configuratiations to allow friendly definition of the emait@ounts.

» Configuration should allow user to set options fnendly and usable manner.

» The flows above should be supported on any targ@tark technology including 2.5G, 3G and WLAN

» The solution should be able to handle devicesatatemporary offline
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