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1. Scope

This document aims at specifying the functions iaterfaces of MobAd Ad Server and MobAd Ad Engiseneell as
describing expected behaviors from Ad Engine, Ad/&e Ad App and SP App.

These functions and behaviors relate to:

» Ad Selection functions (e.g. based on criteria sachules, metadata, C&P data)
» Delivery of selected Ad(s)
»  Support for interactivity capabilities
» Reporting, measurement and validation of user astwith ads. (e.g. for the purpose of metrics cldation)
» Ad pre-fetching, caching, and managing Ad
* Notification
*  Applying rules and Policy
This document specifies the message flows, megsttgrns and data formats used for message exchhegeeen:
* Ad Server and Ad Engine
* Ad Server and SP App

* Ad Engine and Ad App.

This document further specifies the parameters faefld Metadata and Ad Metrics data by MobAd comguats and Ad
App and SP App.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.1.1  Additional Conventions

Explanation of the XML Type in MobAd tables is afidws:

» E=Elements

* A= Attributes

* 1,2,3, etc = nesting level of the element

»  Attributes apply to the parent Element.
Each message start with a message element, noked as
Explanation of the Parameter cardinality in MobAables is as follow:

* 1 means the parameter has one instance

* 0..1 means the parameter is either missing or Xexlg one occurrence
» 0..N means the parameter has zero or more occesenc

¢ 1..N means the parameter has one or more occusence

Informative illustration of a table:

Parameter name XML Type Data type Parameter Description
cardinality

Message Name E Indicates the name of the
message.

Name El String 1 Indicates the name of the
element.

SubName A Byte 0..N Indicate the possible
subNames of the Name
element.

3.2 Definitions

Ad App An application running on the Device which intesawfith the Ad Engine in order to present Ad(s)he tiser
Ad Campaign See definition for Campaign.

Ad Channel See definition in [OMA-MobAd-RD].

Ad Engine A logical component that refers to MobAd Enabletifias on the Device as per the definition in [OMAsbAd-

RD]. The Ad Engine is an application implementingidAd Enabler functions and running on the Devidee Ad

Engine interacts with Ad App and Ad Server. SediSe®. 1 for the details
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Ad Impression
Ad Metadata

Ad Metrics
Ad Selection
Ad Server

Advertisement
Advertiser
Campaign
Content Metadata
Content Provider
Contextualisation
Impression
MobAd Rules

Personalisation
Principal

SP App

User

User Context

See definition for Impression.

See definition in [OMA-MobAd-RD]. Examples of usagee targeted audience, capping rules, Ad expiraéte. In
the context of the OMA MobAd Core TS, Ad Metadataigeneric term and does not correspond to afepeci
structure or finit list of parameters.

See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].

A logical component that refers to MobAd Enabletifias on the Network as per the definition in [OMMobAd-
RD].

See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD] and ContextKeywaqrsee definition in section 5.1.
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD]
See definition in [OMA-MobAd-RD].

The MobAd Enabler service-related metadata (as sggpto Ad metadata), that define the Service Pen\adules
related to e.g. Ad prefetching and caching policies

See definition in [OMA-MobAd-RD]
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].
See definition in [OMA-MobAd-RD].

3.3 Abbreviations

Ad

Ad App
C&PR
ID
MobAd
OMA
PAP
SP

SP App
URL
URI

Advertisement

Ad Application. Refers to MobAd RD for full defindn.

Contextualisation and Personalisation Resources

Identifier

Mobile Advertising

Open Mobile Alliance

Push Access Protocol

Service Provider

Service Provider Application. Refers to MobAd RD foll definition
Universal Resource Locator

Unique Resource Identifier
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4. Introduction

This document defines the technical framework gretidies globally interoperable technologies fori® advertising
service over different distribution systems basedh® MobAd requirement document [OMA-MOBAD-RD] atiet MobAd
architecture document [OMA-MOBAD-AD].

The OMA MobAd Enabler provides a set of capabitaiowing to:

» Enable the contextualisation and personalisation cdidvertisements which is one of the key performance
indicators for the effectiveness of mobile advartis

« Enable interactivity mechanisms with advertisementswhich improves user mobile advertising experiezwce
enables various charging models for mobile advedis

» Collect and report Ad Metrics data, which enables recording and collecting usersatiglur and impact of mobile
advertising on them.

Section 5 of this document contains the detailsmerations and functions of components in the MobAdronment; that
are Ad Server and Ad Engine (within the enables)wall as SP App and Ad App (external actors).

Section 6 of this document contains a descriptiaih®used parameters, MobAd interface messages@nchon structures
are defined.

Section 7 of this document contains interface ngessindings over HTTP, WAP Push and possible Aatapt references.

Section 8 of this document contains details onstyatonsiderations between MobAd components Ad.Engine and Ad
Server (within the enabler) as well as betweerMbbAd components and the Ad App, SP App.

Further details for specific adaptation of MobAdo®CD and MobAd over BCAST should be referrediopAd-TS-
DCD] and [MobAd-TS-BCAST] respectively.

4.1 Version 1.0

The MobAd Core Technical Specification addressegdlguirements targeted for this release. Somarfsamay require
updates in later releases, either because requiterhave been deferred to a future release (etbeinase of Content
Scanning) or because additional use cases oretkraitjuirements may be needed.

Please refer to [OMA-MobAd-RD] for those featurkattare identified as future releases.
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5. MobAd Operations and Functions
This section defines the MobAd operations and fonstof the Ad Server, Ad Engine, SP App and Ad App

5.1 Ad Engine Operations, Functions and Behaviours

5.1.1  Activating to the Ad Server

The Ad Engine can be deployed on a device via uarineans such as device provisioning methods, gedwith the
device application platform, downloaded at a l&tee, etc.

The Ad Engine SHALL be provided with the followingformation:

e Ad Server ID
* Ad Server communication addresses
» Credentials (e.g. proxy, security)

Credentials are not necessarily specific to MobAd.

The Ad Engine implementation SHOULD activate itseith the Ad Server. The activation step can beeast, depending
on SP policies, either during Ad Engine initialipat, processing the first Ad Request message dsdung a specific
communication message.

At this step the Ad Server SHOULD receive the Adjiee ID and MobAd Enabler version.

If the activation is successful, the Ad Server iempéntation ought to send back a response to AcEngiinform that the
activation succeeded.

5.1.2  Pre-fetching, Caching and Managing Ads
The Ad Engine SHALL be able to support two modeemdration:

» The Ad Engine pre-fetches and caches Ads. In sash,the Ad Engine may retrieve Ads from the cache
when receiving an AdRequest from the Ad App.

* The Ad Engine augments the AdRequest received fhen\d App with parameters known to the Ad
Engine before sending the AdRequest to the Ad Selwesuch case caching is not involved.

The Ad Engine MAY be able to receive rules reldtethe pre-fetching and caching of Ads. The AdiBadgmplementation
usually has local settings for the frequency ofpké-fetching, duration of Ad Caching and the sizthe associated Ad
storage area.

If some Ads are pre-fetched, the Ad Engine SHALLhage (i.e. filter, store, delete) Ads locally oe tlevice according
among other to the following criteria:

* Ad expiry date and time;

e Capping (e.g. Ad should not be shown more thamg}i

* Ad Unit

» SP rules and policies applying to the particularokdeneral rules;
» Ad/Ad metadata update, if supported

The Ad Engine implementation can use local settorgsata that can change over time to manage tadlyacached Ads
(e.g. cache size, Ad App, profile/preferences, tiocainformation).
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5.1.3 Identifying and Activating Ad Apps

The Ad Engine SHOULD identify if an Ad App belontgsthe Ad Server’s Service Provider domain. Themsda perform
this identification are out of scope of MobAd and dependant on the security mechanism of the lyndgexecution
environment.

The identification and activation of the Ad App damachieved in various ways, such as during tstaliation or
initialization of the Ad App (if the given Ad Apg iprovisioned to the device), while processingfits¢ Ad App request,
through a specific communication exchange betwedApp and Ad Engine, etc. The means to performfthistion are
considered out of scope of this specification.

The Ad Engine SHALL obtain the AdAppID from the Agp.
The Ad Engine implementation can maintain a lisAdfApps for:

* Ad Selection
e Sending Ad Request to the Ad Server.

The Ad Engine SHALL maintain Ad Apps informatiom¢hrelated metrics data) for metrics data reponpiagoses.

5.1.4  Selecting and Returning Ads for/to an Ad App

The Ad Engine SHALL be able to select and returis Adreferences to Ads from the local cache baped the receipt of
an AdRequest message from an Ad App.

The Ad Selection process uses the following infdroma

* Ad Request parameters;
* Ad Metadata;

* Local data;

e SP rules and policies.

Once the Ad selection process is completed, th&dgine SHOULD return one of the following:

* The selected Ad or reference to the Ad;
* Anindication for no Ad to be returned to the AdpAp

In the case the optionally supported Ad ContenteTsttribute indicates Static or Dynamic Ad Contani] if the Ad Engine
supports such function, the Ad Engine shall be tbmbine the Dynamic and Static Ad content pidoreturning the
complete Ad to the Ad App.

5.1.5 Requesting and Receiving Ads from the Ad Serv  er

The Ad Engine SHALL support requesting Ad(s) frdme Ad Server.
The Ad Engine requests Ad(s) from the Ad Servehafollowing scenarios:

« Upon an Ad App request to the Ad Engine. The Adieagnay determine that no Ads from the device'saloc
storage are suitable to fulfill a correspondingMab request or may prefer sending the AdRequetsted\d
Server,

* The Ad cache and/or local storage is empty or bel@iwven threshold; or,
* The variety of Ads in the cache is too limited.

If supporting the Push methods (inc. DCD, BCASHhE Ad Engine may receive Ad(s) from the Ad ServeewAd(s)
becomes available at the Ad Server, accordingmesa schedule, according to push campaign chaistateror other SP
policies or conditions. The condition types uporickhAds are pushed to the Ad Engine are undefineddabAd.
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Upon reception of Ads, the Ad Engine SHALL be alolenanage (e.g. store and cache, if necessarm) fitte set or a subset
of the received Ads. Based on updated conditioms ¢dange in user preference, context, locatieaijable Ad Apps etc)
the operation of receiving another set of Adsefiltg and storing all or part of them can be regeat

The Ad Engine SHALL be able to provide informatias part of the AdRequest message to the Ad Sesvapexified in
section 6.4.1.1

The Ad Engine can augment an Ad App request medbagés passed to the Ad Server with additiongh da order to
increase the targeting parameters and help theefkErefine the Ad Selection process.

The Ad Engine SHALL be capable of indicating tha tequest for a given Ad is “urgent” by using &dUrgency
parameter. The Ad Engine implementation can detegrttie level of urgency of the request, e.g. basetthe type of Ad
App issuing the AdRequest or the level of interatstiof the Ad App with Ads, the Ad is for immededisplay, etc. When
using the AdUrgency parameter the Ad Engine coxjibet a faster answer from the Ad Server and atéegsted
advertisement than if the AdUrgency parameter veasiged.

The AdEngineAdRequest and the AdAppAdRequest apddifferent transactions and the number of Ads ested in the
AdAppAdRequest is not necessarily the same asi\tEngineAdRequest. For instance, the Ad Engimerequest more
Ads for other usages to the Ad Server.

5.1.6  Ad Metrics, Data Aggregation, Validation and  Reporting

The Ad Engine is in charge of receiving Ad metrigalinformation from various sources. Sources itelu
 Ad Apps;
e The Ad Engine itself (e.g. metric validation infaation); and
e Other device components.

Ad metric data known by the Ad Engine itself cotdthte to:
« the management of received Ads ( e.g. delay betweeAd reception and the passing to an Ad App),
« the knowledge of which Ads were passed or not phsa given Ad App

< and Ads that were discarded from the Ad cache éxgjred, or as the user interest/profile changes).

The Ad Engine MAY be provided with additional détam device components such as time, location, gratc. This data
can be used for Ad metrics validation and reports.

The Ad Engine creates a metric report by providingaggregation of Ad metrics data from the soudessribed above.
The Ad Engine SHALL be able to combine multiple KeReport structures in one message.

If the Ad Engine receives, from the Ad Server, guest for immediate metrics reporting, the Ad EegBHALL issue a
report as soon as possible.

The Ad Engine MAY by default validate Ad Metric dgtrovided by Ad Apps, and SHALL indicate in thpod if the

report was validated or not and if reported infatiorawas valid or not (Default is True). The Ad EmgMAY decide not to
validate Ad Metric data provided by Ad Apps e.g.entthe Ad Engine determines that the Ad App isteédige.g. based on a
certificate, based on historic accumulation of AlieApp reports, etc).

The methods used by an Ad Engine for the validagieps are out of scope of the MobAd core TS.

5.1.7  Applying Rules and Policies

The Ad Engine MAY be able to receive rules from Atk Server and apply them to corresponding MobAttfions. If
implemented, the Ad Engine does the following:

» Upon reception of a “ReportFrequency” rule, theBwjine SHALL use the value specified in that ridelae
maximum elapsed time between consecutive metriartedf the Ad Engine cannot send a consecutipentéen the
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given timeframe due to a local condition (devicefy, upon resumption, the Ad Engine SHOULD imnedly
send a metric report.

« Upon reception of a “BatteryLevelThreshold” ruleetAd Engine SHALL use the value specified in thid as the
threshold below which some/all MobAd functions ¢ensuspended (e.g. postpone metric reporting i¢tyalevel
is lower than 5%). The Ad Engine may set diffedeattery thresholds to suspend different MobAd fiom.

» Upon reception of an “AdCaching Threshold” ruleg thd Engine SHOULD use the value specified in thé as
the threshold that triggers an AdEngineAdRequelsenithe amount of Ads available in the local steriadgoelow
the threshold.

» Upon reception of a “SuspendResume” rule, the AgiftnSHALL use the value specified in that ruletes
triggers for which the suspension is allowed. ThieEhgine SHALL resume its functions, when returriogts
previous state. The Triggering events for suspenidrasume are described in section 6.4.3.2.1.

» Upon reception of a “TotalOverallCapping” rule, thd Engine SHALL limit the overall amount of Ads be
provided to Ad App and displayed on the devicemyithe time defined in that rule.

5.1.8 Receiving notification from the Ad Server

The Ad Engine MAY support push notification. If sagrted the Ad Engine SHALL be able to receive thifving
notification type from the Ad Server:

* Notification for immediate cancellation of ads ampaign.

* Notification of newly available or updated rulegpdsh reception of such notification, the Ad Engind¢A&L issue
an AdEngineRuleRequest message to the Ad Server.

* Notification for immediate reporting of Metrics. Op reception of such notification, the Ad Engine/&H issue
an AdEngineMetricsReport message to the Ad Servepan as possible.

* Notification of newly available Ads. Upon receptiohsuch notification, the Ad Engine SHALL issue an
AdEngineAdRequest message to the Ad Server.

5.1.9 Delivery and Network Selection

The Ad Engine SHALL support sending and receivirgggages using the HTTP transport protocol.
The Ad Engine MAY support receiving messages frbeAd Server over WAP PUSH, the DCD and BCAST Eaiahl

5.1.10 Suspending and Resuming MobAd functions

The Ad Engine MAY suspend and resume MobAd opematibased on local conditions that may includegebathreshold;
bandwidth threshold, opt-out, overall capping, egeeacy call, roaming. Depending on the implementatibe Ad Engine
implementation may receive notifications from, aaynbe a listener to, other components on the dewicmay readily have
such information available.

If a Service Provider provides rules, policies wer& identifiers for such conditions, and if the Bdgine supports the rule
reception function, then the Ad Engine SHALL aptilgm on the Service Provider behalf.

5.2 Ad Server Operations, Functions and Behaviors

The purpose of the Ad Server is mainly to distrébAtls to Users. It does not do it directly, bubtigh either SP Apps or
through Ad Engines. These two entities requesfth&erver for ads, passing along contextual infaionato enhance its Ad
Selection functions. From them, the Ad Server aist#id Metrics to know what they and the Users diththe provided
Ads. The Ad Server has also support functions tdigare Ad Engines with MobAd Rules and managed#update) ads
stored on them.

The Ad Server communicates with both SP App(s)iegiin the Service Provider network and with AdyiEre(s) deployed
on devices. This specification does not proviédmdardized interfaces and messages between ther&dr&nd Ad App(s).
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Exchanges between the Ad Server and Ad App(s) odauthe Ad Engine, or via out of band means, wlich out of scope
of this specification.

An Ad Server implementation may provide an integféa a Service Provider authority for the purposeomfiguring the
MobAd services. This is out of scope of this vensid the specification.

An Ad Server implementation may communicate witheotentities such as Ad-Networks and Advertisersregrothers for
the purposes of requesting, receiving and/or gjokids and campaigns. This is a deployment choiddsaaut of scope of
this specification.

The principal identity SHALL be kept confidentialthin the SP domain. In the case the principal figmas provided to
the Ad Server (e.g. by an SP App, Ad Engine, Ad Agher network resources) , it SHALL be anonymibgdhe Ad
Server if information regarding that principal ensto an external entity (e.g. Advertiser, Ad Nethky etc).

5.2.1  Ad Server specific functions

5.2.1.1 Ad Selection, Contextualization & Personali  zation and Delivery
The Ad Server SHALL be able to select and delivd(sh to the Ad Engine and SP App in the followigrsarios:

» Based upon an Ad Request to the Ad Server
» AdServerPushAds upon support of the optional Pusthad toward Ad Engine
The Ad Server SHALL be able to select and delivd(s) or reference(s) to Ads.

The Ad Selection process uses the following infdioma

* Ad Request parameters;

* Ad Metadata;

* Local data;

e C&PR

» Service Provider rules and policies.

The Ad Server SHALL be able to contextualize adserhent by adding information in the form of metada the ones
provided by Advertisers or Ad-Networks.

In the case the AdType parameter is supporteddth8erver can classify the Advertisement contergtasc, dynamic or
default.

Once the Ad selection process is achieved, theegkde® SHOULD return one of the following:

e Selected Ad(s) or reference(s) to Ad;
e Anindication for no Ad to be returned.

In case the Ad Server receives an Ad Request witlrgency parameter, the Ad Server SHOULD providesaonse as
soon as possible.

In the case the Ad Server is able to return anh@&tl inatches the ContextualData of the AdRequesthioh a
ContextualData Identifier was provided, the Ad @erSHALL return the Ad (or reference to it) wittet&ontextualDatalD.
In the case the Ad Server is not able to returAduthat matches the ContextualData of the AdRegqiresthich a
ContextualData Identifier was provided, the Ad ®erSHALL return the Ad (or reference to it) withdbe
ContextualDatalD and with other parameters qualgythe Ad (e.g. ContextKeywords, AdValidity, etc)

In the push case, the Ad Server SHALL provide Caot@Data along with the Ad.

In the case the Ad Server is not able to returAdithat matches parameters of the AdRequest a@dbbtextualization and
personalization data relevant for that requeskar Ad Server MAY return a default Ad or an indicatifor no Ad.
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Upon support of the Push method, the Ad Server pnayide Ad(s) or Ad Reference(s) to the Ad Engirfeew Ad(s)
becomes available at the Ad Server, accordingmiosa schedule, according to push campaign chaistiiteror SP policies
or other conditions. The condition types upon whats are pushed to the Ad Engine are undefinedabAd. In the push
case, the Ad Server SHALL support identifying tleide (or group of devices) to which Ads needsegbshed. The
identifier can be the AdEnginelD or other deviceritifier(s) depending on SP Policy.

5.2.1.2 Delete and Replace Ads

In some rare cases, the Ad Server SHALL be abteguest an Ad or campaign provided in a previoussiage to be deleted
and/or replaced by another Ad or campaign. Thisbeatriggered by an Advertiser or Ad-Network redu@sper internal
functions of the Ad Server. The trigger for thealieln and replacement of ads is out of scope sfdpéecification.

The Ad Server can use the pull based AdResponssages toward the Ad Engine and SP App to conveyditliete and
replace request.

If the optional push method or the optional noéfion method is supported, the Ad Server can usétServerPushAds
message or the notification method toward the Adisnfor the same purpose.

52.1.3 Metrics Data

The Ad Server SHALL be able to receive metrics diaden Ad Engine(s), and SP App(s). The frequencrepbrting metrics
reports depends on SP Policies.

The Ad Server SHALL allow the Service Provider &fide the mapping between the interactive mechanigwmtionCode
defined in 6.6.4) and the metricType identifier§irkd in 6.6.1.

The SP App and the Ad App, via the Ad Engine, SHAEturn to the Ad Server, in the metric report, tinetric identifiers
corresponding to the interactive mechanisms focctviain action occurred. These identifiers can aésoded by the Ad
Server and/or by the Ad Engine (in the Ad App casee)alidate and correlate the metric report.

The Ad Server receives metrics reports organized per Application basis (SP App metrics report,Exdjine metrics
reports is structured per Ad App). This may bedlyeused by the Ad Server to aggregate the medies time for each
application, in order to provide that report toteapplication provider. The function of providing aggregated metrics
report to external entities such as applicatiorvigier is out of scope of the specification.

The Ad Server SHOULD be able to aggregate the ogetfata from the various sources and to createtfcseeport
organized on a per Ad basis. This may be usedé@yathServer to provide that report to the Ad-Netiwor Advertisers.

This function of providing an aggregated metrigsont to external entities such as Advertiser orMetworks is out of scope
of the specification.

Upon reception of an Ad Metric report that indicatieat the metrics data were incorrect, the Ad &eBHALL perform
additional metrics validation based on informatimmtained in the metric report, data known at tkeS&rver side.

Upon reception of an Ad Metric report that indicatleat the metrics data were not validated, th&Sadier MAY perform
additional metrics validation based on informatimmtained in the metric report (i.e. not validagésdAd App has a
trustworthiness status), information and rules kmathe Ad Server.

The method used by an Ad Server for the aggregatioinvalidation steps are out of scope of the MokAde TS.

Upon support of the Natification method, the Ad\&erSHALL be able to request immediate metrics répg to the Ad
Engine and the Ad Engine SHALL be able to issuepmrt as soon as possible.

5.2.1.4 Delivery Method
The Ad Server SHALL support receiving and replymgssages using the HTTP transport protocol.
The Ad Server MAY support sending messages to th&®gine over WAP PUSH, the DCD and BCAST Enablers.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-MobAd_Core-V1_0-20120320-A Page 17 (51)

5.2.2  Ad Server functions toward Ad Engine

5.2.2.1 Identifying and Activating Ad Engine

The Ad Server SHOULD identify if an Ad Engine befsto the Ad Server’s Service Provider domain. itleatification
and activation step can be achieved, dependindg?gmoSicies, either during Ad Engine initializatigerocessing the first Ad
Request message or by issuing a specific commimnicatessage, etc. The means to perform the ideatiifin and
activation are out of scope of this specification.

At this step the Ad Server SHOULD receive the failog information:
e Ad Engine ID
* MobAd Enabler version

5.2.2.2 Delivering Rules and Policies

The Ad Server MAY support Rule delivery functiofirhplemented, the Ad Server SHALL be able to notife Ad Engine
of new available/updated rules.

The Ad Server SHALL be able to provide followindesito the Ad Engine upon receiving AdEngineRulagiRst from the
Ad Engine:

* ReportFrequency
» BatteryLevel Threshold
* AdCaching Threshold
e SuspendResume
e TotalOverallCapping
5.2.2.3 Notifying the Ad Engine

The Ad Server MAY support Notification function.ithplemented, the Ad Server SHALL be able to previde following
notification type to the Ad Engine:

* Notification for immediate cancellation of ads @npaign.
* Notification of new available/updated rules.

» Notification for immediate reporting of Metrics. Op reception of such notification, the Ad Engine/ &M issue
an AdEngineMetricReport message to the Ad Server.

* Notification of new available Ads.

5.2.3  Ad Server functions toward SP App(s)

5.23.1 Selecting and Delivering Ad(s) tothe SP Ap p

The Ad Server SHALL be able to select and delivd(s) or reference(s) to Ads based upon the reoéia
SPAppAdRequest message from a SP App.

5.3 Ad App Operations, Functions and Behaviours

The Ad App is an external actor communicating Wit Ad Engine of MobAd Enabler.
The sections below describe the expected behavidhe Ad App when interacting with the Ad Engine.
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5.3.1 Identifying Ad Apps

The Ad App is a registered application within tHe &main. This enables the Ad Engine to accepAthRequest; select
and deliver appropriate targeted Ads to those AgsAp

However, this is considered out of scope of thic#jration.

5.3.2 Requesting and Receiving Ads from the Ad Engi  ne

The Ad App requests Ad(s) from the Ad Engine teakisiding on the same device.

The Ad App can request Ad(s) from the Ad Enginecblasn triggering of internal execution logic withfre Ad App. The
Ad Request contains information as defined in $adi.2.1.1. The Ad App can pass relevant keywosessitbing its
contexts (e.g. content metadata, application sieaniiormation) in its request to the ad enginee Keywords (list or rules
on how to define them) are defined by and sub@&R policy.

After the Ad selection process executed by Ad Eegihe Ad App receives a selected Ad or indicatibno Ad.

The Ad Response message contains information aseddh Section 6.2.1.2.

The Ad App is responsible for presenting to ther tise selected Ad.

5.3.3 Interaction mechanism, Collecting Impression, Reporting Metrics
to Ad Engine

The support of interactivity mechanisms identifiecection 6.6.4 by devices depends primarily upapecific Service
Provider policy, as well as on the level of intagna between the Ad App and the underlying deviegfprm. The supported
list of actions and associated codes are provigetid SP provider to the developers of Ad Apps blyal band means.

After the Ads of interest are presented, the Adrgapions and user interactions with an Ad (e.gkdlrough) is captured
and reported by the Ad App to Ad Engine. . If anidgrovided with interaction mechanisms that atsupported, by the
Ad App or available device APIs, the related evevitsbe ignored by the Ad App.

Such Ad Metric data is reported as defined in ®adhi.2.2.1.

It is assumed that the Ad App immediately repartthe Ad Engine and does not aggregate the métricslater reporting.

5.4 SP App Operations, Functions and Behaviours

The SP App is an external actor communicating withAd Server of the MobAd Enabler.

The sections below describe the expected behaviduhe SP App when interacting with the Ad Server.

5.4.1 Deployment toward the Ad Server.

SP App is deployed within the service provider dom@he attribution of the SPAppID as well as tludigies related to the

security mechanisms to be set in place betweertitlee Ad Server are considered implementationdapioyment specific
and are out of scope of this specification.

The SP App needs to be provided with the AdServeridthe Ad Server communication addresses.
5.4.2 ldentifying the principal

The SP App can be capable of identifying the ppat{e.g. MSISDN, username) for which an Ad is ¢éodelivered.

In the scope of this specification a principal @ an Ad Engine and the SP App does not communiiéiteAd Engine.
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The SP App can send ads to a MobAd device, but doesommunicate with the resident Ad Engine uditapAd's
protocols, as it is out of scope of this specifmat

5.4.3 Requesting Ads from the Ad Server

Communication between SP App and Ad Server aredb@asa single request followed by a single respamsesingle
session.

An SP App can be capable of requesting multiple idssingle request. It SHALL provide the Ad Serwéth its
SPAppID.

As part of the AdRequest, the SP App can includet€&dual Data that relates to its content (withahhthe Ad will be
inserted) and/or to the user context. The varioaama for the SP App to retrieve such informatianaut of scope of this
specification.

The SP App can be capable of indicating that theest for a given Ad is “urgent” by using the Adengy parameter. The
SP App implementation can determine the level géocy of the request, e.g. based on the leveltefantivity of the
Content to which the Ad is to be associated, thesXdr immediate display, etc. When using the Agkhcy parameter the
SP App could expect a faster answer from the Ade3eand a less targeted advertisement than if tHérdency parameter
was not used.

5.4.4 Managing Ads

Upon reception of Ads or reference to Ads fromAlgeServer, the SP App should apply the rules amdrmpaters provided
by the Ad Server, in the SPAppAdResponse (e.g.ingppreservedAdFormat, etc).

An SP App implementation may store the received &at$related parameters. In case an implementstipport storing
Ads, it should manage (e.g., cache and deletewAtthsregards to the following:

* Ad expiry date and time;

» Capping (e.g. Ad should not be shown more tham per requestor/principal);

* Ad format;

* SP rules and policies applying to the particular thda particular type of Ad or general rules;
» Local settings or data that can change over tintg (iscarded content)

* Ad deletion and replacement,

« etc.
5.4.5 Metrics reporting
The SP App is capable of aggregating and reportiaggics to the Ad Server in a single transaction.
5.4.6  Applying rules and policies

SP App is governed by Service Provider rules aridips.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-MobAd_Core-V1_0-20120320-A

Page 20 (51)

6. Interfaces

(Normative)

6.1 Description of Frequently Used Parameters

The following table contains descriptions of fregig used parameters used throughout the document:

Parameter name

Data type

Description

AdAppID

String

SP-unique identifier of the Ad App (i.eeldifies the application, as opposed to the
application instance) , e.g. “soccx21330001".

Note: the assignment and generation of AdApplDoarteof scope

Used in AdAppAdRequest; AdAppMetricsReport; AdEngineAdRest;
AdEngineAdResponse; AdEngineMetricsReport; AdSdtushAds

AdUnit

String

Provides information regarding the Ad meg@e such as MIME type, format, size for
the Ads, e.g. “MMA_v1.2_AdUnit_017" or Image/JPE@0X120".

Note: Mobile Advertising Guidelines defined by MMiated as Oct, 2008 may be use
to determine the IOP test cases.

The term Ad Unit corresponds to MMA Glossary teiiMA Glossary]. Ad Currency
could be used for additional purposes at the discref the Service Provider and
subject to SP Policy, e.g. , “CMCC_V1.0_AdUnit_011"

Used in AdAppAdRequest; SPAppAdRequest; AdEngineAdRequest
AdEngineAdResponse; AdServerPushAds

AdEnginelD

String

SP-unique identifier of the Ad Engine andideimplicitly target user. For example,
“MSISDN +447919994675" or “AdE#1234567x89".

Note: the assignment and generation of the AdEhQireout of scope.

Used in AdEngineAdRequest; AdEngineMetricsReport; AdErgtalesRequest

AdID

String

SP-unique identifier of the concerned instaof the Ad, e.g. “acme_co_2133x0001".
contains the campaign ID. The AdID shall be comdaxfe first sequence of characte
identifying a campaign whereas the last two (2yatizrs of the string denote the ad
storyboarding order within the campaign, as hexawaigovalues.

Used in AdAppAdResponse; SPAppAdResponse; AdEngineAdResno
AdServerPushAds

wn

AdServerlD

String

Identifies the Ad Server.

Used in AdEngineRulesResponse; AdServerPushAds; AdSengbiRules;
AdServerPushNotif

AdValidity

String

The expected period of the lifetime of the;, formatted as per RFC 2445

Used in SPAppAdRequest; SPAppAdResponse; AdEngineAdRegues
AdEngineAdResponse; AdServerPushAds

ContextualDatal
D

String

Identifies the ContextualData structure tlhas passed in the SP App or Ad App requ
and that is relevant to this Ad.

Used in AdAppAdResponse; SPAppAdResponse; ContextualData

pst
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MessagelD String A unigue identifier that is given by the &pation (i.e. Ad App, Ad Engine or SP App)
in the request. The response to a given requestTMitdBtain the same MessagelD.

Note: how to generate the MessagelD is out of scope

Used in AdEngineAdRequest; AdEngineAdResponse; AdEnginebiEReport;
AdEngineRulesRequest; AdEngineRulesResponse

RequestUrgency | Boolean Indicates the urgency of the request.
If the parameter is not sent:

1. if the source of the request is an Ad Engine A Server SHALL interpret the
absence of this parameter as FALSE (no urgency).

2. if the source of the request is an SP App, the&SArver SHALL interpret the absence
of this parameter as TRUE (urgency).

If the sender wants to specify an urgency, a vafiRequestUrgency=FALSE can be
sent to indicate a lack of urgency for the respdesg for the case of pre-fetching Ads),
while a value of RequestUrgency=TRUE can be seimdicate the need for an
immediate response.

Used in SPAppAdRequest; AdEngineAdRequest

SPAppID String SP-unique identifier of the concerned SP Apg. “portal01”.
Note: how to generate the SPAppID is out of scope.

Used in SPAppAdRequest; SPAppMetricsReport

Version String Indicates the MobAd version.

Used in SPAppAdRequest; AdEngineAdRequest; AdEngineRdgsigst

Table 1: Frequently used parameters

Parameter name| Data type Description

AdContentData | Structure Contains the actual Ad content payloaithvimcludes associated formatting parameters
(e.g. MIME type, encoding).

Used in AdAppAdResponse; SPAppAdResponse; AdEngineAdResno
AdServerPushAds

AdUsage Structure Contains the parameters related to thgeusf each Ad (e.g. capping, expiry date)

Used in SPAppAdResponse; AdEngineAdResponse; AdServefRissh

AdMetricsData | List of List of structures of which each structure definsdr metrics of a single type.

Structures . ] . )
Used in AdAppMetricsReport; SPAppMetricsReport; AdEnginetiicsReport

ContextualData | Structure Contains data describing the Ad oppotywantext and facilitating Ad selection such ps
Content Metadata, location, etc (e.g. “car game”).

Contextual data should represent the context retdweahe target application and/or
content.

Used in AdAppAdRequest; SPAppAdRequest; AdEngineAdRequest
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| | AdEngineAdResponse; AdServerPushAds ‘

Table 2: Frequently used structures

6.2 MobAd-1 interface

MobAd-1 is an interface exposed by the Ad EngintheoAd App. The Ad App uses this interface to esjand obtain Ads
and their associated Ads identifiers from the AdjiBa, as well as to report Ad Metrics data to tlieEgine, accompanied
by the associated Ads identifiers.

The MobAd-1 interface allows the Ad Engine to:

* Receive the Ad Request from Ad App

» Provide Ad Response to the Ad App

* Receive the reported Ad Metrics data from the AghAp
The MobAd-1 interface allows the Ad App to:

* Request and obtain Ads from the Ad Engine
* Report Ad Metrics data to the Ad Engine

There is one request, followed by one responsé, eflawhich contains a number of required parameterslescribed below.

6.2.1 Ad App - Ad Request and Ad Response

[m————
I Ad App : Ad Engine
! 1

1

! AdAppAdRequest R

1

1 AdAppAdResponse

[

1

Figure 1: Flow of Ad App Ad Request, and its response.

Message Requirement Direction
AdAppAdRequest Mandatory Ad App — Ad Engine
AdAppAdResponse Mandatory Ad App — Ad Response

6.2.1.1 AdAppAdRequest message
This message is used by the Ad App to requestghesixd from Ad Engine.
It is assumed that the device runtime environmenmesponsible for correlating of Ad Requests andr&dponses.

In the Ad Request, the Ad App SHALL be able to pissparameters as described in the first columiabfe 2, and the
said parameters SHOULD be of the type denoteddrséitond and third column of Table 2. The cardinali each
parameter in a given request SHALL be as denotéaeifiourth column of Table 2.

In contrast, the fifth column in Table 2 is givesiay for informative purposes.

Parameter name XML Data type | Parameter cardinality Description

Type
AdAppAdReque E 1 Indicate the name of the message
st
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AdAppID A String 1 See description in section 6.1.
AdUnit A String 0.1 See description in section 6.1.
ContextualData El Structure 0..N See description in section 6.1.

Table 3: AdAppAdRequest message parameters

6.2.1.2 AdAppAdResponse message
This message is used by the Ad App to receiveglesifvd to from Ad Engine.

In the Ad Response, the Ad Engine SHALL be ablpass the parameters as described in the first cobfriiable 3, and the
said parameters SHOULD be of the type denoteddarséitond and third column of Table 3. The cardinali each
parameter in a given request SHALL be as denotéuaeifiourth column of Table 3.

In contrast, the fifth column in Table 3 is giveniady for informative purposes.

Parameter name XML Data type Parameter Description
Type cardinality
AdAppAdResponse E 1 Indicates the name of the message
AdID A String 1 See description in section 6.1.
ContextualDatalD A Comma 0..1, Conditional See description in section 6.1.
separated N _ ) )
list of Condition: This parameter is returned if Ad
strings. matches one of multiple contexts specified (in

the request. It SHALL be present if more than
one context was provided in the request.

AdContentData El Structure 1 See description in section 6.1.

PreserveAdFormat A Boolean 0.1 When TRUE Ad format MUST be preserv

>

Note: Ad Engine SHOULD pass this throug
to the Ad App as an indication whether
format change is allowed (e.g. mobile
gaming).

Table 4: AdAppAdResponse message parameters

Note: When the AdAppAdResponse contains only thergaelement, it SHALL be considered as a No Ad.

6.2.2 Ad App - Ad Metrics Data Report

Ad App : Ad Engine
1

1

1

1 AdAppMetricsReport

| [
| >
1
1

Figure 2: Flow of Ad App Ad Metrics data report

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-MobAd_Core-V1_0-20120320-A Page 24 (51)

Message Requirement Direction
AdAppMetricsReport Mandatory Ad App — Ad Engine

6.2.2.1 AdAppMetricsReport message
This message is used by the Ad App to report Adrigketiata to the Ad Engine.

It is assumed that the Ad Engine implementatiaresponsible for acknowledgement of Ad Metrics dafzort.

In the AdAppMetricsReport message, the Ad App SHAId able to pass the parameters as described finstheolumn of
Table 4, and the said parameters SHOULD be ofyie denoted in the second and third column of TdblEhe cardinality
of each parameter in a given message SHALL be mstel@ in the fourth column of Table 4.

Parameter name XML Type | Data type Parameter Description
cardinality
AdAppMetricsReport E 1 Indicate the name of thessage.
AdAppID A String 1 See description in section 6.1.
Note: Indicates the Ad App reporting the
metrics.
AdMetricsData El Structure 1..N See descriptioseation 6.1.

Each AdMetricsData corresponds to one
Ad. There can be multiple Ad metrics
reported at the same time.

Table 5: AdAppMetricsReport message parameters
6.3 MobAd-2 interface

MobAd-2 is an interface exposed by the Ad Serveh&SP App. The SP App uses this interface toegtogrnd obtain
Ad(s), reference(s) to Ad(s), associated Ad(s)tifiers and possibly additional information, as e to report Ad Metrics
data, accompanied by the associated Ad(s) ID(s).

This interface can also be used by the Ad Serveftom the SP App that some Ad(s) (stored lochiiythe SP App) are
supposed to be deleted. This can be achieved éijhattaching Ad deletion information to an Ad Servesponse following
an SP App request for Ad(s).

The message pattern supported by MobAd-2 is a stigsied by SP App towards Ad Server followed Byrechronous
response from Ad Server to SP App.

The MobAd-2 interface allows the Ad Server to:

* Receive the Ad Request from SP App

» Provide Ad Response to the SP App

* Receive the report Ad Metrics data from the SP App

* Notifies SP App to delete some Ads stored with it
The MobAd-2 interface allows the SP App to:

* Request and obtain Ads from the Ad Server

* Report Ad Metrics data to the Ad Server
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6.3.1 SP App - Ad Request and Ad Response

[m————
I SP App : Ad Server
1
_——— =1

1

! SPAppAdRequest

1

) SPAppAdResponse

<

1

Figure 3: Flow of SP App Ad Request, and its Ad Response.

Message and Information Elements

Message Requirement Direction
SPAppAdRequest Mandatory SP App — Ad Server
SPAppAdResponse Mandatory SP App — Ad Server

6.3.1.1 SPAppAdRequest message
This message is used by the SP App to request Ad¢a)Ad Server.

In the Ad Request, the SP app SHALL be able to tresparameters as described in the first columrabte 5, and the said
parameters SHALL be of the type denoted in thersg@emd third column of Table 5. The cardinalityeatch parameter in a
given request SHALL be as denoted in the fourtliwl of Table 5.

In contrast, the fifth column in Table 5 is giveniady for informative purposes.

Parameter name XML Data type Parameter cardinality Description
Type
SPAppAdRequest E 1 Indicates the name of the message.
Version A String 0.1 See description in section 6.1.
SPAppID A String 1 See description in section 6.1.
RequestUrgency A Boolean 0.1 See description in section 6.1.
PrincipallD A String 0.1 Contains an identifier of the target

principal, i.e. a user or a group. Fo
example, “MSISDN
+447919994675", “userGroup-
01234”, 'OMA-CD@OMA.ORG,
etc.

Note: PrincipallD is used by MobAd
SP App, but creation of PrincipallD
is out of scope.

SPAppAdRequestinfo El Structure 1..N Characterise each requested Ad.
AdUnit A String 0.1 See description in section 6.1.
ProvideAdContent A Boolean 0.1 Wheiirue the Ad content is

returned within the response.
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WhenFalsean Ad URI is returned
within the response.

If omitted the Ad Server will decide
what to provide.

AdValidity

A String

0.1

See description in section 6.1.

ContextualData

E2 Structure

0..N

See description in section 6.1.

6.3.1.2

Table 6: SPAppAdRequest message parameters

SPAppAdResponse message

This message is used by the SP App to receive Aadlfsdm Ad Server.

In the Ad Response, the Ad Server SHALL be ableass the parameters as described in the first cobfrfiable 6, and the
said parameters SHALL be of the type denoted irsdmnd and third column of Table 6. The cardipaliteach parameter
in a given request SHALL be as denoted in the foadlumn of Table 6.

In contrast, the fifth column in Table 6 is giveniady for informative purposes.

%

5)

Parameter name XML Type Data type Parameter Description
cardinality
SPAppAdResponse E Indicate the name of the message.
SPAppProvidedAd El Structure 0..N Characterise each provided Ad.
AdID String 0.1 See description in section 6.1.
Outdated-AdID A String 0.1 AdID of an outdated Ad that needs
to be discarded and replaced with
provided Ad, if any:

1. if present and if other
parameters in the messag
are present in the
SPAppAdResponse
message, SHALL be used
to replace the outdated
content (Ad or parameters

2. if present and other
parameters are not, SHAL
be used to delete the
corresponding content (Ad
and associated parameter

Condition: Present if an existing Ad
needs to be updated or deleted.
ContextualDatalD A Comma 0.1 See description in section 6.1.

separated list of
strings

Condition: This parameter is
returned if Ad matches one of
multiple contexts specified in the

request. It SHALL be present if mo
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than one context was provided in th
request.

AdUnit

A String

0.1

See description in 6.1

AdContentData

E2 Structure 1

See description in section 6.1.
Condition:

1. The Ad Server returned at least
one Ad.

AdUsage

E2 Structure 0.1

See description in section 6.1

Table 7: SPAppAdResponse message parameters

In the Ad Response, the Ad Server MAY be able sshe parameters as described in the first cohfriiiable 7, and the
said parameters SHALL be of the type denoted irsdmnd and third column of Table 7. The cardipaliteach parameter
in a given request SHALL be as denoted in the foadlumn of Table 7.

In contrast, the fifth column in Table 7 is givenigdy for informative purposes.

Parameter name| XML Data type Parameter Description
Type cardinality
AdType A Integer 0.1 Indicate if the Ad Content is of é&yp
0-Default
1-Static
2-Dynamic
3-256 reserved for future use.
Table 8: SPAppAdResponse message optional parameser
6.3.2 SP App - Ad Metrics Data Report
[m—————
ISP App : Ad Server
|
—_——— =
|
|
1 SPAppMetricsReport
L »
| >
|
I
Figure 4: Flow of SP App Ad Metrics data report
Message Requirement Direction
SPAppMetricsReport Mandatory SP App — Ad Server
6.3.2.1 SPAppMetricsReport message

This message is used by the SP App to report Adiddedata to the Ad Server.

In the SPAppMetricsReport message, the SP App SHi#d hble to pass the parameters as described finstheolumn of
Table 8, and the said parameters SHALL be of the tlenoted in the second and third column of T&blehe cardinality of

each parameter in a given message SHALL be aseltimothe fourth column of Table 8.
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Parameter name XML Type Data type Parameter Description

cardinality
SPAppMetricsReport E Indicate the name of the messags.
SPAppID A String 1 See description in section 6.1.
AdMetricsData El Structure 1..N See description in section 6.1.

Table 9: SPAppMetricsReport message parameters

6.4 MobAd-3 interface

MobAd-3 is an interface exposed by the Ad Serveh#&Ad Engine. The Ad Engine uses this interfaceejuest and obtain
Ad(s), reference(s) to Ad(s), their associated AtP¢s) and Ad Metadata from the Ad Server, as waslto report Ad
Metrics data to the Ad Server, accompanied by fsecated Ad(s) ID(s).

This interface can also be used by the Ad Serverftom the Ad Engine that some Ad(s) (stored Ibchy the Ad Engine)
are supposed to be deleted. This can be achietret by attaching Ad deletion information to an 8érver response
following an Ad Engine request for Ad(s), or byueting such information in response to a specédiquest for updates on
Ad’s validity.

This interface may also be used by the Ad Enginmetiieve MobAd Rules and to provide notificatienthe Ad Server.
The MobAd-3 interface allows the Ad Server to:

* Receive the Ad Request from Ad Engine
* Provide Ad Response to the Ad Engine
» Receive the Ad Metrics data report from the Ad Begi
* Notify the Ad Engine to delete some Ads stored with
* Provide MobAd Rules to the Ad Engine
The MobAd-3 interface allows the Ad Engine to:
* Request and obtain Ads from the Ad Server
* Report Ad Metrics data to the Ad Server
* Provide notification to the Ad Server

e Retrieve MobAd Rules from the Ad Server
6.4.1 Ad Engine - Ad Request and Ad Response

Ad Engine Ad Server

AdEngineAdRequest

v

AdEngineAdResponse

7 N

Figure 5: Flow of Ad Engine Ad Request, and its response.

Messages:
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Message Requirement Direction
AdEngineAdRequest Mandatory Ad Engine — Ad Server
AdEngineAdResponse Mandatory Ad Engine — Ad Server

6.4.1.1 AdEngineAdRequest message
This message is used by the Ad Engine to requels) Aedm Ad Server.

In the Ad Request, the Ad Engine SHALL be abledsgthe parameters as described in the first cobfrfiiable 9, and the
said parameters SHALL be of the type denoted irsdmnd and third column of Table 9. The cardipaliteach parameter
in a given request SHALL be as denoted in the foadilumn of Table 9.

In contrast, the fifth column in Table 9 is giveniay for informative purposes.

Parameter name | XML Data Parameter cardinality Description
Type type

AdEngineAdRe E 1 Indicate the name of the message.
quest
Version A String 0.1 See description in section 6.1.
AdEnginelD A String 1 See description in section 6.1.
MessagelD A String 1 See description in section 6.1.
RequestUrgency A Boolean | 0..1 See description in section 6.1.
AdEngineAdRe El Structure| 1..N Characterise each requested Ad.
questinfo
AdAppID A String 0.1 See description in section 6.1.
AdValidity A String 0.1 See description in section 6.1.
AdUnit A Comma | 0..1 See description in section 6.1.

separated i ) _

list of Multiple AdUnits can be provided for each

strings requested Ad. Each value will be indicated in the

comma separated list of strings

ContextualData E2 Structure| 1..N See description in section 6.1.

Table 10: AdEngineAdRequest message parameters

6.4.1.2 AdEngineAdResponse message
This message is used by the Ad Engine to recei\(s)Ad from Ad Server.

In the Ad Response, the Ad Server SHALL be ableass the parameters as described in the first eoafriiable 10, and
the said parameters SHALL be of the type denoteélddrsecond and third column of Table 10. The ocatdy of each
parameter in a given request SHALL be as denotéuaeifiourth column of Table 10.

In contrast, the fifth column in Table 10 is givaniely for informative purposes.

Parameter name| XML Data type Parameter Description
Type cardinality

AdEngineAdRes E 1 Indicate the name of the message.

ponse
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pe
D

=

MessagelD A String 1 See description in section 6.1.
AdEngineProvid El Structure 0..N Characterise each provided Ad
edAd
AdID A String 0..1 Conditional See description in sectb.1.
Condition: AdID is not present when the message
designed to delete an Ad without replacement.
Outdated-AdID A String 0.1 AdID of an outdated Ad that needbéadiscarded
and replaced with provided Ad, if any:
1. if present and if other parameters in the
message are present in the
AdEngineAdResponse message, SHALL
used to replace the outdated content (Ad
parameters)
2. if present and other parameters are not,
SHALL be used to delete the correspondi
content (Ad and associated parameters)
Condition: Present if an existing Ad needs to be
updated or deleted.
AdUnit A Comma 0.1 See definition in section 6.1
separated ) . ]
list of Multiple AdUnits can be provided for each Ad. Eac
strings value will be indicated in the comma separatedolist
strings
AdAppID A String 0.1 See description in section 6.1.
Note: if it was present in the request, the same
AdAppID SHALL be present in the response.
AdContentData E2 Structure 0..1 conditional See descriptioneiction 6.1.
Condition: AdContentData is not present when the
message is designed only to delete an Ad without
replacement.
ContextualData E2 Structure 0..N conditional Further to the degtwn in section 6.1:

If ContextualData was provided in the correspogdi
AdEngineAdRequest message and successfully
matched, the contextual data structure SHALL only
contain the ContextualDatalD parameter and no
ContextKeyword parameters. If ContextualData wd
not provided or could not be matched, then the
structure SHALL NOT contain the ContextualDatal
parameter and MAY contain the ContextKeyword
parameter.

Condition: ContextualData is not present when the
message is designed only to delete an Ad without
replacement.

>

(7]

D

See structure for ContextualData in section 6.6.2.
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AdUsage E2 Structure 0.1 See description in section 6.1

AdUsage is an optional parameter and SHALL not|be
present when the message is designed only to dele¢te
an Ad without replacement.

Table 11: AdEngineAdResponse message parameters

Note: An indication of No Ads takes the form of AdEngineAdResponse message containing only thenpalements.

In the Ad Response, the Ad Server MAY be able tshe parameters as described in the first cohfriiable 11, and the
said parameters SHALL be of the type denoted irsdw®ond and third column of Table 11. The cardipali each parameter
in a given request SHALL be as denoted in the fooadlumn of Table 11.

In contrast, the fifth column in Table 11 is giv&siely for informative purposes.

Parameter name| XML Data type Parameter Description
Type cardinality
AdType A Integer 0.1 Indicate if the Ad Content is of éyp
0-Default
1-Static
2-Dynamic
3-256 reserved for future use.

Table 12: AdEngineAdResponse message optional paraters

6.4.2 Ad Engine - Ad Metrics Data Report

Ad Engine Ad Server

AdEngineMetricsReport

[
»

Figure 6: Flow of Ad Engine Ad Metrics data report.

Message and Information Elements:

Message Requirement Direction
AdEngineMetricsReport Mandatory Ad Engine — Ad Server

6.4.2.1 AdEngineMetricsReport message
This message is used by the Ad Engine to repoitlattics data to the Ad Server.

It is assumed that the HTTP 1.1 which is used astiderlying protocol is responsible for acknowlegnt of Ad Metrics
data report.
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In the AdEngineMetricsReport message, the Ad En§iHALL be able to pass the parameters as desdiriltge first
column of Table 12, and the said parameters SHAd bfthe type denoted in the second and third colafiTable 12. The
cardinality of each parameter in a given messagklL&Hbe as denoted in the fourth column of Table 12.

Parameter name XML Type Data type Parameter Description

cardinality
AdEngineMetricReport E 1 Indicate the name of the message
MessagelD A String 1 See description in section 6.1.
AdEnginelD A String 1 See description in section 6.1.
AdEngineMetricsData El Structure 1..N Indicates the Ad Metrics data

information reported by the Ad Engine.

AdAppID A String 1 Refer to description in Section 6.1
ValidatedByAdEngine A Boolean 1 Indicates whether Ad Metrics Data

information reported by Ad App was
validated by the Ad Engine. Default
Value: TRUE (“validated”)

ValidationResult A Boolean 1 Indicate if the results of the Ad App
metric data validation by Ad Engine are
correct or incorrect.

Default Value: TRUE (“passed
validation”)

Note: Though this parameter is logically
conditional, it doesn’t make sense to
define conditional Boolean attributes in
XML.

AdMetricsData E2 Structure 1..N See description in section 6.1.

Composition of this structure is defined
in section 5.6.1.

Table 13: AdEngineMetricsReport message parameters

6.4.3 Ad Engine - MobAd Rules Request and Response

Ad Engine Ad Server

AdEngineRulesRequest

A 4

AdEngineRulesResponse

d
<

Figure 7: Flow of Ad Engine MobAd Rules request, and ésponse

Message and Information Elements:
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Message Requirement Direction
AdEngineRulesRequest Optional Ad Engine — Ad Server
AdEngineRulesResponse Optional Ad Engine — Ad Server

6.4.3.1 AdEngineRulesRequest message
This message is used by the Ad Engine to requebi¥ddrules from Ad Server.

In the AdEngineRulesRequest message, the Ad Eiglit#ed_L be able to pass the parameters as descnibia ifirst
column of Table 13, and the said parameters SHAd bfthe type denoted in the second and third colafiTable 13. The
cardinality of each parameter in a given messagklL:Hbe as denoted in the fourth column of Table 13.

Message format is as follows:

Parameter name XML Type Data type Parameter Description
cardinality

AdEngineRulesRequest E 1 Indicate the name of the message
MessagelD A String 1 See description in section 6.1.
Version A String 0.1 See description in section 6.1.
AdEnginelD A String 1 See description in section 6.1.

Table 14: AdEngineRulesRequest message parameters
6.4.3.2 AdEngineRulesResponse message

This message is used by the Ad Engine to receleg¢sjurom Ad Server.

In the AdEngineRulesResponse message, the Ad S8H&EL be able to pass the parameters as desdribibe first
column of Table 14, and the said parameters SHA¢ bitthe type denoted in the second and third colafTable 14. The
cardinality of each parameter in a given messagklL:Hbe as denoted in the fourth column of Table 14.

Message format is as follows:

Parameter name XML Type | Data type Parameter Description
cardinality
AdEngineRulesResponse E 1 Indicate the name of the message
MessagelD A String 1 See description in section 6.1.
AdServerlD A String 1 See description in section 6.1.
MobAdRulesInfo El Structure 0..N Indicates the MobAd Rules
information, for each rule, made
available to the Ad Engine.

Table 15: AdEngineRulesResponse message parameters

6.4.3.2.1 MobAdRulesInfo

In the MobAdRulesInfo sent, the Ad Server SHALLdI#e to pass the parameters as described in gtedlumn of Table
15, and the said parameters SHALL be of the typmtdel in the second and third column of Table & Gardinality of
each parameter in a given message SHALL be aselimothe fourth column of Table 15.

Parameter name XML Type Data type Parameter | Description
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cardinality

RulelD

String

1

Unique identifier for the MobAd Rulefded by
Ad Server.

If the Ad Server sends the rule with an existing

RulelD, that rule SHALL replace the existing rule.

RuleType

Integer

1: ReportFrequency

2: BatteryThreshold

3: AdCachingThreshold
4: SuspendResume
5:TotalOverallCapping
6-127: TBD for further usage

128 — 255: for private usage

RuleValue

String

If the rule type is “1: ReportFrequengtfiis value
means the maximum amount of time (in minutes
between two Ad Engine metrics reports to the Ag
Server. If the value is set to “0”, the Ad Engine
should report the metrics data without delay or
interval.

If the rule type is “2: BatteryLevelThreshold”, hi
value represents the lower limit (in %) for the

device battery level where device is able to penfq
the Ad Engine’s functions (e.g. reporting to the A
Server. (e.g. 10%).)

If the rule type is “3: AdCachingThreshold”, this
value represents the lower limit (in KB) of amour
of ads cached in the device. Amount of Ads cach
in the device should not fall short of the threshol
drawn.

If the Rule Type is “4: SuspendResume”, this val
represents the list (comma-separated tokens)
identifying device/user related events (e.g. rogm
emergency/911, etc.) allowed to trigger suspens
of advertising. When the previous state is reache
again, advertising functions are resumed.

If the Rule Type is “5:TotalOverallCapping”, this
value represent the number of Ads per day for 4

o =

user. (Example: 25 Ads per hour)

6.5 Delv-1 Interface

Table 16: MobAdRulesInfo parameters

Delv-1 is an optionally supported interface expolgdhe Ad Engine. If implemented all the messatgsxcribed in the
below sections SHALL be supported. The Ad Engireerees Ad(s) and/or Ad Metadata over this interflroen the Ad
Server via underlying push and/or broadcast deliveechanisms. The Ad Server uses this interfapeish either Ad(s) or

notification that Ad(s) are available for retrieval
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The Ad Server may also use this interface to pmgiervice notification to the Ad Engine (e.g. imf@tion that SP caching
and pre-fetching policies have been dynamicallyated; An Ad or campaign needs to be cancelled inmtelg, MobAd
Rules have changed, request for Ad Metrics datartieyg, etc).

The Delv-1 interface allows the Ad Engine to:

* Receive Ads and/or Ad Metadata from Ad Server
* Receive MobAd Rules from Ad Server

The Delv-1 interface allows the Ad Server to:

* Push (unicast) either Ads or notifications of Adsifetrieval to Ad Engine
e Push (unicast) MobAd Rules to the Ad Engine

» Broadcast Ads and/or Ad Metadata to the Ad Engine

» Broadcast usage-related MobAd Rules to the Ad Engin

» Provide service notification to Ad Engine

6.5.1 Server-side — Push Ads

Ad Engine Ad Server

AdServerPushAds

A

Figure 8: Flow of Ad Server Push Ads to Ad Engine

Message and Information Elements

Message Requirement Direction
AdServerPushAds Mandatory Ad Server -~ Ad Engine

6.5.1.1 AdServerPushAds message

This message is used by the Ad Server to push Aal@&y Engine.

In the AdSrvPushAds, the Ad Server SHALL be ablpdss the parameters as described in the firsbeobf Table 16, and
the said parameters SHALL be of the type denotelddrsecond and third column of Table 16. The caldy of each
parameter in a given message SHALL be as denottrifourth column of Table 16.

Message format is as follows:

Parameter name XML Type | Datatype | Parameter | Description
cardinality
AdServerPushAds E Indicate the name of the message.
AdServerlD A String 1 See description in section 6.1.
PushProvidedAd E1l Structure 1..N Characterise each provided Ad
AdID A String 1 See description in Section 6.1
Outdated-AdID A String 0.1 ﬁ;dpllgccg da\?vi?r:l fritve}ge/?jd At?}fr;ey?s to be discardetl a
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1- if present and if other parameters in the
message are present in the AdServerPushA
message, it SHALL be used to replace the
outdated content (Ad or parameters)

2- if present and other parameters are not, it
SHALL be used to delete the corresponding
content (Ad and associated parameters)

Condition: Present if an existing Ad needs to be
updated or deleted.

\d

AdAppID A String 0.1 See description in section 6.1.

AdUnit Comma 0.1 See description in table 6.1.
separated ) . ]
list of Multiple AdUnits can be provided for each Ad. Each
strings value will be indicated in the comma separatedolist

strings.

ContextualData E2 Structure 1..N See description in section 6.1.

AdContentData E2 Structure 1 See description in section 6.1.

AdUsage E2 Structure 0.1 See description in section 6.1

Table 17: AdServerPushAds message parameters

Note: The association of the Ad ID and the sergextiich report the Ad Metrics data for this Adakén care by the

underlying layer, e.g. HTTP, DCD and BCAST.

The Ad Server MAY be able to pass the parametedesesribed in the first column of Table 11, andghel parameters
SHALL be of the type denoted in the second anditbadlumn of Table 11. The cardinality of each pagtenin a given

request SHALL be as denoted in the fourth colummaiile 11.

In contrast, the fifth column in Table 11 is givawniely for informative purposes.

Parameter name| XML Data Parameter Description
Type type cardinality
AdType A Integer | 0..1 Indicate if the Ad Content is of &yp

0-Default
1-Static
2-Dynamic

3-256 reserved for future use.

Table 18: AdServerPushAds message optional paramese
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6.5.2 Delv-1 - Push MobAd Rules

Ad Engine Ad Server

AdServerPushRules

Figure 9.: Flow of Ad Server pushes MobAd Rules to Ad Engine

Message and Information Elements:

Message Requirement Direction
AdServerPushRules Mandatory Ad Engine — Ad Server

6.5.2.1 AdServerPushRules message
The “AdServerPushRules” message is used by theeidesto push MobAd Rule to MobAd Engine.

In the AdServerPushRules, the Ad Server SHALL He &bpass the parameters as described in thefihginn of Table 17,
and the said parameters SHALL be of the type deniotthe second and third column of Table 17. Taelioality of each
parameter in a given message SHALL be as denottrifourth column of Table 17.

Message format is as follow:

Parameter name XML Data type Parameter | Description

Type cardinality
AdServerPushRules E 1 Indicate the name of the message
AdServerlD A String 1 See description in section 6.1.
MobAdRulesInfo El List of structure| 1..N Indicates the MobAdRulgslinformation, for

each rule, made available to the Ad Engine.

Refer Section 6.4.3.2.1 for MobAdRulesInfo
structure.

Table 19: Parameters of Delv-1 AdServerPushRulesagz
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6.5.3 Server-side — Push Notification

Ad Engine

AdServerPushNotif

Ad Server

A

Figure 9: Flow of Ad Server Push Notification to Ad Engine

Message and Information Elements

Message

Requirement Direction

AdServerPushNotif

Mandatory

Ad Server - Ad Engine

6.5.3.1 AdServerPushNotif message

This message is used by the Ad Server to pushigaitdn to Ad Engine.

Message format is as follows:

Parameter name XML Data type | Parameter | Description
Type cardinality
AdServerPushNotif E 1 Indicate the name of the message
AdServerlD A String 1 See description in section 6.1.
NotificationType A Integer 1 Indicates the notification types. Detailed tymsctiption
can be seen in section 5.5.3.1.1.
Table 20: Parameters of Delv-1 AdServerPushNotgsage
6.5.3.1.1 NotificationType

The values and the meaning of the notification sype defined in the table below:

Value | Meaning

1 Notification for information that an Ad or campaineeds to be cancelled immediately.

2 Notification for information that MobAd Rules ¢e.SP caching and pre-fetching policies) have cadng
3 Notification to request for Ad Metrics data refirg.

4 Notification to request for new available Ad(s).

5+ Reserved for future use.

Table 21: Notification Type
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6.5.4  Broadcast — Ad Server to Ad Engine

Ad Server and Ad Engine MAY support broadcast delnof Ads and/or Ad Metadata over Delv-1 using ified
AdServerPushAds message. The realization of timessages for BCAST adaptation is defined in [MolB&AST
Adaptation].

6.6 Common Structures

This sections defines structures that are usedewaf the MobAd interfaces

6.6.1 AdMetricsData

Parameter name | XML Data type Parameter Description
Type cardinality
AdID A String 1 Refer to description in Section 6.1
MetricType A String 0.1 Indicates the type of_Metrics being reported. Ypes
are one of the followings:
a. Impression
b. ClickToWebsite
c. ClickToBeContacted
d. ClickToLocate
e. ClickToCoupon
f.  ClickToBuy
g. ClickToDownload
h. ClickToForward
i. ClickToRequest
j. ClickToDiscard
k. ClickToBookmark (save bookmark)
I.  ClickToCall
m. ClickToEmail
n. ClickTolM
Notes:
1. Support of this list is per the SP policy
2. Identifiers for these and metric type extensiors
per the schema set by the SP.
Implementation note: The MetricTypes that can be
reported back are subject to the capability to etphe
related interaction type. (cf. section 5.3.3)
MetricValue A String 0.1 Indicate the value of ttheta metric information
ViewDuration A Integer 0.1 Length in milli-secantbr which the Ad was viewed
DisplayDateTime A String 0.1 Date and Time at which the Ad view started
(TimeStamp)

Table 22: AdMetricsData Structure
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6.6.2

Note: the XML Type column is an example of the oigation of Element with their respective attritgiter the table below

ContextualData

all the attributes are child of the ContextualDakament.

112

Parameter name XML Data type | Parameter Description
Type cardinality
ContextualDatalD A String 0..1, See description in section 6.1.
Conditional Condition:
SHALL be provided if more than one context is
provided in the request.
AdProvider A String 0..1 per requested Ad Specifies the AdvRler identifier or brand.
ContextKeyword El Strings 0..N Identifies all the keywords are ni¢a describe
the Ad opportunity context so as to facilitate th
Ad selection.
Table 23: ContextualData Structure
6.6.3 AdContentData

This structure is used in the response messages onl

Note: the Hierarchy column is an example of theanigation of Element with their respective attrdmit

Parameter name

XML type

Data type

Parameter cardinality

Description

MIME-Type

A

String

1

Indicate the mime-media type of the
content.

MIME-Version

A

String

0..1, Conditional

The version of the codec specified by the
mime-type, if applicable.

Condition: This parameter is present if there

are multiple versions relevant to the mime
type value (e.g. h263-levell vs. h263-leve

12)

AdWidth

Integer

0..1, Conditional

Indicates the desired ‘width’ of the display|
area in pixels into which the Ad content da
should be displayed.

Condition: Only applicable for certain
MIME-Types

ita

AdHeight

Integer

0..1, Conditional

Indicates the desired ‘height’ of the displa
area in pixels into which the Ad content da
should be displayed.

Condition: Only applicable for certain
MIME-Types

y
ata

AdDuration

Integer

0..1, Conditional

Indicates the length in milliseconds of media

clip if Ad is media (e.g. video or audio)

Condition: Only applicable for certain
MIME-Types

AdContentSize

Integer

Indicates the size (in bytes) of the Ad
payload

TextEncoding

String

1,Conditional

Indicate the encoding scheme used for te
such as ASCI, Unicode,UTF-8.

Condition: the MIME-Type is of type text

—
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AdContentPayload El hexBinary

1,Conditional

The actual Ad content data

Condition: This parameter is mutually
exclusive with AdLocationURI parameter.

AdLocationURI El anyURI

1,Conditional

Indicates the locatiorttod Ad Content. the|
Ad content data can be retrieved accordin
to the AdLocationURI

Condition: This parameter is mutually
exclusive with AdContentPayload
parameter.

El List of

Structures

InteractivityAction

0..N

This parameter represents interactive acti
associated with this Ad.

ons

Table 24: AdContentData Structure

6.6.4 InteractivityAction

XML
Type

Parameter
cardinality

Data
type

Parameter name

Description

DefaultAction A Boolean 0..1

This parameter denotes default action (TRUE)

ActionCode A String 1

Contains code for interactivity action associatéith\an Ad e.qg.
“ClickToBuy".

The code is listed as the following:
ClickToWebsite
ClickToBeContacted
ClickToLocate
ClickToCoupon

ClickToBuy
ClickToDownload
ClickToForward
ClickToRequest
ClickToDiscard
ClickToBookmark (save bookmark)
. ClickTocCall

. ClickToEmail

13. ClickTolM

14 + Reserved for future use

©oNoOOGOA~®NE

B e
N RO

Notes:

1. Support of this list is per the SP policy.

2. ldentifiers for these and interactivity actioyde extensions
are per the schema set by the SP.

Implementation note: The capability to support ¢hes
interactivity mechanisms normally also dependshen t
integration of Ad App with the underlying deviceatfbrm. (cf.
section 5.3.3)

ActionURI A URI 0.1

Contains action URI associated with the action cmkrified
in ActionCode parameter, e.g.

“https://payment.example.com/?3234342".

Table 25: InterActivityAction Structure
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6.6.5 AdUsage

Parameter name XML | Data Parameter | Description
Type | type cardinality
. . : Contains information on when the given Ad

DisplayTime A String 0.1 is to be used, e.g. “Mon-Fri; 22.00-
01.00GMT".
Contains the maximum number of the

FrequencyCap A Integer | 0.1 opportunities where the given Ad is to be
used.

PreserveAdFormat| A Boolean | 0..1 When TRUE Ad format MUST be
preserved.
Default MUST be interpreted as TRUE.

- . The expected period of the lifetime of the
Advalidity A String 0.1 Ad, formatted as per RFC 2445

Table 26: InterActivityAction Structure

6.7 Error Descriptions

Errors are handled at the bearer level.
See section 7.3.1.3 for HTTP.

See MobAd over DCD and MobAd over BCAST adaptatipacification for error handling in BCAST and DCBligery
cases.
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7. Transport Protocol Bindings

7.1 Overview

For MobAd-1 interface, it is left to the device ilamentation to implement and the transport bindéngot specified in the
MobAd specifications.

For MobAd-2 interface, the specification defineseatst HTTP 1.1 [RFC2616] that Ad Server SHALL soip
For MobAd-3 interface, the specification definesTHPT1.1 [RFC2616] that both Ad Server and Ad En@htALL support.

For Delv-1 interface, the specification defineteatst WAP Push, OMA DCD and OMA BCAST, any of whitle Ad
Server and the Ad Engine MAY support.

7.2 WAP Push Binding

WAP Push enabler [WAP-PUSH] MAY be used for Delinrterface messages.

The Ad Server MAY support the delivery of Ads otlee Push Access Protocol (PAP) [WAP-PUSH] via thedvEL
interface.

The Ad Engine MAY support the delivery of Ads ovke Push Access Protocol (PAP) [WAP-PUSH] via tleévEL
interface.

If WAP Push is supported, the Ad Server SHALL irmdguthe Push Application ID header — “X-Wap-Applioatid: x-wap-
application:mobad.ua” and the following mime types used for various Ppsotocols.

S. No Push Protocol MIME content type

1 Push Access Protocol(PAP) application/vnd.omaadol_0

Table 27: Ad Content MIME types for different PUSH mechanisms

If WAP Push is supported, the Push Client on thaiteal SHALL use the X-Wap-Application-1d value toute the push
request to the intended application, i.e. Ad Engnihis case.

7.3 HTTP Binding
7.3.1 General

Ad Server and Ad Engine SHALL support Hypertext rigfer Protocol version 1.1 (HTTP1.1 [RFC2616]) fdobAd-3
interfaces.

Ad Server SHALL support Hypertext Transfer Protoeetsion 1.1 (HTTP1.1 [RFC2616]) for MobAd-2 intec.

7.3.1.1 Media Type
Ad Server and Ad Engine SHALL support messages ditted as entity-bodies with the following mediaggp

» application/vnd.oma.mobad_1_0 media type. The aatin/vnd.oma.mobad_1_0 media type is used wisimgée
MobAd interface message is included in the HTTRIest{response.

* multipart/related media type. The multipart/relaterbdia type is used when MobAd interface messages a
delivered as several inter-related body partssimgle HTTP request/response.

* multipart/mixed media type. The multipart/mixed rizetype is used when multiple MobAd interface mgssaare
concatenated in a single HTTP request/response.
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The header of a MobAd message consists of heaalds fivhich in general consist of a field name asdalue. Some of the
header fields are common [RFC2822] header fieldssame values may be specific to the MobAd mess&ggsre 10
depicts the conceptual model and example of thapsudation.

HTTP Header (Contains MobAd values)

HTTP Body

Audio

Figure 10: Example of HTTP message containing Mopagoad

7.3.1.2 HTTP Method
Ad Engine SHALL send all MobAd-3 interface message$iTTP POST method requests.

Ad Engine and SP App MAY send the following optibhleaders:

the Ad Server address in the request line, peapipticable connection profile
the Host request-header set to the hostname atdiess of the Ad Server, per the applicable coimregtrofile

the User-Agent request-header set to identify tbst ldevice (e.g. “vendor-model/version”), and theme and
version of the Ad Engine as user agent initiatimg request

the Accept request-header with value “applicatind/ema.mobad_1_0, multipart/related, multipart/rdixe

the Accept-Charset request-header with value peistipported HTTP supported content types charaets(e.g.
UTF8)

the_: Accept-Encoding request-header with value lpeistupported HTTP compression encodings, i.e.teediiad / or
gzip

the Accept-Language request-header with valuehgestipported HTTP supported languages(e.g. en, *)

the Accept-MsgSize is the maximum message sizdehainal can handle.

the X-Wap-Profile request-header set to the URhefUser Agent Profile for the host device

the Content-Length entity-header set to the lepnfithe entity-body

the Content-Type entity-header with value “applmatvnd.oma.mobad_1 0", “multipart/related”, or
“multipart/mixed”, as applicable

the MobAd-3 or MobAd-2 message(s) as message-body

If any of these headers are not present in theorespto the request, the Ad Server SHALL assuniedbiult values.
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Ad Server SHALL send all MobAd-3 interface messaggsesponses to the corresponding Ad Engine rexjuesl SHALL
send all MobAd-2 interface messages as responstgtoorresponding SP App requests, as specifiethéyHTTP 1.1
including:

e Status-Line header reflects the outcome of the HPOST request

» the ETag entity-header set to a unique value withénscope of the Ad Server

» the Content-Encoding entity-header set to the bfgéTTP compression applied, if any

» the Content-Length entity-header set to the lenfthe entity-body

» the Content-Type entity-header with value “appimatvnd.oma.mobad_1 0", “multipart/related”, or
“multipart/mixed”, as applicable

e the MobAd-3 or MobAd-2 message(s) as message-lioihe transaction is successful

7.3.1.3 Error handling

When there is no MobAd message to send in respore® Ad Engine request or a SP App request, th8eder SHALL
send a 204 No Content response. Other allowedsstatles, reflecting the outcome of the HTTP POSjUest, are defined
in [RFC2616]. The Status-Line header MUST be inetlith the response to reflect the outcome of the MPOST
submission.

7.3.2 MobAd-3 Interface Message Bindings

The table below gives an overview of how MobAd-&iface messages are bound to the HTTP based pfrstack.

Message Ad Engine €-> Ad Server HTTP Method
AdEngineAdRequest > HTTP POST
AdEngineAdResponse < HTTP Response (including 204

OK of the underlying method)

AdEngineMetricsReport > HTTP POST :Ad Server
responds with 200 OK of the
underlying method

AdEngineRulesRequest N HTTP POST

AdEngineRulesResponse < HTTP Response

(including 200 OK of the
underlying method)

Table 28: MobAd-3 Interface Message Bindings When é&s HTTP Based Stack

7.3.3 MobAd-2 Interface Message Bindings

If HTTP is supported over MobAd-2 interface, thbléabelow gives an overview of how MobAd-2 intedanessages are
bound to the HTTP based protocol stack:

Message SP App €~ Ad Server HTTP Method
SPAppAdRequest > HTTP POST
SPAppAdResponse < HTTP Response (including 20(

OK of the underlying method)

SPAppMetricsReport > HTTP POST :Ad Server
responds with 200 OK of the
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‘ | underlying method

Table 29: MobAd-2 Interface Message Bindings When &&s HTTP Based Stack

7.4 DCD Adaptation

Ad Server and Ad Engine MAY use OMA DCD enablertioe Delv-1 interface.

MobAd entities operating over the OMA DCD enabléetALL comply with [MOBAD-TS-DCD] in addition to this
specification.

7.5 BCAST Adaptation

Ad Server and Ad Engine MAY use OMA BCAST enablarthe Delv-1 interface. MobAd entities operatinggothe OMA
BCAST enabler SHALL comply with [MOBAD-TS-BCAST] iaddition to this specification.
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8. Security Considerations

8.1 Ad Engine — Ad Server Authentication and Commun  ications

Ad Engine and Ad Server authentication is basethermechanism defined in [RFC2617]. Implementatimosforming to
this specification MUST support this mechanism"®asic" and "Digest Access Authentication". The &% character
encoded "Basic" and "MD5" algorithm of the "Digégtcess Authentication" authentication schemes MA&Ysbpported.
The HTTP headers and parameters that MUST be siggpare described in the previous sections forasigand response
headers.

Ad Server implementations conforming to this speatfon MAY support both the ability to challengeauthenticated
requests and also accept authentication requedéeteeim a request; which will not require subsetjcballenge responses
unless some part of the credential is incorrece [atter requirement is required to address thd f@eminimal
request/response traffic for mobile networks.

The authentication mechanisms defined by [RFC2@tidless the protection of the authentication crgglenHowever, the
remainder of the HTTP request and response mesasag@sailable to the eavesdropper. For more ratmastrity for the
HTTP connection, TLS 1.1 [RFC4346], TLS 1.2 [RFCE6RHTTPS, or some form of upgrading to TLS overTHPT
[RFC2817] [RFC2818] SHOULD be used.

When operating over HTTP:
 The Ad Server SHALL support TLS 1.1 [RFC4346],
» The Ad Server SHOULD support TLS 1.2 [RFC5246]
e The Ad Engine SHALL support TLS 1.1 or TLS 1.2

* The Ad Engine SHALL identify which TLS version ti& Server is using and set-up the communication
accordingly.

» The Ad Server MUST support all of the following legr suites, all of which provide authenticatiomfidentiality
and integrity, when using a TLS 1.1 session:

- TLS_RSA WITH_AES 128 CBC_SHA256

. TLS_DH_DSS_WITH_AES_128 CBC_SHA256

- TLS_DH_RSA_WITH_AES_128 CBC_SHA256

.+ TLS_DHE_DSS_WITH_AES_128 CBC_SHA256

- TLS_DHE_RSA WITH_AES_128 CBC_SHA256

- TLS_RSA WITH_AES 128 GCM_SHA256

- TLS_DHE_RSA WITH_AES 128 GCM_SHA256

-+ TLS_DH_RSA_WITH_AES_128 GCM_SHA256

- TLS_DHE_DSS WITH_AES_128 GCM_SHA256

. TLS_DH_DSS_WITH_AES_128 GCM_SHA256

- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

- TLS_ECDH_ECDSA WITH_AES 128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
- TLS_ECDH_ECDSA WITH_AES_128 GCM_SHA256
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* The Ad Engine MUST support at least one of the almgher suites when using a TLS 1.1 session
8.2 SP App to Ad Server Communications

SP App and Ad Server components reside both iséreice Provider domain. As a consequence the mesrha that may
be required to secure (e.g. Authentication, Anorsatidn, Integrity, Encryption) communication betwelkese two
components are set by SP Policies, are deploynhemntes and are out of scope of this specification.

8.3 Ad App to Ad Engine Communications

Ad App and Ad Engine components reside both orséme device. As a consequence mechanisms thatemragbired to
secure communication between these two componenfs [(nhtegrity, Authentication, and Encryptionlyren the underlying
platform implementation and are out of scope of Huecification.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description

OMA-TS-MobAd_Core-V1_0 20 Mar 2012 Status changeAjpproved by TP:
OMA-TP-2012-0116-INP_MobAd_V1_0_ERP_for_Final Appab
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Appendix B.  Static Conformance Requirements

The notation used in this appendix is specifiefB@RRULES].

B.1 SCR for Ad Engine

(Normative)

Item Function Reference Requirement
MOBAD_CO | Support receiving AdAppAdRequest message from Ad ApSection 6.2.1.1
RE-E-001-M
MOBAD_CO | Support sending AdAppAdResponse message to Ad App ectidd 6.2.1.2
RE-E-002-M
MOBAD_CO iupport receiving AdAppMetricsReport message frooh | Aection 6.2.2.1
RE-E-003-M PP
MOBAD_CO Support sending AdEngineAdRequest message to AteBersection 6.4.1.1 http1.1, TLS
RE-E-004-M l1orTLS 1.2
MOBAD_CO gupport receiving AdEngineAdResponse message frdm #ection 6.4.1.2 http1.1, TLS
RE-E-005-M | S€MVer 1.10r TLS 1.2
MOBAD_CO Support sending AdEngineMetricsReport to the Adv&er | Section 6.4.2.1 http1.1, TLS
RE-E-006-M l1orTLS 1.2
MOBAD_CO Sgpport prefetching, caching and managing Ads ftbm| Section 5.1.2
RE-E-007-M Ad Server
MOBAD_CO Support selecting Ads for an Ad App Section 5.1.4
RE-E-008-M
MOBAD_CO Support Ad Metrics Data Aggregation Section 5.1.6
RE-E-009-M
MOBAD_CO Support Applying Rules and Policies Section 5.1.7 MOBAD_COR
RE-E-010-M E-E-014-0 or
(MOBAD_CO
RE-E-011-O
and
MOBAD_COR
E-E-012-0)
MOBAD_CO gupport sending AdEngineRulesRequest message to ¥dtion 6.4.3.1 http1.1, TLS
RE-E-011-0 | S€MVe' 1.10r TLS 1.2
MOBAD_CO gupport receiving of AdEngineRulesResponse from | Agction 6.4.3.2 http1.1, TLS
RE-E-012-0 | S¢€MVe' 1.10r TLS 1.2
MOBAD_CO gupport receiving AdServerPushAds message from| &ékction 6.5.1.1 WAP-PUSH or
RE-E-013-0 | S€MVe' OMA DCD or
OMA BCAST
MOBAD_CO gupport receiving AdServerPushRules message from #ettion 6.5.2.1 WAP-PUSH or
RE-E-014-0 | S€MVé' OMA DCD or
OMA BCAST
MOBAD_CO gupport receiving AdServerPushNotif message from | Adction 6.5.3.1 WAP-PUSH or
RE-E-015-O erver _ , o OMA DCD or
Note: Requirement column applies to Notificationg&yp OMA BCAST
related to MobAd Rules. MOBAD COR
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Item Function Reference Requirement

E-E-011-O and
MOBAD_COR
E-E-012-0

MOBAD CO Support Ad Metrics Data Validation Section 5.1.6

RE-E-016-O

MOBAD_CO | Support suspend and resume the MobAd functions Section 5.1.10

RE-E-017-O

B.2 SCR for Ad Server

Item Function Reference Requirement
MOBAD_CO | Support receiving SPAppAdRequest message from $P ASection 6.3.1.1 http 1.1
RE-S-001-M
MOBAD_CO | Support sending SPAppAdResponse message to SP App ectiors6.3.1.2 http 1.1
RE-S-002-M
MOBAD_CO iupport receiving SPAppMetricsReport message frdM Section 6.3.2.1 http 1.1
RE-S-003-M | ~PP
MOBAD_CO Eupport receiving AdEngineAdRequest message from| &&ction 6.4.1.1 http1.1, TLS
RE-S-004-M | =N9In€ 1.10r TLS 1.2
MOBAD_CO Eupport sending AdEngineAdResponse message to %dtion 6.4.1.2 http1.1, TLS
RE-S-005-M | ="9In€ 1.10r TLS 1.2
MOBAD_CO Support receiving AdEngineMetricsReport from Ad Eeg | Section 6.4.2.1 http1.1, TLS
RE-S-006-M llorTLS 1.2
MOBAD_CO Support selecting Ads for an Ad Engine and SP App Section 5.2.1.1
RE-S-007-M
MOBAD_CO Support delete and/or replace of Ads Section 5.2.1.2
RE-S-008-M
MOBAD_CO Support receiving AdEngineRulesRequest message Atm Section 6.4.3.1 http1.1, TLS
RE-S-009-0 | Engine 1.10r TLS 1.2
MOBAD_CO Support sending AdEngineRulesResponse to Ad Engine| Section 6.4.3.2 http1.1, TLS
RE-S-010-O llorTLS 1.2
MOBAD_CO Support sending AdServerPushAds message to Ad Enginsection 6.5.1.1 WAP-PUSH or
RE-S-011-O OMA DCD or

OMA BCAST
MOBAD_CO Support sending AdServerPushRules message to Atdiéngsection 6.5.2.1 WAP-PUSH or
RE-S-012-O OMA DCD or

OMA BCAST
MOBAD_CO Support sending AdServerPushNotif message to Adneng Section 6.5.3.1 WAP-PUSH or
RE-S-013-O OMA DCD or

OMA BCAST
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