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1. Scope (Informative)

OMA Mobile Codes Enabler aims to stimulate, by ¢heation of a standard, a global market in whicttbdes act as
enablers for camera-equipped devices* to accedemband services. Some technologies already darstxample, in
Japan, 2D barcode scanning is in widespread usge¥w there is fragmentation in the worldwide maderently, due to
the variety of approaches to the questions of whiaattode Symbologies should be supported, whatdoofdata they
should contain, and how client software should behahen barcodes are read. The Open Mobile Aliaims to halt
fragmentation by creating specifications to addmesoperability needs as they arise. Once endlgjile Code Clients
that follow those specifications are deployed orbileodevices, marketing organisations and publisiélt be able to
include Mobile Codes as links to online content sedvices with confidence, in advertising and proamal campaigns, and
in printed and displayed media of many kinds. fore background information, see [OMAWP].

*Note: Devices for the Mobile Codes Enabler atenled to be handheld mobile devices (i.e., hasdB&As, etc.) used by
a human person.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2

Code Clearing House
function

Code Management
Platform

Code Resolution (or
Code Resolution
function)

Code Transfer
Direct Code

Home CMP

Indirect Code

Indirect Code Identifier
Mobile Code

Mobile Code Client

Mobile Code Data
Format
Mobile Code Publisher

Mobile Code Registry

Mobile Code Scanning

Mobile Code Service
Policy

Multi-lateral
Arrangement

Definitions

The process of Indirect Code routing based onntizdct Code Identifier, through which: a) the
Resolving CMP is determined, and b) the Indiread€tentifier is forwarded to the Resolving CMP.

The Code Management Platform provides a resolgonice pertaining to Indirect Codes; it is normyall
capable of performing both the Code Clearing Hq@$eH) function and Code Resolution (CR) and may
also interact with other Code Management Platfoamsequired. In certain deployment scenarios, the
CCH function and the CR function may be implemeritetivo separate Code Management platforms.
(See Split-CMP-Parent and Split-CMP-Child).

The process of mapping a Direct Code or an Indiecte into either content to be consumed direatly b
the device, or the address of content (or a sé@rtacke accessed by the device. Typically, Code
Resolution for Indirect Codes requires access tawark service.

The ability for a Mobile Code Publisher to chanige Resolving CMP for a single or multiple Indirect
Code Identifiers.

A Mobile Code that contains either: (a) contentdwect consumption by the device, or (b) the asisi@f
content (or a service) to be accessed (typicallyRa[URI]).

The CMP to which a particular MCC is configuredstmd all Code Resolution requests. Where
applicable in a Split-CMP deployment scenario,toene CMP may be a Split-CMP-Parent.

A Mobile Code that contains an Indirect Code |diesti

An identifier in the Indirect Code that has to bealved in order to access the intended contesgrice.
See also Code Resolution.

A 1D or 2D barcode as read by camera-equipped egvic

The MC Enabler software entity that resides indaeice, and contains the functionality to acquire,
decode, and extract the encoded information fah&urprocessing as required. This is often refetveas
a Mobile Code Reader and these terms can be usedyyously.

The syntactical description of the information @néd within a Mobile Code.

This is a brand (business, organisation or indigipwho distributes certain content or serviceg.(&n
advertising campaign) to a mass audience by usioigil®Code Scanning as a channel.

A local registry responsible for sub-allocationMdbile Code Routing Prefixes within the ranges of
Routing Prefixes obtained from OMNA. The Mobile @dRegistry (MCR) also supports a data look-up
facility accessible by authorised principals (e@VPs or Split-CMP-Parents) for Routing Prefixestén
database.

The physical act of capturing a Mobile Code Symgygland decoding the information contained within
the Mobile Code.

A set of Policy ConditionsQMADICT] that convey any service level constraints that@aced on
Code Resolution. Mobile Code Service Policy idagfly defined by the Mobile Code Publisher and is
applicable to one or more Indirect Code Identifiers

An arrangement amongst specific CMPs (includingtSp\IP-Parents, where applicable) that are not
associated with any Mobile Code Registry, in whioh parties agreed to support each other in a-multi
lateral way in order to manage +-allocation of MC Routing Prefixes as well as disegvand update

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-MC-V1_0-20130611-A Page 9 (38)

Remote CMP

Resolution Identifier
Resolving CMP

Routing Prefix

Split-CMP-Child

Split-CMP-Parent

Symbology

thereof; details of such MLAs are not specifiedhia MC Enabler TS.

The CMP that receives a Code Resolution requesh wreeHome CMP (or Split-CMP-Parent, where
applicable) is unable to resolve a particular lectiitCode Identifier.

That part of the Indirect Code Identifier that &ed to index the content or service.

The CMP (or Split-CMP-Child, where applicable) timable to resolve a particular Indirect Code
Identifier.

That part of the Indirect Code Identifier that ains a value that is uniquely assigned to the CMP (
Split-CMP-Child, where applicable) and is usedrfmting.

A CMP in the Split-CMP deployment scenario, whenéydhe Code Resolution function is implemented.
In addition, subject to business relationship, Bt-EMP-Child may be associated with one and onig o
Split-CMP-Parent.

A CMP in the Split-CMP deployment scenario, wheng/dhe Code Clearing House function is
implemented. In addition, subject to businesstiariahip, a Split-CMP-Parent may be associated with
multiple Split-CMP-Children.

The algorithm by which data is encoded as visuahehts (typically arrangements of lines or squares)
and the resultant “look and feel” for the user.

3.3 Abbreviations

1D 1-Dimensional

2D 2-Dimensional

CCH Code Clearing House

CMP Code Management Platform

CR Code Resolution

EAN European Article Number, see EAN/UPC

EAN/UPC Barcode Symbology family including EAN-8, EAN-13PG-A, and UPC-E [EAN/UPC]
ICI Indirect Code Identifier

IEC International Electrotechnical Commission

ISO International Organization for Standardization

MC Mobile Code

MCC Mobile Code Client

MCP Mobile Code Publisher

MCR Mobile Code Registry

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority

QR Quick Response, a type of barcode Symbology [QR]
UPC Universal Product Code, see EAN/UPC

URI Uniform Resource Identifier [URI]

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction (Informative)

Mobile Codes — 2D and 1D barcodes (see examplesvpllave emerged as a promising enabler of thelmatiiernet in
some markets. Camera-equipped devices now haveayandjh optics, image resolution and processingagpto read
Mobile Codes on printed materials and electrongpldiys. These symbols encode information such dssshone
numbers, and in-line content such as business.cards

There is, however, still a lack of interoperabilitgtween different markets and players. The mgjoficonsumers are
unlikely to adopt the technology before it comes-mstalled on their devices. Similarly, marketipgblishing and other
industries that are otherwise motivated to prowtidile Codes will not adopt them without adequateptial for consumer
take-up. That in turn would entail deployment darge variety of devices, and interoperability beg¢w different service

providers.
5901234234570

Symbology | QR [QR] Data Matrix [DATAMATRIX] EAN-13 [EAN/UPC]

Example -

Data | http://www.openmobilealliance.org http://www.openilealliance.org 5901234123457

4.1 Version 1.0

The Mobile Codes Enabler contains support for beftbsystem for both Direct and Indirect 2D Molflledes. Support of
1D Mobile Codes is for a future release.

Technology, interface behaviour and proceduregteroperability (some of which are optional) apedified for:
* Symbology(ies)
* Mobile Code Data Format

» Direct encoding of content

« Encoding of Indirect Code Identifiers

* Resolution of Indirect Code ldentifiers

e Security, tracking, reporting, and Code Transfexcpdures

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Architectural Model

The MC Enabler AD is realized using a client-sem@ncept. The architecture is designed to prosédelution of Indirect
Codes and to support services based on the MC &nabl

The architecture is based on the requirements elfim[MC-RD].

5.1 Dependencies

The MC Enabler depends upon other OMA Enablerssaedifications from other bodies, including thédwaling:
* |ISO/IEC QR Code [QR] that provides one of the Sylogies typically used with Mobile Codes.

* ISO/IEC Data Matrix Codes [DATAMATRIX] that provideone of the Symbologies typically used with Mobile
Codes.

«  OMA URI [OMAURI] that provides the URI schemes intied to be used with Mobile Codes.

In addition, all interactions between componentcdbed in the Mobile Codes Enabler architectuseia the existence of
relevant and current business relationships gorgrthie affected components, as applicable (e.tvdsm the MCC, CMP,
Split-CMPs), details of which are out-of-scopelod £nabler.

5.2  Architectural Diagram
5.2.1  Architectural Model

Mobile Codes Enabler defined an architectural méio can be instantiated to accommodate differerket scenarios as
motivated by distinct business models [MC-RD].

In the normative architecture, the Code ManagerRtatform (CMP) component performs the two primanydtions: Code
Clearing House (CCH) function and Code ResolutidR)(function. This scenario reflects the case wibath of these
functions are owned & operated by the same adtocase the CCH function and CR function are owhexperated by
different actors, a split-CMP deployment scenasin also be supported. Further details of possigfgoyment scenarios,
functional components and interfaces are provideSigctions 5.2.2, 5.2.3 and 5.3.
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MCR
MC-2 MC-5
MC-1
———»
MCC CMP
——»
MC-4
MC-3 MC-6
Legend
D Component specified by this Enabler
oo ,, ,
] o Component not specified by this Enabler

—} Interface specified by this Enabler

e== '> Interface not specified by this Enabler

Figure 1: MC Architecture Model
NOTES:

1. Mobile Code Registry (MCR) and its exposed intezfaMC-2 and MC-5 are optional. Alternatively, i@ belongs to

a Multi-lateral Arrangement (MLA) with other CMPsquivalent functionalities to the MCR can be achi\wetails of
MLAs are not specified in this enabler.

2. Interfaces MC-3 and MC-6 are exposed to another ©N? when the CMP in question is acting as a RenaiIP.

5.2.2 Deployment Scenarios (Informative)

Instantiating the MC architecture from 5.2.1, twepbbyment scenarios are illustrated in this secti8ome terms used
herein are also informative relevant to the depleytrscenarios as described. “Home CMP” and “RerGdie” are
instantiated roles pertinent only to the resolutiba given Indirect Code. As explained furtheSiection 5.3.2 the MCR,
where one is implemented with associated CMPs,iges\a real-time data query function for discovairynknown Routing
Prefixes pertaining to a given Indirect Code; he@dP communications with the MCR is on an as-regfuibasis.
Equivalent MCR functions may also be fulfilled byv.A, where one exists.
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~ ~
MCR | o/ MLA
A A =
MC-2 MC-5 /
\
CR CR
MC-1 > CCH function MC-3 CCH function
MCC function function
MC-4 MC-6
CMP1 CMP2
“Home CMP” “Remote CMP”

Legend

D Component specified by this Enabler

'
] : Component not specified by this Enabler

P Interface specified by this Enabler
o= '> Interface not specified by this Enabler

Figure 2: Deployment Scenario 1: Home CMP interconecting with a Remote CMP

In Figure 2, two CMPs are involved in resolutioraagiven Indirect Code. In this instance, CMPk ast the Home CMP
and CMP2 acts as the Remote CMP; the CR functidiheérRemote CMP resolves the Indirect Code. CMRAis instance

is also called the “Resolving CMP”.

~ ~
MCR | or/ MLA
AN
A = —_
MC-2 TMC-S
\L
MC-1
McC < Nl
v ccH e MC-3
. function
or function
Other MC3 | MC-6
CMP o) Split-CMP1
MC-6

Legend

D Component specified by this Enabler

(]
[ ]
' § Component not specified by this Enabler

=P Interface specified by this Enabler
nterface not specified by this Enabler
== =P Interf; ified by this Enabl

Null
CCH
function

CR
function

Split-CMP2

Figure 3: Deployment Scenario 2: Split-CMP Intercomection

In Figure 3, a Split-CMP scenario relevant in saragket is shown. Split-CMP1 acts as a “clearingded entity
implementing only the CCH function; Split-CMP2 aatsa “campaign manager” entity implementing ohlyy €R function.
In this instance, the CR function in the Split-CMi@8olves the Indirect Code; hence Split-CMP23s #the “Resolving
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CMP”. Subject to implementation, specific businedationship may also constrain the interconnectibmultiple
campaign managers to the same clearing house, wéhigtalogous to the child(ren) to parent relatidms

For brevity and easier readability of normativet iexhe remainder of this document, the followsimplification is
adopted:

* The role of the Home CMP generally applies equallgt non-split CMP (or a Split-CMP-Parent, wherpliable);
the variant highlighted in parenthesis will notdadled out, unless the behaviour pertinent to the°Gn the given
scenario is materially different. The parenthethughlight is called out as warranted.

* Likewise, the role of the Resolving CMP appliesatyto a non-split CMP (or a Split-CMP-Child, wieer
applicable); the variant highlighted in parenthegisnot be called out, unless the behaviour pentit to the CMP
in the given scenario is materially different. Tdarenthetical highlight is called out as warranted.

Refer to Section 3.2 — Definitions.

5.2.3 Interface Definitions — General

This section lists general definitions of the ifaees specified in the Mobile Codes Enabler archite. Note that message
flow is not restricted by the direction of the irfeze exposure; i.e., messages may flow one wayeoother, or both,
depending on the functionality specified (see ®&ch.3 for details of functional components aneifatces). Use of the
MCR is described herein normatively, albeit its lempentation is optional (see Note 1 of Figure 1).

 MC-1 (mandatory): This interface is exposed byktoene CMP to an authorised principal (e.g., the MEL)
transfer oflatency-critical information; this information may include: requést resolution of Indirect Code
Identifier (ICI), response containing resolved @itor address of content (or a service), erroespddditional
meta-data (e.g.. subscriber profile information kwétion information).

Note: Transfer ofatency-critical information refers to transactions or messagiog$l specified by the MC
Enabler that directly impact on the user experigheeto sensitivity to latency. Such message flows
normally start from the MCC decoding of the datafindirect Code ending with its successful resmiu
by the Resolving CMP and return of the Code Remwiuesults to the MCC for action. However, aduidal
message flows with increased latency might resbémthe Home CMP needs to query the MCR about
unknown Mobile Codes before forwarding the CodedR&®n requests to the Resolving CMP.

* MC-2 (optional, applicable to an MCR having asstedaCMPs): This interface is exposed by the MCRrto
authorised principal (e.g., the CMP) for transfelabency-critical information; this information includes: query &
response for network address of the Resolving CMP.

* MC-3 (mandatory): This interface is exposed by the &enCMP to an authorised principal (e.g., the H@MP)
for transfer oflatency-critical information; this information may include: requést resolution of ICI, response
containing resolved content or address of contan Gervice), error codes, additional meta-dath,(subscriber
profile information and location information).

 MC-4 (mandatory): This interface is exposed byktoene CMP to an authorised principal (e.g., the MEL)
transfer ofnon latency-critical information; this information may include: tracgiand logging, accounting and
reporting, etc.

Note: Transfer ohon latency-critical information refers to all transactions or messadjiows specified by the MC
Enabler that are excluded from the transfdiati#ncy-critical information as mentioned above.

* MC-5 (optional, applicable to an MCR having asstedaCMPs): This interface is exposed by the MCRrto
authorised principal (e.g., the CMP) for transfenan latency-critical information; this information includes: the
right to use a Routing Prefix, the associated ngtwddress of the Resolving CMP, and informatioceseary to
handle Code Transfer and updates on the Routirfik€seand/or transferred ICls.
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* MC-6 (mandatory)This interface is exposed by the Remote CMP toutincgised principal (e.g., the Home CMP)
for transfer ofnon latency-critical information; this information may include: repoii chargeable events, updates
on the Routing Prefixes and/or transferred ICIsuigh Multi-lateral Arrangements among the CMPs, etc

5.3 Functional Components and Interface Definitions - Detailed
5.3.1 Mobile Code Client (MCC)

The MCC component supports the following functions:
1. 2D Mobile Code decoding function:
a) Decode 2D Mobile Codes that are encoded in accoedaith the MC Enabler supported Symbology(ies).

b) Retrieve the Mobile Code information in accordanith the MC Enabler supported Mobile Code Data
Format.

c) Differentiate Direct Codes from Indirect Codes.
2. ICl resolution request function: Request the HonPGo resolve the ICI.
3. Metadata forwarding function:

a) Forward any metadata, as available, to the Home &processing.

b) Confirm end user consent before metadata is forsard
4. Network, service/content access function:

a) Confirm end user consent before network accesstiated to prevent unintended network usage.

b) Invoke the appropriate application to consume #eded or resolved content or the address of co(den
a service), e.g., invoke a browser to consume a biRtansfer some contact content to an addreds. boo

5. User personal data collection function (where pssibie by applicable Regulations): When this funrcis
supported,

a) Prompt the end user to provide or update end wsppal information.
b) Interact with appropriate enabler(s) to retrieveipdate the end user personal information.

"

¢) Shall make it possible for the end user to “optén™opt-out” of end user personal data collection.

6. Tracking and logging function (where permissibledpplicable Regulations): When this function ispsanped,
collect and report data on end user code scanmhguours in collaboration with the device or tleéwork.

7. Provisioning function:
a) Receive requests for provisioning, configuratiod/anupdate of parameters relevant to the MCC.

b) Process the above requests in accordance withcapf@ipolicies and security framework of the Home
CMP.

c) Configure and update MCC scanning capability patamsesubject to the capabilities and access pgede
of the device where the MCC resides.

d) Configure and update the Home CMP network addeessnich the ICI is forwarded for resolution.
8. Error handling function:

a) Receive error messages, as available, from the Hie.
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b) Process the error messages to notify the end esger the reason for failure to decode or resolvohile
Code).

The MCC uses the following interfaces to commuriaaith other entities in the Architecture Diagram:

* Interface MC-1 to communicate with the Home CMPtfar purpose of:

a) Sending a resolution request to the Home CMP tolveghe ICI.
b) Receiving the resolution response from the Home CMP
c) Receiving error messages, as available, from theark.

» Interface MC-4 to communicate with the Home CMPtfar purpose of forwarding the tracking, loggireparting
and accounting data to the Home CMP, or anothevari&taddress of a designated tracking server (stijdocal
Home CMP policy).

5.3.2 Mobile Code Registry (MCR)

The Mobile Code Registry (MCR) is an optional comgiet comprising of a local registry responsiblediob-allocation of
Mobile Code Routing Prefixes within the ranges oliRng Prefixes obtained from the Open Mobile Nagriuthority
(OMNA). The MCR also supports a data look-up fagiticcessible by authorised principals (e.g., CdPSplit-CMP-
Parents) for Routing Prefixes within its database.

Note: As an alternative to the MCR approach, Malteral Arrangements (MLAs) agreed amongst grafgSMPs (or
Split-CMP-Parents, where applicable) can also &ffely ensure the uniqueness of assigned Routie§x¥es and
their discovery between the partners in a given MIL#s envisaged that sub-allocation of rangeRafiting Prefixes
within a MLA can be achieved by actions similathiose taken by a MCR, but the discovery of RouBnefix
assignments within the MLA may be achieved by otheans than data look-up facility. Details of &flyA are out-
of-scope of the MC Enabler.

The MCR component (when implemented) supportsdtewing functions:
1. Routing Prefix assignment function: Using a rangeanges of Routing Prefixes allocated by the OMNA,
a) Ensure uniqueness of all the assigned Routingx@efivithin its assigned ranges of prefixes.
b) Assign one or more Routing Prefix(es) to its assed CMP (or Split-CMP-Parent, where applicable).

Note: Subject to business relationship in a spedéployment scenario, the MCR may assignh Routing
Prefixes directly to the Split-CMP-Child, but woulelquire oversight and cooperation by its Split-CMP
Parent; such details are out-of-scope of this Eabl

¢) Maintain current in a Routing Prefix table the asation between each assigned Routing Prefix with
- Either the network address of the Resolving CMP;

- Orthe network address of the Split-CMP-Parentidadtification information of the Resolving Split-
CMP-Child.

2. Routing Prefix update function: Make the Routingfix'table in 1(c) above and its updates availéabliés
associated CMPs (or Split-CMP-Parents, where agipl).

3. Routing Prefix query processing function: Respandueries from its associated CMPs (or Split-CMPeRs,
where applicable) on the associations based oRd¢luéing Prefix table as in 1(c) above.
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4. Code Transfer management function (optional): Whénfunction is supported, assist in fulfilling Mite Code
Resolution responsibilities that have been transfefrom one associated Resolving CMP to anotherciated
Resolving CMP by performing the following actions:

a) Manage Code Transfer between involved CMPs.
b) Maintain for each transferred ICI, or ICI block:
- The network address of the Resolving CMP (or itst-E§MP-Parent, where applicable).

- Identification information of the Split-CMP-Chilekhere applicable (e.g., based on one of its asdigne
Routing Prefixes).

c) Make the table that contains all transferred I@lsd(updates on newly transferred ICIs) availabiésto
associated CMPs (or Split-CMP-Parents, where agipli).

Note: When the CMPs and/or Split-CMP-Parents atessociated with a MCR, Code Transfer support beay
achieved by other methods as part of a MLA, in Wwhiase the above actions may not be applicable.

The MCR component (when implemented) uses theviiig interfaces to communicate with other entitrethe
Architecture Diagram:

* Interface MC-2 to communicate with its associat®&PJor Split-CMP-Parent, where applicable) for thepose
of:

a) Receiving a request to retrieve the network addvétise Resolving CMP (or its Split-CMP-Parent, whe
applicable).

b) Sending the network address of the Resolving CMRg®plit-CMP-Parent and the identification
information of the Resolving Split-CMP-Child, wheapplicable) to the requesting CMP.

» Interface MC-5 to communicate with the associatdtPQor Split-CMP-Parent, where applicable) for fugpose
of:

¢) Routing Prefix assignment and update functions.

d) Code Transfer management function and updates.

Note: When the CMPs and/or Split-CMP-Parents ateassociated with a MCR, the MCR functions in thewe
(including the management of Routing Prefix assignts to Split-CMP-Child) may be achieved by other
methods as part of a MLA, in which case the insefaabove may not be applicable.

5.3.3 Code Management Platform (CMP)

The CMP component supports the following functions:

1. Registering function: Perform the needed admirtistaactions to manage Routing Prefix assignmeAtsong
these actions:

a) Communicate with its associated MCR, or direfrttiyn OMNA, to obtain a Routing Prefix allocation.

b) When acting as a Split-CMP-Parent, may alsoaflolsate Routing Prefixes to other Split-CMP-Chiék()
from its range of allocated Routing Prefixes.

2. Code Clearing House (CCH) function: Perform thedeeeactions to determine the Resolving CMP andeetiihe
request for Code Resolution to the Resolving CMRt§aSplit-CMP-Parent, where applicable) for resian; and if
this request cannot be resolved directly basedheroically stored/cached data, by consulting theRM&@discover
the Resolving CMP (or its Split-CMP-Parent, whepplicable). Among these actions:
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a) When associated with a MCR, query the MCR for infation on the Resolving CMP (or its Split-CMP-
Parent, where applicable).

b) Whenitis part of a MLA, follow the agreed methtoddetermine the Resolving CMP (or its Split-CMP-
Parent, where applicable).

c) Redirecting the Code Resolution request toward&kesolving CMP (or its Split-CMP-Parent, where
applicable).

d) Redirect the resolved information towards the CMPit§ Split-CMP-Parent, where applicable) that
forwarded the request.

3. Code Transfer handling function (optional): Wheis flanction is supported, perform the needed asttortransfer
an ICl or a block of ICIs from/to another Resolvi@ylP (or its Split-CMP-Parent, where applicable)isTfunction
can be supported by its associated MCR or throngthar method agreed in a MLA.

4. Logging and reporting function (optional): Whenstffiinction is supported, perform the needed actioexchange
chargeable events, tracking, logging, and accogméporting information from/to another ResolvingIE (or its
Split-CMP-Parent, where applicable) or directyME@Ps, as appropriate. In case of a Split-CMP depént
scenario, the CMP sends reporting information &oRlesolving CMP via its Split-CMP-Parent; the Reswg) CMP
then reports to the MCPs of interest.

The Resolving CMP component supports the follovfing:tions:

5. ICI assignment function:
a) Assign Resolution Identifier(s) to the Mobile Cdaeblisher (MCP) under its assigned Routing Presix(e

b) Ensure the uniqueness of all the assigned Resolldentifiers within each of its responsible Rogtin
Prefixes.

c) Associate content or an address of content (onéceg with each of the assigned Resolution Idesrst
6. Code Resolution (CR) function: Perform the need#ibas to resolve the ICI received from the MCCGanpther
CMP (or its Split-CMP-Parent, where applicable)méng these actions:

a) Resolve the ICI received in the Code Resolutiomestinto associated content or the address oénbnt
(or a service). The result may be influenced byngknto account metadata (e.g., information sugzpin
the request, etc.) and Mobile Code Service Paliany.

b) Return the resolved information to the MCC or thdRC(or its Split-CMP-Parent, where applicable) that
originated or forwarded the request, respectively.

The CMP uses the following interfaces to commuiaeith other entities in the Architectural Diagram:
¢ Interface MC-1, when acting as a Home CMP (or SphP-Parent), to communicate with the MCC for thegose
of:
a) Receiving the Code Resolution request from the MCC.
b) Returning the resolved information associated withrequest received from the MCC.

« Interface MC-3, when acting as a Home CMP, to cominaie with another CMP (or Split-CMP-Parent, where
applicable) if the original Code Resolution requestn an MCC cannot be fulfilled locally, for theiqpose of:

a) Forwarding the Code Resolution request to anotiéP Qor Split-CMP-Parent, where applicable) for
action.

b) Returning resolved information associated withrdguest from another CMP (or Split-CMP-Parent,
where applicable).
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« Interface MC-3, when acting as a Remote CMP (oit-§fNMP-Child), to communicate with another CMP {isr
Split-CMP-Parent, where applicable) for the purpoke

a) Receiving forwarded requests for resolution frorataer CMP (or Split-CMP-Parent, where applicable).

b) Returning resolved information to the CMP (or SaIMP-Parent, where applicable) that forwarded the
request.

¢ Interface MC-4, when acting as a Home CMP (or SphtP-Parent, where applicable), to communicate thith
MCC for the purpose of receiving tracking and loggiaccounting and reporting information.

» Interface MC-6, when acting as a Home CMP (or SphtP-Parent), as an option to communicate with laerot
CMP (or Split-CMP-Parent, where applicable) for thepose of forwarding tracking and logging, acdowghand
reporting information, and also for exchanging updan the Routing Prefixes and transferred IClsmihe MCR
functions are achieved through a MLA with other GMBr Split-CMP-Parents, where applicable).

« Interface MC-2, when acting other than a ResoldWP and if associated with a MCR, to communicati the
MCR for the purpose of:

a) Sending an unknown ICI to find out the network a&sdrof the Resolving CMP (or its Split-CMP-Parents,
where applicable) and the identification informatif the Resolving CMP.

b) Receiving the network address of the Resolving GbtFSplit-CMP-Parent and the identification
information of the Resolving Split-CMP-Child, wheapplicable).

« Interface MC-5, when acting as a Home CMP, andsbaiated with a MCR, to communicate with the MORthe
purpose of:

a) Requesting and receiving the mapping between aiipBrefix and the corresponding network address of
the Resolving CMP (or its Split-CMP-Parent, whepplecable) for all sub-allocated Routing Prefixesn
the MCR.

b) Requesting and receiving a Routing Prefix fromM@R.
¢) Handling Code Transfer when the MCR is involvednanaging Code Transfer.

d) Receiving updates on Routing Prefixes and/or (oplig) transferred ICls.
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5.4 Security Considerations
5.4.1  Security for Direct Codes

This MC Enabler Release does not cover securitpfaect Codes.

5.4.2  Security for Indirect Codes

In this MC Enabler Release, the MCC is only resgmagor sending the decoded ICI and (optionallsd@ciated security
data to the Home CMP. This allows for an apprdpreetwork entity to authenticate the ICI usingngird and well-known
security methodologies (e.g., digital signaturenveisymmetric keys).

The MC Enabler network entities are required tdrbsted servers, hence appropriate security mesasuneerequired as part
of the technical specification (e.g., using HTTPS).
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Appendix B. Flows (Informative)

Sections B.1 — B.4 depict example flows. In afles access to the Mobile Code Registry (MCR) fanstcan be achieved
by using the MC-5 interface in a MCR implementationthrough Multi-lateral Arrangements amongst @MPs, Split-
CMP-Parents and/or the Split-CMP-Children concerfseg Section 5.3.2 - MCR).

B.1 Routing Prefix Assignment/Update

This section describes the example flows on RowWRirgdix assignments by the MCR functions and oratipd the CMPs
(or Split-CMP-Parents) with new or modified RoutiRgefix information.

B.1.1 Routing Prefix Assignment Involving CMP and M  CR
B.1.1.1 Short Description

The CMP needs to get a new or an additional RowRirgix. This section shows an example informafiow where a CMP
requests for a Routing Prefix and is assigned grtbd MCR functions.

B.1.1.2 Flow

CMP MCR

\

Figure 4: Example Flow - CMP Routing Prefix Assignnent

1. The CMP requests for a Routing Prefix from the M@ilh its network address to be associated withtdHege-
assigned Routing Prefix.

2. The MCR assigns and returns a Routing Prefix tadk¥> and stores the assigned Routing Prefix andgheciated
network address of the CMP. This may be done lmgute MC-5 interface or through Multi-lateral Arrgements.

B.1.2 Routing Prefix Assignment Involving Split-CMP  -Parent, Split-CMP-
Child and MCR

B.1.2.1 Short Description

The Split-CMP-Child needs to get a new or an addéi Routing Prefix. This section shows two exknipformation
flows where (a) a Split-CMP-Child goes throughpsent Split-CMP-Parent to request for a RoutirgfiRiand is assigned
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one by the MCR, and (b) a Split-CMP-Child goes dlifeto the MCR after communicating with the SglitMP-Parent and
obtaining its network address.

B.1.2.2 Flow A

Split- Split-
CMP- CMP- MCR
Child Parent
1
) 3
4

Figure 5: Example Flow A — Split-CMP-Child Routing Prefix Assignment

1. The Split-CMP-Child requests for a Routing Prefiarh its Split-CMP-Parent with its network address.

2. The Split-CMP-Parent requests for a Routing Prigtimn the MCR with its network address to be asgediavith
the to-be-assigned Routing Prefix. Informationwhibe Split-CMP-Child that is to be assigned v@tRouting
Prefix may be passed to the MCR in case that tlie G P-Parent is suddenly out of business andMi&R needs
to know which Split-CMP-Children are served by tBatit-CMP-Parent. This may be done by using th&-51
interface or through Multi-lateral Arrangements.

3. The MCR assigns and returns a Routing Prefix t&Sphl@é-CMP-Parent and stores the assigned Routiafidthe
associated network address of Split-CMP-Parentlaaihformation on the Split-CMP-Child that is agsd the
Routing Prefix if available. This may be done Isyng the MC-5 interface or through Multi-lateralrAngements.

4. The Split-CMP-Parent returns the assigned Routiej»to the Split-CMP-Child.
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B.1.2.3 Flow B

Split- Split-
CMP- CMP- MCR
Child Parent
1
X 3
4
5
. 6

Figure 6: Example Flow B — Split-CMP-Child Routing Prefix Assignment

1. The Split-CMP-Child requests for the network addreem its parent Split-CMP-Parent.
The Split-CMP-Parent returns its network addresteoSplit-CMP-Child.

3. The Split-CMP-Child requests for a Routing Prefiarh the MCR with the network address of its SpINHE-Parent
that is to be associated with the to-be-assignadiRpPrefix. Information about the Split-CMP-Ghihat is to be
assigned with a Routing Prefix may be providech®®MCR. This may be done by using the MC-5 intezfar
through Multi-lateral Arrangements.

4. The MCR assigns and returns a Routing Prefix tahlé-CMP-Child and stores the assigned Routirgfilerthe
associated network address of its Split-CMP-Paxadtthe information on the Split-CMP-Child thaa&signed the
Routing Prefix if available. This may be done Isyng the MC-5 interface or through Multi-lateralrAngements.

5. The Split-CMP-Child informs its Split-CMP-Parentaab its network address and the assigned Routiefi<Pr
The Split-CMP-Parent acknowledges the receipt efitiffiormation.

B.1.3 Routing Prefix Update Involving CMPs, Split-C ~ MP-Parents and MCR
over MC-5 Interface

B.1.3.1 Short Description

After the successful completion of a Routing Prefssignment, the MCR may update those Split-CMRRaICMPs that
receive downloads/updates of assigned Routing»@&®from the MCR. The update can happen right #fe successful
completion of a transaction to assign a Routindi®ead/or at specific times (e.g., every 15 mirsjite Only one CMP,
“CMPi”, and one Split-CMP-Parent, “Split-CMP-Pn'teashown to represent those CMPs and Split-CMPratbat
receive downloads/updates from the MCR.
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B.1.3.2 Flow

CMPi Split-
CMP-Pn MCR

-

Figure 7: Example Flow - Routing Prefix Update Invdving CMPs, Split-CMP-Parents and MCR

The MCR updates Split-CMP-Pn on the assigned RgRiefixes that were assigned after the last update
The Split-CMP-Pn acknowledges the receipt of theatp.
The MCR updates CMPi on the assigned Routing Rrgfilkat were assigned after the last update.

N

The CMPi acknowledges the receipt of the update.

Note: The update includes any changes to the Rp&iefixes assigned by the MCR that may be calbgedasons other
than new Routing Prefix assignment (e.g., the ndtwddress of the CMP or the Split-CMP-Parent foassigned Routing
Prefix has changed).

B.1.4 Routing Prefix Update Using Offline MCR Funct ions

The designated responsible party for managing timeaPy Routing Prefix shall publish the followingformation for the
participating CMPs (also Split-CMP-Parents of SEINIP-Children) that choose to make the informapablic:

1. The availability of the CMP (or Split-CMP-Parenty Multi-lateral Arrangements with other CMPs (gisCMP-
Parents) for routing of IClIs not served by it.

2. The availability of the CMP (or Split-CMP-Parenty Multi-lateral Arrangements with other CMPs (g@lisCMP-
Parents) that may scan ICls served by the former.

3. The availability of the CMP (or Split-CMP-Child aitd Split-CMP-Parent) for the optional Code Trams$ervice.
Optionally, it may also list the minimum size of@antiguous range that a CMP (or Split-CMP-Child &adbplit-
CMP-Parent) will accept for this service — a siz& indicates that the CMP (or Split-CMP-Child atslSplit-
CMP-Parent) will service singleton Codes.
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4. The contact information for the CMP (or Split-CMRfEnt of Split-CMP-Child).
5. If provided, the network address of the CMP (oiitSpMP-Parent).

During the term of the Multi-lateral ArrangemerasSCMP (or Split-CMP-Parent) updates its local cashen it is notified
of changes to a network addresses associated mjithfahe Routing Prefixes resident in its locatla by the CMP (or
Split-CMP-Parent of Split-CMP-Children) that is pessible for that Routing Prefix. This is donédwing the normal
operational procedures for system updates for M€ (or Split-CMP-Parent).

B.2 ICI Resolution

B.2.1 Home CMP Resolves ICI

B.2.1.1 Short Description
The Home CMP receives a request for resolving arirttn the MCC; it resolves the ICI and sends tesuit to the MCC.

B.2.1.2 Flow

MCC CMP

Figure 8: Example Flow - Home CMP Resaés the ICI

1. The MCC decodes an Indirect Code and sends thesefpr resolving the ICI to the Home CMP.
2. The Home CMP, which is responsible for resolving @1, resolves the ICI and sends the result tAME.

B.2.2 Split-CMP-Child Associated with Home Split-CM  P-Parent Resolves
ICI

B.2.2.1 Short Description

The Home Split-CMP-Parent receives a request wlveng an ICI from the MCC, determines that thes&teing CMP is
associated with it (i.e., as its Split-CMP-Childidathen sends the request to the Resolving CMP Sptie CMP-Child

resolves it and sends the result to the Home §MiR-Parent, which then sends the result to the MCC
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B.2.2.2 Flow

MCC

Split-CMP-
Parent

Split-CMP-
Child

Figure 9: Example Flow — Split-CMP-Child Associatedvith Home Split-CMP-Parent Resolves the ICI

1. The MCC decodes an Indirect Code and sends thesefpr resolving the ICI to the Home Split-CMP &rar

2. The Home Split-CMP Parent determines that the RegpICMP is associated with it (as its Split-CMP#@hand
sends the request to the Resolving CMP.

The Split-CMP Child resolves the ICI and sendsréseilt to the Home Split-CMP Parent.
The Home Split-CMP Parent sends the result to tl&M

B.2.3 Remote CMP Resolves ICI Involving Home CMP
B.2.3.1 Short Description

The Home CMP receives a request for resolving arfrttn the MCC, and then sends the request to #irad®e CMP. The
Remote CMP resolves the ICI and sends the resthetblome CMP, and the Home CMP sends the resthetMCC.

B.2.3.2 Flow

MCC

CMP1

CMP2

[ ]

MCR

I 3

F 3

Figure 10: Example Flow - Remote CMP Resolves th€l Involving Home CMP
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1. The MCC decodes a Mobile Code and sends the I@ktélome CMP, CMP1, for resolution.

2. CMP1 checks the ICI and finds that it cannot resehe ICI, then searches its local cache for infdiom on the
appropriate CMP2 (i.e., either another CMP or SpMP-Parent). This cache may be updated by qugtyie
MCR using the MC-2 interface or receiving updatesifthe MCR over the MC-5 interface, or through t4ul
lateral Arrangements.

3. When queried using the MC-2 interface, the MCR oesis to CMP1 that CMP2 is responsible for resolvirey
ICI.

4. CMP1 sends the request to CMP2.
CMP2 resolves the ICI and sends the result to CMP1.
6. CMP1 sends the result to the MCC.

B.2.4 Remote Split-CMP-Child Resolves ICI Involving  Home Split-CMP-
Parent and Remote Split-CMP-Parent

B.2.4.1 Short Description

The Home Split-CMP-Parent receives a request f&wlveng an ICI from the MCC, determines that anot®glit-CMP-
Parent is to handle the request and then seralshietRemote Split-CMP-Parent. The Remote Split-@RéiPent sends the
request to the Resolving Split-CMP-Child. The S@INIP-Child resolves the ICI and sends the resulhéoHome Split-
CMP-Parent. The Home Split-CMP-Parent sends thdtrto the MCC.

B.2.4.2 Flow

MCC Split-CMP- Split-CMP- Split-CMP- MCR
Parent1 Parent2 Child2

[

v

[t}

¥

Figure 11: Example Flow — Remote Split-CMP-Child Reolves the ICI Involving Home Split-CMP-Parent and
Remote Split-CMP-Parent
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1. The MCC decodes an Indirect Code and sends thesefpr resolving the ICI to the Home Split-CMP-&atr
“Split-CMP-Parent1”.

2. Split-CMP-Parentl finds that none of its associ@plit-CMP-Children can resolve the ICI, and thearshes its
local cache for information on the appropriate CN8plit-CMP-Parent. This cache may be updated leyying the
MCR using the MC-2 interface or receiving updatesifthe MCR over the MC-5 interface, or through t4ul
lateral arrangements.

3. When queried using the MC-2 interface, the MCR oesig to Split-CMP-Parentl that Split-CMP-Parent2 is
responsible for further routing.

Split-CMP-Parentl sends the request to Split-CMrRa.

Split-CMP-Parent2 sends the request to the Regpbplit-CMP-Child, “Split-CMP-Child2”.
Split-CMP-Child2 resolves the ICI and sends thelltas Split-CMP-Parent2.
Split-CMP-Parent2 sends the result to Split-CMPeR¢t.

Split-CMP-Parentl sends the result to the MCC.

© N o g &

B.2.5 Remote Split-CMP-Child Resolves ICI Involving  Home CMP and
Remote Split-CMP-Parent

B.2.5.1 Short Description

The Home CMP receives a request for resolving arirttn the MCC, determines that another Split-CMddht is to
handle the request and then sends the reques Rettmote Split-CMP-Parent. The Remote Split-CMReResends the
request to the Resolving Split-CMP-Child. The S@INP-Child resolves the ICI and sends the resulhéoRemote Split-
CMP-Parent. The Remote Split-CMP-Parent sendsethdt to the Home CMP, and the Home CMP sendsethdt to the
MCC.

B.2.5.2 Flow

McC CMP1 Split-CMP- Split-CMP- MCR

i Parent2 Child2
2
) .

) 4
5
) .
: «
&

Figure 12: Example Flow — Remote Split-CMP-Child Reolves the ICI Involving Home CMP and Remote SpliEMP-
Parent
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© N o g &

B.2.6

The MCC decodes an Indirect Code and sends thesetpr resolving the ICI to the Home CMP, “CMP1".

CMP1 finds that it cannot resolve the ICI and teearches its local cache for information on theempate Split-
CMP-Parent. This cache may be updated by quethim®ICR using the MC-2 interface or receiving ugddtom
the MCR over the MC-5 interface, or through Mu#ttdral arrangements.

When queried using the MC-2 interface, the MCR oesis to CMP1 that Split-CMP-Parent2 is responditie
further routing.

CMP1 sends the request to Split-CMP-Parent2.

Split-CMP-Parent2 sends the request to the Regpplit-CMP-Child, “Split-CMP-Child2”.
Split-CMP-Child2 resolves the ICI and sends thelltas Split-CMP-Parent2.
Split-CMP-Parent2 sends the result to CMP1.

CMP1 sends the result to the MCC.

Remote CMP Resolves ICI Involving Home Split- CMP-Parent

B.2.6.1 Short Description

The Home Split-CMP-Parent receives a request &wlveng an ICI from the MCC, determines that ano®@®IP is to
handle the request and then sends the reques Retimote CMP. The Remote CMP resolves the ICI andssthe result to
the Home Split-CMP-Parent. The Home Split-CMPdpasends the result to the MCC.

B.2.6.2 Flow

MCC Split-CMP- CMP2 MCR
Parent1

Figure 13: Example Flow — Remote CMP Resolves IChiolving Home Split-CMP-Parent

The MCC decodes an Indirect Code and sends thesetpr resolving the ICI to the Home Split-CMP-&Yatr,
“Split-CMP-Parent1”.

Split-CMP-Parentl finds that none of its associ@plit-CMP-Children can resolve the ICI, searchgddcal cache
for information on the appropriate CMP (or Split-BMParent). This cache may be updated by querfi@tCR
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using the MC-2 interface or receiving updates ftommMCR over the MC-5 interface, or through Mutttdral
Arrangements.

3. When queried using the MC-2 interface, the MCR oesis to Split-CMP-Parentl that CMP2 is responditne
resolving the ICI.

4. Split-CMP-Parentl sends the request to CMP2.
CMP2 resolves the ICI and sends the result to-8§P-Parentl.
6. Split-CMP-Parentl sends the result to the MCC.

B.3 Code Transfer and Transferred ICI Information U  pdate

This section describes the example flows on Codedsfer where an MCP changes the ICI resolutioriceprovider (e.g.,
CMP (or Split-CMP-Child) from one to another andupdating the CMPs (or Split-CMP-Parents) with titaesferred ICI
information after an ICI or an ICI block has beeaessfully transferred. Code transfers and tearesd 1CI information
updates can be managed by a local MCR or via Natkral Arrangements.

Only Code Transfers between two CMPs and betweerBplit-CMP-Children are described. Code Trangfemfa donor
CMP (or Split-CMP-Child) to a receiver Split-CMP-ith(or CMP) can be easily derived from the casevben two Split-
CMP-Children by combining the donor Split-CMP-Chédd its Split-CMP-Parent to the donor CMP or bybaning the
receiver Split-CMP-Child and its Split-CMP-Parenthe receiver CMP.

B.3.1 Code Transfer and Transferred ICI Information ~ Update over MC-5
Interface

This section describes the example flows wherdt@® functions, which are instantiated by a local Ri@anage the Code

Transfers and transferred ICI information updates.

B.3.1.1 Code Transfer Involving CMPs and MCR over M C-5 Interface

B.3.1.1.1 Short Description

This section shows an example information flow vetttre MCR handles the ICI transfer between two CMPsre CMP1 is
the donor CMP, the one losing the ICI, and CMP@ésreceiver CMP, the one gaining the ICI.
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B.3.1.1.2 Flow

MCP CMP1 CMP2 MCR
I .
- 2
- 5 .
- 4
5 »
» 6 R
- 7
B 8
‘ 9
10 .

Figure 14: Example Flow - Code Transfer Involving ®1Ps and the MCR

The MCP informs CMP1 that it wants to transfel@#s) to another CMP.
CMP1 assigns and returns a confirmation tokend¢dMiCP.
CMP1 reports the to-be-transferred ICI(s) and #soeiated confirmation token to the MCR.

The MCR acknowledges the receipt of the information

o 0N PRE

The MCP requests to transfer its ICI(s) to CMP2e MCP provides information on how its ICI (or ITis/are to
be mapped.

6. CMP2 requests Code Transfer with the to-be-transdeliCI(s) and the associated confirmation tokeshits
network address to the MCR.

7. The MCR verifies that the confirmation token reeeiin the request from CMP2 matches with that regloy
CMP1 for the to-be-transferred ICI(s) and acknogksithe successful completion of code transfer.

8. CMP2 informs the MCP about the successful compietioiCode Transfer.
9. The MCR notifies CMP1 about the successful compietif Code Transfer.
10. CMP1 acknowledges the receipt of the notification.

Note: CMP1 can perform step #2 after receivingatlenowledgement from the MCR at step #4.

B.3.1.2 Code Transfer Involving Split-CMP-Parents,  Split-CMP-Children and MCR
over MC-5 Interface

B.3.1.2.1 Short Description

This section shows an example information flow vetitre MCR handles the Code Transfer between twio-GhlP-
Children via their Split-CMP-Parents. Split-CMmPfd1 is the donor Split-CMP-Child, and Split-CMARHEI2 is the
receiver Split-CMP-Child. Split-CMP-Parentl angdiSsCMP-Parent2 is the parent of Split-CMP-Chilaidd Split-CMP-
Child2, respectively.
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B.3.1.2.2 Flow

Split- Split- Split- Split-
MCP CMP- CMP- CMP- CMP- MCR
Child1 Parent1 Child2 Parent2
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» 4
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Figure 15: Example Flow - Code Transfer Involving $lit-CMP-Parents, Split-CMP-Children and the MCR

1.
2.
3.

Noo o &

10.

11.
12.

The MCP informs Split-CMP-Child1 that it wants tansfer its ICI(s) to another Split-CMP-Child.
Split-CMP-Child1 assigns and returns a confirmatizken to the MCP.

Split-CMP-Child1 reports the to-be-transferred K}ldnd the associated confirmation token to SplitPeParentl.
Split-CMP-Parentl reports the to-be-transferreddCand the associated confirmation token to theRMC

The MCR acknowledges the receipt of the information

Split-CMP-Parentl indicates to Split-CMP-Child1ttiidhas reported the Code Transfer to the MCR.

The MCP requests to transfer its ICI(s) to Spliti@hild2. The MCP provides information on howl{@$ (or
ICIs) is/are to be mapped.

Split-CMP-Child2 requests Code Transfer with thdvéatransferred ICI(s), the associated confirmataken and
its network address to Split-CMP-Parent2.

Split-CMP-Parent2 requests Code Transfer with ¢tHee-transferred 1CI(s), the associated confirnmataken,
identity of Split-CMP-Child2 (e.g., one of the Rimg Prefixes assigned to Split-CMP-Child2) anchigwork
address to the MCR.

The MCR verifies that the confirmation token reeeiun the request from Split-CMP-Parent2 matcheks thiat
reported by Split-CMP-Parentl for the to-be-transfé ICI(s) and acknowledges the successful comopletf Code
Transfer.

Split-CMP-Parent2 informs Split-CMP-Child2 aboué tsuccessful completion of Code Transfer.
Split-CMP-Child2 informs the MCP about the successbmpletion of Code Transfer.
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13. The MCR notifies Split-CMP-Parentl about the susttdsompletion of Code Transfer.

14. Split-CMP-Parentl acknowledges the receipt of thtéination.

15. Split-CMP-Parentl notifies Split-CMP-Child1 abobetsuccessful completion of Code Transfer.
16. Split-CMP-Child1l acknowledges the receipt of théifiation.

Note: Split-CMP-Child1 can perform step #2 afeeeaiving the acknowledgement from the Split-CMPeRt at step #6.

B.3.1.3 Transferred ICI Information Update Involvin g CMPs, Split-CMP-Parents and
MCR over MC-5 Interface

B.3.1.3.1 Short Description

After the successful completion of ICI transfele 1ICR may update those Split-CMP-Parents/CMPsrétative
downloads/updates of transferred ICIs from the MORe update can happen right after the successfapletion of a
transaction to transfer an ICl or a block of ICi&lér at specific times (e.g., every 15 minute®hly one CMP, “CMPi",
and one “Split-CMP-Pn”, are shown to represent¢iobIPs and Split-CMP-Parents that receive downloadstes from
the MCR.

B.3.1.3.2 Flow

Split-
CMPi CMP- MCR
Pn

ha

Figure 16: Example Flow - Transferred ICI Update Involving CMPs, Split-CMP-Parents and the MCR

1. The MCR updates Split-CMP-Pn on the ICls that weaesferred after the last update.
2. Split-CMP-Pn acknowledges the receipt of the update
3. The MCR updates CMPi on the ICIs that were tramsteafter the last update.
4. CMPi acknowledges the receipt of the update.
Note: The update includes any changes to therirdtion associated with the ICls registered at tl@&RMhat may be caused

by reasons other than Code Transfer; e.g., the&SpP-Child (or CMP) disconnected the service trfeamsferred ICI
belonging to an MCP, and the Split-CMP-Parent (esdving CMP) reports that to the MCR.
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B.3.2 Code Transfer and Transferred ICI Information ~ Update Using
Offline MCR Functions

B.3.2.1 A CMP (or Split-CMP-Child) Is No Longer Ope rational
The transfer of ICIs when a CMP (or Split-CMP-Chilsl no longer operational (e.g., going out of hesk) is accomplished
by:
1. The transfer of all the Routing Prefixes servedhat CMP (or Split-CMP-Child) to a receiver CMP @plit-CMP-
Child).

2. The update of the local cache of all CMPs (or SpMP-Parents of the Split-CMP-Children) with whittte donor
CMP (or Split-CMP-Child and its Split-CMP-ParengchMulti-lateral Arrangements, for interoperability

B.3.2.2 Between Split-CMP-Children Served by the Sa me Split-CMP-Parent

The transfer of ICIs from a Split-CMP-Child to ahet Split-CMP-Child served by the same Split-CMPdnais
accomplished by the Split-CMP-Parent updatingriternal Split-CMP-Child registry cache.

B.3.2.3 Between 2 CMPs or between 2 Split-CMP-Child ren Served by Different Split-
CMP-Parents

The transfer of ICIs between 2 CMPs or betweenIR-SMP-Children served by different Split-CMP-Patg is done in the
following manner after the necessary Multi-latekalangements are in place:

1. First, the Routing Prefix Block for the set of IGtsbe transferred is determined.
2. The receiver CMP (or Split-CMP-Child) provides thenor CMP (or Split-CMP-Child) with the following:
a) The Routing Prefix Block (a contiguous block of $Lto be transferred.
b) The networks address of the receiver CMP (or tHig-SpP-Parent of the receiver Split-CMP-Child).

3. The donor CMP (or Split-CMP-Child), after propettantication, forwards the associated resolutida dantent
of the ICls to be transferred to the receiver CMP3plit-CMP-Child).

4. The receiver CMP (or the Split-CMP-Parent of th&tSpMP-Child) sends updates of the transferred tiau
Prefix Block to all CMPs and Split-CMP-Parentsdsstbusiness arrangements with.

5. (Online) The donor CMP(Split-CMP-Child) does thddwing:

a) Marks each ICI starting with the Routing Prefix Blkoas “Transferred” — cannot be reallocated uhgiyt
expire.
b) Replaces old resolution data content with the ngtwddress provided by the receiver CMP (or Split-
CMP-Parent of the receiver Split-CMP-Child).
When an MCC scans a “ported” ICI:

6. If Home CMP (or Split-CMP-Parent) is the receivMiE (or Split-CMP-Parent of the receiver Split-CMRid),
the ICI will resolve successfully on the Home CMP.

7. If Home CMP (or Split-CMP-Parent) has a businesarsgement with the receiver CMP (or Split-CMP-Paren
the receiver Split-CMP-Child), the Code will reselsuccessfully on the remote (receiver) CMP (oit-SVP-
Parent of the Split-CMP-Child).

8. If Home CMP (or Split-CMP-Parent) does not haveusitess arrangement with the receiver CMP (or -&MP-
Parent of the receiver Split-CMP-Child), the Codt resolve successfully on the remote (receiveW)RC(or Split-
CMP-Child) after being forwarded through the do@diP (or Split-CMP-Parent of the donor Split-CMP-chi
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B.4 Reporting

B.4.1 Home CMP (or Split-CMP-Parent) Receives Repo rting Information
from MCC

B.4.1.1 Short Description
The Home CMP (Split-CMP-Parent) receives the tragkiogging, accounting and reporting data fromNteC.

B.4.1.2 Flow

CMP or
MCC Split-CMP-
Parent

[y

Figure 17: Example Flow - MCC Reports to Home CMP ¢r Split-CMP-Parent)
This call flow is based on either event-triggeredime-triggered scheduling.

1. The MCC reports tracking, logging, accounting agplorting data related to user actions on MobileegSaahd their
resolved data to the Home CMP (Split-CMP-Parent).

2. The Home CMP (Split-CMP-Parent) receives, recorabmocesses (e.g., for providing consolidated nispthe
obtained tracking, accounting, logging and repgrtiata.

B.4.2 Home CMP (Split-CMP-Parent) Receives Reportin g Information
from MCC and Sends to Remote CMP (Split-CMP-Parent)

B.4.2.1 Short Description

The Home CMP (Split-CMP-Parent) receives the tragkiogging, accounting, and reporting data fromMCC and
forwards it to the Resolving CMP (Split-CMP-Pareritthe Resolving Split-CMP-Child.

B.4.2.2 Flow
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MCC

CMP1 or
Split-CMP-
Parentl

CMP2 or
Split-CMP-
Parent2

Figure 18: Example Flow - MCC Reports to Home CMP ¢r Split-CMP-Parent), Which Sends the Report to Rerate

CMP (Split-CMP-Parent)

This call flow is based on either event-triggeredime-triggered scheduling:

1. The MCC reports tracking, logging, accounting agplorting data related to user actions on MobileeSaahd their
resolved data to CMP1 (or Split-CMP-Parentl).

2. CMP1 (Split-CMP-Parentl) receives the trackinggliag, accounting and reporting data and may reaadior
process (e.g., for providing consolidated repdhs)obtained data.

3. CMP1 (or Split-CMP-Parentl) forwards the trackitogging, accounting and reporting data to the ReésgICMP2
or Split-CMP-Parent2 of the Resolving Split-CMP-@hiThe time at which CMP1 (Split-CMP-Parentl) fanas
the data may be determined by a timer or a policy.

4. CMP2 (Split-CMP-Parent2) receives, records andgsses (e.g., for providing consolidated reports)oiitained
tracking, logging, accounting and reporting data.
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Appendix C. Deployment Scenario of the MCR (Informative)

Definition of the MCR component has been signiftbamotivated by an earlier concept of a global if@bode registry.

“Global mobile code registry” refers to a serviamcept of a single entity entrusted by a pertiggoibal industry association
(such as, the GSM Association, GS1, etc. with mtgiendorsement by the majority of stakeholdethémnascent Indirect
Code ecosystem) to perform MCR services with aalsbope. The global MCR as a service entity wassened to offer
commercial grade, SLA-backed services includingiadtering the assignment of Routing Prefixes, engptheir global
uniqueness and providing data look-up for discowdrgssigned Routing Prefixes. Due to circumstabegsnd the control
of potential players as mentioned, the global ME@Rvise concept has not materialised. However, dipg on the growth
rate of the Mobile Code ecosystem, this concephimigarrant due considerations in future.

Within the MC Enabler, given the normative defioitiof the MCR component (albeit optional), it ig@eible that critical
elements of the original (albeit non-implementeldpgl MCR service concept are being realised withdeployment of the
following:

» A single root-level Routing Prefix registry admitngtor on a global basis — to be fulfilled by th1® OMNA that
assigns individual or ranges of Routing Prefixestdis of which will be specified in the TS). Howvez, OMNA
does not support any data look-up facility for digery of unknown owners of assigned Routing Prefixe

e Multiple Mobile Code Registries (MCRs) — a collectiof local registries driven by stakeholders tonpote Mobile
Code usage within communities according to geogcaphmarket boundaries. The primary responsiediof the
MCR complement that of the OMNA well, in that theCR supports granular level of Routing Prefix assignts
with a higher degree of scalability (by sub-all@egtRouting Prefixes based on its acquired ranfi@safixes from
OMNA), and also provides a data look-up facilitgessible by authorised principals (e.g., CMPs dit-§iMP-
Parents) for Routing Prefixes in its database.r ffetails of MCR functions, see 5.3.2]

Interconnection between MCRs and any required databynchronisation thereof are subject to business
relationships, details of which are out-of-scop¢haf MC Enabler.
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