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1. Scope (Informative)

This document provides the architecture for thes€mee Access Layer (PAL) Enabler of OMA.

The PAL Enabler provides a series of interfacesafmessing and making use of presence informatidrmebalf of one or
more interested individuals or entities. Accesprsence information on behalf of an observenged on a contextually
aware perspective or view. The presence view/petsge is resolved by the PAL Enabler relative fwrasence capable
application or service and potentially other fastimcluding a requestor identity.

The scope of the PAL architecture document is ui¢erto facilitate the development of specificatiforsestablishing a
presence view/perspective, and interfaces reldwahie access and use of presence informatiorthénithe architecture
supports possible reuse by other enablers in tod@ovide simple and efficient access to presamfoemation.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.
3.2 Definitions
Class of Service A mechanism for identifying a collection or grougiof services, priorities, and/or privileges, whish
shared amongst one or more Users.
Component Use definition from [OMADICT].
Enabler Use definition from [OMADICT].

Functional Component

Home Subscription
Agent

Interfaces

Logical Observer
Notification

PAL Administrator
PAL Client

PAL Initialization
PAL Profile

PAL Service

PAL Subscription
Presence Aspect
Presence Aware Service
Presence Context
Presence Information

Presence Information
Element

Presence Service
Presence Trigger
Presentity
Reference Point
Resource List Server
User

Watcher

Watcher Information

Watcher Information
Subscriber

XDM Agent

Use definition from [OMADICT].
An entity as described in [PRS_AD] sectidAidme Subscription Agent

Use definition from [OMADICT].
Use definition from [OMADICT].
Use definition from [PRS_RD].
Use definition from [PAL_RD].
Use definition from [PAL_RD].
A PAL Service request used to establish a Pres@oogext.
Use definition from [PAL_RD].
Use definition from [PAL_RD].
Use definition from [PAL_RD].
Use definition from [PAL_RD].
Use definition from [PAL_RD].
Use definition from [PAL_RD].
Use definition from [PRS_RD].

Use definition from [PRS_RD].

Use definition from [PRS_RD].
Use definition from [PAL_RD].
Use definition from [PRS_RD].
Use definition from [OMADICT].
Use definition from [PRS_AD].
Use definition from [OMADICT].
Use definition from [PRS_RD].
Use definition from [PRS_RD].

Use definition from [PRS_RD].

An XDM entity as described in [XDM_AD], sectio’XDM Functional Entities, XDM Agéeht

0O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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3.3 Abbreviations

3GPP

RD

RLS
SIMPLE
SIP

URI
XDM
XDMC
XDMS
XML

Third Generation Partnership Project
Architecture Document

Condition Based URIs Selection

Home Subscription Agent

Instant Messaging

IP Multimedia Subsystem

Internet Protocol

Next Generation Service Interfaces
Open Mobile Alliance

Presence Access Layer

OMA Presence SIMPLE Data Extensions
Policy Evaluation, Enforcement and Management
Presence SIMPLE

Presence Server

PEEM/Policy Evaluation

Requirements Document

Resource List Server

SIP for Instant Messaging and Presence Leveragitengions
Session Initiation Protocol

Uniform Resource Identifier

XML Document Management

XML Document Management Client

XML Document Management Server

eXtensible Markup Language
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4. Introduction (Informative)

Presence capable services provide service envinaisméth the opportunity to expose enhanced anhlyigersonalised
services on behalf of their subscribers. The $igation of the Presence Access Layer (PAL) iseliby the requirement to
reduce the complexity associated with the accedsisa of presence information on behalf of preseapable services.
Further, by specifying common rules for consolidgtand presenting presence information for inteckebservers, PAL
reduces complexity, and provides efficient, comsispresence indications.

This architecture document describes the FunctiGoahponents, and Interfaces of the OMA Presence#stayer (PAL)
Enabler. The PAL architecture re-uses OMA Pres&ibtPLE [PRS_AD], OMA XML Document Management
[XDM_AD], OMA Policy Evaluation, Enforcement and Magement [PEEM_AD] and OMA Condition Based URIs
Selection Enablers [CBUS_AD] in order to fulfillelrequirements defined in the [PAL_RD].

The purpose of the PAL architecture is to provid®mmmon callable interface for presence capablécabipns or services
to retrieve or be notified of corresponding preseinéormation (e.g. PoC Enabler, IM Enabler or N&8hbler can retrieve
the presence information via PAL Enabler). Presenformation is provided by the PAL Enabler vistbctions known as
Presence Aspects and/or Presence Triggers. Addityo the PAL architecture provides a mechanisraubh which a PAL
Service resolves and establishes Presence Comdehalf of a PAL Client. Collectively, these manlsms provide
presence aware applications or services with alemapmd efficient means with which to incorporateggnce awareness, as
well as to make adoption by mobile clients quickl aasy. Further, PAL Clients achieve minimal cowupto the underlying
structure and format of Presence Information Elds)grarticularly as those elements evolve and alang

4.1 Version 1.0

The PAL Enabler provides the following functions:

* Accepts and authorizes PAL Service requests;
* Resolves Presence Context on behalf of PAL Clieas®d on a Presence Aware Service or Class ofcgervi

* Interacts with other Enablers to retrieve and cbdate required information (e.g. Presence SIMPXHEL
Document Management);

* Maintains and upholds the privacy and securitynédrimation requested and mediated by the PAL Seyvic
» Provides appropriate PAL Service responses indha bf Presence Aspects and/or Presence Triggedls; a

» Manages and provisions the PAL Service on behaffesfiice Providers.

0O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Architectural Model

The PAL Architecture Document conforms to [OSE].

5.1 Dependencies

The PAL Enabler has the following dependencies:

«  OMA Presence SIMPLE Enabler; and,
«  OMA XML Document Management Enabler.

The PAL Enabler has the following optional deperuies

» OMA Condition Based URIs Selection Enabler; and,

* OMA Policy Evaluation, Enforcement and Managemermliter.

51.1 OMA Presence SIMPLE Enabler

The PAL Enabler makes use of the following Integfaérom OMA SIMPLE Presence:

 PRS-3i Interface is exposed by the Presence SaneeEHALL be used by the PAL Server as detailed in
[PRS_AD]“Description of the Interfaces, PRS-3i Interfa¢eind,

* PRS-4i Interface is exposed by the Resource Listeés@and SHALL be used by the PAL Server as detaile
[PRS_AD] “Description of the Interfaces, PRS-4i Interface

5.1.2 OMA XML Document Management Enabler

The PAL Enabler makes use of the following Integfaérom OMA XML Document Management:

» XDM-4i Interface is exposed by the PAL XDMS and SHAbe used by the PAL Server as described in
[XDM_AD] “ Description of Interfaces, XDM Interfaceand,

« XDM-6i Interface is exposed by the PAL XDMS and SHAbe used by the PAL Server as described in
[XDM_AD] “ Description of Interfaces, XDM Interfaces

51.3 OMA Condition Based URIs Selection Enabler

The PAL Enabler may optionally make use of theofwihg Interface from the OMA CBUS Enabler:
* CBUS-1.2i Interface is exposed by the CBUS SermerAY be used by the PAL Server as described in
[CBUS_AD] “Description of Interfaces, CBUS-1.2i Interface

5.1.4 OMA Policy Evaluation, Enforcement and Manage ment Enabler

The PAL Enabler may optionally make use of thedfelhg interface from the OMA PEEM Enabler to evatupolicy:

* PEM-1 Interface is exposed by the PV logical congmbnand MAY be used by the PAL Server as describbed
[PEEM_AD] “PEM-1 (PEEM specified callable interfate)

NOTE: Policy, once evaluated via the PEM-1 ifasteg, is applied by a PAL Server as described étiges.3.2

0O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.2  Architectural Diagram

Figure 1 illustrates the OMA PAL architecture unding interfaces applicable to the PAL Enabler.

| |
| |
| pv |
—PEM-1—- | |
L |
PEEM Enabler
PRS-3i ,i i
| PRS Enabler |
PRS-4i > |
PAL S :
. —PAL-1ip PAL
Client Server
o }
XDM-4i )} PAL :
' [
XDM-6i—————. | XDMS |1
' [
DR | | XDM Enabler :
: cBUS | @« ——————————-
_CBUS-1'2|->: Enabler :
L __ 1

Legend

Components specified by this Enabler

Resources not specified by this Enabler

Logical grouping of components

Optional Resources not specified by this Enabler

- Interface exposed by Enabler/Component

XYZ-n Name of interface exposed by Enabler/Component

Figure 1: PAL Architecture Diagram
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5.3 PAL Functional Components and Interfaces

This section describes PAL Functional Componentslaterfaces identified ifigure 1

The PAL Enabler exposes the following interface:

* PAL-1i.

5.3.1 PAL Client

The PAL Client provides access to various featofes PAL Server, as detailed in sect®B.2

The PAL Client SHALL support the following functien

* Requests to receive Presence Context;
* Requests to receive Presence Aspects relativepedfied Presence Context ;
* Requests to suspend or resume delivery of Pregespesct notifications associated with a PresencdeXdnand,

* Receives a pre-defined action as a result of atisteralue change corresponding to a Presenceerrigg

5.3.2 PAL Server

The PAL Server SHALL support the following functsn

e Authorizes requesting PAL Clients;

» Evaluates and applies policy to support the codatitin of Presence Information by a PAL Serverbehalf of a
PAL Client;

» Establishes and reports Presence Context basexkseriee Aware Services, on behalf of PAL Clients;
» Subscribes to receive Presence Information as aiwiabr Watcher Information Subscriber;

* Functions as an HSA in the context of the PAL Eegbl

e Manipulates (i.e. retrieves, forwards, and/or stiaRAL Profiles as an XDM Agent;

» Subscribes to receive notification of changes th Pofiles, as an XDM Agent;

» Provides views of Presence Information utilizing$tmce Aspects for PAL Clients, based on intertypberales
associated with an applicable Presence Context;

* Monitors, and detects Presence Aspect value chasgesiated with an applicable Presence Contedterecutes
predefined actions corresponding to a Presencgdmignd,

» Accepts requests for suspending or resuming theedglof Presence Aspects associated with a Preseantext
(i.e. suspending or resuming notifications corresiieg to Presence Triggers applicable to a givesérce
Context).

5.3.3 PAL XDMS

The PAL XDMS conforms to the specification for eleitspecific XDMSs provided in [XDM_AD], sectiorEhabler
Specific XDMS The PAL XDMS manages and supports the followiigM Documents:

* PAL Profile XDM documents.
The PAL XDMS supports the following functions:

0O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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* Document Management as described in [XDM_AD], sectDocument Managemeéent
» History and Restore as described in [XDM_AD], sectiHistory and Restore

»  Subscription and Notification of XDM Resource Chas@s described in [XDM_AD)], sectio8utbscription and
Notification of XDM Resource Changges

» Access Permissions as described in [XDM_AD], sectidccess Permissiohs

e Search as described in [XDM_AD], sectiddearcli;

» Share by Reference as described in [XDM_AD], secti®hare by Referenteand
» Forwarding as described in [XDM_AD], sectioRdrwarding’.

534 PAL-1i Interface

The PAL-1i Interface SHALL establish and resolvierasence Context on behalf of authorized PAL Glieffthe PAL
Server processes a PAL Initialization request baseidformation provided by a corresponding PALe@ti (e.g. a service
identifier), and returns either a unique identifsssociated with the resolved Presence Conteat error response.

The PAL-1i Interface SHALL provide consolidated wieof presence in the form of Presence Aspect &@lua behalf of
authorized PAL Clients. The PAL Server processBsegence Aspect request based on informationged\by a
corresponding PAL Client (i.e. a Presence Contdaatiifier, along with one or more Presence Aspiecte evaluated), and
returns to the requestor; either Presence Aspaatvaorresponding to Presentities of interesgnoerror response.

The PAL-1i Interface SHALL provide the result oPaesence Trigger action corresponding with a gRresence Context to
authorized PAL Clients. The PAL Server issuesfinatiions with detected Presence Aspect value ahatminterested PAL
Clients.

The PAL-1i Interface SHALL permit a PAL Client tequest suspension (or resumption) of the deliveBresence Aspect
notifications corresponding to Presence Triggerafgiven Presence Context. The PAL Server presessuspend/resume
request based on information provided by a cornedipg PAL Client (i.e. a Presence Context iderntifeand parameter
information relating to the suspend/resume opeamgtiand applies or ignores the requested operbtised on the current
state of the Presence Context (e.g. a requessperd notifications is ignored if the specifiedd&mce Context state is
already suspended). An appropriate suspend/regespense is returned to the PAL Client.

5.3.5 PAL Enabler Reference Points

The following sub-section provides details of PAhabler specific Reference Points. DescriptionReference Points
reused from other Enablers are not within the safpkis architecture document, and are therefanited.

5.3.5.1 Reference Point PAL-1: PAL Client — PAL Ser ver
The PAL-1 Reference Point supports communicatidawéen the PAL Client and PAL Server.
The PAL-1 Reference Point consists of the PAL-1¢iface.

5.3.6 PAL deployment - 3GPP IMS network

Figure 2, below, illustrates the PAL Enabler deplbwithin a 3GPP IMS network:

0O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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User Equipment IMS Application Service (AS) IMS Application Service (AS)
PAL Ut——— —Ut—
Client
Service Specific
PAL Server P
Server
Gm PAL
| Client
P-CSCF
I I
PAL-1 ISC PAL-1 ISC
| |
Mw- S-CSCF

Figure 2: PAL Deployment — 3GPP IMS Network

The PAL Enabler deployed within an IMS network segirutilizes the following IMS Reference Pointdagined in BGPP-
TS_23.002] sectionlM Subsystem Reference Poirisd [3GPP-TS_24.229].

The following table provides a mapping of 3GPP IR&erence Points to OMA PAL Enabler Reference Boint

IMS Reference Point OMA PAL Enabler Reference Point
Ut PAL-1 (e.g. UE based PAL Clients supporting HTTBtpcol bindings)
Gm PAL-1 (e.g. UE based PAL Clients supporting SIPtqeol bindings)
ISC PAL-1 (e.g. UE/Service Specific Server based PAiei@ts supporting SIP protocol bindings)

5.4 Security Considerations

The primary purpose of the PAL Enabler is to prevddmechanism for Presence Aware Services tovetoebe notified of
relevant Presence Information in the form of Preselspects. Since Presence Information is typidatte sensitive, the
punctual delivery of Presence Aspects and Triggeiraperative for presence. An important securggsideration in the
PAL Enabler, therefore, is the ability to preveahihl-of-service attacks which may slow down or ptetely disrupt the
delivery of Presence Information in the form of $&nece Aspects. One way to do this is to ensureotiigtauthorized
entities may issue PAL requests.

Another key security consideration is to proteet tbnfidentiality and integrity of Presence Aspetdbvered to Presence
Aware Services. In a typical usage scenario, Poeskrformation in the form of Presence AspectsBmghers is sent from
PAL Server to PAL Clients. This information musttb@nsmitted in a way that preserves the integiftihe contents and
protects its confidentiality.

Security mechanisms that may be employed to predemitl-of-service attacks and preserve integrity eonfidentiality of
Presence Aspects may include:

» Authentication of PAL Clients
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Authentication of the PAL Server
Authorization of PAL Clients
Message integrity protection

Message confidentiality protection

Suitable authentication, message integrity andidenfiality protection mechanisms may be used asifipd in [SEC_CF].
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Appendix B.  Flows (informative)

The following subsections describe high-level lagiaformation flows between Functional Componeritthe PAL
architecture. These flows illustrate how Functlddemponents within the PAL architecture supporioas features and
requirements of the PAL Enabler.

B.1 PAL Presence Context Establishment

The PAL Client for User Alice makes use of spediiesence Information in the form of Presence Atspéar a Presence
Aware Service (e.g. the MIMO IM Service). PreseAspects are provided to a PAL Client relative fgiveen Presence
Context. Presence Context includes interoperatdsece Aspects, rules, policy values, and mayagoRresence Triggers.
Presence Context specifies a presence environmdns aequired in order for a PAL Client to make w$ Presence
Information. A Presence Context is resolved byRiAé& Server based on a Presence Aware Serviceass@if Service as
outlined in Figure 3 below:

—> | PAL-Client PAL Server

1. PAL Initialization request.

Alice

N

2. Resolves
Presence Context

3. PAL Initialization Response

—m o R mmmmmmmmmm—

4. Stores Presence
Context identifier

@ PAL-1i P

Figure 3: Establishing Presence Context based onpaesence aware service

1. A PAL Client that wishes to receive Presence Aspdstsues a PAL Initialization request to the P3drver with
the following information:

a. A service identifier corresponding to a PresenceafnService or Class of Service
b. The public user identity of the corresponding PAleft (e.g. a SIP URI corresponding with user Aice
c. An optional resource URI corresponding to the Rrfge(e.g. a SIP URI)

2. Upon receipt of a PAL Initialization request, th&lPServer authorizes the request and resolves proppate PAL
Presence Context based on a service identifieoptidnally watcher-id and/or resource URI.

3. Once a Presence Context has been establishedAth8d?ver returns a PAL initialization responsete PAL
Client, including a unique Presence Context identifind optional meta-data (e.g. a baseline Pcesagspect
value).
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4. The PAL Client stores the Presence Context ident{find optional meta-data). Alice’s IM Service@v able to
request and make use of Presence Aspects relatitie £stablished Presence Context.
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B.2 Requesting specific presence information.

A PAL Client within Alice ‘s mobile device, has stal and resolved a Presence Context for a Predemare Service
‘MyFriendlyChat’ from the PAL Server running withilice’s home network domain. Alice’s MyFriendly@happlication
may now request and make use of specific presafaeriation through a PAL Client. Presence Asppotside a PAL

Client with a view of presence information basedaarassociated Presence Context, correspondingonéltor more
Presentities. Figure 4 below, provides an outtiha PAL Client retrieving a Presence Aspect, gimarestablished Presence
Context:

—> PAL Client PAL Server

1. PAL Presence Aspect request

|
l
Alice 1
|

|

|

|

|

i

1 2. Process PA
|

i request
|

|

|

|

|

|

|

|

|

3. PAL Presence Aspect response i

|

|

i

|

4. Store 1
Presence Aspect 1
|

T |

| |

| |

| |

| |
® PAL-1i P

Figure 4: Requesting a Presence Aspect relative goPresence Context

1. A PAL Client wishing to make use of Presence Aspeends a PAL Presence Aspect request to the BAIeIS
with the following information:

a. A PAL Presence Context identifier corresponding fmarticular Presence Aware Service or Class of
Service;

b. A resource URI corresponding to the Presentity. @ §IP URI); and,
c. The Presence Aspect being requested (e.g. ‘cobtatita

2. Upon receipt of a PAL Presence Aspect request? &le Server authorizes the request and proceedsaloae
and/or retrieve the requested Presence Aspectiasmbwith the Presence Context.

3. Once a Presence Context has been computed, th&P#kr issues a PAL Presence Aspect response RAlhe
Client which includes the Presence Context idextifand the Presence Aspect value.

4. The PAL Client stores the Presence Aspect correipgro the given Presence Context which may then b
provided to a Presence Aware Service such as ‘MyityChat’.
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B.3 Presence Trigger Predefined Action

A PAL Client within Anthony's mobile device wishé&s receive alerts relating to detected status absufirgm his daughter
Josephine, who is currently away from home attendoilege. Anthony’s mobile device requests andesta Presence
Context for the ‘Parental Alert’ Presence Awarevier from a PAL Server running within his home netlwdomain. As a
result of this request, one or more Presence Tisgage established on behalf of Anthony for indint$ of interest (e.g. his
daughter Josephine) based on the resolved Pre€emtext. A Presence Trigger executes a predefiocgdn as a result of a
detected Presence Aspect change. Predefined satiayinclude sending an interested observer, asiéinthony, a
notification providing details of the detected Rmese Aspect change. Figure 5 below, provides #mewf a PAL Client
establishing a Presence Context, and later regeavitietected change to a specified Presence Asaleet for an individual
of interest based on the established Presence Xonte

Q

—>

PAL Client PAL Server

1. PAL Initialization request.

Anthony

T
|
|

N
|
|
|

2. Resolves
Presence Context

;
|
|
|
|
|
|
|
|
|
i
|
L 3. PAL Initialization Response
|
|

4. Stores Presence
Context identifier

5. Presence
| .
| Aspect Trigger
| fires
| T
| 6. PAL Presence Aspect Notify |
A |
7. Store/relay i
updated Presence !
Aspect value !
| |
® PAL-1i P

Figure 5: Receiving a Predefined Action correspondig with a Presence Trigger
For brevity, steps 1-4 are omitted. Further detail establishing a Presence Context are as dedéntAppendix B.1.

5. A PAL Server monitoring Presence Aspects corresimgndith a given Presence Context detects a Presasgect
change associated with a specific Presence Tr{gggr ‘onAvailable’) for Presentities of interegis a result, the
predefined Presence Trigger action fires.

6. This results in a notification being sent to thelR&ient. This notification may include the follamg information:

a. A PAL Presence Context identifier corresponding fmarticular Presence Aware Service or Class of
Service;

b. Aresource URI corresponding to the Presentity. @ §IP URI); and,

c. The detected Presence Aspect value (e.g. Joseghiog considered ‘available’).
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7. The PAL Client stores the detected Presence Aspdioe change corresponding to the given Presenngefio
which may then be relayed to a Presence Aware &esvich as ‘Parental Alert’.
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