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1. Scope

This specification defines the Push Access Prot@@alP). The PAP is intended for use in deliverimmtent from Push
Initiators to push proxy gateways for subsequetively to devices, including laptops, cellular plesrand pagers. Example
messages include news, stock quotes, weatherictrafforts, and notification of events such as émaival. With push
functionality, users are able to get informatiothout having to request that information. In maages it is important for
the user to get the information as soon as it &lalvle.

The push access protocol is not intended for use the air.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

3.2 Definitions

Application
Application-Level
Addressing

Bearer Network

Client

Content

End-user

Multicast Message

Push Access Protocol

Push Framework

Push Initiator

Push OTA Protocol

Push Proxy Gateway
Push Session
Server

User

User agent

A value-added data service provided to a Clierite @pplication may utilise both push and pull data
transfer to deliver content

the ability to address push content between aqudaiti user agent on a client and push initiatoaon
server

a network used to carry the messages of a tranky@nt protocol between physical devices. Multiple
bearer networks may be used over the life of deipgsh session.

In the context of push, a client is a device (ovise) that expects to receive push content from a
server. In the context of pull, it is a deviceigtiés a request to a server for content or damase
"device".

subject matter (data) stored or generated at ginaerver. Content is typically displayed or
interpreted by a user agent on a client. Contembegh be returned in response to a user requdsg, o
pushed directly to a client.

see "user"

a push message containing a single address whlfcitly specifies more than one OTA client
address.

a protocol used for conveying content that shoelgshed to a client, and push related control
information, between a Push Initiator and a Pusixy#Gateway.

the entire push system. The push framework encosepahke protocols, service interfaces, and
software entities that provide the means to push euser agents in the client.

the entity that originates push content and subitrtitsthe push framework for delivery to a useeig
on a client.

a protocol used for conveying content between & Pusxy/Gateway and a certain user agent on a
client.

a proxy gateway that provides push proxy services
A WSP session that is capable of conducting pushatipns.

a device (or service) that passively waits for @mtion requests from one or more clients. A server
may accept or reject a connection request froneatclA server may initiate a connection to a dlien
as part of a service (push).

a user is a person who interacts with a user d@genéw, hear, or otherwise use a rendered content.
Also referred to as end-user.

a user agent (or content interpreter) is any sofwea device that interprets resources. This may
include textual browsers, voice browsers, seargines, etc.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3.3 Abbreviations

ABNF
DTD
HTTP
IANA
IP
OTA
PAP
Pl
PPG
QoS
RDF
RFC
SGML
Sl
SIP
SL
SSL
TLS
URI
URL
uTC
WAP
WDP
WSP
XML

Augmented Backus-Naur Form
Document Type Definition
Hypertext Transfer Protocol
Internet Assigned Numbers Authority
Internet Protocol

Over The Air

Push Access Protocol

Push Initiator

Push Proxy Gateway

Quality of Service

Resource Description Framework
Request For Comments
Standard Generalized Markup Language
Service Indication

Session Initiation Protocol
Service Loading

Secure Socket Layer

Transport Layer Security

Uniform Resource Identifier
Uniform Resource Locator
Universal Time Co-ordinated
Wireless Application Protocol
Wireless Datagram Protocol
Wireless Session Protocol

Extensible Mark-up Language

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Push operation

'—7 — ]
,—i
Push —
Over-the-Air m
Protocol

WAP Client

Push Proxy Gateway

Access
Protocol

(Informative)

Push

Push Initiator

Figure 1. Push Architecture

Figure 1 shows the Push architecture. PPhgh Access protocol is used by a Push Initiator residing arirdernet server to
access a push proxy gateway. Tdsess protocol is the subject of this specification.

The Push Access Protocol is designed to be indemerd the underlying transport protocol. This sfiestion defines in
section 13 how to implement PAP over HTTP [RFC26b@jer transports (e.g. SMTP) may be describederfuture.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Operations (Normative)

This section gives an overview of the operatiorfindd for the push access protocol. Detailed fagfinitions can be found
in section 8.

The Push Initiator is able to initiate the follogioperations to the Push Proxy Gateway:

a) Submit a Push (see section 5.1)

b) Replace a previously submitted Push Message (sders&.1)
c) Cancel a Push (see section 5.3)

d) Query for status of a Push (see section 5.4)

e) Query for wireless device capabilities (see sechi@)

The PPG is able to initiate the following messagthe Push Initiator:

a) Result notification (see section 5.2)

All operations are request/response - for evetjaited message, there is a response back to tieoni

5.1 Push Submission

The purpose of the Push Submission is to deliveeplace a push message from a Push InitiatoP®@, which should
then deliver the message to a user agent in aelewithe wireless network. The Push message cerdaaiontrol entity and
a content entity, and MAY contain a capabilitieitgnThe control entity is an XML document thaintains control
information push- nessage, section 8.2) for the PPG to use in processing the messagiefivery. The content entity
represents content to be sent to the wireless @eVlte capabilities entity contains client capéibii assumed by the Push
Initiator and is in the RDF [RDF] format as definadhe User Agent Profile [UAPROF]. The PPG MAYeute capabilities
information to validate that the message is appatpfor the client.

The response to the push request is an XML docu(peisth- r esponse, section 8.3) that indicates initial acceptance or
failure. At minimum the PPG MUST validate agairist DTD [XML] the control entity in the message aeg@ort the result

in the response. The PPG MAY indicate, ugim@gr ess- not e (if requested by the Push initiator in thpr ogr ess-

not es- r equest ed attribute), that other validations have been cateol. The contents and numbepobgr ess-

not es are implementation specific. A typical responsessage may contain progress notes for each stageofal
processing. The processing stages used are implatioernspecific.
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Initiator o Gateway

» -
» -

= Push =

Wﬂm}m (multipart) I
4 e Nﬂﬂm]ﬂ[ p
response !575
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Figure 2. Push Submission
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There are provisions in the Push message to spacilyple recipients. The response message comelspio the submit
message, so there is one response message fousinepssage, regardless of the number of addrgsseiied.

If the Push Initiator desires information relatedtie final outcome of the delivery, then it MUS3quest a result notification
information in the push submission and providetarreaddress (e.g. URL).

Support for the push submission operation is REEDR a PPG.

5.2 Result Notification

This operation is used by the PPG to inform theatar of the final outcome of a push submissiénequested by the Push
Initiator. The message may also contain a contaityydrom the wireless device.

This notification (arrow 5, below) tells the Pustitiator that the message was sent (transmitteth asow 3), delivered
(confirmation received from wireless device, asirow 4), it expired, was cancelled, or there wasmor. If there was a
processing error, the notification SHOULD be semtniediately upon detection of the error to the Rogrator and the
message should not be sent to the client. Otherttisenotification MUST be sent after the messaglaery process has
been completed. The delivery process is considaratpleted when the message is no longer a candwtadelivery, e.g.
the message has expired. If the push submissiaditated as rejected in step two in Figure 3, themesult notification
will be sent. The Push Initiator MUST have provideteturn address (e.g. URL) during the push ojper#br this
notification to be possible.

Push Push Proxy
Initiator e Gateway
Push
T (multipa T
Wm e e WWW[ Vs
<
response
(XML)
<
result
(XML/multipart)

response
(XML)

Figure 3. Push Submission with Confirmation

Thedel i very- net hod is reported asunconf i r med" after unconfirmed delivery. Thegel i ver y- met hod is
reported asc'onf i r med" after confirmed delivery.
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The result notification message contains one oraatdgies always an XML document that containsfihal message
outcome, and optionally a content entity from theeless devicer(esul t noti fi cati on- nessage, section 8.6). The
response to the result notification message isats¥ML document(resul t noti fi cati on-response, section
8.7). Support for this operation is REQUIRED inRG?

5.3 Push Cancellation

The purpose of the Push Cancellation is to allasvRhsh Initiator to attempt to cancel a previogsilymitted push message.
The Push Initiator initiates this operation. TheaPf@sponds with an indication of whether the retjues successful or not.

Push Push Proxy

Initiator 0 Gateway

e P L]

,7; Cancel 12
T (XML) T
WW[ e e Wmﬂﬂ[ P

result
(XML)

&

Figure 4. Push Cancellation

The cancel messagedgncel - nessage, section 8.4) and the result messaggnel - r esponse, section 8.5) are XML

documents. If a message for which a result notificawas requested is cancelled, the result natifio MUST be sent and
MUST report aressage- st at e of "cancelled".

Support for this operation is OPTIONAL in a PPGthis capability is not supported in a PPG, théustaNot Implemented"
MUST be returned in the response.

5.4 Status Query

The status query operation allows the Push Initieoequest the current status of a message #sabéen previously
submitted. If status is requested for a messagehwhiaddressed to multiple recipients, the PPG Ws&hd back a single
response containing status query results for ebttteaecipients.

Push

Push Proxy
Initiator

Gateway
P L]
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Figure 5. Status Query Operation
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The status requestt(at usquer y- nessage, section 8.8) and responsd @t usquer y-r esponse, section 8.9)
messages are XML documents.

Support for this operation is OPTIONAL in a PPGthis capability is not supported in a PPG, théustédNot Implemented”
MUST be returned in the response.

5.5 Client Capabilities Query

This operation allows the Push Initiator to quémy PPG for the capabilities of a specific devi€¢hé capabilities for a
particular device can be found, the response islépart/related document containing theq- r esponse (section 8.11)
element in an XML document and, in the second rttie actual client capabilities information in RPRDF] as defined in
the User Agent Profile [UAPROF]. Otherwise, thep@sse is sent as a plain application/xrab- r esponse entity.

The PPG MAY add to the capabilities reported if G is willing to perform transformations to tleenfiats supported by
the client. For example, if a client has JPG suplpot not GIF and a PPG is willing to convert Giled to JPG, then the
PPG may report that the client can support JPGGiRdiles. The capabilities reported may be the biorad PPG and client
capabilities and they may have been derived frasiea capabilities or retrieved from a CC/PP ser@apabilities may
also be derived using implementation dependent mean

D)

Push Push Proxy )
Initiator Gateway '

Mobile . 4::’:
— | g Client — 0"
;?é Query
T (XML) T
mmmm Vs e mmm[ %

response
(multipart

Figure 6. Client Capabilities Query Operation

The query messagedq- nessage, section 8.10) is an XML document that speciffestlient for which the capabilities
are desired.

Support for this operation is OPTIONAL in a PPG.
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6. Addressing (Normative)

There are three addresses to be considered by#telfitiator: the push proxy gateway addressdthace address, and the
result notification address. The push proxy gateadgress must be known by the Push Initiator. @tdress is needed at
the layer below the push access protocol. The ptsty gateway is addressed using a unique addrasslépends on the
underlying protocol. For example, when the undedyprotocol is HTTP, a URL [RFC1738] is used.

The device addressing information is included at @gfahe message content (XML tagged content). &imgracter allowed
in an RFC822 address may appear in the device ssifietd.

In addition, a hot i f y-r equest ed-t 0" address may be provided by the Push Initiatornuteguired so that the push
proxy gateway can later respond to the Push loitiaith result notification.

6.1 Multiple Recipient Addressing

There are scenarios in which a Push Initiator magitvto send identical messages to multiple recipidather than
submitting multiple identical push messages, oneaith recipient, the Push Initiator may subminalsi push message
addressed to multiple recipients. This sectiomtierided to clarify behaviour related to operationsnultiple recipients.

When the PPG returns theish- r esponse message, after a push submission to multiple iextip, the response
corresponds to the message, regardless of the mohieEEipients specified in the push submissiberg is one response for
each push submission).

When a Push Initiator requests status (sectionvitB)multiple addresses specified, the PPG MUSlyraith a single
st at usquer y-r esponse (section 8.9) containing the individual statusése same is true when onlypash- i d is
specified (no address specified) in the query fatus of a multiple recipient message.

Result notifications (section 8.6) MUST be sentliyy PPG for each individual recipient, if resultification is requested by
the Push Initiator during the submission of a mgsga multiple recipients.

In cases where a message is sent to multiple emtgpand later a cancel is requested by the imititte PPG MAY send
back individual responses related to each of thiipleirecipients or it MAY send responses reldi@dnany or all of the
recipients.

Support of multiple addresses is OPTIONAL in a PPG.

6.2 Multicast/Broadcast Addresses

There are scenarios in which a single address stdzhily a PI may be expanded by a PPG into multigbiresses for
delivery. In addition, a single address transmitiach wireless network may be received by multijgeices (e.g. broadcast).
This type of service is expected for the distribntof information of interest to a broad populat{erg. news, weather, and
traffic). This section is intended to clarify bel@aw related to operations involving multicast d&wdadcast addresses.

Since the address expansion is done in the PPiGtbe iwireless network, the behaviour between treng the PPG is
identical to behaviour as if the address were rRparded. The response contains the individual addie submitted by the
PI.

6.3 SIP URIs

A single SIP URI submitted by a Pl may be resolbgdhe network to multiple devices and the pushsags be delivered to
all of them. Since the address expansion is dotieeimetwork, the behaviour between the Pl andP®@ is identical to
behaviour as if the address were not expandedrédmonse contains the individual address as sudahiiit the PI.

The PAP request may be addressed to a specific device by using Globally Routable User Agent (UA) URIs
(GRUU).
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7. Message Format (Normative)

The push access protocol is independent of thepahused.

PAP messages carry control information, and inatetases also content and client capabilitiesinédion. The table
below summarises what kind of information the diéfg PAP messages may carry (M=Mandatory, O=Opltienblot
Permitted):

Message Type Control Entity Content Entity | Capabilities Entity
push- nessage o

<
<

push-response
cancel - nessage

cancel -response
resultnotification-nessage
resultnotification-response
st at usquer y- nessage

stat usquery-response

ccQ- message

ccq-response

badnessage-r esponse

TS ERERERERERE R

Control information includes command/response ngEsshetween the PPG and the Push Initiator, arsinegiers passed to
the PPG for use in sending content to the wiredessce. Examples of this type of information inautie wireless device
address, the delivery priority of the message, ®tis information is not normally delivered to théeless device.

Content is information that is intended for theedésss device, or information returned from the {ese device. This
information might be intelligible only to the wieds device (e.g. may be encrypted or may be afiplicdata for an
application unknown to the PPG) or it may be redsaie by the PPG (e.g. HTML or WML). The PPG maycbnfigured
to perform some transformation on recognisableardre.g. HTML to WML) for certain wireless devic8$he other
category of information is client capability infoation as specified in the User Agent Profile [UARRO

When more than control is carried in a messagédottmeat of the message is a MIME multipart/relai@EC2387]
compound object. When only control information (déay message responses) is carried in a messegfrimat of the
message is a simple application/xml entity.

7.1 Control Entity Format

The control entity is a MIME body part which holais XML document containing orpap element as defined in section
8.1. The control entity MUST be included in eveARPrequest and response. The control entity MUSThbdirst entity in
the MIME multipart/related message.

7.2 Content Entity Format

The content entity is a MIME body part containihg tontent to be sent tas specified in [PushMsg]) or from (application
dependant) the wireless device. The content typetislefined by the PAP, but can be any type ag &mit is described by
MIME. The content entity MUST be the second entityhe MIME multipart/related message.
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7.3 Capabilities Entity Format

The capabilities entity is a MIME body part contagthe Push Initiator's assumed subset of thebilitpes of the wireless
device/user agent, or a specific device's capegsilds determined by the PPG. The capabilitiesdbrsnspecified in the
User Agent Profile [UAPROF]. The capabilities entif present, MUST be the third entity in the Ri&ubmission MIME
multipart/related message and MUST be the secotity @na Client Capabilities Query response.

7.4 Example (Informative)

The following is an example of a push request rpatt body containing an XML document (control gntia content entity,
and a capabilities entity.

Content-Type: nultipart/rel ated; boundary=asdl fkjiurwghasf;
type="application/xm"

--asdl fkj i urwghasf
Cont ent - Type: application/xm

<?xm version="1.0" encodi ng="UTF-8"?>
<l--

Push Access Protocol (PAP) v2.2 Docunent Type Definition.
Copyright Open Mbile Alliance Ltd., 2005 Al rights reserved.

PAP is an XM. | anguage. Typical usage:
<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//OvwA/ /DTD PAP 2. 2//EN'
"http://ww. opennobi |l eal | i ance. org/tech/ DTD/ pap_2. 2. dtd"
[ <?wap- pap-ver supported-versions="2.2,2.1,2.0,1.*"?>]>
<pap>
..control for PPG .
</ pap>

--asdl fkj i urwghasf
Cont ent - Type: text/vnd.wap. si

.. Service Indication push nessage exanpl e..

--asdl fKkj i urwghasf
Cont ent - Type: application/xm

..assuned client capabilities..
--asdl fkj i urwghasf - -

The XML document contains all control informatioeeded by the PPG to deliver the message to théegsrelient. The
information intended for the wireless client isréat in the second entity as a push message [PughMs
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8. Control Elements & Attributes (Normative)

This section describes the elements found in the P& DTD. They are described in the order theyeapm the PAP 2.2
DTD.

8.1 The pap Element

<! ELEMENT pap ( push-nessage

push-response
cancel - nessage

cancel -response

resul tnotification-nessage
resultnotification-response
st at usquer y- nessage

st at usquery-response

ccqQ- message

| ccg-response

| badnessage-response) >

<I ATTLI ST pap
product - nare CDATA #| MPLI ED
>

Thepap element specifies a set of elements that desoréssages. The elements are tagged with "messatygsponse”
suffix to make it clear when they are messagegspanses to messages.

Attributes

product - name=CDATA

This attribute contains the name or identificatbddhepap handling application that generated the messageay
be useful in operational compatibility between was vendor implementations.

8.2 The push-message Element

<!l ELEMENT push-nessage ( address+, quality-of-service? ) >
<! ATTLI ST push-nessage

push-id CDATA #REQUI RED
repl ace- push-id CDATA #1 MPLI ED
repl ace- net hod ( pending-only
| all ) "all"

deliver-before-tinmestanp %at et i e; #1 MPLI ED
deliver-after-timestanp %at et i ne; #1 MPLI ED
source-reference CDATA #| MPLI ED
ppg- noti fy-requested-to CDATA #1 MPLI ED

progr ess-not es-request ed ( true | false ) "false"
>

Thepush- nessage element has two component elements that furthsgridlee push messages. The PPG MUST support
one address and MAY support multiple addresadsl(ess+).

Direction: (Push Initiato® PPG)
Attributes
push-i d=CDATA

This attribute is assigned by the Push Initiatal s@rves as a message ID. It can be used to cancleéck status on
this message. The Push Initiator is responsibl@égaglobal uniqueness.

In order avoid conflicts betwegrush- i ds, it is recommended that content developers useldress (e.g. URL)
within their control combined with an identifierrfthepush- message as the value fopush-i d (for example:
"www. opennobi | eal | i ance. org/ 123" or"123@pennobi | eal | i ance. org").
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r epl ace- push-i d=CDATA

The presence of this attribute indicates that the Requesting this push message to replace aqugy submitted,

still pending push message wijihish- i d equal to the epl ace- push-i d in this push message. The procedure is
as follows:

The pending push message is cancelled for allistiplisted in this push message if possible,leftdinaffected for
those recipients for whom the pending message tdrencancelled. Examples of reasons for makingelkation for a
certain recipient impossible include: the push ragesas already been sent to that recipient ¢hgicase of confirmed
push, the PPG is waiting for the push messagetaehét recipient to be confirmed.

Result notifications are (if requested) sent toRhéor all recipients whose pending message wasessfully cancelled,
using its originally assigneggush- i d.

This push message is treated as a new push subméssindicated by threepl ace- net hod attribute (see below).

Support for the replace operation described ab®@PTIONAL in a PPG. A PPG that does not suppertréplace operation MUST respond with
status code 3011 (see section 8.13) if the Pl stgueplacement.

The absence of theepl ace- push-i d attribute indicates that this push message MUST K&place any
previously submitted push message, i.e. it is a mgsth submission.

r epl ace- net hod=CDATA

This attribute is used in conjunction with thepl ace- push-i d attribute described above, and is ignored if that
attribute is not present.

The attribute valued! | " (default value) indicates that this push mes9dYST be treated as a new push submission
for all recipients listed in this push messagenratter if a previously submitted push message pithh- i d equal to
ther epl ace- push-i d in this push message can be found or not.

The value pendi ng- onl y" indicates that this push message should be ttesa new push submission only for
those recipients who have a pending push messaggs thossible to cancel. In this case, if no pusissage with
push-i d equal to the epl ace- push-i d in this push message can be found, the PPG MU&onel with status
code 2004 (see section 8.13) in tlessponse-r esul t message. Status code 2008 may be returned in
response-resul t if no message can be cancelled. Status code 289&ls0 be returned in a subsequent
resultnotification-nmessage toindicate a non-cancellable message for an iididal recipient.

del i ver-before-timestanmp=%Dat eti ne

This attribute specifies the date and time by whighcontent must be delivered to the wirelessadewontent that
has aged beyond this date MUST not be transmi@Bes that do not support this function MUST refeetmessage.
The time MUST be represented in Co-ordinated UssisleFime (UTC), a 24-hour timekeeping system. Tdilwing
representation based on [ISO8601] as specifiedTML4] MUST be used:

YYYY- Mt DDThh: mm ssZ

Where: YYYY =4 digit year ("0000" ... "9999")
MM =2 digit month ("01"=January, "02"=February ..2"December)
DD  =2digit day ("01", "02" ... "31")

hh = 2 digit hour, 24-hour timekeeping system ("00"23")
mm = 2 digit minute ("00" ... "59")

ss = 2 digit second ("00" ... "59")

z =UTC

Example: "1999- 04- 30T06: 45: 00Z" means 6.45 in the morning on the"3&f April 1999 UTC.

deliver-after-tinestanp=%Datetine
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This attribute specifies the date and time afteictvithe content should be delivered to the wiretksgce. Content
MUST not be transmitted before this date. The tioteat is the same as that usedi@l i ver - bef or e-
ti mestanp. PPGs that do not support this function MUST refhetmessage.

sour ce-r ef er ence=CDATA

This attribute contains a textual name of the aurpeovider. This is useful to a PPG operator entifying the
originator of the message.

ppg- noti fy-request ed-t 0=CDATA

This attribute specifies the address (e.g. URL) the PPG should use for notification of resulsng

resul tnotification-message, related to this message. The presence of thiblat indicates that the
notification is requested. If the Push Initiatoedaot want a notification, then the Push InitiddST NOT provide
this attribute. If a notification is requestede fAPG MUST later indicate the message outcomeet®tish Initiator at
the address specified in this attribute.

progress-notes-requested=( true | false )

This attribute informs the PPG as to whether orthetP| wants to receive progress notes. A valu¢ ofie" means
that notes are requested.

8.2.1 The address Element

<! ELEMENT address EMPTY >
<! ATTLI ST address

addr ess- val ue CDATA #REQUI RED
>

The address element contains the target devicesslfr use by the PPG.
Attributes
addr ess- val ue=CDATA

This attribute must contain a text string that esints the client address. It may be a logicalessdr
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8.2.2  The quality-of-service Element

<!l ELEMENT quality-of-service EMPTY >
<I ATTLI ST quality-of-service

priority ( high | medium| low) "medi unt'
del i very- net hod ( confirmed | preferconfirmed

| confirmed-wth-response

| oneshot

| unconfirnmed | notspecified ) "notspecified"
net wor k CDATA #I MPLI ED
net wor k- r equi r ed ( true | false) "fal se"
bearer CDATA #1 MPLI ED
bearer-required ( true | false) "fal se"

>

Thequal i ty- of - ser vi ce element conveys the delivery qualities desirethieyPush Initiator. When the requested
gual i t y- of - servi ce cannot be honoured by the PPG, the request MUS&jbeted with an appropriate error code. It
is also used to convey the delivery qualities thate used by the PPG during message delivery. \§@etito the PI, it
MUST reflect the delivery qualities that were usgdhe PPG.

In the case that thgual i t y- of - ser vi ce element specifies SMS as the bearer type (viadhes inbear er ) and that
the bearer is required, then it should be notetitttiebearer may be limited in terms of its capato transport any single
push content entity. Although the bearer supportseeahanism for segmenting content over a numbshoft-messages
[WSP] there are operational limits on the maximwmmber of individual SMS messages allowed.

It is therefore a recommendation in this speciitrathat if thequal i t y- of - ser vi ce requires that theontent entity be
transported over SMS then the push initiator SHOUibfiX the payload size such that it can be enclapsd by a maximum
of 4 SMS messages. This recommendation does regtt dffe payload size for experimental push conigras.

For maximum efficiency using the mechanism of pogliontent over SMS [WDP] it is recommended thatghsh initiator
reduce the payload size to a size compatible witingle SMS message for the specific SMS bearer.

As an example — The upper limit per SMS messa@&ai SMS 120 characters, allowing in this case aimam of 480
bytes to be used for the content, however it shbaldoted that the content is encoded into a puesage [PushMsq],
which also includes meta data.

Attributes

priority=( high | medium| |ow)
This attribute specifies the delivery priority betmessage. Valid values ateoW', "nmedi unt', and 'hi gh". The
value 'hi gh" indicates the fastest delivery is desired. THeed ow' indicates the slowest delivery. The actual
delivery latencies associated with these quald@resmplementation specific. The methods useddaae delivery

latency are implementation dependent, but may decthe use of a different bearer or the reordesfnrgessages
waiting transmission to send the higher prioritysseges first. PPG support of priority functional@yYDPTIONAL.

del i very-nmet hod=( confirmed | preferconfirned | confirned-wth-response | oneshot |
unconfirnmed | notspecified)
Thedel i ver y- net hod attribute is used to indicate the over the aiivéey method desired by the Push Initiator.

Valid values areconf i r med", "pr ef er confi r med", "confi rnmed-w t h-response", "oneshot ",
"unconfi rmed" and 'hot speci fi ed".

The value tonf i r med" means that client confirmation of the messagévelst is available to the PI. The value
"unconfirnmed" is used to request that the message be deliveraa inconfirmed manner. In certain cases, the
PPG may select confirmed OTA delivery; however, gsult notification contents will indicate thattmessage was
sent in an unconfirmed manner. Note that a Pusiatioi may request client confirmation without regtingppg-

noti fy-request ed-t o - the result is that the message is confirmed therir but the PPG does not inform the
Push Initiator.

The value inconf i r med" means that client confirmation of the messagéevésl is not available to the PI.
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The value tonfi rned-wi t h-r esponse" informs the PPG as to whether or not the Pl &pred to receive
content from the wireless device in response tordilened push. The content, if any, is returnethim corresponding
resultnotification-nmessage(s). When processing a push submission, the PPGTMES&ond with status
code 2000 (see section 8.13) in thesponse-resul t element if this attribute value isdnf i rned-wi t h-

r esponse" and theppg- noti fy-r equest ed- t o attribute (in thgpush- nessage element) is empty or
missing.

The value bneshot " means that client confirmation of the messagéeveif is not available to the PI. Also, the PPG
MUST attempt to deliver the message only once,earstire that a one-shot delivery attempt can be oadee
underlying bearer (e.g. not use the store-and-fahaad retry capabilities provided by an SMSChdf possible, the
PPG MUST respond with status code 3012 (see se®ti@®) in the esponse-r esul t element.

The value pr ef er confi r med" allows the Push Initiator to inform the PPG oéferences. The PPG SHOULD try
to deliver the message as preferred, but may usthemmethod if not able to use the preferred @dibe value
"unconfi r med" means that the message MUST be delivered in eanfinmed manner.

The value hot speci f i ed" indicates that the Push Initiator does not canetiver the PPG uses confirmed delivery
or unconfirmed delivery, i.e. client confirmatiohtbe message delivery may or may not be availabthe PI - the
choice is up to the PPG.

net wor k=CDATA

The network desired for use when delivering thesags. Network types are defined in an appendiX\d®P]. The
value of this attribute is case insensitive

network-required=( true | false )
If "true" the specified network must be used.

bear er =CDATA

The bearer desired for use when delivering the agessBearer types are defined in an appendix of P{jVDhe value
of this attribute is case insensitive.

bearer-required=( true | false )
If "true" the specified bearer must be used

8.3 The push-response Element

<! ELEMENT push-response ( progress-note*, response-result ) >
<I ATTLI ST push-response

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
reply-tine %at et i ne; #1 MPLI ED

>

Thepush-r esponse element contains information about the outcomefpush submission. Tipeish- i d can be used
by the Push Initiator to associate the responde tivé relategoush- message.

Direction: (PPG>Push Initiator)

Attributes
push-i d=CDATA

This attribute is the message ID that was assipgetie Push Initiator for the correspondmgs h- message. It can
be used to match the response to the message.

sender - addr ess=CDATA
This attribute contains the address to which thesage was originally posted (e.g. the PPG's URhércase of a
message deposited via HTTP).

sender - nanme=CDATA
This attribute may specify the textual name of PG (useful to human operators).
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reply-time=%pat eti nme

This attribute specifies the date and time assediafith the creation of the response. The time &risithe same as
that used irdel i ver - bef ore-ti nest anp.

8.3.1  The progress-note Element

<! ELEMENT progress-note EMPTY >
<I ATTLI ST progress-note

st age CDATA #REQUI RED
not e CDATA #| MPLI ED
tinme oDat et i ne; #| MPLI ED

>

Thepr ogr ess- not e element allows the PPG to specify the outcomeadbus stages of processing of the submitted
push- message. There should be o ogr ess- not e element for each stage reported. The supportegitiogr ess-
not e element by the PPG is OPTIONAL. This element efuisfor debugging implementations of Push Initiato

Attributes

st age=CDATA

This attribute contains text or a code that indisahe stage of message processing completed ciired walue for
this attribute is implementation specific.

not e=CDATA
This attribute contains a textual description @& thutcome of the stage completed.

time=%at eti nme
This attribute specifies the date and time thasthge completed. The time format is the sameadsiied in
del i ver - bef ore-ti mest anp.

8.3.2  The response-result Element

<! ELEMENT response-result EMPTY >
<! ATTLI ST response-resul t
code CDATA #REQUI RED

desc CDATA #| MPLI ED
>

Ther esponse-resul t element allows the PPG to specify a code for titeamne of the submission of the

push- nessage operation. This code represents the immediatasstdter the message has been submitted. Another
element(esul tnotificati on-response)is used to indicate the final outcome. The dé&teatf ar esponse-
resul t indicates to the Push Initiator that no more pregmotes are to be expected for this message.

Attributes

code=CDATA
This attribute contains a code that indicates theis of the submission. See Status Codes (se&tl@).

desc=CDATA
This attribute contains a textual description & ttutcome of the submission.

8.4 The cancel-message Element

<! ELEMENT cancel -message ( address* ) >
<I ATTLI ST cancel - nessage

push-id CDATA #REQUI RED
>
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The cancel - mressage element is used by the Push Initiator to cancetessage that was previously submitted. The
push-i d should be that of the message which is to be dadcdf addr ess is not specified, then all messages with the
specifiedpush- i d are to be cancelled. Multiple addresses may beiftguk

Direction: (Push Initiato®PPG)

Attributes
push-i d=CDATA

This attribute is the message ID that was assigyetie Push Initiator for theush- nessage that is to be
cancelled

8.5 The cancel-response Element

<! ELEMENT cancel -response ( cancel-result+ ) >
<I ATTLI ST cancel -response

push-id CDATA #REQUI RED
>

Thecancel - r esponse element is used by the PPG to inform the Pushataitof the outcome of @ancel - nessage
that was previously submitted. Thash-i d can be used by the Push Initiator to associatessponse with the related
cancel - nessage.

Direction: (PPG>Push Initiator)

Attributes
push-i d=CDATA

This attribute is the message ID that was assigyetie Push Initiator for theush- nessage that is to be
cancelled

8.5.1 The cancel-result Element

<!l ELEMENT cancel -result ( address* ) >
<I ATTLI ST cancel -resul t
code CDATA #REQUI RED
desc CDATA #1 MPLI ED
>

Thecancel -resul t element contains the result of the cancel operafitleaddr ess specifies which client the result
pertains to. If no address is present, the restddiriall addresses associated with the spegqifiexh- i d.

The cancel function may not be supported on aklss networks. Those PPGs that do not supporfuthition MUST
reply with the Not | npl enent ed" status code icancel -resul t.
Direction: (PPG>Push Initiator)

Attributes

code=CDATA
This attribute contains a code that indicates titeame of the cancel operation. See Status Codesds 8.13).

desc=CDATA
This attribute contains a textual description & ttutcome of the submission.

8.6 The resultnotification-message Element

<I ELEMENT resultnotification-nmessage ( address, quality-of-service? ) >
<I ATTLI ST resul tnotification-nmessage

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
recei ved-tine oDat et i nme; #| MPLI ED
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event-tine Yat et i ne; #| MPLI ED
nmessage- state Ut at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

Theresul tnoti fication-nmessage element provides a means to specify the outconaesobmitted message for a
specific recipient after the final result is knowlthis includes message delivery, expiration, cdatieh, etc. The

qual i ty- of - servi ce element specifies the delivery methods used ifitbesage delivery was successful. It MUST be
included if it was present in the push submissidrer esul t noti fi cat i on- message is only sent if the initial push
submission was accepted for processing (indicagestdius code 1xxx in theush- r esponse) .

If thedel i ver y- met hod attribute was set tacbnf i r med- wi t h- r esponse” in the correspondingush- nessage
element'gqual i t y- of - servi ce element, and the PPG received content from thelegs device, the

resul tnotificati on- message and the content are sent in a multipart/relateiyeif no content was received by the
PPG, or if thedel i ver y- net hod attribute was not set tabnf i r med- wi t h-r esponse”, the

resul tnotificati on- message is sent as a plain application/xml entity. Sedieac7 for further information.

Direction: (PPG>Push Initiator)

Attributes
push-i d=CDATA

This attribute is the message ID that was assipgetie Push Initiator for the correspondmgs h- message. It can
be used to match the result to the message.

sender - addr ess=CDATA
This attribute contains the address of the PPG.

sender - name=CDATA
This attribute specifies the textual name of th&PP

recei ved-ti ne=%bat eti ne

This attribute specifies the time at which the rageswas received at the PPG (from the Push Inilidtanay be
used by the PI to calculate latency between thl pubmission time and the time at which the messsagghed its
final disposition. The time format is the sametest used irdel i ver - bef ore-ti mest anp.

event -ti ne=%bat eti me
This attribute specifies the time at which the ragssreached its final disposition. The time forimdahe same as that
used indel i ver - bef ore-ti nest anp.

nmessage- st at e=%bt at e

This attribute indicates the state of the messagg. ect ed" indicates that the message was not accepted.
"pendi ng" indicates that the message is in procedsl| T ver ed" indicates that the message was successfully
delivered to the clientundel i ver abl e" indicates that the message could not be deliveesduse of a problem.
"expi r ed" means that the message reached the maximumlagedlby PPG policy or could not be delivered by
the time specified in the push submissiabdr t ed" indicates that the client aborted the messagemreout "
indicates that the delivery process timed ociaricel | ed" indicates that the message was cancelled thrthegh
cancel operation.unknown" indicates that the PPG does not know the statleeoinessage.

code=CDATA
This attribute contains a code that indicates ithed Status of the message. See Status Codesfs&cti3).

desc=CDATA
This attribute contains a textual description & tdutcome of the submission.

8.7 The resultnotification-response Element

<l ELEMENT resultnotification-response ( address ) >

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PAP-V2_2-20110809-A Page 26 (49)

<I ATTLI ST resul tnotification-response

push-i d CDATA #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

Theresul tnotification-response is sent by the Push Initiator to confirm receipthe
resul tnotification-nessage.

Direction: (Push Initiato®PPG)

Attributes
push-i d=CDATA

This attribute is the message ID that was assitpgetie Push Initiator for the correspondmgs h- message. It can
be used to match the result to the message.

code=CDATA
This attribute contains a code that indicates thether the esul t noti fi cati on- nessage was received
correctly or not. See Status Codes (section 8.13).

desc=CDATA
This attribute contains a textual description & ttutcome of the submission.

8.8 The statusquery-message Element

<!l ELEMENT st atusquery-nmessage ( address* ) >
<I ATTLI ST st atusquery-nessage

push-id CDATA #REQUI RED
>

The st at usquer y- mnessage element is used by the Push Initiator to checkustaf a message that was previously
submitted. Theush-i d should be that of the message for which statdesired. Ifaddr ess is not specified, then status
for all messages with the specifipdsh- i d is requested. Multiple addresses may be specified.

Direction: (Push Initiato®PPG)

Attributes
push-i d=CDATA

This attribute is the message ID that was assipyetie Push Initiator for theush- message for which status is
desired

8.9 The statusquery-response Element

<! ELEMENT st atusquery-response ( statusquery-result+ ) >
<I ATTLI ST statusquery-response

push-id CDATA #REQUI RED
>

Thest at usquer y-r esponse element is used by the PPG to inform the Pushataitof the status of a message that was
previously submitted. Theush-i d can be used by the Push Initiator to associatl tié relatedst at usquery-
nessage.

The status function may not be supported on akhess networks. Those PPGs that do not supporfuthitsion MUST reply
with the 'Not | npl enent ed" status.
Direction: (PPG>Push Initiator)

Attributes
push-i d=CDATA

This attribute is the message ID that was assitgeatie Push Initiator for theush- message for which status is
desired
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8.9.1 The statusquery-result Element

<! ELEMENT st atusquery-result ( address*, quality-of-service? ) >
<! ATTLI ST statusquery-result

event-tinme Yat et i ne; #| MPLI ED
nmessage- state Ut at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

Thest at usquer y-r esul t element contains the status of a message thgpwa®usly submitted. Thaddr ess
specifies which client the result pertains to.dfaddress is present, the result is for all addseassociated with the specified
push-i d.

Thequal i t y- of - servi ce element specifies the delivery methods used iftkesage delivery was successful. It MUST
be included if it was present in the push submissidne Pl must ignore the information specifiedtgbear er -
required,network-requi red andpriority attributes in this element. Further, the PPG mssiga the

del i very- net hod attribute either the valueconf i r med" or" unconfi r ned".

Attributes

event -ti me=%pat eti ne

This attribute specifies the time at which the mggsreached its final disposition. The time forimdahe same as that
used indel i ver - bef ore-ti nest anp.

message- st at e=%5t at e
This attribute indicates the state of the messalge.valid values are described in

resultnotification-nmessage.
code=CDATA
This attribute contains a code that indicates theis of the message. See Status Codes (secti®n 8.1

desc=CDATA
This attribute contains a textual description @& ¢hatus of the submission.

8.10 The ccg-message Element

<l ELEMENT ccqg-nessage ( address ) >
<! ATTLI ST ccqg- nessage
query-id CDATA #| MPLI ED
app-id CDATA #1 MPLI ED
>

Theccqg- message element is used by the Push Initiator to requesice capabilities for a specified device.
Direction: (Push Initiato®PPG)

Attributes

guery-i d=CDATA

The Push Initiator assigns theer y-i d. It is used to associate responsesdq- nessage. The Push Initiator is
responsible for its uniqueness internal to the Poiiator.

app- i d=CDATA
Theapp-i d is the ID of the application [PushMsg] that the P Ustiator will target with a subsequent push

message. The PPG may usedpg@- i d attribute value to aid in selecting the subsatlieht capability information
to return.
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8.11 The ccg-response Element

<!l ELEMENT ccqg-response ( address ) >
<I ATTLI ST ccq-response

query-id CDATA #| MPLI ED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

Theccq-response element is used by the PPG to inform the Pusfataitof the capabilities of a device. Thaer y-
i d can be used by the Push Initiator to associate tvé relate¢ cq- nessage.

Direction: (PPG>Push Initiator)
Attributes
guery-i d=CDATA
The Push Initiator assigns theer y-i d. It is used to associate responsesdq- nessage.
code=CDATA

This attribute contains a code that indicates thus of the query. See Status Codes (section.8.13)
desc=CDATA

This attribute contains a textual description & ttutcome of the query.

8.12 The badmessage-response Element

<! ELEMENT badnessage-response EMPTY >
<I ATTLI ST badnessage-response

code CDATA #REQUI RED
desc CDATA #| MPLI ED
bad- nessage- f r agnment CDATA #| MPLI ED

>

Thebadnessage- r esponse element is used in response to messages thaheaeognisable or that are of a protocol
version that is not supported.

The PPG MUST detect the version of the messagesésgimn 9), and if the version is not supportéatus code 3002
(Version not supported) MUST be returned to thenRogiator.

When the message is unrecognisable, use of staties2000 (Bad Request) is appropriate.

A fragment of the unrecognisable message shouiddbeded in thebad- message- f r agnent attribute.

Direction: (PPG« Push Initiator)

Attributes

code=CDATA
This attribute contains a code that indicates thris of the submission. See Status Codes (Sett@).

desc=CDATA
This attribute contains a textual description & thutcome of the message.

bad- nessage- f ragnent =CDATA
This attribute contains a fragment of the bad ngessa

8.13 Status Codes

The status code is a four digit numeric value. fits¢ digit of the status code indicates the clafsthe code. There are 5
classes:

1xxx: Success - The action was successfully redeiwederstood, and accepted.
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2xxx: Client Error - The request contains bad symtiacannot be fulfilled.

3xxx: Server Error -The server failed to fulfil apparently valid request.

4xxx: Service Failure - The service could not befgrened. The operation may be retried.
5xxx: Mobile Device Abort - The mobile device alaitthe operation.

Status codes are extensible. The Push Initiatotteen®PG MUST understand the class of a status thaecognised codes
MUST be treated as the x000 code for that classinkgiementation specific codes, the numbers irrémge x500-x999
should be used.

The table below lists the currently defined statodes and their meanings.

Table 1 - Status Codes

o 2 e e |2 2 |2
ERENERERIRFRE
S BB E L2
o |2 |= = |S @ |»
© |2 (= | |8 |9 |2
25885 E B
9] o |o |8 3
= 5 3 |2 o
(o . = |= o
2 |8 ®
c |2
(0] (¢
Code | Description
1000 OK The request succeeded. X | X | X | X |X
1001 Accepted for Processing The request has mapied for | x
processing.
2000 Bad Request Not understood due to malformed | x X| x| x| X
syntax.
2001 Forbidden The request was refused. X | x| X X| X
2002 Address Error The client specified was not X | X | X X | X
recognised.
2003 Address Not Found The address specified wias no X X
found.
2004 Push ID Not Found The Push ID specified was no | x | X X
found.
2005 Capabilities Mismatch The capabilities assulmethe Pl | x X
were not acceptable for the client
specified.
2006 Required Capabilities Not The input is in a form not X X
Supported supported by the client.
2007 Duplicate Push ID The Push ID supplied isumgue | X
within the PPG.
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Code | Description
2008 Cancellation not possible The Push ID sptifvas found, | x | x| X
but cancellation is not possible
3000 Internal Server Error Server could not fulli§uest due | x | x X
to internal error.
3001 Not Implemented Server does not support the X X
requested operation.
3002 Version not Supported The server refusesppatithe X
protocol version indicated.
3003 Not Possible Action not possible because X X
message is no longer available.
3004 Capability Matching not The PPG does not support client| x
Supported capability information provided in
a push message.
3005 Multiple Addresses Not Supported The PPG doesupport an X | X X
operation that specified multiple
recipients.
3006 Transformation Failure The PPG was unablettopna | x X X
transformation on the message.
3007 Specified Delivery Method Not | The PPG could not perform the | x X X
Possible confirmed or unconfirmed delivery
specified.
3008 Capabilities Not Available Client capabilitiies the specified
client are not available.
3009 Required Network Not Available The networkuested is not X X X
available.
3010 Required Bearer Not Available The bearer rsigaeis not X X X
available.
3011 Replacement Not Supported The PPG does npbdupe X
replace operation
3012 Oneshot Not Supported The PPG or the beaesr mimt X

support oneshot delivery.
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Code | Description
4000 Service Failure The service failed. The cliaaly X X
re-attempt the operation.
4001 Service Unavailable The server is busy. X X
5xxx Mobile Client Aborted The mobile client abadthe X X
operation.

8.14 Status Code Definitions

Each status code is described below.

8.14.1 Success 1xxx
This class of code indicates that the messagesporse was successfully received, understood, @egpeed.
8.14.1.1 OK 1000

This code indicates that the action requested wesessful. It is used in response messages tdaathe request was
successfully carried out.

8.14.1.2  Accepted for Processing 1001

This code indicates that the request has been et processing, but the final outcome is natkyewn. This code is
used in response to a push submission to indibatehe message has been received by the PPGemd sebe well
formed and valid.

8.14.2 Client Error 2xxx

This class of code indicates that the request amntad syntax or cannot be fulfilled.

8.14.2.1 Bad Request 2000

This code indicates that the syntax of the messagenot understood.

8.14.2.2 Forbidden 2001

The request was refused.
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8.14.2.3 Address Error 2002

The address supplied in the request was not ioagnésed format or the PPG ascertained that theeasldvas not valid for
the network because it was determined not to hécset by this PPG. When usedriesponse- r esul t , and multiple
recipients were specified in the corresponding pmugimission, this status code indicates that at m@e address is
incorrect.

8.14.2.4 Address Not Found 2003

The address supplied in the request could notdstéd by the PPG. This code is returned when aratipe is requested on
a previously submitted message and the PPG cdinddhe message for the address specified.

8.14.2.5 Push ID Not Found 2004

This code is returned when an operation is reqdestea previously submitted message and the PP@ténd the
message for the Push ID specified.

8.14.2.6  Capabilities Mismatch 2005

The PPG has determined that the capabilities stggbory the mobile device do not match those sugdiethe Push
Initiator during the push submission. The Pl hgseexed certain capabilities that are not availabtbe device.

8.14.2.7 Required Capabilities Not Supported 2006

The PPG has determined that the mobile device mioiglsave the capabilities to support the messaagents submitted by
the PI.

8.14.2.8 Duplicate Push ID 2007

The PPG has determined that the Push Initiatoviadeted the protocol rule that each new push sabimin must have a
unique push ID.

8.14.2.9 Cancellation Not Possible 2008

The Push ID specified was found, but the correspgnohessage(s) could not be cancelled for somemneas

8.14.3 Server Error 3xxx
This class of code indicates that the server faiefdlfil an apparently valid request.
8.14.3.1 Server Error 3000

The server failed to fulfil an apparently valid vegt.

8.14.3.2 Not Implemented 3001

The requested operation is not implemented in #8.P
8.14.3.3  Version Not Supported 3002

The version of PAP contained in the request issnpported.
8.14.3.4  Not Possible 3003

The request could not be carried out becausenittipossible. This code is normally used as ate$a cancel or status
query on a message that is no longer availablegocel or status. The PPG has recognized the neessggestion, but it
cannot fulfill the request because the messagkeeiady complete or status is no longer available.
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8.14.3.5  Capability Matching Not Supported 3004

The PPG does not support the matching of clienalgidipes supplied by the push initiator in a psstomission with those of
the mobile device.

8.14.3.6 Multiple Addresses Not Supported 3005

The PPG does not support this operation on multggients. The operation MAY be resubmitted adtigie single
recipient operations.

8.14.3.7  Transformation Failure 3006

The PPG could not perform a transformation on tessage.

8.14.3.8  Specified Delivery Method Not Possible 3007

The PPG could not deliver the message usingléte ver y- et hod specified in the request.

8.14.3.9  Capabilities Not Available 3008

The PPG does not know capabilities for the speatifieent. This code is typically in response teapabilities query when
the PPG cannot access the capabilities inform#&tiothe mobile device.

8.14.3.10 Required Network Not Available 3009

The message could not be delivered using the nktsgecified in the request.
8.14.3.11 Required Bearer Not Available 3010

The message could not be delivered using the bepeeified in the request.
8.14.3.12 Replacement Not Supported 3011

The PPG does not support replacement of a pregidnisitted push message.
8.14.3.13 OneShot Not Supported 3012

The PPG or the bearer does not support oneshetdebf the message.

8.14.4 Service Failure 4xxx

This class of code indicates that the service coatdbe performed. The operation may be retried.

8.14.4.1 Service Failure 4000

The service could not be performed. The operatiag be retried.

8.14.4.2 Service Unavailable 4001

This code indicates that the server could not hottweirequest because the server is busy.

8.14.5 Mobile Client Abort 5xxx

The 5xxx codes are used to return three digit reatlient abort codes to the Push Initiator. The iteatlient abort codes are
placed into the 5xxx code as follows: 5abc whemisla three digit code. The three digit code ésttiree digit decimal
representation of

the hexadecimal assigned number [WSP] corresportditiieReason parameter in the Po-PushAbort primitive
[PushOTA], or
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the Status Code in the "X-Wap-Push-Status" hedigsHOTA].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PAP-V2_2-20110809-A Page 35 (49)

9. Version Control (Normative)

PAP uses a "<major>.<minor>" numbering scheme dicate versions of the protocol. The protocol varsig policy is
intended to allow the sender to indicate the forofia message and its capacity for understandintbduPAP
communication. The <minor> number is incremente@émtihe changes made to the protocol add featuriehwib not
change the general message structure other thamgamjational attributes, or may add to the messageantics and imply
additional capabilities of the sender. The <majoumber is incremented when the format of a mesaéthen the protocol is
changed in such a manner as to change the strudtareelement or add new required attributes. Nwethe major and
minor numbers MUST be treated as separate integetrshat each MAY be incremented higher than desidiglit. Thus,
PAP 2.4 is a lower version than PAP 2.10.

The PAP version number is placed in the publiciifien [XML] of the DTD and will be changed with eh revision to
reflect the version number. Each new version of RAlPhave its version number increased, evenédfthange does not
affect the DTD (e.g. a semantic change). The filma of the DTD should also be changed so thahieeaily be associated
with the public identifier.

The ABNF [RFC2234] format for the PAP DTD publieidifier is:
“-// OMA//DTD PAP" SP version-nunber "//EN'
where :

version-nunmber = 1*DIGT "." 1*DIGT

Example:

For version 2.2, the public identifier is: "-//OMIBTD PAP 2.2//[EN"

and the DTD filename is specified asht t p: / / ww. opennobi | eal | i ance. org/tech/ DTD/ pap_2. 2. dt d"

For version X.Y, the public identifier is: "-// OM//DTD PAP X.Y//EN"
and the DTD filename is specified asht t p: / / ww. opennobi | eal | i ance. or g/t ech/ DTD/ pap_X. Y. dt d"

Future versions of PAP should be backward compatilith older versions as much as possible. Elemedtattribute names
should not be changed between versions. New elsnaaoitattributes should be ignored by older implaatens when the
minor number has been incremented.

9.1 Identification of Versions Supported

An XML processing instruction [XML] is used to coeyw PAP versions supported by Pl when it sendsPRAR message. It
indicates the PAP versions that the implementatamor wants to handle. The supported versionbsaeel individually in
order of preference, with the most preferred fibstvildcard ("*") may be substituted for the mineersion if the
implementation supports all minor versions.

The processing instruction’s targetwsp- pap- ver , which contains aupport ed- ver si ons parameter. The ABNF
[RFC2234] format is:

"<?" Pltarget SP paraneter "?>"

where:

Pltarget = "wap- pap-ver"

par amet er = supported-versions

supported-versi ons = "supported-versions=" %22 version-nunber *("," version-nunber)
W22

version-nunber = 1*DIGAT "." ((1*DIGT) [/ "*")

For example, the following are valid:
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<?wap- pap-ver supported-versions="2. 0"?>
<?wap- pap-ver supported-versions="3.1,2. *"?>
<?wap- pap-ver supported-versions="3.0,1.0"?>

When present, this processing instruction is alwaiyisin the document type definition, using the meo XML syntax for
inserting "markupdecl” [XML].
Example usage:

<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//QOw /DTD PAP 2.2//EN
"http://ww. opennobi |l eal | i ance. org/tech/ DTDY pap_2. 2. dt d"
[ <?wap- pap-ver supported-versions="2.2,2.1,2.0,1.*"?>]>
<pap>

</ pap>
9.2 Use of wap-pap-ver Processing Instruction

Push Initiators that support PAP versions aftesieer 1.0 should include theap- pap- ver processing instruction in
submitted messages. This makes it possible fdPB@ to determine what versions the Pl supportsdrevent the version
used in the submission is not supported by the PR processing instruction is omitted by thetRén the PPG should
assume that the only supported PAP version isttieeused in the submitted message.

A PPG MUST include theap- pap- ver processing instruction if the Pl is known to sup@tAP versions above 1.0,
otherwise it MUST NOT be included.

If the processing instruction is included, the PRGST always accurately report all versions suppbriehis is needed for
the version discovery mechanism to work withoutipgtthe burden on the Push Initiator.

9.3 Version Mismatch

If the PPG does not support the PAP version usetidPl, but a common version can be determinedP®G MUST
respond with & badrmessage- r esponse" indicating status code 3002 using the most preflecommon version.

In those cases where a common version cannot beaed, a PPG MUST respond with a PAP version 1.0
badnmessage- r esponse and indicate status code 3002. All PPGs MUST sthe version 1.0
badnmessage- r esponse. Push Initiators should be able to handle theierrs.0badnmessage- r esponse.

9.4 Version Discovery Cases

If the PPG supports the PAP version of a requesineunications can proceed without problem. If tR&RIoes not support
the PAP version in a request message, the folloategarios are possible:

If the PPG supports only PAP 1.0:

The PPG sends a plain PAP b&dnmessage- r esponse
The PI will know if it supports PAP 1.0, and catryghe request using PAP version 1.0.

If the Pl supports only PAP 1.0:

The PPG sends a plain PAP badnessage- r esponse
The Pl understands this to mean that PAP 1.0 iscm#ptable and can stop trying

If the PI and PPG have a common version and the Pl supports some PAP version above 1.0:

PPG sends a PAPadnessage- r esponse using the most preferred common version
Thewap- pap- ver processing instruction lists the supported vession
The Pl should retry the request using the prefercedmon version

If no common version exists, but both the Pl and the PPG support PAP versions above 1.0:
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The PPG sends a PAP hAdnessage- r esponse with the supported versions listed in thep- pap- ver
processing instruction

9.5 Version Consistency

Messages initiated by the PPG as a result of a prissage sent by the Push Initiator (efgush- message resulting in a
resul tnotificati on- nessage) MUST be sent using the same version as was uste iprior message submission
by the PI.
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10.Capabilities Negotiation (Normative)

There are two methods a Push Initiator may useterchine the capabilities of the wireless deviegher query before
submission, or use a previously configured prqlgy. configured via subscription). The Push Itdtianay also pass the
assumed capabilities to the PPG during a push ssiooni This allows the PPG to determine whethestienitted message
is appropriate for the client.

10.1 Capabilities Query

The PAP makes a method available for determiningcdecapabilities for push. The Push Initiator nganery the PPG for
information about a specific device's capabilitising theccq- message.

10.2 Subscription

Typically push messages are desirable to the dgke avireless device and in fact the user ofteistrsubscribe to a service
in order to receive these messages. During thecgptien process the user of the device may comoaiaithe device
capabilities to the Push Initiator or other entitgt may handle the subscription process for theh Puitiator. The Push
Initiator can then use this information when sulimit push messages for that subscriber. In thisaso® a capabilities
query is not needed.

10.3 Assumed Capabilities

The Push Initiator MAY inform the PPG of the capitiies that have been assumed by the Push Initfata specific
message during the submission of that messagedujfipg the capabilities in the third entity inetipush message. The
PPG MAY verify that the client has the capabilitéesired and if some of the known capabilitiesrenesufficient, and the
PPG is not prepared to perform possible transfaomst then the PPG SHOULD inform the Push Initiatbthe problem
and abort the message.

For multiple recipient submissions, each recipisritandled as if it were an individual submissiBrrors are reported using
resul tnotification-nmessage, if requested by the Push Initiator.
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11.PAP Reference Information (Normative)
Push Access Protocol (PAP) is an application of XMersion 1.0.

11.1 Document Identifiers

11.1.1 SGML Public Identifier

|Editor’s note: This identifier has not yet been registered whit FANA or ISO 9070 registrar

-// OWW / DTD PAP 2. 2//EN
11.1.2 PAP Media Type

Textual form:
appl i cation/ xm

11.2 Document Type Definition (DTD)

<l--
Push Access Protocol (PAP) v2.1 Docunent Type Definition.

Copyright Open Mbile Alliance Al rights reserved.

PAP is an XM. | anguage. Typical usage:
<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//QwA/ /DTD PAP 2.2/ /EN'
"http://ww. opennobi | eal | i ance. org/tech/ DTD/ pap_2. 2. dtd"
[ <?wap- pap-ver supported-versions="2.2,2.1,2.0,1.*"?>]>
<pap>

</ pap>
Terms and conditions of use are available fromthe Open Mbile Alliance web site at

http://ww. opennobi | eal | i ance. or g/
-->

<IENTI TY % Dateti me " CDATA"> <lI-- 1SO date and time -->
<IENTITY % State "(rejected | pending
| delivered | undeliverable
| expired | aborted
| timeout | cancelled | unknown)">
<l-- PPG Message State -->

<! ELEMENT pap ( push-nessage

push-response
cancel - nessage

cancel -response

resul tnotification-nessage
resultnotification-response
st at usquer y- nessage

st at usquery-response

ccqQ- message

| ccg-response

| badnmessage-response) >

<! ATTLI ST pap
product - nare CDATA #| MPLI ED
>
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<! - - e s e
<l-- Declaration of push subni ssion nessage -->
<| - - s e g

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<!l ELEMENT push-nessage ( address+, quality-of-service? ) >
<! ATTLI ST push-nessage

push-id CDATA #REQUI RED
repl ace- push-id CDATA #1 MPLI ED
repl ace- net hod ( pending-only
| all ) "all"

del i ver-before-tinmestanp %at et i e; #1 MPLI ED
deliver-after-tinestanp Yat et i ne; #1 MPLI ED
source-reference CDATA #| MPLI ED
ppg- noti fy-requested-to CDATA #1 MPLI ED

progr ess-not es-request ed ( true | false ) "false"
>

<! ELEMENT address EMPTY >
<! ATTLI ST address

addr ess-val ue CDATA #REQUI RED
>

<l-- QOS element changed in PAP 2.1 confirned-w th-response and oneshot added -->

<!l ELEMENT quality-of-service EMPTY >
<I ATTLI ST quality-of-service
priority
del i very- net hod

high | nmedium| |ow ) "medi unt’
confirmed | preferconfirned
confirmed-w th-response

oneshot

unconfirnmed | notspecified ) "notspecified"
net wor k CDATA #I MPLI ED
net wor k- requi r ed ( true | false) "fal se"
bear er CDATA #1 MPLI ED
bearer-required ( true | false) "fal se"

<I--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<! ELEMENT push-response ( progress-note*, response-result ) >
<I ATTLI ST push-response

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
reply-tine YDat et i ne; #| MPLI ED

>

<! ELEMENT progress-note EMPTY >
<I ATTLI ST progress-note

st age CDATA #REQUI RED
not e CDATA #| MPLI ED
tinme oDat et i ne; #| MPLI ED

>

<!l ELEMENT response-result EMPTY >

<I ATTLI ST response-result
code CDATA #REQUI RED
desc CDATA #1 MPLI ED
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<! - - e s e
<l-- Declaration of cancel operation -->
<| - - s e g

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<!l ELEMENT cancel - nessage ( address* ) >
<I ATTLI ST cancel - nessage

push-id CDATA #REQUI RED
>

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<! ELEMENT cancel -response ( cancel-result+ ) >
<I ATTLI ST cancel -response

push-id CDATA #REQUI RED
>

<! ELEMENT cancel -result ( address* ) >
<I ATTLI ST cancel -resul t

code CDATA #REQUI RED
desc CDATA #1 MPLI ED
>
<| - - s e
<l-- Declaration of notify result operation -->
<! - - e

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<I ELEMENT resultnotification-nmessage ( address, quality-of-service? ) >
<I ATTLI ST resul tnotification-nmessage

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
recei ved-tine oDat et i ne; #| MPLI ED
event-tine oDat et i ne; #| MPLI ED
nmessage- state Yt at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>
<lI--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<l ELEMENT resultnotification-response ( address ) >
<I ATTLI ST resul tnotification-response

push-id CDATA #REQUI RED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

<! - - e s

<l-- Declaration of statusquery operation -->

<! - - e s

<I--this nmessage goes fromthe Push Initiator to the push proxy gateway-->

<! ELEMENT st atusquery-nessage ( address* ) >
<! ATTLI ST st atusquery-nessage

push-id CDATA #REQUI RED
>

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->
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<! ELEMENT st atusquery-response ( statusquery-result+ ) >
<! ATTLI ST statusquery-response

push-id CDATA #REQUI RED
>

<! ELEMENT st atusquery-result ( address*, quality-of-service? ) >
<! ATTLI ST statusquery-result

event-time YDat et i ne; #1 MPLI ED
nmessage- state %&t at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

<! - - e e

<l-- Declaration of capabilities query operation -->

<! - - e

<I--this nmessage goes fromthe Push Initiator to the push proxy gateway-->

<! ELEMENT ccqg-nessage ( address ) >
<! ATTLI ST ccqg- nessage
query-id CDATA #1 MPLI ED
app-id CDATA #1 MPLI ED
>

<I--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<! ELEMENT ccqg-response ( address ) >
<! ATTLI ST ccq-response

query-id CDATA #1 MPLI ED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

<| - - s

<l-- Declaration of bad nessage response nmessage -->

<| - - s

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<! ELEMENT badnessage-response EMPTY >
<I ATTLI ST badnessage-response

code CDATA #REQUI RED
desc CDATA #1 MPLI ED
bad- nessage- f r agnment CDATA #| MPLI ED

>

<l--

Copyright Open Mobile Alliance Al rights reserved.

-->
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12.Examples (Informative)

12.1 push-message Example

Below is an example of PAP push-message with a Vdiltk in a MIME multipart usingext / vnd. wap. wm . In this
example, the optional capabilities expected etidty been provided by the Pl. The WML in this exaniplnot very useful,
but serves as a simple example.

Content-Type: nultipart/rel ated; boundary=asdl fkjiurwghasf;
type="application/xm"

--asdl fKkj i urwghasf
Cont ent - Type: application/xm

<?xm version="1.0"?>
<! DOCTYPE pap PUBLI C "-// OPENMOBI LEALLI ANCE/ / DTD PAP 2. 2/ / EN'
"http://ww. opennobi | eal | i ance. org/tech/ DTD/ pap_2. 2. dtd"
[ <?wap- pap- ver supported-versions="2.2,2.1,2.0,1.*"?>]>
<pap>
<push- nmessage push-id="9fjeo039j f 084@i .con' >
<addr ess address-val ue="wappush=12345/t ype=user @pg. oper at or. cont' ></ addr ess>
</ push- nessage>
</ pap>

--asdl fkj i urwghasf

Dat e: Tue, 31 Jul 2001 10:13:00 GMr

Cont ent - Language: en

Cont ent - Lengt h: 320

Cont ent - Type: text/vnd.wap. si

X-Wap- Appl i cation-1d: x-wap-application:wr.ua

<?xm version="1.0"?>
<! DOCTYPE si PUBLIC "-//Ow /DTD SI 1.0//EN'
"http://ww. opennobil eal | i ance. conmltech/DTDY si _1.0.dtd">
<S| >
<indication href="http://ww. xyz.com email/123/abc. wr"
creat ed="2001-07-31T10: 13: 002"
si - expi res="2001-08-07T10: 13: 00Z">You have 4 new email s</i ndi cati on>
</si>

--asdl fkj i urwghasf
Cont ent - Type: application/ xm

<?xm version="1.0"?>

<rdf:RDF xm ns: rdf ="http://ww. w3. org/ 1999/ 02/ 22- r df - synt ax- ns#"

xm ns: prf="http://ww. wapforum or g/ profil es/ UAPROF/ ccppschema- 20010430#" >
<l --WAP Browser vendor site: Default description of WAP properties-->
<rdf: Description | D="MDeviceProfile">

<prf: conponent >
<rdf:Description | D="WAPProfile">
<rdf:type

resource="http://ww. wapforum org/ profil es/ UAPROF/ ccppschena-

20010430#WapChar acteri stics"/ >

<prf: WapVer si on>2. 0</ prf: WapVer si on>

<prf: Wr DeckSi ze>1400</ prf : Wrl DeckSi ze>
<prf:WapDevi ced ass>A</ prf: WapDevi ceCl ass>
<prf: Wr Ver si on>
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<r df : Bag>
<rdf:1i>2.0</rdf:li>
</rdf : Bag>
</ prf: Wi Versi on>
</rdf: Description>
</ prf:conmponent >
<prf: conponent >
<rdf:Description | D=":PushProfile">
<rdf:type
resource="http://ww. wapforum org/ profil es/ UAPROF/ ccppschena-
20010430#PushChar acteri stics"/>
<prf: Push- Accept >
<r df : Bag>
<rdf:li>text/vnd.wap.si</rdf:li>
<rdf:li>application/vnd.wap.sic</rdf:li>
</rdf : Bag>
</ prf: Push-Accept >
<prf: Push- Accept - Language>
<r df : Bag>
<rdf:li>en</rdf:li>
</ rdf : Bag>
</ prf: Push- Accept - Language>
</rdf: Description>
</ prf:conmponent >
</rdf: Description>
</ rdf: RDF>

--asdl fKkj i urwghasf - -
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13.Push Access Protocol over HTTP (Normative)

This section describes how the Push Access Proimtansported using HTTP [RFC2616].
The HTTP POST method and response are used t@trdse Push Access Protocol.

Using HTTP, each operation is begun with an HTTESP@ethod containing the information for delivesythe PPG or
Push Initiator. Upon receipt of the POST, the ineng server (PPG or Push Initiator) replies withlTTP response
containing the response for the operation.

For added security, HTTP may be used with SSL d&8.TL

13.1 Addressing

The push proxy gateway URL specifies the applicatio the PPG that handles the delivery of Pushtdadadevice.

Example HTTP POST addressed to an example pustopatmetwork named wireless_network:

POST /cgi - bin/push.cgi HTTP/ 1.1
Host: www. wi r el ess- net wor k. com

13.2 Message Format

The message format is described in section 7. THEPHnessage body transports the message. HTTRrerd and later
versions will be used.

13.3 Example (Informative)

The following is an example of a multipart/relatdtME body containing an XML document and a contentity,
transported by the HTTP POST method.

POST /cgi-bin/wap_push.cgi HTTP/ 1.1

Host: www. wi r el ess- net wor k. com

Date: Sun, 16 May 1999 18:13:23 GMVI

Content-Type: nultipart/rel ated; boundary=asdl fkjiurwghasf; type="application/xm"
Cont ent - Lengt h: 353

--asdl f kj i urwghasf
Cont ent - Type: application/xm
<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//QOw /DTD PAP 2.2//EN'
"http://ww. opennobi | eal | i ance. org/tech/ DTD/ pap_2. 2. dtd"
[ <?wap- pap-ver supported-versions="2.2,2.1,2.0,1.*"?>]>
<pap>
..control ..
</ pap>

--asdl fkj i urwghasf
..content entity..

--asdl fKkj i urwghasf - -
The wap_push.cgi process is the application whasidies push messages for the wireless networkXMiedocument

contains all control information needed by the RB@eliver the message to the wireless client.ifif@emation intended for
the wireless client is carried in an entity in @lpunessage [PushMsg].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PAP-V2_2-20110809-A Page 46 (49)

13.4 Message Responses

This section attempts to clarify what is expected response message in HTTP.

13.4.1 HTTP Response Codes

When using HTTP as a tunnel for PAP, the HTTP respa@odes are used only for HTTP layer conditiétiscodes in PAP
are conveyed through XML documents. When a PAP ageshas been accepted by the PPG or Push Initila¢ol TTP
response code 202 is returned, even if the PAPagestoesn't parse or is not well formed. Infornratia these failure
conditions is returned in the response containgden<ML document.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
Approved Version: 09 Aug 2011 Status changed to Candidate by TP:
OMA-TS-PAP-V2_2-20110809-A OMA-TP-2011-0282-INP_Push_V2_2_ERP_for_Final_Apai
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specified in [SCRRULES].

(Normative)

B.1 Push Proxy Gateway Features
B.1.1 Validation
Iltem Function Reference | Status Requirement
PAP-VAL-S-001 Validate XML in control entity in push 5.1 M
submission
PAP-VAL-S-002 Validate content entity 5.1 0]
PAP-VAL-S-003 Validate addresses 5.1 o
B.1.2 Operations
Item Function Reference | Status Requirement
PAP-OPS-S-001 Push Submission 5.1 M
PAP-OPS-S-002 Result Notification 5.2 M
PAP-OPS-S-003 Push Cancellation 0 0o
PAP-OPS-S-004 Status Query 5.4 ®)
PAP-OPS-S-005 Client Capabilities Query 5.5 0]
B.1.3 Semantics
Iltem Function Reference | Status Requirement
PAP-SEM-S-001 Support of multiple addresses in messages | 6.1 0]
PAP-SEM-S-002 Support of multiple addresses in responses | 6.1 0]
PAP-SEM-S-003 Deliver after timestamp 8.2 0]
PAP-SEM-S-004 Deliver before timestamp 8.2 0]
PAP-SEM-S-005 Fail requests when QOS cannot be 8.2.2 M
honoured.
PAP-SEM-S-006 Delivery-method in QOS 8.2.2 M
PAP-SEM-S-007 Priority delivery 8.2 0]
PAP-SEM-S-008 Report progress notes 8.3 6]
PAP-SEM-S-009 Support capabilities entity in push message | 5.1 0]
PAP-SEM-S-010 Return status code 3002 in badmessage- 8.12 M
response only when PAP version is not
supported.
PAP-SEM-S-011 Detect the PAP version of a received 8.12 M
message
PAP-SEM-S-012 Must send versions supported processing 9.2 M
instruction if PPG knows Pl supports
version above 1.0.
PAP-SEM-S-013 Must accurately report versions supported 9.2 M
?n the p_rocgssing instruction when the
instruction is present.
PAP-SEM-S-014 Must support sending version 1.0 9.3 M
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Iltem Function Reference | Status Requirement
badmessage-response with 3002 status
code when version is not supported.

PAP-SEM-S-015 Must implement version consistency. 9.5 M

PAP-SEM-S-016 Support for push message replacement 8.2 0]
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