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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

This document defines the OMA Push Management ®tjet manages the push whitelist.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

See the DM Tree and Description [DM-TND-V1-2] doamhfor definitions of terms related to the managentree.

3.3 Abbreviations

CBS Cell Broadcast Service

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority

MBMS Multimedia Broadcast/Multicast Service
MIME Multipurpose Internet Mail Extensions
MO Management Object

SMSC Short Message Service Centre

PPG Push Proxy Gateway

URN Uniform Resource Name

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

DM group has defined Management Objects (MO) wiparameters can be easily managed and used byatapie This
document describes the OMA Push MO syntax thatigesvthe ability to manage push whitelists, whicbvjde filtering
capability for incoming push messages.

4.1 Version 1.0

The Push MO v1.0 addresses the push security eegairts of the OMA Push v2.2 enabler release [PUEHRZ2uding
ability to define the allowed source addresses of:

e Push Proxy Gateways (PPG)

« SMS sources, e.g. SMSC

4.2 \Version1l.1

The Push MO v1.1 adds the push security requirestadfrthe OMA Push v2.3 enabler release [PUSH28]|uding ability to
define the allowed source addresses, push applisatby Push Application ID), and content typesrftie following source

types:
 PPG asin [PUSH22], with enhancements
o definition of allowed push applications and contgpes
e SMS as in [PUSH22], with enhancements
o definition of allowed push applications and contigpes
» Cell Broadcast Service (CBS)
« MBMS

« OMA BCAST

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Standardized Management Objects

5.1 Introduction to Management Objects (Informative)

Management objects are the entities that can bépulated by management actions carried over the @WAprotocol. A
Management Object can be as small as an intedargar and complex like a background picture, scesamr, or security
certificate. The OMA DM protocol is neutral abohetcontents, or values, of the Management Objecidraats the node
values as opaque data.

5.1.1 Definition and description of Management Objects

OMA DM Management Objects are defined using the OIMA Device Description Framework [DMTNDS], or DDFhe
use of this description framework produces detdidégkmation about the device in question. Howewdeie to the high level
of detail in these descriptions, they are sometinegd for humans to digest and it can be a timswming task to get an
overview of a particular object’s structure.

In order to make it easier to quickly get an ovewiof how a Management Object is organized anidtiénded use, a
simplified graphical notation in the shape of ackldiagram is used in this document. Even thougmtitation is graphical,
it still uses some printable characters, e.g. toteethe number of occurrences of a node. Thesmairdy borrowed from
the syntax of DTDs for XML. The characters and itieganing are defined in the following table.

Character Meaning

+ one or many occurrences
* Zero or more occurrences
? Z€ero or one occurrences

If none of these characters is used the defauliroecce is exactly once.

There is one more feature of the DDF that needlsite a corresponding graphical notation, the unetblohock. These are
blocks that act as placeholders in the descrigimhare instantiated with information when the rsoale used at run-time.
Un-named blocks in the description are represenyeallower case character in italics, e.g.

Each block in the graphical notation corresponds described node, and the text is the name ofdble. If a block contains
anyx, it means that the name is not known in the desorignd that it will be assigned at run-time. Tlaenes of all ancestral
nodes are used to construct the URI for each notteei Management Object. It is not possible toteectual parameters,
or data, stored in the nodes by looking at the lycah notation of a Management Object.

For a further introduction to this graphical natati please refer to [DMStdObyj].

5.2 DDF compliance

The Management Object descriptions in this docuraemnhormative. However, the descriptions alsoaarda number of
informative aspects that could be included to enbaradability or serve as examples. Other infakaatspects are, for
instance, the ZeroOrMore and OneOrMore elementsrevimplementations may introduce restrictions.tiddise exceptions
are listed here:

e All XML comments, e.g. “<l-some texp”, are informative.

* The descriptions do not contain an RTPropertiemetd, or any of its child elements, but a desaiptf an actual
implementation of this object MAY include these.

« If adefault value for a leaf node is specifiegidescription, by the DefaultValue element, an an@ntation
MUST supply its own appropriate value for this etg If the DefaultValue element is present indescription of
a node, it MUST be present in the implementatian,MBAY have a different value.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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* The value of all Man, Mod, Description and DFTiélements are informative and included only as exasap
» Below the interior nodes Ext and BearerParamspgabeimentation may add further nodes at will.
* The contents of the AccessType element MAY be alddrby an implementation.

» If any of the following AccessType values are sfiedj they MUST NOT be removed in an implementatiGopy,
Delete, Exec, Get, and Replace.

» If the AccessType value Add is specified it MAY temoved in an implementation if the implementatoty
supports a fixed number of child nodes.

* Animplementation MAY replace the ZeroOrMore or @milore elements with ZeroOrN or OneOrN respectively
An appropriate value fdd must also be given with the QrN elements.

521 Conformance Definitions

The status definition in the node definitions irades if the client supports that node or not. éf $hatus is “Required” then
the client MUST support that node in the case tiemicsupports the parent node.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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OMA-TS- Push_MO-V1_1-20100316-C Page 10 (20)

6. Push Management Object

The Push MO is an object for OMA Push that defingass for acceptance of push messages, dependitig @ource or type
of content. The MO can be initially provisioned asdised for continuous provisioning to update isereonfigurations.

If the Push MO is provisioned together with othemagement object(s) during bootstrap then [DMTNB&8] [DMBOOT]
MUST be used.

The OMA Push Management Object consists of releparameters required by the PUSH enabler. It ispediile with
OMA Device Management protocol specifications, ward.2, and is defined using the OMA DM Device Exggion
Framework as described in [DM-TND-V1-2] and [DMSTBA@.

The Management Object Identifier is: urn:oma:mo:gruah:1.1

The Management Objects associated with OMA Pustagenent are assembled under an unnamed interiexnod
dynamically or statically created.

Protocol Compatibility: This object is compatible with OMA Device Managernprotocol specifications, version 1.2
[DMPRO].

6.1 Figure of the Management Object (Informative)
— <x>}—{ PushiL }— TrustedFPFG  }— <x>* }— Addr ]

N
—H Trusted3M3C |} <x>* b Addr ]

x> +— ippId | <x>% +— ContentType
L Exc? 7

— TruscedCES i <x>* + MeasageId |
e +— AppId |- <x>*+— ContentType
—(Exz? )

H TrustedMEMS }— <x>* b Addr |

(Exts )
{ TrustedBCAST }— <x>* }— Addr |

Figure 1: Push Management Object
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6.2 Push Management Object Parameters

This section describes the parameters for the OMSH MO. The procedure to validate whether the FRI3W originates
from a trusted source or not is defined in [PUSH23]

<X>
Status Tree Occurrence Format Min. Access Types
Required One node Get
This interior node groups together the parametieasRush Management Object. The purpose of thisiottnode
is to group together the parameters of a single ONMUSH object. The ancestor elements of this nofiealthe
position in the management tree of the OMA PUSHohjBut the structure of the DM tree and hencétipos in
the tree of management objects is out of scopkigkpecification.
The type of this node MUST be the Push ManageméjeddID “urn:oma:mo:oma-push:1.1”.
PushwL
Status Tree Occurrence Format Min. Access Types
Required One node Get
The PushWL interior node is used to hold a ligPBiG Addresses and/or a list of SMSCAddresses.
PushWL/TrustedPPG
Status Tree Occurrence Format Min. Access Types
Required One node Get
The TrustedPPG interior node is used to list th& RBdresses from which push message is trustetkiés it
possible to specify a plurality of addresses.
PushWL/ TrustedPPG/<X>
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized Pusky Gateway addresses.

PushWL/ TrustedPPG/<X>/Addr
Status Tree Occurrence Format Min. Access Types
Required One chr Get

The Addr node holds addresses of different typasexample, an IP address or an URI. The type dfess in the
field can be determined on the AddrType node.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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PushWL/TrustedPPG/<X>/Addr Type

Status Tree Occurrence Format Min. Access Types

Optional ZeroOrOne chr Get

This leaf node specifies the type of NAP addregpbed as the Addr leaf node value. If this noderistted, the
type of the Addr node value MUST be IPv4.

AddrType Value of Addr node

IPv4 An IPv4 address [RFC791] represented in gtitmm dotted-decimal CIDR notation
Subnetwork addressing using the CIDR notationl@aadd (e.g. 12.11.10.9/15)
[RFC1918]
IPV4 is the default value of the AddrType node

IPv6 An IPv6 address represented in string forim §FC3513]
Subnetwork addressing using the CIDR notationlaedd [RFC2373]

URI URI formed as in [RFC3986]

E164 A phone number according to the E164 scherB&NFDRM]

PushWL/TrustedPPG/<X>/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized ppglications for a PPG source address.

PushWL/TrustedPPG/<X>/<X>/Appld

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a Push Application Idétifa URN [RFC2141] for an OMNA-registered pusliplagation

value as defined in [PushAppld], or an unregist&d&N value. MAY include ' as a wildcard in eithéne
Namespace Identifier or Namespace Specific Strary p

PushWL/TrustedPPG/<X>/<X>/Appl d/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized pastent types for a push application.

PushWL/TrustedPPG/<X>/<X>/Appld/<X>/ContentType

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a content type (MIME masglge [RFC2141]). MAY include *' as a wildcard.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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PushWL/TrustedPPG/<X>/Ext
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

The Ext is an interior node where the vendor-spetiformation about the OMA_OMA-PUSH MO is placed
(“vendor” means application vendor, device vendor)eUsually the vendor extension is identifiedebyendor-
specific name under the ext node. The tree strectoder the vendor identified is not defined amdtb@refore
include a non-standardized sub-tree.

PushWL/TrustedSM SC
Status Tree Occurrence Format Min. Access Types
Required One node Get

The TrustedSMSC interior node is used to list tMeSE addresses from which push message contensigdt. It
makes it possible to specify a plurality of addesss

PushWL/ TrustedSM SC/<X>
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized Slki&iEesses.

PushWL/TrustedSM SC/<X>/Addr
Status Tree Occurrence Format Min. Access Types
Required One chr Get

The Addr node holds the trusted SMSC E164 address.

PushWL/TrustedSM SC/<X>/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized ppglications for a SMSC source address.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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PushWL/TrustedSM SC/<X>/<X>/Appld

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a Push Application Idéstifa URN [RFC2141] for an OMNA-registered puslplagation
value as defined in [PushAppld], or an unregist&d&N value. MAY include *' as a wildcard in eithéhne
Namespace Identifier or Namespace Specific Strarg p

PushWL/TrustedSM SC/<X>/<X>/Appld/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized pastent types for a push application.

PushWL/TrustedSM SC/<X>/<X>/Appl d/<X>/ContentType

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a content type (MIME masglge [RFC2141]). MAY include *' as a wildcard.

PushWL/TrustedSM SC/<X>/Ext

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

The Ext is an interior node where the vendor-spetiformation about the OMA_OMA-PUSH MO is placed
(“vendor” means application vendor, device vendor)eUsually the vendor extension is identifiedebyendor-

specific name under the ext node. The tree strectoder the vendor identified is not defined anmdtb@refore
include a non-standardized sub-tree.

PushWL/TrustedCBS
Status Tree Occurrence Format Min. Access Types
Required One node Get

The TrustedCBS interior node is used to list thes@Bessage identifiers from which push message rbiste
trusted. It makes it possible to specify a pluyadit message identifiers.

PushWL/ TrustedCBS/<X>
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized @BSsage identifiers.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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PushWL/TrustedCBS/<X>/M essagel d

Status

Tree Occurrence

Format

Min. Access Types

Required

One

chr

Get

This leaf node specifies a CBS message identifier.

PushWL/TrustedCBS/<X>/<X>

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrMore

node

Get

This node contains the instances of authorized ppglications for a CBS message identifier.

PushWL/TrustedCBS/<X>/<X>/Appld

Status

Tree Occurrence

Format

Min. Access Types

Required

One

chr

Get

This leaf node specifies a Push Application Idéstifa URN [RFC2141] for an OMNA-registered puslplagation
value as defined in [PushAppld], or an unregist&d&N value. MAY include *' as a wildcard in eithéne
Namespace Identifier or Namespace Specific Strary p

PushWL/TrustedCBS/<X>/<X>/Appld/<X>

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrMore

node

Get

This node contains the instances of authorized pastent types for a push application.

PushWL/TrustedCBS/<X>/<X>/Appld/<X>/ContentType

Status

Tree Occurrence

Format

Min. Access Types

Required

One

chr

Get

This leaf node specifies a content type (MIME masglge [RFC2141]). MAY include *' as a wildcard.

PushWL/TrustedCBS/<X>/Ext

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

The Ext is an interior node where the vendor-spetiformation about the OMA-PUSH MO is placed (for”
means application vendor, device vendor etc.). listlee vendor extension is identified by a vendpecific name
under the ext node. The tree structure under thdorddentified is not defined and can therefoidude a non-
standardized sub-tree.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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PushWL/TrustedMBM S
Status Tree Occurrence Format Min. Access Types
Required One node Get

The TrustedMBMS interior node is used to list thBMS source addresses from which push message tasiten
trusted. It makes it possible to specify a pluyatit addresses.

PushWL/ TrustedM BM S/<X>
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized MBiI&ce addresses.

PushWL/TrustedM BM S/<X>/Addr

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies addresses of differergsyfor example, an IP address or an URI. The ¢§paldress in
the field can be determined on the AddrType node.

PushWL/TrustedM BM S/<X>/Addr Type

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the type of NAP addregpbed as the\ddr leaf node value. If this node is omitted, the
type of the Addr node value MUST be IPv4.

AddrType Value of Addr node

IPv4 An IPv4 address [RFC791] represented in gtiimm dotted-decimal CIDR notation
Subnetwork addressing using the CIDR notationl@gedd (e.g. 12.11.10.9/15)
[RFC1918]
IPV4 is the default value of the AddrType node

IPv6 An IPv6 address represented in string forrm§RFC3513]
Subnetwork addressing using the CIDR notationl@edd [RFC2373]

URI URI formed as in [RFC3986]

PushWL/TrustedM BM S/<X>/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized ppglications for an MBMS source address.
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PushWL/TrustedM BM S/<X>/<X>/Appld
Status

Tree Occurrence Format Min. Access Types

Required One chr Get

This leaf node specifies a Push Application Idéstifa URN [RFC2141] for an OMNA-registered puslplagation
value as defined in [PushAppld], or an unregist&d&N value. MAY include *' as a wildcard in eithéhne
Namespace Identifier or Namespace Specific Strarg p

PushWL/TrustedM BM S/<X>/<X>/Appl d/<X>
Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrMore

node

Get

This node contains the instances of authorized pastent types for a push application.

PushWL/TrustedM BM S/<X>/<X>/Appl d/<X>/ContentType
Status

Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a content type (MIME masglge [RFC2141]). MAY include *' as a wildcard.

PushWL/TrustedM BM S/<X>/Ext
Status

Tree Occurrence Format Min. Access Types

ZeroOrOne node Get

Optional

The Ext is an interior node where the vendor-spetiformation about the OMA-PUSH MO is placed (for”
means application vendor, device vendor etc.). listlee vendor extension is identified by a vendpecific name

under the ext node. The tree structure under thdaradentified is not defined and can therefox@ude a non-
standardized sub-tree.

PushWL/TrustedBCAST
Status Tree Occurrence Format Min. Access Types
Required One node Get

The TrustedBCAST interior node is used to list@dA BCAST source addresses from which push message
content is trusted. It makes it possible to spezipjurality of addresses.

PushWL/ TrustedBCAST/<X>
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized B@AST source addresses.
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PushWL/TrustedBCAST/<X>/Addr

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies addresses of differergsyfor example, an IP address or an URI. The ¢§paldress in
the field can be determined on the AddrType node.

PushWL/TrustedBCAST/<X>/AddrType

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the type of NAP addregpbed as théddr leaf node value. If this node is omitted, the
type of the Addr node value MUST be IPv4.

AddrType Value of Addr node

IPv4 An IPv4 address [RFC791] represented ingtitmm dotted-decimal CIDR
notation

Subnetwork addressing using the CIDR notationl@ad (e.g. 12.11.10.9/15)
[RFC1918]

IPV4 is the default value of the AddrType node
IPv6 An IPv6 address represented in string forrm§RFC3513]
Subnetwork addressing using the CIDR notationl@ald [RFC2373]
URI URI formed as in [RFC3986]

PushWL/TrustedBCAST/<X>/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized ppghications for a BCAST source address.

PushWL/TrustedBCAST/<X>/<X>/Appld

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a Push Application Idéstifa URN [RFC2141] for an OMNA-registered pusiplagation
value as defined in [PushAppld], or an unregist&d&N value. MAY include *' as a wildcard in eithéhne
Namespace Identifier or Namespace Specific Strary p

PushWL/TrustedBCAST/<X>/<X>/Appld/<X>

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrMore node Get

This node contains the instances of authorized pastent types for a push application.
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PushWL/TrustedBCAST/<X>/<X>/Appld/<X>/ContentType

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a content type (MIME magle [RFC2141]). MAY include *' as a wildcard.

PushWL/TrustedBCAST/<X>/Ext

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

The Ext is an interior node where the vendor-spetiformation about the OMA-PUSH MO is placed (for”
means application vendor, device vendor etc.). listkee vendor extension is identified by a vendpecific name

under the ext node. The tree structure under thdaradentified is not defined and can therefox@ude a non-
standardized sub-tree.

The complete Device Description Framework of thisiPmanagement object can be found in [PUSHMO-DDF].
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20 Jan 2009 All Updated per agreed CR:
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