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1. Scope (Informative)

Wireless Application Protocol (WAP) is a resultamintinuous work to define an industry wide speatfien for
developing applications that operate over wiretgsamunication networks. The scope for the WAP Foisito define
a set of specifications to be used by service agiitins. The wireless market is growing very quickhd reaching new
customers and providing new services. To enableat@s and manufacturers to meet the challengadvanced
services, differentiation, and fast/flexible seevireation, WAP defines a set of protocols in tpans session and
application layers. For additional information tve AP architecture, refer t&Vireless Application Protocol
Architecture Specification[WAPARCH].

This specification defines a content type, taehe operationwhich allows applications to invalidate the cante
cached in the user agent. It addresses the claswiafions where the expiration time of the cohterbe cached cannot
be predicted.

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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2. References

2.1. Normative References

[CREQ]

[HTTP]

[PushOTA]
[PushMsq]
[RFC2119]

[RFC2396]

[WBXML]

[XML]

“Specification of WAP Conformance Requirer®#8nWAP Forum.
WAP-221-CREQ-20000915-8IRL :http//www.wapforum.org/

“Hypertext Transfer Protocol — HTTP/1.1", Rielding, et al. June 1999,
URL:http://www.ietf.org/rfc/rfc2616.txt

“WAP Push OTA Specification”, WAP ForufB8-Nov-1999

URL :http://www.wapforum.org

“WAP Push Message Specification”, WAPUfoy 16-August-1999,
URL.:http://www.wapforum.org

“Key words for use in RFCs to IndicategRieement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

“Uniform Resource Identifiers (URI): GeieeSyntax”, T. Berners-Lee, et al., August 1998,
URL:http://www.ietf.org/rfc/rfc2396.txt
“WAP Binary XML Content Format”, WAP ForumQ4-Nov-1999,
URL:http://www.wapforum.org

“Extensible Markup Language (XML) 1.0 (Secoftlition) ", W3C Recommendation 6-
October-2000. T. Bray, et al, 6-October-2000. URip:#www.w3.0org/ TR/REC-xml

2.2. Informative References

[PushArch]

[WAPARCH]

“WAP Push Architecture Overview”, WAP iéo, 08-Nov 1999,
URL:http://www.wapforum.org

“Wireless Application Protocol Architeate Specification”, WAP Forum, 30-April-1998,
URL:http://www.wapforum.org
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3. Terminology and Conventions

3.1. Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbfuction”, are normative, unless they are exfhiéghdicated to
be informative.

3.2. Definitions

Application - A value-added data service provided to a WARIEIi The application may utilise both push and pul
data transfer to deliver content

Application-L evel Addressing - the ability to address push content between aqodati user agent on a WAP client
and push initiator on a server.

Client — in the context of push, a client is a devices@wice) that expects to receive push content fxa@arver. In the
context of pull a client, it is a device initiategequest to a server for content or data. Se€'désace”.

Content - subject matter (data) stored or generated atigin server. Content is typically displayed oterpreted by
a user agent on a client. Content can both beneduin response to a user request, or being pudiresdly to a client.

Content Encoding - when used as a verb, content encoding indi¢gheeact of converting a data object from one
format to another. Typically the resulting formegjuires less physical space than the originaasser to process or
store, and/or is encrypted. When used as a naumterst encoding specifies a particular format aoeling standard or
process.

Content Format — actual representation of content.
Context — an execution space where variables, state artdrdcare handled within a well-defined boundary.

Device - is a network entity that is capable of sendind/er receiving packets of information and has igjum device
address. A device can act as either a clientsemaer within a given context or across multiplateats. For example,
a device can service a number of clients (as agewhile being a client to another server.

End-user - see “user”

Extensible Markup Language - is a World Wide Web Consortium (W3C) recommensteshdard for Internet mark-
up languages, of which WML is one such languag®ILXs a restricted subset of SGML.

Push Framework - the entire WAP push system. The push frameworkmpasses the protocols, service interfaces,
and software entities that provide the means tb plasa to user agents in the WAP client.

Push Initiator - the entity that originates push content and stinio the push framework for delivery to a uagent
on a client.

Push Proxy Gateway - a proxy gateway that provides push proxy sesvice
Push Session - A WSP session that is capable of conducting mpshations.

Server - a device (or service) that passively waits famreection requests from one or more clients. Aeyemay
accept or reject a connection request from a cligisierver may initiate a connection to a clienpag of a service
(push).

User - a user is a person who interacts with a usemtageview, hear, or otherwise use a rendered cbnédso
referred to as end-user.

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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User agent - a user agent (or content interpreter) is anynaog or device that interprets resources. Thig imelude
textual browsers, voice browsers, search engines, e

XML - seeExtensible Markup Language

3.3. Abbreviations

Cco Cache Operation

DTD Document Type Definition

HTTP Hypertext Transfer Protocol

IANA Internet Assigned Numbers Authority
IP Internet Protocol

OTA Over The Air

Pl Push Initiator

PPG Push Proxy Gateway

QoS Quality of Service

RFC Request For Comments

SGML Standard Generalized Markup Language
URI Uniform Resource Identifier

URL Uniform Resource Locator

WAP Wireless Application Protocol
WBXML WAP Binary XML

WSP Wireless Session Protocol

XML Extensible Mark-up Language

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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4. Introduction (Informative)

The Cache Operatiorprovides a means to invalidate content objecthénuser agent cache. The invalidated content
objects must be reloaded from the origin servemntiyd time they are needed. The Cache Operatioseful for a class
of situations when an application cannot predietekpiration time of the content it creates.

A typical example is a mailbox application. The won of the mailbox can change unpredictably asitzsaiber
receives new messages. Whenever this occurs, fhlieaon can issue a cache invalidation operatminform the
user agent that the mailbox content has expired.néxt time the user views the mailbox, the mostme version will

be requested from the origin server. Use of @la&he Operatiorcan be quite efficient when messages arrive more
frequently than users check their mailboxes. Sendinache operation causes much less network th@edsending the
content of the updated mailbox on every change.

TheCache Operatiorrontent type is specified as an XML documents lised to indicate that cache objects with the
given URIs or objects with the same URI prefix acelonger valid.

There are two operationistvalidate objecandinvalidate service
< invalidate object - invalidate the object uniquely identified by thieen URI

« invalidateservice - invalidate all the objects that share the saRé fefix

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
All rights reserved
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5. Cache Operation Content Format (Normative)

This section defines the content format used teessmt the Cache Operation (CO), which is an agjibic of XML
version 1.0 [XML]. The complete Cache Operation Dis@efined in section 8, which an implementationforming
to this specification MUST support.

5.1. The CO Element

<IELEMENT co (invalidate-object | invalidate-servic e)+>

The cache operation contains one or nmiovalidate-object and/orinvalidate-service elements.

5.2. The invalidate-object Element

<IELEMENT invalidate-object EMPTY>
<IATTLIST invalidate-object

uri CDATA #REQUIRED
>

Theinvalidate-object element specifies that a single cached object hii®l matches the specifiedi must
be invalidated.

Attributes:
uri=CDATA

Theuri attribute specifies the URI of the cached objedhvalidate. Theiri attribute may be relative or absolute.

5.3. The invalidate-service Element

<IELEMENT invalidate-service EMPTY>
<IATTLIST invalidate-service

uri CDATA #REQUIRED
>

Theinvalidate-service element requests that all the cached objectsaviliR] prefix which matches the
specifieduri must be invalidated.

Attributes:
uri=CDATA

Theuri attribute specifies the URI prefix of the caclodjects to invalidate. Thari  attribute may be relative or
absolute.

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
All rights reserved
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6. Semantics (Normative)

6.1. Basic Operations

A Cache Operatiomequests the user agent to invalidate one or phelliache objects that may currently reside in the
user agent cache when the CO is received. It cagither pushed (i.e., server initiated) or pulled.( client initiated).
The effect of the operation is the same regardiebsw it is transferred into the user agent.

Invalidation prevents the cached objects from be@gsed. The user agent MUST NOT use an invalidabgect in
any way (e.g., presenting it to the user).

If no object(s) can be identified by using the rhatales as defined in section 6.3, the CO MUSTileaty discarded.
A CO may be discarded under certain security c@mattbns (see section 7).

If a Date header [PushMsg] is present, the client MAY ude firevent a delayed CO from invalidating fresieots.
A CO is delayed when it9ate header indicates an earlier time thanbla¢e or Last-Modified headers of a
cached object. If the CO involves multiple cachbgbats, this check is applied to each cached objdotidually. If a
CO is delayed with respect to a cached objectJSW NOT have any effect on the cached object.

6.2. Relative URI Resolution

If a URI in the CO is relative, the base URI isatatined according to the rules in [HTTP] and [RF@&3with the
exception thatX-Wap-Content-URI header [PushMsg] is substituted for Request-URJHTTP] in the context
of push. If the base URI for a relative URI in analidate element cannot be determined, the eleMBI8T be
ignored.

Furthermore, [RFC2396] defines additional rulesrémolving a relative URI to an absolute URI aftex base URI has
been determined. These MUST be applied to resbivedative URI in the CO.

6.3. URI Equivalence

The URI Comparison rules in HTTP/1.1 [HTTP] MUST teeed to decide if two URIs match. URI Equivalende
MUST used by the invalidate object operation.

6.4. Prefix Match

The rules below are used for URI prefix match. Ehades MUST be used by the invalidate service atpmr. The
applicable exception rules for URI Comparison inTH#T1.1 [HTTP] must be applied when the followindesiare
utilised.

* TheschemdRFC2396] of the specified URI in the CO must rhatte scheme of the URI for the cached object.

e Theauthority[RFC2396] of the specified URI in the CO must nhatfweauthority of the URI for the cached
object. If theauthority of the specified URI in the CO is not presentr¢his a match only if thauthority of the
URI for the cached object is not present either.

e Thepathof the specified URI in the CO must match theiphdr the completpath of the URI for the cached
object, if the specified URI in the CO has ff@h The match is performed at teegmentevel (e.g./abc/ef
matchegdabc/ef/gh | but not/abc/efz/mn ) and starts at the leftmost segment in the pathbe_pathand
the entire path foopaque_parfRFC2396].

« Thequerycomponent is ignored, if it is present in the $fet URI in the CO.

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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7. Security (Normative)

A user agent which supports tBache Operatiomnay be subject to denial of service attacks. Derfigervice attacks
neither risk the privacy and integrity of the catludjects nor change the persistent state of teeagent, but they may
adversely affect the performance of the user agecduse it may be forced to reload still valid otgehat have been
falsely invalidated.

To protect against denial of service attacks, #ar agent SHOULD provide a means to filter out ¢h@©s that can
not be proved to be from a trusted or authenticatenlce. No matter what method the user agentfasésis purpose,
the user agent SHOULD accept the CO under oneedilifowing conditions for the pushed CO:

e TheTrustedflag is present.

« TheAuthenticatedlag is present and treuthority[RFC2396] of the URI in the CO matches thehority of the
URI in the value ofX-Wap-Initiator header [PushMsg].

Likewise, the user agent SHOULD accept the CO utitefollowing condition for the pulled CO,

e Theauthority[RFC2396] of URI in the CO matches thethority of the URI in the value of thRequest-URI
[HTTP].

The origin server should understand that the CO lneagiiscarded if the above conditions are not mét o
implementation dependent means of protection axd irsthe user agent. As a consequence, a usetrraggrkeep on
using the cached objects which are actually invallte origin server can alleviate this situationulsing arExpires
header [PushMsg] even on objects that it expedtsvididate explicitly by using the CO. The valuetlve Expires
headers should be based on the estimated maximpinaion time for the cached object.

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
All rights reserved
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8. CO Reference Information (Normative)

Cache Operation (CO) is an application of XML versiL.0 [XML].

8.1. Document Identifiers
8.1.1. SGML Public Identifier

|Note: This identifier has not yet been registered wlith FANA or ISO 9070 registrar

-//IWAPFORUM//DTD CO 1.0//EN
8.1.2. CO Media Type

| Note: These types are not yet registered with the IABIA] are consequentixperimentamedia types.

Textual form:

text/vnd.wap.co

Tokenised form:
application/vnd.wap.coc

8.2. Document Type Definition (DTD)

<l--
Cache Operation (CO) Document Type Definition.
CO is an XML language. Typical usage:
<?xml version="1.0"?>
<IDOCTYPE co PUBLIC "-//WAPFORUM//DTD CO 1.0//EN "
"http://www.wapforum.org/DTD/co_1.0.dtd">

<Cc0o>
<lco>
>
<l-- The co Element =============== =-->
<IELEMENT co (invalidate-object | invalidate-servic e)+>
<l-- The invalidate-object Elem ent == === -->
<IELEMENT invalidate-object EMPTY>
<IATTLIST invalidate-object
uri CDATA #REQUIRED
>
<l-- The invalidate-service Ele ment = === ->

<IELEMENT invalidate-service EMPTY>
<IATTLIST invalidate-service

uri CDATA #REQUIRED
>

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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9. Compact Binary Representation of Cache Operation
(Normative)

The CO content format MAY be encoded using a comnbpiaary representation. This content format iseldlaspon the
WAP Binary XML Content Format [WBXML].

9.1. Extension Tokens
9.1.1. Tag Tokens

CO defines a set of single-byte tokens correspanttirihe tags defined in the DTD. All of these takare defined
within code page zero.

9.1.2. Attribute Tokens

CO defines a set of single-byte tokens correspanitirihe attribute names and values defined ib{hB. All of these
tokens are defined within code page zero.

9.2. Encoding Semantics

9.2.1. Document Validation

XML document validation (see [XML]) SHOULD occur dug the process of tokenising a CO and, if donB|UST
be based on the DOCTYPE declared in the CO. Whkdatimg the source text, the tokenisation prodd&ST accept
any DOCTYPE or public identifier, if the documestidentified as a CO media type (section 8.1.2).

The tokenisation process MUST check that the so@fg@es XML well-formed, and it SHOULD notify the druser (in
case of pull) or the push initiator (in case oftgusf any well-formedness or validity errors degetin the source CO.

9.3. Numeric Constants
9.3.1. Tag Tokens

The following token codes represent tags in codgeEaro (0). All numbers are in hexadecimal.

Tag Name Token
co 5
invalidate-object 6
invalidate-service 7

9.3.2. Attribute Start Tokens

The following token codes represent the start odittnibute in code page zero (0). All numbersiareexadecimal.

Attribute Name Attribute Value Prefix | Token
uri 5
uri http:// 6
uri http://www. 7

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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Attribute Name Attribute Value Prefix | Token
uri https:// 8
uri https://www. 9

9.3.3. Attribute Value Tokens

The following token codes represent attribute valimecode page zero (0). All numbers are in hexatkdc

Attribute Value Token
.com/ 85
.edu/ 86
.net/ 87
.org/ 88

[0 1999-2001, Wireless Application Protocol Forum, Ltd.
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10. Example

The example below illustrates how a CO can be tiskehn

<?xml version="1.0"?>

<IDOCTYPE co PUBLIC "-//IWAPFORUM//DTD CO 1.0//

"http://www.wapforum.org/DTD/co_1
<co><invalidate-object uri="foo.wml"></invalidate-o
uri="/bar"></invalidate-service>
</co>

For this example, let's assume that the valueérCibntent-Location

Wap-Content-URI  header isittp://www.xyz.com/
http://www.xyz.com/abc/.
http://www.xyz.com/abc/foo.wml
http://www.xyz.com/bar.

and multiple

(Informative)

EN"
.0.dtd">
bject><invalidate-service

header igabc/ and the value in th&-
. The base URI is resolved as

The outcome of this CO may be to invalidate alsiegched object as identified by

cached objects which have the URfiyre

The tokenised form of this example (numbers in dexamal), using the WBXML encoding defined in sentb, is
found below. The textual CO consists of about 1&@ts, while the tokenised form consists of 27 tscte

02076A 0045860503 'f'0"'0""."'w' 'm" I \0' 01
870503/ 'b''a''r \0' 01 01
In an expanded and annotated form:

Token Stream Description

02 Version number - WBXML version 1.2
07 CO 1.0 Public Identifier

03 Charset="US-ASCII"

00 String table length

45 co with content

86 invalidate-object with attributes
05 uri =

03 Inline string follows

', '0% o' L, w, 'm0

String

01 END(of invalidate-object attribute list)
87 invalidate-service with attributes

05 uri =

03 Inline string follows

T al ', \o' String

01 END(of invalidate-service attribute list)
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Token Stream Description
01 END(of co element)
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Appendix A. Static Conformance Requirements

The notation used in this appendix is specifiefOREQ].

A.l. Client Features

A.1.1 Content Format and Tokenisation

(Normative)

Item Function Reference | Status Requirement
CO-CF-C-001 Support for CO in textual form 5 0]
(text/vnd.wap.co)
CO-CF-C-002 Support for CO in tokenised form 9 M
(application/vnd.wap.coc)
CO-CF-C-003 Support for the CO token table 9.3 M
A.1.2 Semantics
Item Function Reference | Status Requirement
CO-SEM-C-001 Invalidate object 6 M
CO-SEM-C-002 Invalidate service 6 M
CO-SEM-C-003 Use URI Equivalence rule 6.3 M
CO-SEM-C-004 Use Prefix Match rule 6.4 M
CO-SEM-C-005 Handling relative URI 6.2 M
A.1.3 Security
Item Function Reference | Status Requirement
CO-SEC-C-001 Protection for the denial of servitacks | 7 (@]
CO-SEC-C-002 Use Acceptance Conditions for CO 7 0]
A.2. Push Proxy Gateway Features
A.2.1 General
Item Function Reference | Status Requirement
CO-PPG-S-001 Send a CO to client in textual form 5 M
(text/vnd.wap.co)
CO-PPG-S-002 Send a CO to client in tokenised form | 9 M
(application/vnd.wap.coc)
CO-PPG-S-003 Support for the CO token table. 9.3 M
A.2.2 Validation
Item Function Reference | Status Requirement
CO-VAL-S-001 XML well-formed 9.2.1 M
CO-VAL-S-002 XML validation 9.2.1 M

[0 1999-2001, Wireless Application Protocol Forum, Ltd.

All rights reserved



WAP-175-CacheOp-20010731-a, Version 31-Jul-2001 Page 18 (18)

Appendix B. Change History (Informative)
Typeof Change Date Section Description

WAP-175-CacheOp-19991206-a 06-Dec-1999 All Theahitersion of this document.
WAP-175_100-CacheOp-20010420-a 20-Apr-2001 AppeAdix | SCR SIN

WAP-175_101-CacheOp-20010206-a 06-Feb-2001 10 Clereerors in Example

Class 3 31-Jul-2001 All WAP 2.0 roll-up and template
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