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1. Scope

This specification defines a RESTful API for Customer Profile using HTTP protocol bindings.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT"”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

Customer Profile See User Profile [OMADICT]

Additionally, all definitions from the OMA Dictionary apply [OMADICT].

3.3 Abbreviations

ACR Anonymous Customer Reference
API Application Programming Interface
BCP Best Current Practices

HTTP HyperText Transfer Protocol
JSON JavaScript Object Notation

MIME Multipurpose Internet Mail Extensions
MSISDN Mobile Subscriber ISDN Number
OMA Open Mobile Alliance

REST REpresentational State Transfer
SCR Static Conformance Requirements
SIP Session Initiation Protocol

SMS Short Message Service

TS Technical Specification

URI Uniform Resource Identifier

URL Uniform Resource Locator

WP White Paper

XML eXtensible Markup Language

XSD XML Schema Definition

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The Technical Specification of the RESTful Network API for Customer Profile contains HTTP protocol bindings based on
the requirements for customer profile defined in [RD-REST_NetAPI_CustomerProfile], using the REST architectural style.
The specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data
structures, as well as support material including flow diagrams and examples using the various supported message body
formats (i.e. XML and JSON).

4.1 Version 1.0

Version 1.0 of this specification supports the following operations:
- Retrieve customer profile metadata (i.e. attribute names)
- Retrieve all or selected attribute(s)
In addition, this specification provides:
- Support for scope values used with authorization framework defined in [Autho4API1_10]
- Support for Anonymous Customer Reference (ACR) as an end user identifier

- Support for “acr:auth” as a reserved keyword in a resource URL variable that identifies an end user

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Customer Profile API definition

This section is organized to support a comprehensive understanding of the Customer Profile API design. It specifies the
definition of all resources, definition of all data structures, and definitions of all operations permitted on the specified
resources.

Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:

Section 5 starts with a diagram representing the resources hierarchy followed by a table listing all the resources (and their
URL) used by this API, along with the data structure and the supported HTTP verbs (section 5.1). What follows are the data
structures (section 5.2). A sample of typical use cases is included in section 5.3, described as high level flow diagrams.

Section 6 contains detailed specification for each of the resources. Each such subsection defines the resource, the request
URL variables that are common for all HTTP methods, and the supported HTTP verbs. For each supported HTTP verb, a
description of the functionality is provided, along with an example of a request and an example of a response. For each
unsupported HTTP verb, the returned HTTP error status is specified, as well as what should be returned in the Allow header.

All examples in section 6 use XML as the format for the message body. Application/x-www-form-urlencoded examples are
provided in Appendix C, while JSON examples are provided in Appendix D.

Section 7 contains fault definition details such as Service Exceptions and Policy Exceptions.

Appendix B provides the Static Conformance Requirements (SCR).

Appendix C provides application/x-www-form-urlencoded examples, where applicable.

Appendix E provides the operations mapping to a pre-existing baseline specification, where applicable.
Appendix F provides a list of all light-weight resources, where applicable.

Appendix G defines authorization aspects to control access to the resources defined in this specification.
Appendix H defines attribute names/values and profile names for this specification.

Note: Throughout this document client and application can be used interchangeably.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1 Resources Summary

This section summarizes all the resources used by the RESTful Network API for Customer Profile.

The "apiVersion” URL variable SHALL have the value "v1" to indicate that the API corresponds to this version of the
specification. See [REST_NetAPI_Common] which specifies the semantics of this variable.

//{serverRoot}/customerprofile/{apiVersion}/{userld}

—/metadata

[ /attributeNamelList }

/attributes [ ]

Figure 1 Resource structure defined by this specification

The following tables give a detailed overview of the resources defined in this specification, the data type of their
representation and the allowed HTTP methods.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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Purpose: To allow a client to retrieve profile information

Resource URL Data Structures HTTP verbs
Base URL:
http:/{serverRoot}/cust GET PUT POST DELETE
omerprofile/{apiVersion
}
Attribute name list {userld}/metadata/attribut | AttributeNameList This operation is | no no no
eNameList used to retrieve
a list of
supported
attribute names.
Attribute list {userld}/attributes AttributeList This operation is | no no no

used to retrieve
attributes (filters
are defined to
limit the number
of attributes).

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2 Data Types
5.2.1 XML Namespaces

The XML namespace for the Customer Profile data types is:

urn:oma:xml:rest:netapi:customerprofile:1

The 'xsd' namespace prefix is used in the present document to refer to the XML Schema data types defined in XML Schema
[XMLSchemal, XMLSchema2]. The ‘common' namespace prefix is used in the present document to refer to the data types
defined in [REST_NetAPI_Common]. The use of namespace prefixes such as 'xsd' is not semantically significant.

The XML schema for the data structures defined in the section below is given in [REST_SUP_CustomerProfile].
5.2.2  Structures

The subsections of this section define the data structures used in the Customer Profile API.
Some of the structures can be instantiated as so-called root elements.

For structures that contain elements which describe a user identifier, the statements in section 6 regarding 'tel’, 'sip’ and ‘acr’
URI schemes apply.

This specification defines a number of attribute name-value pairs, each of whom MAY be associated with a profile name.
Attribute names are retrievable as metadata, therefore allowing an application to find out all attribute name-value pairs that
are supported (i.e. may be retrieved). Each attribute name-value pair MAY be associated with a uniquely identified profile
name, which is also retrievable as part of the metadata. The grouping of attribute name-value pairs in a specific profile is
targeted as a convenience for the application, by allowing the retrieval of the entire set of supported attribute name-value
pairs that are included in the specified profile. See Appendix H for a list of defined attribute name-value pairs and associated
profile names.

5221 Type: AttributeNameList

List of supported attribute names

Element Type Optional | Description
attributeMetadata AttributeMetadata No A list of supported attribute metadata (attribute
[1..unbounded] names and their corresponding profile).For a list of

defined attribute names and values and their
corresponding profiles, see Appendix H.

resourceURL xsd:anyURI No Self referring URL

A root element named attributeNameL.ist of type AttributeNameL.ist is allowed in response bodies.

5.2.2.2 Type: AttributeMetadata
Attribute metadata

Element Type Optional | Description

attributeName xsd:string No A supported attribute name. For a list of defined
attribute names and values, see Appendix H.

profileName xsd:string Yes A supported profile name, that includes the
accompanying attribute name. For a list of defined
attribute names and values and their corresponding
profile, see Appendix H.
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A root element named attributeMetadata of type AttributeMetadata is allowed in response bodies.

5.2.2.3 Type: AttributeList

Attributes retrievable as a list

Element Type Optional | Description
attribute Attribute No Contains a list of attributes related to user.For a list
[1..unbounded] of defined attribute names and values, see
Appendix H.
resourceURL xsd:anyURI No Self referring URL

A root element named attributeList of type AttributeList is allowed in response bodies.

5.2.2.4 Type: Attribute

Individual attribute

Element Type Optional | Description

name xsd:string No Name of the attribute.

For a list of defined attribute names and values,
see Appendix H.

value xsd:string Choice Optional element; if present it provides the value of
the attribute.

<any element> < type is defined in a Choice Optional element; if present it provides the value of
schema implementing the attribute.

the element>
Note that element ‘any element’ can be any

element from any other namespace (schema) than
the target namespace. Type of such element is
defined by the schema implementing the element.

In XML implementations, element “any” must be
qualified with the namespace prefix.

XSD modelling uses an optional “choice” to select either a value or <any element>, or none of them.
5.2.3 Enumerations

This specification does not define any enumerations.

5.2.4 Values of the Link “rel” attribute

This specification does not define any elements of type Link.

5.3 Sequence Diagrams

The following subsections describe the resources, methods and steps involved in typical scenarios.
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5.3.1 Retrieving profile metadata

This figure below shows a scenario for retrieving profile metadata (i.e. a list of supported attribute names).
The resources:

- Toretrieve a list of supported attribute names, read resource under
http://{serverRoot}/customerprofile/{apiVersion}/{userld}/metadata/attributeNameL.ist

Application Server

1. GET allist of supported attribute names

Retrieve
Requested

Response with the requested metadata information

Figure 2 Retrieve profile metadata

QOutline of the flows:

1. An application requests/receives profile metadata (i.e. a list of supported attribute names) for a user identified by userld,
using GET.
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5.3.2 Retrieving profile content

This figure below shows a scenario for retrieving profile content (i.e. all/selected attribute(s)).
The resources:

- Toretrieve all/selected attributes, read resource under
http://{serverRoot}/customerprofile/{apiVersion}/{userld}/attributes

Application Server

1. GET profile(s) content (multiple attributes
or single attribute)

Retrieve
Requested

Response with the requested profile(s) information information

Figure 3 Retrieve profile content

Outline of the flows:

1. An application requests/receives profile content (i.e. all/selected attribute(s)) for a user identified by userld, using
GET.
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6. Detailed specification of the resources

The following applies to all resources defined in this specification regardless of the representation format (i.e. XML and
JSON):

e Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be
percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a
Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).

o If auser identifier (e.g. address, userld, etc) of type anyURI is in the form of an MSISDN, it MUST be defined as a
global number according to [RFC3966] (e.g. tel:+19585550100). The use of characters other than digits and the
leading “+” sign SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of
whether the user identifier appears in a URL variable or in a parameter in the body of an HTTP message.

e |fauser identifier (e.g. address, userld, etc) of type anyURI is in the form of a SIP URI, it MUST be defined according to
[RFC3261].

o Ifauser identifier (e.g. address, userld, etc) of type anyURI is in the form of an Anonymous Customer Reference
(ACR), it MUST be defined according to [IETF_ACR_draft], i.e. it MUST include the protocol prefix ‘acr:' followed
by the ACR.

0 The ACR ‘auth’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any
particular end user. See G.1.2 for details regarding the use of this reserved keyword.

e For requests and responses that have a body, the following applies: in the requests received, the server SHALL
support JSSON and XML encoding of the parameters in the body. The Server SHALL return either JSON or XML
encoded parameters in the response body, according to the result of the content type negotiation as specified in
[REST_NetAPI_Common]. In notifications to the Client, the server SHALL use either XML or JSON encoding,
depending on which format the client has specified in the related subscription. The generation and handling of the
JSON representations SHALL follow the rules for JSON encoding in HTTP Requests/Responses as specified in
[REST_ NetAPl_Common].

6.1 Resource: Attribute name list

The resource used is:
http://{serverRoot}/customerprofile/{apiVersion}/{userld}/metadata/attributeNameL.ist

This resource is used for retrieving profile metadata in the form of a list of attribute names.

6.1.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

server base url: hostname+port+base path. Port and base path are OPTIONAL. Example:

serverRoot example.com/exampleAPI
apiVersion version of the API client wants to use. The value of this variable is defined in section 5.1
userld user identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.1.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].
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For Policy Exception and Service Exception fault codes applicable to the RESTful Customer Profile API, see section 7.

6.1.3 GET

This operation is used for retrieving a list of supported attribute names, and an optionally associated profile name, for a given
user. The retrieved metadata represents the supported attribute name-value pairs for any user, and MAY include profile
names associated to the attribute name-value pairs if such profile names have been specified (see Appendix H).

6.1.3.1 Example: Retrieving a list of supported attribute names (Informative)
6.1.3.1.1 Request

GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/metadata/attributeNameList HTTP/1.1
Accept: application/xml
Host: example.com

6.1.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cusprof:attributeNameList xmIns:cusprof="urn:oma:xml:rest:netapi:customerprofile:1">

<attributeMetadata>
<attributeName>country</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>locality</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>area</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>streetName</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>streetNumber</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>postalCode</attributeName>
<profileName>addressProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>minAge18</attributeName>
<profileName>verificationProfile</profileName>

</attributeMetadata>

<attributeMetadata>
<attributeName>paymentType</attributeName>
<profileName>accountProfile</profileName>

</attributeMetadata>
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<resourceURL>http://fexample.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/metadata/attributeNameList</resourceURL>
</cusprof:attributeNameList>

6.1.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].

6.1.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].

6.1.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].

6.2 Resource: Attribute list
The resource used is:

http://{serverRoot}/customerprofile/{apiVersion}/{userld}/attributes

6.2.1 This resource is used for retrieving the attributes (all or an
indicated selection). Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

server base url: hostname+port+base path. Port and base path are OPTIONAL. Example:
serverRoot

example.com/exampleAPI
apiVersion version of the API client wants to use. The value of this variable is defined in section 5.1
userld user identifier. Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.2.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful Customer Profile API, see section 7.

6.2.3 GET

This operation is used for retrieving the attributes from a given profile. The selection of attribute name-value pairs is
determined using the query parameters “attrFilter” (whose value(s) are used to indicate individual attribute name value pair(s)
to be included in the response), and/or “profFilter” (whose value(s) are used to indicate entire profile name(s) (set(s) of
attribute name value pairs to be included in the response).

Supported parameters in the query string of the Request URL are:
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Name Type/Values Optional Description

attrFilter xsd:string Yes Defines selected attribute(s) to be returned in a GET
response body.

The syntax of this query parameter is:

attrFilter=attrFilterValue, where attrFilterValue is an
attribute name from the supported Attributed Name
List. Any number of attrFilter=attrFilterValue pairs
separated by & are allowed.

If attrFilterValue = attribute name (e.g. “givenName”),
GET response body SHALL only include the selected
attributes (i.e. “givenName” (see Appendix H)).

If both attrFilter and profFilter are absent, GET
response body SHALL include all the supported
attributes,

profFilter xsd:string Yes Defines selected sub-profile(s) to be returned in a
GET response body.

The syntax of this query parameter is:

profFilter=profFilterValue, where profFilterValue is a
profile name from the supported profile names (see
Appendix H). Any number of profFilter=profFilterValue
pairs separated by & are allowed.

If profFilterValue = sub-profile name (e.qg.
“svceAddressProfile”), GET response body SHALL
include the attributes belonging to the defined profile
(i.e. all attributes that belong to the profile
“svceAddressProfile” (see Appendix H)).

If both attrFilter and profFilter are absent, GET
response body SHALL include all the supported
attributes.

If multiple profFilter query parameters are present,
GET response body SHALL include the union of the
sets of supported attributes belonging to the selected
profiles. In addition, if attrFilter query parameters are
also present, additionally selected attributes SHALL
be included in the set of attributes returned.

The selected set of attribute name-value pairs represents the union of the sets of supported attribute name value-pairs
belonging to the selected profiles, to which any additionally selected attribute name-value pairs are added. The following
cases are possible:
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e The selected set of supported attribute name-value pairs is non-empty, and all selected attributes are supported. The
response body SHALL contain all selected attribute name-value pairs (at least one attribute name-value pair, where
the value MAY be empty, in which case the attribute name is returned, but the value is not returned). This represents
a fully successful operation.

e The selected set of supported attribute name-value pairs is empty (i.e. the selection resulted in non-supported
attribute name-value pairs). The response body SHALL contain a Service Exception (SVC002), and attribute list
SHALL NOT be returned in the response body. This represents an unsuccessful operation.

e The selected set of supported attribute name-value pairs is non-empty, but not all selected attribute name-value pairs
are supported (i.e. the attribute name-value pairs that can be returned are only a subset of the desired attribute name-
value pairs). The response body SHALL contain all supported attribute name-value pairs matching the selection
criteria (at least one attribute name-value pair, where the value MAY be empty, in which case the attribute name is
returned, but the value is not returned), and no additional indication regarding the selected but not supported
attribute name-value pairs SHALL be returned. This represents a partially successful operation.

6.2.3.1 Example 1: Retrieving all supported attributes (some attribute names may
not have an associated value) (Informative)
6.2.3.1.1 Request

GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes HTTP/1.1
Accept: application/xml
Host: example.com

6.2.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cusprof:attributeList xmlIns:cusprof="urn:oma:xml:rest:netapi:customerprofile:1">

<attribute>
<name>country</name>
<value>France</value>

</attribute>

<attribute>
<name>locality</name>
<value>Nice</value>

</attribute>

<attribute>
<name>area</name>

</attribute>

<attribute>
<name>streetName</name>
<value>Rue des Jardins</value>

</attribute>

<attribute>
<name>streetNumber</name>
<value>1</value>

</attribute>

<attribute>
<name>postalCode</name>
<value>98765</value>

</attribute>
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<attribute>
<name>minAgel8</name>
<value>verifiedTrue</value>

</attribute>

<attribute>
<name>paymentType</name>
<value>prePaid</value>

</attribute>

<resourceURL>http://example.com/exampleAPl/customerprofile/v1/tel%3A%2B19585550100/attributes</resource URL>
</cusprof:attributeList>

6.2.3.2 Example 2: Retrieving selected attributes using profile name(Informative)
6.2.3.2.1 Request

GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes ?profFilter=acountProfile&attrFilter=postalCode HTTP/1.1
Accept: application/xml
Host: example.com

6.2.3.2.2 Response

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cusprof:attributeList xmIns:cusprof="urn:oma:xml:rest:netapi:customerprofile:1">
<attribute>
<name>paymentType</name>
<value>prePaid</value>
</attribute>
<attribute>
<name>postalCode</name>
<value>98765</value>
</attribute>
<resourceURL>http://example.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes</resource URL>
</cusprof:attributeList>

6.2.3.3 Example 3: Retrieving a non-supported attribute (Informative)
6.2.3.3.1 Request

GET /exampleAPl/customerprofile/v1/tel%3A%2B19585550100/attributes/attr_filter=hirthDate HTTP/1.1
Accept: application/xml
Host: example.com

6.2.3.3.2 Response

HTTP/1.1 404 Not Found

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn
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<?xml version="1.0" encoding="UTF-8"?>
<common:requestError xmIns:common="urn:oma:xml:rest:netapi:common:1">
<serviceException>
<messageld>SVC0002</messageld>
<text>Invalid input value for message part %1</text>
<variables>birthDate</variables>
</serviceException>
</common:requestError>

6.2.3.4 Example 4: Retrieving selected attributes using profile name with partial
success (some selected attributes are not supported) (Informative)

6.2.34.1 Request

GET

lexampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes?profFilter=acountProfile&attrFilter=postalCode&attrFilter=telephoneHome
HTTP/1.1

Accept: application/xml

Host: example.com

6.2.3.4.2 Response

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cusprof:attributeList xmlIns:cusprof="urn:oma:xml:rest:netapi:customerprofile:1">
<attribute>
<name>paymentType</name>
<value>prePaid</value>
<[attribute>
<attribute>
<name>postalCode</name>
<value>98765</value>
<[attribute>
<resourceURL>http://example.com/exampleAPIl/customerprofile/v1/tel%3A%2B19585550100/attributes</resource URL>
</cusprof.attributeList>

6.24 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].

6.2.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].

6.2.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’
field in the response as per section 14.7 of [RFC2616].
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7. Fault definitions

7.1 Service Exceptions

For common Service Exceptions refer to [REST_NetAPI_Common]. There are no additional Service Exception codes
defined for the RESTful Customer Profile API.

7.2 Policy Exceptions

For common Policy Exceptions refer to [REST_NetAPI_Common]. There are no additional Service Exception codes defined
for the RESTful Customer Profile API.
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Appendix A.  Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-TS-REST_NetAPI_CustomerProfile- 24 Dec 2013 Status changed to Approved by TP
V1_0-20131224-A TP Ref # OMA-TP-2013-0395-
INP_REST_NetAPI_CustomerProfile_VV1_0_ERP_for_final_Approval
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Appendix B.

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for REST.CP Server

Static Conformance Requirements

(Normative)

Item

Function

Reference

Requirement

REST-CP-SUPPORT-S-001-M

Support for the RESTful
Customer Profile API

5,6

REST-CP-SUPPORT-S-002-M Support for the XML 6
request & response
format
REST-CP-SUPPORT-S-003-M Support for the JSON 6

request & response
format

B.1.1 SCR for REST.CP.AttributeNamelList Server

Item Function Reference Requirement
REST-CP-ATTR-NAMELIST-S-001-O Support list of attribute 6.1 REST-CP-ATTR-
names NAMELIST-S-002-O
REST-CP-ATTR-NAMELIST-S-002-O This operation retrieves 6.1.3
all supported attribute
names for a given profile
- GET
B.1.2 SCR for REST.CP.Attributes Server
Item Function Reference Requirement
REST-CP-ATTRS-S-001-M Support list of attributes | 6.2
REST-CP-ATTRS-S-002-M This operation retrieves 6.2.3

all or selected attributes
of a given user, using
optional “attrFilter”
and/or “profFilter” -
GET
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Appendix C.  Application/x-www-form-urlencoded Request Format for
POST Operations (Normative)

This specification does not define any API request based on application/x-www-form-urlencoded MIME type.
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Appendix D.  JSON examples (Informative)

JSON (JavaScript Object Notation) is a light-weight, text-based, language-independent data interchange format. It provides a
simple means to represent basic name-value pairs, arrays and objects. JSON is relatively trivial to parse and evaluate using
standard JavaScript libraries, and hence is suited for REST invocations from browsers or other processors with JavaScript
engines. Further information on JSON can be found at [RFC4627].

The following examples show the request and response for various operations using the JSON data format. The examples
follow the XML to JSON serialization rules in [REST_NetAPI_Common]. A JSON response can be obtained by using the
content type negotiation mechanism specified in [REST_NetAPI_Common].

For full details on the operations themselves please refer to the section number indicated.

D.1 Retrieving a list of supported attribute names (section
6.1.3.1)

Request:

GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/metadata/attributeNameList HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"attributeNameList": {
"attributeMetadata”: [
{
“attributeName": "country",
"profileName"; "addressProfile"

“attributeName": “locality”,
"profileName"; "addressProfile"

"attributeName": "area”,
"profileName"; "addressProfile"

"attributeName": "streetName",
"profileName": "addressProfile"

“attributeName": "streetNumber",
"profileName": "addressProfile"

"attributeName": "postalCode",
"profileName"; "addressProfile"
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{

“attributeName": "minAge18",
"profileName": "verificationProfile"

h
{

“attributeName": "paymentType",
"profileName": "accountProfile"

| }
“resourceURL": "http://fexample.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/metadata/attributeNameList"
i

D.2 Retrieving all supported attributes (some attribute names
may not have an associated value) (section 6.2.3.1)

Request:

GET /exampleAPIl/customerprofile/v1/tel%3A%2B19585550100/attributes HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"attributeList": {
“attribute™: [
{
"name"; “country",
"value": "France"

Ji

{
"name": "locality",
"value": "Nice"

Ji

{
"name"; "area"

2

{

"name"; "streetName",
"value": "Rue des Jardins"

"name"; "streetNumber",
"Value": ||1ll

"name"; "postalCode",
“value"; "98765"
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{
"name”; "minAgel8",
"value": "verifiedTrue"

h
{

"name": "paymentType",
"value": "prePaid"

}
]

“resourceURL": "http://fexample.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes"
i

D.3 Retrieving selected attributes using profile name (section
6.2.3.2)

Request:
GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes ?profFilter=acountProfile&attrFilter=postalCode HTTP/1.1

Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"attributeList": {
"attribute": [

{
"name"; "paymentType",
"value": "prePaid"

b

{

"name"; "postalCode",
“value"; "98765"

}
]

"resourceURL": "http://example.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes”
i

D.4 Retrieving a non-existing attribute (section 6.2.3.3)
Request:
GET /exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes/attr_filter=birthDate HTTP/1.1

Accept: application/json
Host: example.com

Response:
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HTTP/1.1 404 Not Found

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"requestError": {"serviceException": {
"messageld”; "SVC0002",
“text": "Invalid input value for message part %1",
"variables": "birthDate"

i

D.5 Retrieving selected attributes using profile name with partial
success (some selected attributes are not supported)
(section 6.2.3.4)

Request:

GET
lexampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes ?profFilter=acountProfile&attrFilter=postalCode&attrFilter=telephoneHome
HTTP/1.1

Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Date: Thu, 24 Aug 2012 12:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"attributeList": {
“attribute™: [
{
"name"; "paymentType",
"value": "prePaid"
2
{

"name": "postalCode",
"value": "98765"

}
]

“resourceURL": "http://fexample.com/exampleAPI/customerprofile/v1/tel%3A%2B19585550100/attributes"
i
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Appendix E.  Operations mapping to a pre-existing baseline
specification (Informative)

As this specification does not have a baseline specification, this appendix is empty.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_CustomerProfile-V1_0-20131224-A Page 32 (38)

Appendix F.  Light-weight resources (Informative)

As this version of the specification does not define any light-weight resources, this appendix is empty.
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Appendix G.  Authorization aspects (Normative)

This appendix specifies how to use the RESTful Customer Profile APl in combination with some authorization frameworks.

G.1 Use with OMA Authorization Framework for Network APIs
The RESTful Customer Profile APl MAY support the authorization framework defined in [Autho4API1_10].
A RESTful Customer Profile API supporting [Autho4API_10]:

e SHALL conform to section D.1of [REST_NetAPI_Common];
e SHALL conform to this section G.1.

G.1.1 Scopevalues
G111 Definitions

In compliance with [Autho4API1_10], an authorization server serving clients requests for getting authorized access to the
resources exposed by the RESTful Customer Profile API:

e SHALL support the scope values defined in the table below;

e MAY support scope values not defined in this specification.

Scope value Description For one-time
access token
oma_rest_customerprofile.all_{apiVersion} Provide access to all defined No

operations on the resources in this
version of the API. The {apiVersion}
part of this identifier SHALL have the
same value as the “apiVersion” URL
variable which is defined in section
5.1. This scope value is the union of
the other scope values listed in next
rows of this table.

oma_rest_customerprofile.prof_{profileName} Provide access for retrieving all No

attributes grouped in the specified
profile.

The {profileName} part of the
identifier SHALL have a value that
matches one of the profiles defined in
Appendix H.

oma_rest_customerprofile.attr_{attrName} Provide access for retrieving the No

specified attribute.

The {attrName} part of the identifier
SHALL have a value that exists in the
list of supported attribute names.

Table 1: Scope values for RESTful Customer Profile API

G.1.1.2 Downscoping

In the case where the client requests authorization for “oma_rest_customerprofile.all_{apiVersion}” scope, the authorization
server and/or resource owner MAY restrict the granted scope to some of the following scope values:
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e “oma_rest_customerprofile.prof_{profileName}”
e “oma_rest_customerprofile.attr_{attrName}”
G.1.1.3 Mapping with resources and methods

Tables in this section specify how the scope values defined in section G.1.1.1 for the RESTful Customer Profile APl map to
the REST resources and methods of this API. In these tables, the root “oma_rest_customerprofile.” of scope values is omitted
for readability reasons.

URL :
Base URL: Sectio | HTTP verbs
RESENIES http://{serverRoot}/customerpr ?egegg'
Attribute {userld}/metadata/attributeName | 6.1 n/a (see note no no no
name list List below)
Attribute list {userld}/attributes 6.2 fall_{ap|Vers no no no
ion} or
oma_rest_c
ustomerpro
file.attr_{att
rName}or
oma_rest_c
ustomerpro
file.prof_{pr
ofileName}

Table 2: Required scope values for: Querying of Customer Profile

Note: no scope values are defined to control access to the resources that allow retrieving of metadata (i.e. “Attribute name
list”). Service Providers may limit or refuse access to those resources through means that are out-of-scope for this
specification In the absence of Service Provider policies that restrict access to those resources (e.g. only known application
identifiers are allowed), any application is able to retrieve the list of attribute names for a given profile.

G.1.2 Use of ‘acr:auth’
This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An “acr’ URI of the form “acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user
identifier in the resource URL path.

A client MAY use ‘acr:auth’ in a resource URL in place of the{userld} resource URL variable in the resource URL path,
when the RESTful Customer Profile API is used in combination with [Autho4API_10].

In the case the RESTful Customer Profile API supports [Autho4API_10], the server:
- SHALL accept “acr:auth’ as a valid value for the resource URL variable {userld}.
- SHALL conform to [REST_NetAPI_Common] section 5.8.1.1 regarding the processing of ‘acr:auth’.
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Appendix H.  Attribute names-value pairs and profile names(Normative)

This specification defines on purpose a limited number of attribute name-value pairs and associated profile names that
SHOULD commonly be supported by implementations but could be limited by service provider’s policies . In addition,
implementations MAY support additional attribute name-value pairs.

The following recommended attribute name-value pairs and their corresponding profiles are defined in this specification. A
“profFilterValue” used to indicate a selection of attributes to be returned (section 6.2.3) MUST match one of the profile
names defined in this specifications, or added by an implementation. A “profileName” in
“oma_rest_customerprofile.prof_{profileName}” scope value (Appendix G) MUST match one of the profile names defined

in this specifications, or added by an implementation.

Name Description Values Profile names
country The country portion of the user’s Free text (e.g. addressProfile
address France)
region The region (e.g. state, province) Free text addressProfile
portion of the user’'s address (e.g.Provence)
locality The locality portion of the user’s Free text addressProfile
address (e.g. village, town, city) (e.g.Nice)
area The subdivision portion of the user’s Free text addressProfile
address (e.g. neighbourhood, suburb, (e.g.Beaubanlieu)
district)
streetName The street portion of the user’'s Free text (e.g.Rue | addressProfile
address des Jardins)
streetNumber The house number portion of the Free text (e.g. 1) addressProfile
user’'s address
aptNumber The apartment number portion of the Free text (e.g. addressProfile
user’s address apt.17A)
postalCode The code for postal delivery portion of | Free text addressProfile
the user’s address (e.g. ZIP code) (e.g.98765)
addressExtensio | Additional data needed to indicate e.g. | Free text (e.g. c/o | addressProfile
n “attention to” or “c/o”. John Doe)
name End user’s full name in displayable Free text (e.g. Mr | nameProfile
form including all name parts, ordered | Jean Alain Doe Jr)
according to end user’s locale and
preferences
title End user’s title Free text (e.qg: nameProfile
Mrs, Ms, Miss, Mr,
Mstr, Dr, Ing, Esq,
Mme, Mlle)
givenName End user’s given name or first name Free text (e.g. nameProfile
Jean)
familyName End user’s surname, name or Free Text nameProfile
lastname (e.g.Doe)
middleName End user’s middle name Free text (e.g. nameProfile
Alain)
suffix End user’s suffix or generation Free text (e.g. Jr., | nameProfile

identifier

SSl)
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displayName

End user’s suggested name to display
in user interfaces (e.g. in an instant
messaging buddy list)

Free text
(e.g.Johnny)

nameProfile

telephoneHome

End user's home telephone number

E.164 [E.164]
format
+<CountryCode><
City/AreaCode><L
ocalNumber> is
recommended.

E.g. +1 (425) 555-
1212).

contactProfile

mobileHome

End user’'s mobile telephone number

E.164 [E.164]
format
+<CountryCode><
City/AreaCode><L
ocalNumber> is
recommended.

E.g. +1 (425) 555-
1212)

contactProfile

emailHome

End user's home email address

E.g.
mailto:jean.doe@i
sp.com

contactProfile

telephoneWork

End user’'s work telephone number

E.164 [E.164]
format
+<CountryCode><
City/AreaCode><L
ocalNumber>;ext=
<ext>is
recommended.

E.g. +1 (425) 555-
1313; ext=123

workContactProfile

mobileWork

End user’s work mobile telephone
number

E.164 [E.164]
format
+<CountryCode><
City/AreaCode><L
ocalNumber> is
recommended.

E.g. +1 (425) 555-
1212)

workContactProfile

emailWork

End user’'s work email address

E.g.
mailto:jean.doe@c
ompany.com

workContactProfile

monthlyDataQuo
ta

End user’'s monthly data plan quota

Number of
megabytes, where
1 megabyte is
1048576 bytes
(e.g.2000)

serviceProfile
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monthlyVoiceQu

i End user’s monthly voice plan quota Number of serviceProfile
ota minutes (e.g. 500)
monthlySmsQuo | End user’'s monthly SMS plan quota Number of serviceProfile

ta

messages (e.g.
200)

dataQuotaRemai
ning

End user’s data quota remaining

Number of
megabytes, where
1 megabyte is
1048576 bytes
(e.g.1000)

serviceProfile

voiceQuotaRem
aining

End user’s voice quota remaining

Number of
minutes (e.g. 250)

serviceProfile

smsQuotaRemai
ning

End user's SMS quota remaining

Number of
messages (e.g.
100)

serviceProfile

pictureURL

URL of the end user’s picture

RFC3986
[RFC3986] URL
format is
recommended.
E.g.
URL:http://www.ex
ample.com/picture
s/jeandoe

webProfile

websiteURL

URL of the end user’s web page or
blog

RFC3986
[RFC3986] URL
format is
recommended.
E.g.
URL:http://www.ex
ample.com/webpa
geljeandoe

webProfile

age

End user’s age

Age in years (e.g.
100)

personalProfile

birthDate

End user’s birthdate

End user’s birth
date, represented
as an ISO
8601:2004
[1S08601-2004]
YYYY-MM-DD

personalProfile

gender

End user’'s gender

Supported values
are: female, male.
Other values MAY
be used when
neither of the
defined values are
applicable.

personalProfile

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-REST_NetAPI_CustomerProfile-V1_0-20131224-A

Page 38 (38)

locale

End user’s locale

BCP47 [RFC5646]
language tag
format is
recommended.
This is typically an
ISO 639-1 Alpha-2
[1SO639-1]
language code in
lower case and an
ISO 3166-1 Alpha-
2 [1SO3166-1]
country code in
uppercase,
separated by dash
(e.g. en-UsS, fr-
CA).
Implementations
MAY choose to
accept the use of
“ "instead of “-“.

preferenceProfile

paymentType

An indication of the end user’s
payment preference

Supported values
are: prePaid,
postPaid, Other
values (e.g.
smartLimit) MAY
be used when
neither of the
defined values are
applicable.

accountProfile

accountStatus

Account status

Supported values
are: active,
suspended,
unknown. Other
values MAY be
used when neither
of the defined
values are
applicable.

accountProfile

minAgel8

An indication of whether the end user
is at least of age 18.

If additional age specific attribute
names for age verification are
necessary to be specified, they MUST
follow this pattern. The age MUST not
contain any leading 0 digits.

Supported values
are: verifiedTrue,
verifiedFalse,
unverified.

verificationProfile
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