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1. Scope (Informative)

The scope of this document is to define use casgsarmative requirements for enhancements to & Oigital
Rights Management (DRM) specifications to enabéestacure exchange of DRM content among multiplécdey
These enhancements include the following:

* New capabilities that will enable flexible shariofgpurchased content in ways that were not possisiteg Domains
as defined in OMA DRM V2.0. These new featuredude device-based creation and management of donten
sharing groups; copying and moving of rights betw&MA DRM devices; and sharing between devicedithac
groups.

» The definition of an Import function that will allo content protected by non-OMA DRM mechanisms to be
consumed by OMA DRM devices. Together with the &kgunction defined in OMA DRM V2.0, the Import
function will make it possible for OMA DRM devicés securely exchange content with non-OMA DRM desic

 Enhancements to the OMA Digital Rights Managem&mRNl) specifications to enable consumption of DRM
Content contained in an MPEG-2 Transport Strearosaca wide variety of user Devices.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1 Normative References

[DRMREQ-v2] OMA DRM Requirements, Open Mobile Alliance™, incetlinOMA-RD-DRM-V2_1,
http://www.openmobilealliance.org/

[MPEG-2 TS] ISO/IEC 13818-1 | ITU-T H.222.0

2.2 Informative References

[DRM-v2] OMA DRM V2.1 Enabler, Open Mobile Alliance™@MA-RD-DRM-V2_1,
http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

Definitions that are copied from [DRM-v2] are madkeith (DRM V2.0). Definitions with the same nangia [DRM-v2]
but different text are intended to overwrite thérmdgons from [DRM-v2]. Note, in particular, th@ome terms may also
occur in [DRM-v2] but have new definitions (e.g. .

Ad Hoc Domain A group of Devices that engage in Ad Hoc Sharirag th governed by a Domain Policy.

Ad Hoc Sharing Sharing that is intended to allow a source Dewicghiare specified Rights with a recipient Device in
spontaneous, unplanned situations (e.g. sharing@with a new group of friends at a party or phaya
video on a hotel room TV while travelling).

Backup/Remote Transferring Rights Objects and Content Objectnimther location with the intention of transferring
Storage them back to the original Device (DRM V2.0).
Broadcast Program A logical portion of a Broadcast Service with atitist start and end time. In the case where tha@cast

Program is not free-to-air, it can be offered indiixally for purchase, such as “Pay-Per-View”, opast
of a parent service (e.g. subscription serviceBrdadcast Program may for example represent a movie
news show or soccer game.

Broadcast Service A digital broadcast delivered in an MPEG-2 transgtneam consisting of a concatenation of Broadcast
Programs, as defined in an MPEG-2 Program Map T@&MT).

Constraint A restriction on a Permission over DRM Content (DRELO).

Consume To Play, Display, Print or Execute DRM Content oRevice or to render DRM Content on a Render
Client.

Content One or more Media Objects (DRM V2.0).

Content Issuer The entity making content available to the DRM Agjera Device (DRM V2.0).

Content Provider An entity that is either a Content Issuer or a Rigesuer (DRM V2.0).

Copy To make Rights existing on a source Device avaléil use by a recipient Device, without affecting

availability on the source Device. Rights may éstrnicted on the recipient Device. Note: this féedent
from the V2.0 definition.

Device A Device is the entity (hardware/software or conaltion thereof) within a user equipment that
implements a DRM Agent. The Device is also confartia the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DREAOY.

Domain A set of DRM v2.x and/or SCE DRM Agents that cansuime Domain Rights Objects.

Domain Authority The entity to specify the Domain Policy for a UB&main or an Ad Hoc Domain.

Domain Enforcement  The entity to enforce the Domain Policy on behéthe Domain Authority. It may reside in the netiwo
Agent as a service or in a User’s device.

Domain Policy A collection of attributes which defines the politgtermining characteristics of the membership dser
Domain or Ad Hoc Domain, as set by the Domain Atitiighat the Domain Enforcement Agent will
enforce.

Domain Rights Object A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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DRM Agent
DRM Content
DRM Time

Execute
Import
Imported-Content

Import-Ready Data

Imported-Rights-
Object

Imported-Data

Interaction Channel

Lending

Local Rights Manager
(LRM)

Media Object

Move

Non-OMA DRM

Partial Rights
Permission
Play

Print

Proximity-Limited
Domain

Proximity-Limited
Sharing

Render Agent

Render Client

Restore

Rights

Rights Issuer

independently by each DRM v2.x or SCE DRM Agent th@ member of the Domain.
The entity in the Device that manages Permissiondiedia Objects on the Device (DRM V2.0).
Media Objects that are consumed according to afde¢rmissions in a Rights Object (DRM V2.0).

A secure, non user-changeable time source. The DM is measured in the UTC time scale (DRM
V2.0).

To execute a software programme (DRM V2.0).
To convert Import-Ready Data into OMA (P)DCFs ar@sR
OMA (P)DCF(s) resulting from converting Import-Rgddata.

Content and associated Rights derived from Non-GMRM-sourced data that can be converted into
OMA (P)DCFs and ROs.

An OMA RO resulting from converting Import-ReadytBa

Imported-Content and associated Imported-RighteQ(s).

A bi-directional channel used to engage in commativa protocols (such as DRM v2 ROAP) with other
entities. The Interactive Channel can for examgleed to request a Rights Object from a Righteetss

Sharing such that the Shared Rights cannot bears#ite source Device as long as the recipient Résic
able to render the shared Content associated métBihared Rights.

An entity that is responsible for aspect(s) of Imi@md it may also manage an Imported-Content for a
limited group of OMA DRM Agents.

A digital work e.g. aring tone, a screen saveg dava game (DRM V2.0).

To make Rights existing initially on a source Devially or partially available for use by a recipie
Device, such that the Rights or parts thereoflbleabme usable on the recipient Device can no |doger
used on the source Device.

A protection system other than OMA DRM, which maglude copy protection mechanisms for storage
medium and/or transport mechanisms.

A subset of a set of Rights, such that the PdRiights are equally or more restrictive than thosthe set.
Actual usages or activities allowed (by the Righsuer) over DRM Content.

To create a transient, perceivable rendition afsmurce.

To create a fixed and directly perceivable renditd a resource.

An Ad Hoc Domain in which all member Devices mustib proximity to the device on which the
Domain Enforcement Agent resides.

Ad Hoc Sharing that is possible only when the sewamd recipient Devices are in proximity.

The entity in a Render Client that manages therse@mndering of Media Objects on the Render Client.

The entity (hardware, software or combination th8reithin a user equipment that implements a Rende
Agent. The Render Client is used to transienthdee DRM Content.

Transferring the Protected Content and/or Righte@$ from an external location back to the Device
from which they were backed up (DRM V2.0).

The collection of permissions and constraints defjrunder which circumstances access is granted to
DRM Content.

An entity that issues Rights Objects to OMA DRM fmymant Devices (DRM V2.0).

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Rights Object A collection of Permissions and other attributesolvlare linked to DRM Content.

Set-top Box A device capable of receiving digital broadcasvises contained in an MPEG-2 transport stream that
may be delivered over cable, satellite, terrestiiabr any other medium. To access the digitahtdcast
services, a Set-top Box (STB) may or may not uSerditional Access System. A STB may or may not
be OMA DRM compliant

Shared Rights Rights that can be consumed on multiple Devicegrethe allowed distribution and consumption of the
Rights among the Devices are specified by permissiothe Rights themselves or in the Domain Policy
of the Domain for which the Rights were obtained.

Sharing The act of providing Shared Rights from a sourcei@®to a recipient Device, such that the recipient
Device is able to render the shared content agedcweth the Shared Rights.

State Information A set of values representing current state assatisith Rights. It is managed by the DRM Agent only
when the Rights contain any of the stateful coimdsde.g. interval, count, timed-count, accumudate
etc.).

Superdistribution A mechanism that (1) allows a User to distriouteNDRontent to other Devices through potentially

insecure channels and (2) enables the User obiindte to obtain a Rights Object for the superitisted
DRM Content (DRM V2.0).

Token Agent The entity in a User Domain Token that manages#cerre mutual authentication between User Domain
Token and a Device in case of Token based access

Token based access  The act of accessing Content with Rights for a I@main on a Device that is not a member of tharUs
Domain after successful mutual authentication betwtee Token Agent of a User Domain Token that is
associated with that User Domain and the DRM Agettie non-member Device.

The Domain Authority can specify in the Domain Bylthe conditions under which the Device is allowed
to access the Content.

User The human user of a Device. The User does not saglysown the Device (DRM V2.0).
User Domain A set of DRM v2.x and/or SCE DRM Agents that cansume User Domain Rights Objects.

User Domain Token The entity (hardware, software or combination thére.g. a SIM) within a user equipment that
implements a Token Agent. A User Domain Token acaadsociated with one or more User Domains, and
enables Token based access to the Content forlssstDomain with which it is associated.

USQV Domain Rights A Rights Object that is targeted to a specific Usemain. Besides requiring membership in the User
Object Domain, consumption of the Rights Objects may negbeing targeted to an SCE DRM Agent.

3.3 Abbreviations

CAS Conditional Access System

Cl Content Issuer

DEA Domain Enforcement Agent

DCF DRM Content Format

DRM Digital Rights Management

DVR Digital Video Recorder

LRM Local Rights Manager

MDCF MPEG-2 Transport Stream DRM Content Format

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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MP3 MPEG-1 Audio Layer 3 (public format for digital miay
OMA Open Mobile Alliance

PDA Personal Digital Assistant

RI Rights Issuer

RO Rights Object

SCE Secure Content Exchange

SIM Subscriber Identity Module

STB Set-top Box

uUsB Universal Serial Bus

uiD User Token

WAN Wide Area Network

WiFi also Wi-fi, Wifi, or wifi from _Wi_reless _Fi_deljt
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4. Introduction (Informative)

The goal of the Secure Content Exchange (SCE) Enabto extend OMA DRM v2.0 to enable seamlessishaf
purchased content between multiple devices, inotydil the devices owned by a subscriber (phone hBe electronics
system, car audio system, etc) and the ad hoaghaficontent with any device the user encountetsiplanned or
impromptu situations. Examples of when ad hocieganay be applicable include users who want taeetheir content on
a television set at a friend’s house or in a hatem while the user is travelling, or a user whatggo borrow DRM content
for a period of time. The Ad Hoc Sharing parttoé SCE Enabler enforces temporal and proximity dbasstrictions that
are defined by the RI/DA e.g. content can onlyliered with a Device that is in close proximity e subscriber’s Device.
Because there is no single DRM system deployedsaatb these different devices, the SCE Enabler ehances the
interoperability between OMA and non-OMA DRM systehy defining an Import function for OMA DRM. Yehather
goal of the Secure Content Exchange Enabler igttmd OMA DRM with the capability of using an MPEXQ¥ansport
stream as a container of DRM Content.

Hence, the SCE Enabler extends DRM v2.0 with ttieviang:

» Flexible rights transfer and DRM domain managemehtch involves enhancements to OMA DRM v2.0 for
flexible sharing of content between OMA DRM conf@mh devices; and

« DRM interoperability, which addresses content exgfeebetween OMA DRM and non-OMA DRM conformant
devices.

These two extensions are complementary, sincedtidsess different aspects of secure content exehangl it is expected
that some of the technical solutions developechbBySCE work will be used in both extensions.

The enhancements specified by the SCE Enablergedkie following benefits to subscribers, ContewntvkRlers and
operators:

» Subscribers benefit from increased flexibility tage and render their content in ways that wereiqusly not
possible. They perceive a level of conveniend@éir digital media service which rivals the usgperience
offered by physical media such as CDs and DVDs¢clwban be played on any device available.

» Content providers benefit from an increase in aonpeirchases, while enjoying the protection againstent
piracy that DRM provides.

» The added appeal of flexible sharing to subscribeakes the operator’'s mobile digital media sercimmpetitive
with wireline-based services and physical medisyltang in an increase in the number of servicesstibers and
content purchases (and hence an increase in opezasnue).

4.1 Flexible Rights Transfer and DRM Domain Management

This extension eliminates restrictions of the cor®@MA DRM v2.0 to enable more flexible sharingoointent and proposes
solutions for flexible rights transfer. To undersd the current restrictions, it may be helpfuldeiew the current status of
OMA DRM.

In OMA DRM v1.0, content could only be purchaseddee on a single device. OMA DRM v2.0 relaxes tistriction by
introducing domains to enable the purchase of crite use on multiple devices. Each device tanckided in a domain
registers itself with a Rights Issuer, executesm@aaln join protocol, and receives a domain keyetoum. When a subscriber
purchases content for a particular domain, thegiveca domain rights object that can be used tegetith the domain key
by any device in the domain to render the content.

OMA DRM v2.0 domains have a number of limitatiohattprevent the kinds of seamless sharing descabede:

« Domains must be created at each Rights Issuerviroich a subscriber purchases domain content. dascevhere
subscribers want to buy content from multiple Régissuers, they must newly create the domainscht @the
Rights Issuers, which requires a great deal ofreffo
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* Because domains are maintained at Rights Issuéh® inetwork, each device joined to a domain maseltwide-
area network connectivity to execute the domain pbtocol (or have access to a WAN-connected @eviat can

be used as a proxy for communication with the Rigbsuer). This makes it difficult to include uncected
devices in a domain.

* Ad hoc sharing scenarios are typically spontanemod the identities of the devices involved arekmmwn in
advance. This makes it cumbersome to have eadbedexecute the domain join protocol with a Rigktier
before sharing can take place.

Thus, this extension eliminates these restrictaons enables more flexible sharing of content byigiing the following
capabilities:

» Allowing devices to create groups of devices farsig rights, add members to these groups, andgeaights to
group members without the involvement of a Rigbtuer in the network.

» Providing a mechanism for the definition of contshéring policies, so that content providers catip the extent
to which a device is allowed to share a contem ife.g. maximum size of a sharing group, permitteahges to
group membership, etc.)

» Enabling users to share content on an ad hoc ipasigpromptu situations, subject to certain coriatsea

» Allowing users to copy and move rights between devi(e.g., a user purchases 10 plays of a songiaeslfive of
the plays to a friend)

4.1.1 Overview of SCE Content Sharing Features

This section provides a brief overview of the ndaring features that SCE introduces into OMA DRA& shown in Table

1, these new features (shown in bold text) canalbegorized according to their intended ugttanned sharing involves the
sharing of rights among a set of devices whosetitilesare known in advance (e.g. all the devicgsex by members of the
same family), whilaunplanned sharing refers to situations in which the devices recej\hared rights can be arbitrary OMA
DRM-compliant devices. Unplanned sharing canusthér categorized based on whether a device shiamsn rights or
has a separate set of sharing permissions andraimtst in the latter case, sharing can be betvageair of devices or among
a group of devices. In addition, SCE adds sestrating support functions that are described aéttueof this section.

Planned Sharing Unplanned Sharing

Device-to-

Device Sharing Ereu Sy

User Domain

) . ) Device Shares Move,
Domain Split and Join Own Rights Lending N/A
User Domain Token
Device Shares Ad Hoc Ad Hoc
Separate Set of Sharing Domain

Rights

Table 1: SCE Sharing Features

SCE provides an enhanced version of OMA DRM V2.0n2ims known atJser Domains to enable planned sharing of
rights among Devices. The main difference betwaeélser Domain and an OMA DRM V2.0 domain is that tlser can
choose to set up and manage only a single User IDaand subsequently acquire Rights for this UsemBio from any
Rights Issuer. This means that a User does nottioav@nage a Domain for each Rights Issuer theyiez@ontent from.
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As with OMA DRM 2.0 Domains, all Devices that befpto the User Domain can access Content with Rifgihtdhe User
Domain.

SCE introduces the following entities to enabla:thi

» TheDomain Policy determines the allowed changes to the User Dormailuding its maximum number of Device
members and the number of changes in a given tariech

» TheDomain Authority is the entity that sets the Domain Policy. A Damauthority can define Domain Policies
that are honoured by multiple Rights Issuers. WthernUser establishes a User Domain that adherge®tmain
Policy, they can then purchase content for thar Deenain from these Rights Issuers, without hawngreate the
User Domain at each Rights Issuer, as is requir€@MA DRM V2.0.

»  TheDomain Enforcement Agent (DEA) is the entity which ensures that any changesedJger Domain adhere to
the Domain Policy. The DEA can reside either i tletwork or on a user’s device. When a DEA is@néon the
User’s Device, the User can perform User Domainagament operations locally on the Device, withbetreed
for interaction with a network entity such as alRgylssuer.

» TheUser Domain Token (UDT) is the entity that allows non-member Devices taler Content bound to the User
Domain associated with the UDT.

The user experience that is targeted with thisrteldygy is that a User can set up a User Domaintlaeid Devices to this
User Domain, and then purchase Content for the Dearain from any provider. The User is then asstinatithe Content
they have acquired will be accessible on all dfirtDevices. The SCE enabler extends this expegiéurther by allowing a
User to select one or molser Domain Token(s) for “his/her” User Domain. This enables a Useatoess Content bound to
the User Domain on any non-member Device aftentremember Device has mutually authenticated thtex Desmain
Token. The User can regard the User Domain Tokehea%ey” to “his/her” content, “unlocking” it oany Device when
needed. The Device can then be regarded as beinigtaal member” of the User Domain(s) associatéth the User
Domain Token.

Although the SCE enabler provides for this stréefgfward user experience, the legal aspects antbtimical
implementation is a little less straightforwardgbély the User will not own the Content, insteacetdspurchase Rights to
access the Content. Also, technically there is ap 1o prove that all Devices that are members @iiber Domain are
owned by the same User or that the User Tokentismty handled by the User that purchased the Rigtibwever the
Domain Policy defines limits and conditions for tbevices that are allowed to access Content witinRifor the User
Domain. These limits and conditions should be chasgh that intended experience as described ab@vebled, whereas
unintended usage is made difficult. The SCE enakiléenable such conditions and limits but willtrgpecify their value or
usage. This is left up to the Domain Authority amdVrust Authority.

In addition, SCE will allow an existing User Domambe split into multiple domains, and will aldtoa multiple User
Domains to be joined into a single User Domainhulite rights purchased for each User Domain matldiecordingly.

As shown in Table 1, unplanned sharing in SCE tegmized according to whether a source deviceeshits own rights

with recipient devices, or whether the device hastaf rights governing unplanned sharing in &addito its own rights.

SCE provides two features, Move and Lending, tHhatvea device to share its own rights. The Movatfee enables a
device to share some or all of its rights with eipient device; for example, a device that hasaypbf a song remaining can
give one of these plays to the recipient and kbegemaining 6 for itself. Lending allows a soudewice to assign its rights
temporarily to a recipient device; the recipient tdaen consume the rights, which are not usabkb@source device until
the lending period expires or the recipient retuhesn.

Move and Lending are somewhat limited in the flditjpof sharing that they allow. For exampleidtdifficult to use the
Move operation when the rights of the source Desieenot stateful: if the source Device has ungahitights, then it cannot
share a part of these rights via a Move (sincet$paf unlimited rights can also be unlimited). Mc Sharing is another
form of sharing that is useful in unplanned sitoiagi, and which allows a greater variety of shasegnarios. The rights of a
source device in Ad Hoc Sharing include a set ofmiEsions and constraints that determines thershp#énat is allowed with
recipient devices. These sharing rights are separdahe sense that an instance of Ad Hoc Shatigg not diminish the
source device’s own rights to render the associlafeil content. Ad Hoc Sharing makes it possibledaights issuer to
specify constraints on the ability of a source deud engage in Ad Hoc Sharing (for example, whepheximity between
the source and recipient devices is required farish, and limits on the number of times the righta particular content
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item can be shared), and constraints on the rthhtscan be granted to a recipient device (for gtanhe recipient might
receive only a single play of a song, and the sigiaiuld expire with an hour or two of when they i@eeived).

Ad Hoc Sharing can occur either on a device-to-cketiasis or among a group of devices. In therlattee, SCE provides
the notion of an Ad Hoc Domain to make it easierd@roup of devices to share content. Once adguins an Ad Hoc
Domain, it can share rights with any other membiie¢he Domain via Ad Hoc Sharing, without requiriageparate device-
to-device interaction for each source device ahdfghared rights. Ad Hoc Domains are usefulimagions where a group
of devices are sharing rights for multiple contigeins, for example a group of friends at a partyt tire browsing the
content available for sharing on each others’ dmsic As with User Domains, Ad Hoc Domains are goeé by a Domain
Policy that is enforced by a DEA.

In addition to the above sharing features, SCE aefine the following supporting functions thatné enable seamless
sharing among devices:

» Allowing a user to request additional sharing rigliom the rights issuer after the initial purchafa set of rights
(this is especially useful a DRM V2.0 user upgradeSCE and wants to SCE features to share righthpsed
under DRM V2.0)

* Enabling a recipient device to browse the rightsilable for sharing on a source device, and to iaedhe
associated content file from a content server.s Thuseful in cases where the source device stonesnber of
rights objects but does not store the corresponBiRlyl content files for each one. If the sourceide's sharing
rights allow, the recipient device can also reqtiestDRM content in a format suitable for displaytbat device.

» Allowing devices with limited capabilities (Rendglients) to render DRM content (even if these deviare not
able to process the permissions and constrairsights object, they can acquire a content deimyiey from a
Device by other means and render a DRM content)item

4.2 DRM Interoperability

OMA DRM v2.0 already defines an Export function bas no corresponding Import function. This extamslefines an
Import function for OMA DRM. As background, it még helpful to review the current definition of Expin OMA DRM
v2.0. After downloading OMA DRM content, a Useryweish to render that content on another Deviceltha a different
DRM protection format. Export (from OMA DRM) is aperation in which the DRM content and correspogdrights
Object are transferred to a DRM system or conterteption scheme other than the OMA DRM systempdrn(into OMA
DRM) is the corresponding function, where the DRdAtent and its corresponding Rights Object (or oftven of content
rights) are transferred from a DRM system or conpeatection scheme other than the OMA DRM systémboth Export
and Import, the content rights should be transfarsecurely and consistently and the content shoeifansferred securely.

Without specifying Import, devices that have diffier DRM protection formats must implement the enfimctions and
protocols of an OMA DRM Rights Issuer, and mustriat content in OMA DRM format, to be able to exportlevices that
have OMA DRM protection. This requirement may keessive on the exporting devices and may prohitst-operability
between OMA DRM and other DRM protection schem&s.an example, the source of content may be ad@igitdeo
Recorder (DVR) with content obtained from cablesatellite provider and locally protected by a noMADRM system.
The (non-protected form of this) content may bescaded such that it can be consumed by a mohildsiet. The content
protection must also be translated from the non-OMM system to OMA DRM based on the assumption tiirehandsets
support only the OMA DRM system. The transcodingd translation will be performed by a Local Rightamager (LRM)
that receives the original content from the DVR digdributes it to one or more devices within tisens “personal domain”
or home network.

4.3 MPEG-2 Transport Stream as a Container for DRM Content

In OMA DRM v2 the use of DCF and PDCEF is defineccastainer for DRM Content. The SCE Enabler defihes also an
MPEG-2 Transport Stream can be used as a cont@ifidRM Content. The objective is to allow consuroptpf received
digital broadcast content as DRM Content by OMA DBRRVices, presuming that a Rights Issuer provigeassociated
Rights Object for such consumption.
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5. Use Cases (Informative)

5.1 Use Case 1: Moving Rights
5.1.1  Short Description

This use case describes Moving of DRM Content emdssociated Rights from a sender Device to avexcBevice. After
Moving the Rights, the Moved Rights are no longsahle in the sender Device.

John enjoys MP3 Content on his mobile phone. Jobuldhike to give his friend Jane, who has a pdedbP3 player, the
latest hot MP3 single as her birthday gift. Usiiigrobile phone, John downloads the latest MP3esifigm his Content
Provider. When he sees Jane on her birthday, hefés the latest hit MP3 Content and its assatiBights from his
mobile phone to her portable MP3 player.

At a later point of time, John visits his friendRdiwho is interested in viewing a video purchasgddhn. As John has
purchased Rights to view the video for 10 timesnJiwansfers 1 play count of his Rights to Mike@ 8o that Mike can
view to the video only once. Hence Mike can aisteh to the music purchased by John on his MPgpl@r 9 times.

51.2 Actors

John, Jane and Mike Users who own Devices and are involved in Movingnéat.
Mobile Phone A Device that belongs to John.

Portable MP3 Player A Device that belongs to Jane.

PC A Device that belongs to Mike.

Content Provider The Rights Issuer that John uses.

5.1.3  Actor Specific Issues

John wants to transfer DRM Content and associaigiat$kto a friend.
The sender Device and receiver Device may belotigetgame User or to different Users.
John may transfer Device Rights or User Domain ®igh

Content Provider wants to restrict unauthorizedgfer of the Rights.

5.1.4  Actor Specific Benefits

John is able to buy Content. Some time later lablis to gift the Content to his friends or family.
Jane and Mike can be given Content as a gift withaying for it.

Content Provider benefits from offering a compglidontent download service that attracts userptavents unauthorized
transfer of Content.

5.15 Pre-conditions

None.

5.1.6 Post-Conditions

The Receiver Device is able to use the transfdrigtts.

After a successful transfer of the Rights to theeieer Device, the sender Device will no longemabée to use the amount of
Rights which were transferred. If the transferas successful, the receiver Device will not be dbleonsume the Content.

The receiver Device may move DRM Content and aasettiRights further to another Device if the reediRights allow it.
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5.1.7 Normal Flow

The following sections explain how Whole and Pataves can be done directly between Devices.

51.7.1 Whole Move
1. John uses his mobile phone and browses for thst laiteMP3 song from his Content Provider.
John indicates that he wants to gift the song.
The Rights that the Content Provider creates feiMi?3 song include the Move permission.
John downloads the latest hit MP3 song and assacRights.
John meets Jane and tells her he is giving hdatast hit MP3.

John’s mobile phone and Jane’s portable MP3 plegenect and authenticate each other.

Jane can now play the latest hit MP3 song on heaple MP3 player but John cannot play it on hidbiteophone.

5.1.

2
3
4
5
6
7. John’s mobile phone Moves the latest hit MP3 sardyits Rights to Jane’s portable MP3 player.
8
7.2 Partial Move

1. John uses his mobile phone and browses some védedlable from his Content Provider.

2

John selects the video that he wants to buy, itidigahat he only wants to view it 10 times butttha might want
to share some of the views.

w

The Rights that the Content Provider creates fenvteo have a render constraint of 10 times avid\ee
permission.

John downloads the video and associated Rights.

John views the video once.

John visits Mike and tells him about the cool videohas. Mike wants to see the video on his PC.
John’s mobile phone and Mike’s PC connect and aittete each other.

John’s mobile phone Moves the video and the Rifgiitene play of the video to Mike's PC.

© ® N o o &

. Mike can now view the video once on his PC. Johmraav only view it 8 more times.

5.1.8 Alternative Flow

The following sections explain how Whole and Paaves can be done via the Content Provider (ghRi Issuer).

5.1.8.1 Whole Move
An alternative to steps 6 and 7 in the Whole Maveva is as follows:

6. John’s mobile phone connects to John’s Contemtiefer and Moves the Rights to the latest hit MBAg to the
Content Provider.

7. Mary's portable MP3 player connects and idesdiftself to John’s Content Provider, and downldaddatest hit
MP3 song and Rights that John moved to the Cofftentider.

5.1.8.2 Partial Move
An alternative to steps 7 and 8 in the Partial Malieve is as follows:

7. John’s mobile phone connects to John’s Contemtieeer and Moves one play from the Rights to titewe to the
Content Provider.
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8. Mike’s PC connects and identifies itself to Jelbontent Provider, and downloads the video amghRithat John
moved to the Content Provider.

5.2 Use Case 2: Import Authorization and Revocation
5.2.1  Short Description

Jacob gets service from a local cable TV providiee cable TV provider provides content that is gcted by a non-OMA
DRM system. Jacob informs his cable TV providet titeshas one or more Devices from which he wisbhextess the
content provided by the provider. To access thmerd, the cable TV provider requires that the Desiobtain authorization
from the provider. The cable TV provider explicilythorizes the ability to make its content avadddb these Devices via
OMA DRM Import.

The non-OMA DRM protected content from the cabléprovider, which has been downloaded to Jacoli*agebox
(STB), can now be made available to his authorizedices. Jacob connects one of his OMA DRM deviogke STB via
USB and downloads the Imported-Content on the @eviacob can now render the Imported-Content oB#wice while
adhering to the licensing terms of the originalteah Also, Jacob is able to directly share thpdrted-Content with his
other authorized Devices.

After some time, Jacob loses one of his Devidéa.the STB, Jacob is able to revoke the lost Defgiauthorization to
access Imported-Content on the STB.

5.2.2 Actors

Cable TV Provider An entity that provides non-OMA DRM content to stshscribers.

STB A set-top box provided by the Cable TV Providett ttremders the non-OMA DRM content
received from the Provider. It can also deliver émigContent to Devices.

Jacob A User that owns several Devices and receivescefiom the Cable TV Provider.

Mobile Phone A Device that belongs to Jacob.

Portable Video Player A Device that belongs to Jacob.
5.2.3  Actor Specific Issues

Jacob, via the STB, can browse for Imported-Cortteattis available to be downloaded.
The STB may implement the LRM functions, but theMLRiay also be physically separate from the ST.
5.2.4  Actor Specific Benefits

Jacob can use Imported-Content on his authorizetitBe
Upon losing a Device, Jacob is able to preventdseDevice from further access to new Importedt€ohfrom the STB.

5.25 Pre-conditions

Jacob has an STB and gets service from a cablerdWder. The STB has received and stored non-OMA/DRotected
content.

Jacob’s STB and Devices all support a means of aamuating with each other (e.g., USB, WiFi and/dud@ooth).

5.2.6 Post-conditions

Jacob’s Devices are authorized by the Cable TViBento access Imported-Content.
Imported-Content is available for download on taeab’s STB.

Lost Devices can no longer access new Importedébostored in the STB.
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5.2.7

5.2.7.1

Normal Flow

Authorization

For each Device that Jacob wants to render Imp@tattent, he does the following (just once):

1.
2.

5.2.7.2

Connects the Device to the Cable TV Provider

Gets authorization from the Cable TV Provider

Download

When Jacob wants to render Imported-Content orobhés authorized Devices, he does the following:

1.
2,
3.
4,
5,
6.
5.2.7.3
1.
2,
5.2.8

Jacob saves the non-OMA DRM protected contenthitbatants to his STB.
Jacob, via the STB, browses for content he wantsrider on one of his Devices.
Jacob connects his Device to the STB via some carnuations link such as USB or Bluetooth.
Jacob downloads the selected Imported-Contenst®évice.
Jacob renders the Imported-Content on his Device.
Jacob is able to directly share the Imported-Cdnigtih his other authorized Devices.
Revocation
Jacob loses one of his authorized Devices.
Via the STB, Jacob selects the lost Device andkevd.
Alternative flow

Alternative 1:

Jacob may have created a User Domain that inchidd3evices. The flow becomes as follows:

1.
2.
3.
4,

Jacob gets authorization for his User Domain frben@able TV Provider.
Jacob downloads OMA-conformant video clip from Sohis Mobile Phone.
Jacob is able to view the video clip on the MoBiteone.

Jacob is able to share directly the video clip WwithPortable Video Player.

Alternative 2:

The flow in this alternative assumes that the LRMcdtions are implemented to be physically sepdrate the STB:
1.
2.
3.

4
5.
6
7

A video protected by non-OMA DRM is downloaded frampstream Operator into STB.
Jacob browses the STB and decides to see videorclys Mobile Phone.

Jacob makes request to Cable TV Provider for aigibon to see video on his Devices.
Jacob is informed of the Devices’ authorizatiomt¢aess non-OMA DRM video.

Jacob downloads OMA-conformant video clip from LR&Mobile Phone.

Jacob is able to view the video clip on his Molfileone.

Jacob is able to share directly the video clip wither devices in the Jacob’s group of authorizadags.
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5.3 Use Case 3: Sharing in User Domains
5.3.1 Short Description

John owns several Devices, including a networkeohélMedia Center entertainment system and a nunitiemalheld
devices with varying degrees of network connegti¢ibobile phone, portable player, etc.) John wdildel to play any of his
content (regardless of where it was purchasedhgrofhis Devices.

5.3.2 Actors

John A User that owns a set of Devices on which he w@atccess his Content.

Content Provider An entity that provides Content and its associ&ights.

Operator A Domain Authority that provides Domain Policies.

Cell Phone A cell phone that is one of John’s Devices.

PC A Personal Computer that is one of John’s Devitég. PC also contains a Domain
Enforcement Agent.

Portable Player A portable MP3 player that is one of John’s Devices

Home Media Center A component that can hold, distribute and rendete. It is one of John’s Devices.

5.3.3  Actor Specific Issues

The Content Provider would like to offer a compudlicontent download service but prevent unauthdnize of their
content.

John wants as few restrictions as possible onigtghiition and consumption of Content on his owevides. He also wants
as little User Domain management tasks as possible.

5.3.4  Actor Specific Benefits

John needs to add his Cell Phone, PC, PortablePdny Home Media Center to his User Domain onbeodohn may use
any Device in his User Domain to purchase Contanhis User Domain from any Content Provider anahie to freely
share his Content on any of his Devices.

The Content Provider can allow free replication aadsumption of Content among the limited set ofibes in a User
Domain and limit distribution and consumption tovides outside the User Domain. This feature in@edise attractiveness
of the content download service and increases usagg.

5.35 Pre-conditions

John owns a number of Devices. These Devices aamemicate with each other to allow User Domain €otto be
shared between the Devices.

The Content Provider supports User Domains.

5.3.6 Post-conditions

John has created a User Domain that includes His?8ene, PC, Portable Player and Home Media Center
John has acquired User Domain Content on one (og)ad the Devices in his User Domain.

John is able to share his User Domain Content withll the Devices in his User Domain.
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5.3.7 Normal Flow

53.7.1 User Domain Creation
To create his User Domain, John performs the falligvsteps:
1. Via his PC, John browses the Operator’s list of RonPolicies.
2. John selects a Domain Policy appropriate for hisasion.
3. The Operator provides a Domain Policy to the DEAohn’s PC.
4. The PC (via its DEA), creates the John’s User Dorretitomatically adding itself to the User Domain.
5

John connects his Cell Phone, Portable Player amdeHViedia Center to his PC and adds them to his Demain.
The PC (via its DEA) makes sure that John canndtaore Devices than are allowed in the Domain Folic

5.3.7.2 Content Acquisition
To acquire Content for his User Domain, John penfothe following steps:
1. John uses his Cell Phone to browse the catalogCofindent Provider.
2. John selects a piece of Content he wishes to psecha
3. Johnindicates he wants to purchase the Contetiigddser Domain and provides his Domain Policy.

4. If the Domain Policy is acceptable to the Contenaviler, it provides John with a User Domain Rigbtgject
along with the Content.

5. If the Domain Policy is NOT acceptable to the Canterovider, it informs John and it can give Joha option of
acquiring a Device Rights Object.

5.3.7.3 Content Sharing

Now that John has acquired User Domain Contentydres to share it with his other Device in his Usemain. He has the
following two options:

1. He can connect his Cell Phone to each of his ddesices and transfer the Content and its correspgridser
Domain Rights Object to each Device.

2. He can upload the Content and its corresponding Demain Rights Object on a common server sucha$ or
Home Media Server. John then connects the otheicBgto the PC (or Home Media Server) and downldtaels
Content and User Domain RO.

5.3.8 Alternative Flow

None.

5.4 Use Case 4: Ad Hoc Sharing of Content
5.4.1 Short Description

Jacob, John and Mary are attending a party at Mikeuse with some other friends. Mike has a bigestiTV and a Home

Media Center. The friends would like to see Jolwidgos on the big-screen TV and listen to JacobMad/'s audio files on
Home Media Center. Jacob and Mary bring their neopilones, each containing several audio filedhegarty. Creating a
User Domain that includes all the Devices at théypseems overkill. John, Jacob, Mary and Mike lddike to take
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advantage of the Ad Hoc Sharing feature offerethiir Content Providers that enables them to stieie Content with
their friends.

5.4.2 Actors

Jacob,John, Mary, Tom, Users with Devices who are attending Mike’s party.

Jill and Ted

Mike A User who owns several Devices and is throwinguyp

Phyllis A User who owns a mobile phone. She cannot contieetparty because she is sick.

Mobile Operator An entity that provides mobile phone service aritbatent download service to its
subscribers. It serves as a proxy to the ConteoidRer

Content Provider An entity that provides Content and its associ&igghts.

Mobile Phone A portable Device and phone that can render audiovadeo. John, Jacob and Mary all own
mobile phones.

Big Screen TV One of Mike’s Devices that can render and storewiGontent.

5.4.3  Actor Specific Issues

Jacob, John, Mary and Mike would like to make ustheir purchased Content with as few restrictiaagpossible on how
they can share and render it.

The mobile operator would like to offer a compadlicontent download service to its subscribers.
The content provider would like to encourage inseshcontent purchases while preventing unauthotizedf its content.

5.4.4  Actor Specific Benefits

John is able to share his purchased content wéhds in a variety of situations.

The Ad Hoc Sharing feature increases the attrastis® of the mobile operator’s content downloadiserand increases
service subscription.

Mobile Operator benefits by offering a compellirensce that includes phone and Content download.

Content Provider benefits by offering a compell®gntent download service that attracts users augmts unauthorized
transfer of Content.

545 Pre-conditions

Jacob, John, Mary and Mike’s Devices support statgge connectivity allows each Device to browsesatVvedlable sharable
Content on the other Devices.

The mobile operator and content provider supp@tAtd Hoc Sharing of Content.

54.6 Post-conditions

All the friends are able to browse and render thetént on each other’'s Devices.

54.7 Normal Flow

1. Mike has invited Jacob, John and Mary to a partistgiving. He acquires a music video that is slaye his Big
Screen TV. The music video has the Rights thatalido be shared on an ad hoc basis.

2. Jacob purchases an audio file from his Mobile OperaHis Rights to the audio file include the &hito share it on
an ad hoc basis with other Devices.

3. On his way to the party at Mike’s house, John pasels a music video on his Mobile Phone. He setestd of
Rights that allows him to share the video on ah@albasis with other Devices (his Device can prewights to
play the video for two hours to at most three ofbevices at a time).

4. Jacob and John arrive at the party, where Mariss @aguest.
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5. Mary's Mobile Phone discovers the Devices of hiamfus at the party and is authenticated to enatlleléc
Sharing of Content.

6. Mary's Mobile Phone browses the sharable Conteailable to be rendered on all the guest’s devices.
7. She chooses John’s new music video to be displaydde Mike’s Big Screen TV.

8. Jacob is outside on the balcony when his MobilenRhtiscovers Mike’s Big Screen TV. He browses ardalers
the Mike’s music video.

9. Jacob plays Mike’s music video on his Mobile Phone.
10. Jacob leaves the party. Mike's music video catonger be played his Mobile Phone.

5.4.8 Alternative flow

When Jacob leaves the party, he can play the Mike'sic video on his Mobile Phone for a limited timas allowed by the
rights granted to the Big Screen TV when sharing ingiated.

In Step 1, after sharing his video with Mary, Jahares it with Tom and Jill. When John tries tarstit with Ted, his
attempt is rejected, since there are already thiteer guests sharing the video. John sees Tée @ty a few hours later,
after the shared rights of Mary, Tom and Jill hexpired; John is able to share the video with Tietiat time.

In step 1, after sharing his video with Mary, J&xchanges instant messages with his friend Phwths, is sick and not able
to attend the party. She also wants to shareiti&yv Since the Ad Hoc Sharing rights that Johretipased for the video do
not include a proximity constraint, John’s Mobiledpe is able to provide Phyllis’s Mobile Phone witights to play the
video for two hours.

5.5 Use Case 5: Play Outside of User Domain
5.5.1  Short Description

John has created a User Domain that includes hksl®&Bhone and he has associated his User |déntidule (UIM) as a
User Domain Token for his User Domain. He also ommé$nternet connected Home Media Center. In iteckcar, he
would like to render the content from his MobileoRk to the Car Stereo. While staying in a hotehrdloat has an Internet
connected, OMA DRM-enabled television, John woikd to render videos on this television that hechased for his User
Domain and which he has stored on his Home Medidgete

5.5.2 Actors

John The User that interacts with the Devices to requessiiering of Content.

Car Stereo A Render Client used to render the Content storethe Mobile Phone

Home Media Center A component that stores Content and Rights Obpeudsfrom which the content can be
accessed via Internet. The Home Media Center isigvice in this Use Case.

User Identity Module A User Doman Token that belongs to John. WherJiihvkis in proximity to a non-member

(UIM) Device, any User Domain Content can be renderatiairDevice (regardless of where the
Content is stored).

Hotel Television A Device used to render video’s stored on the HMedia Center after interaction with a User
Domain Token.

Mobile Phone A Device that belongs to the User Domain and hibetdJIM.

5.5.3  Actor Specific Issues

The Car Stereo does not have the resources torimeplea full OMA DRM Agent and does not have the nsd@ access the
Internet.
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5.5.4  Actor Specific Benefits
John is able to enjoy his Content where ever hs.goe

555 Pre-conditions

John has created a User Domain, that includes hlsl®Phone, and has associated to his UIM to Ber Domain. John’s
Domain Policy allows for Token based access.

John has downloaded User Domain Content to his Eé&tione and stored some of the Content on his Hdetka Center.

55.6 Post-conditions

John is able to render the videos on the televisidms hotel room from both his Mobile Phone aigllilome Media Center.

John is able to render the music stored on his Mdthone on the Car Stereo.

55.7 Normal Flow

1. John uses his Mobile Phone to discover the Cae&tand establish a connection.

2. John interacts with the Mobile Phone to requestspart and rendering of an audio track (storecherMobile
Phone) to the Car Stereo.

3. The Car Stereo renders the audio.

4. In his hotel room, John remembers that he hasepwdtbred on his Home Media Center (but not ofviabile
Phone) that he would like to play on the Hotel Vidien.

5. John uses his Mobile Phone to discover the Hotllvigon and establish a connection.

6. The Hotel Television mutually authenticates with thiM in John’s Mobile Phone. The Hotel Televisismow
enabled to temporarily access John’s User Domairtéd that is stored either on his Mobile Phonerohis Home
Media Center at home.

7. John interacts with the Hotel Television to conngatthe Internet to his Home Media Center at home.

8. John interacts with the Hotel Television to requestsport and rendering of a video that is stamretis Home
Media Center.

9. The video is streamed over the Internet from theneldledia Center to the Hotel Television, which mnsdhe
video.

5.5.8 Alternative Flow

Alternative Step 1: The discovery and connectidrupeis initiated by the Car Stereo.

Alternative Step 3: The Mobile Phone determines fitlathe selected piece of content it is NOT akmno render outside
the User Domain via local connectivity. The usamasified.

5.6 Use Case 6: Sharing of Content Between Family Members
and their Friends

5.6.1 Short Description

The Smith family owns several OMA DRM enabled comgrats which are networked and belong to a User or&ama,
the wife, buys a movie online and stores it onrthetworked home entertainment system. That egeBimma and her
husband John watch the movie on their entertainsyatem. Since the movie is long they decide tahvite end in their
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bedroom. In the bedroom, Emma turns on the TV atetts the movie they were watching. Emma and dohtinue
watching the end of the movie.

The next day their son Adam wants to watch the moni his PC, so he connects to the home entertairsystem and
watches the movie on his PC monitor.

Later that day Adam'’s friend Michael visits andgt@ws off his newest OMA DRM enabled gaming consbtecheck the
quality of the device they decided to watch a pathe movie that was bought by Emma. However, Endid not purchase
rights for the movie that would allow it to be sbdion devices not owned by Emma and her family neesabAdam
contacts the Rights Issuer for the movie and reguesadditional permission that allows him to I&mel movie to another
Device, and he then lends the movie to Michael hdé connects the device to the in-house wirelesgark and fetches
the content from the media center and plays a part.

5.6.2 Actors

Emma, John, Adam Members of the Smith family who share Content vidsar Domain that includes all of their
Devices.

Michael A friend of Adam who owns a portable Device.

Home Entertainment One of the family’s Devices that belongs to thekeUDomain.

System

Bedroom TV One of the family’s Devices that belongs to theketDomain.

PC One of Adam’s Devices that belongs to the familgfJ3omain.

Gaming Console A portable Device that belongs to Michael. It doesbelong to the Smith family User
Domain.

5.6.3  Actor Specific Issues

John, Emma and Adam would like to purchase cortexttthey can render on any of the Devices thafaim#ly owns.
Adam wants to share family content occasionallywit friends.

Content provider wants to offer their subscribéesftexibility to share content on multiple devicesile protecting against
piracy and unauthorized distribution of content &agtits.

5.6.4  Actor Specific Benefits

It will be possible for family members to renderghiased OMA DRM Contents at any of their Devicethaiit any
interaction with the Rights Issuer.

The sharing functionality provided by OMA DRM allevfor flexible application of DRM to different scamios without
interaction with the user, making DRM transparentise and as such lowers the barrier for consuwigtst at the same
time upholding the specific requirements set bydtwtent owner.

Rights Issuer can control whether and how rightsshiared.

5.6.5 Pre-conditions

The Smith family, consisting of John, Emma and Adhave a number of Devices that can communicate e&th other
over a home network.

A User Domain has been created that includes aleofamily’s Devices.

Michael has a gaming console that supports OMA DRM.
5.6.6  Post-conditions

A movie purchased by Emma can be rendered on anig®in the family’s User Domain.

Adam is able to lend the movie to his friend Midhae
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5.6.7 Normal Flow

1. Emma purchases a movie for the User Domain, andusthdohn watch it on the HD television set inrthieing
room. Later, they continue to watch it on the ¥ is their bedroom.

2. The next day, Adam accesses the movie from hisrei(bkys it.

3. Adam’s friend Michael comes over to visit with lgaming console. Michael wants to play the moviepased by
Emma on his gaming console.

4. Adam realizes that the rights purchased by Emm#fmovie do not include permission to share tbhegienwith
devices outside the family User Domain. He cost#oe Rights Issuer and views the available optionpurchase
of additional sharing permissions for the movie.

5. Adam chooses to add a permission that allows hilard to the movie to another Device outside therDomain.
Adam lends the movie to Michael for a period of twaurs. During this period, Adam is not able tdchkithe
movie on his PC.

6. Michael downloads the content file containing thevie from the family’s media server and attemptplay the
movie on his gaming console. However, his condoks not support the video media type containelderfile.

7. Fortunately, the rights package purchased for theierby Emma includes a permission that allowsattguisition
and rendering of the movie in several different mddrmats. Michael contacts a content servetheafamily’s
home network and is able to download a versiomefrhovie in a format that is compatible with hisniag
console.

8. Michael plays the movie. Two hours later, the lagcperiod terminates; Michael is no longer ablectioder the
movie on his gaming console, and Adam is once agfaliento watch the movie on his PC.

5.6.8 Alternative Flow

In Step 8, Michael explicitly returns the RightsAdam before the two-hour period has ended. Ordanfreceives the
returned Rights from Michael, Adam can immediatehtch the movie on his PC.

5.7 Use Case 7: Long Term Ownership
5.7.1  Short Description

John, his brother Richard and sister Harriet bufidh library of music as they grow up on their R@@&nes and portable
music players. When John goes off to universitgtilehas access to the library. After a yeawnmitersity John moves into
a shared house and forms a new library with hisamates, incorporating all his home music and adidimew music from
his housemates. When John goes back home, RiahdrHarriet can listen to John's housemates' mtsie John is at
home but it is not added into the home library tirey can't listen to it when John goes back toensity. Similarly, John
can listen to the new music that Richard and Haa@ee bought since he left home while he is atdydont it is not
permanently added into his university library.

5.7.2  Actors

John The user.

Richard & Harriet The user’s siblings.

Home Domain A Domain established by family members so that tteay share their content.
New Domain A new Domain “spawned” from possibly multiple difésmt Home Domain(s).
Service Provider The entity that provides Domain and other contentises to the user.
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5.7.3  Actor Specific Issues

5.7.4  Actor Specific Benefits
5.7.5 Pre-conditions

The members of the Home Domain have establisheohaaih so that they can purchase, consume and shesie and other
content.

5.7.6 Post-conditions

When John leaves home he still has access to titerddhat belongs to the Home Domain.

When John spawns a new Domain, New Domain he &tabhcorporate all his content from his Home Donand also
add new content from other sources.

When John returns home, the members of the Homeaibocan consume the content from the New Domaitevthe John
is at home but it is not permanently added intoHbene Domain and it can not be consumed when Johatiat home.

When John is at home he can listen to any conttattas been added to the Home Domain since hengplavis new
Domain but it is not added into his New Domain.

57.7 Normal Flow

1. John, Richard and Harriet have formed a home Dowmadhbuilt up lots of songs over the years.

2. When John goes off to university, his phone antbfajare still in the home Domain and he can ssieh to all the
music collection he built up with Richard and Hetri They synchronise devices over the Internetcamdall listen
to the new music that has been added.

3. After a year at university, John and his new houa&es contact the service providers who contras thome
Domain(s) and asks them to "spawn" a new Domaim fiteeir Home Domain(s). As members of this New Bom
John and his housemates all have access to thentdrdm all of their Home Domain(s). John andhosisemates
pay their service providers various charges famfag this New Domain. John and his housemates efigetively
left their Home Domain(s) in so much that they nahconsume any content that is added after thayised the
New Domain, but they collectively still have accessll the music that was in their Home Domairafshhe
moment that the New Domain was spawned.

4. Meanwhile Richard and Harriet continue to buildtheir collection at home.

5. When John returns home, the members of the Homeaidotan consume the content from the New Domaiewhi
the John is at home but it is not permanently adaidthe Home Domain and it can not be consumeehnwlohn is
not at home.

6. When John is at home he can also listen to anyeoothat has been added to the Home Domain sinspdwened
his new Domain but it is not permanently added hitgoNew Domain.

5.7.8 Alternative flow

None.
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5.8 Use Case 8: Consumption of Digital Broadcast Content on a
portable player

5.8.1  Short Description

In this use case, John has a subscription for @dDlyroadcast service delivered over cable to 3ohome. For this purpose,
John has a Set-top Box (STB) with a Recorder, whlldws playback at the STB. John regularly recondwies, and in this
use case he can play those movies also on his ORI Portable media player.

5.8.2 Actors

John User who owns Devices and wants to transfer DRMt&uracross his Devices.

Set-top Box A product that belongs to John for receiving arabrding Digital broadcast
content received over cable

Portable Media Player A Device that belongs to John on which he can watokies

Broadcaster The provider of the Digital broadcast content thriJe STB

Rights Issuer The entity that issues the Rights to consume bemdmntent on John’s
portable media player

Interaction Channel A bi-directional communication path between Johd e Rights Issuer

5.8.3  Actor Specific Issues

John wants the movies that he records on his Di§aSTB to play on his Portable Media Player.

The Broadcaster allows John to record the movias the Digital broadcast service on his STB, amdRights Issuer
allows him to consume those recorded movies oRbitable Media Player.

5.8.4  Actor Specific Benefits

John is not only able to play the movie on his SBi&,also on his Portable Media Player.

The Broadcaster has the option not only to selDidgtal TV broadcast content for use at John’s SB& also the Rights for
play back at John’s Portable Media Player.

5.8.5 Pre-conditions

John records a movie from the Digital broadcastiserat his STB and transfers, for example cophesrecorded movie to
his Portable Media Player.

The Rights Issuer provides the Rights to Johnay tiie movie at his Portable Media Player.

Within the Digital broadcast service, the Broadeasiserted information required for playback o thovie in John’s
Portable Media Player.

5.8.6 Post-Conditions

The Portable Media Player is able to use the Rigiagided by the Rights Issuer to play the movie.
5.8.7 Normal Flow

The following explains how John can play a recordexvie on his Portable Media Player.
9. John records a movie on his STB, and transfersibige to his Portable Media Player.

10. Via an Interaction Channel, John requests the Rilgisuer in order to play this movie on his Poddiedia Player.
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11. The Rights Issuer provides those Rights via ther&ation Channel.

12. John can now play the movie on his Portable Metligd?, as permitted by the Rights he received floeRights
Issuer.
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6. Requirements

(Normative)

The requirements in Section 6 are in addition gorgguirements in [DRMREQ-v2]. In cases where #tpiirements in
Section 6 contradict the requirements in [DRMREQ-t#2e requirements in Section 6 take precedence.

6.1 High-Level Functional Requirements
Label Description Enabler Release

SCE-HL-001 It SHALL be possible for a Device to send DRM Cant® a Render Client | SCE V1.0
Device, such that the DRM Content may be renddreckt if usage
permissions allow.

SCE-HL-002 The SCE enabler SHALL allow a DevicéMtove Rights to another Device. SCE V1.0

SCE-HL-003 The SCE Enabler SHALL allow a Device to requestfiitie Rights Issuer | SCE V1.0
the permission to share Rights (e.g. move Riglugy ®ights, lend Rights
and so on), in the case where the user's existiglgtddo not explicitly
permit sharing; the SCE Enabler SHALL allow the lRgglssuer to respond
by including newly generated (Domain, User Domaimevice) Right
Obijects to be used by intended Move recipient Dxgic

SCE-HL-MDCF- The SCE Enabler SHALL allow to use an MPEG-2 TramnsBtream as a SCE V1.0

001 container of DRM Content

Table 2: High-Level Functional Requirements
6.1.1  Security
Label Description Enabler Release

SCE-SEC-001 The SCE Enabler SHALL allow Rights Issuer to prevalthorization for SCE V1.0
moving the Rights from one Device to another Device

SCE-SEC-002 The SCE enabler SHALL allow Rights Issuers to regthat the integrity of | SCE V1.0
DRM Content and associated Content Encryption Kdyésverified against
an RI-generated Rights Object by recipient Devices.

SCE-SEC-003 The SCE Enabler SHALL allow a Domain EnforcemeneAigto provide SCE V1.0
authorization for the membership of Devices in @U3omain.

SCE-SEC-004 The SCE enabler SHALL enable authentication of erls a Device based | SCE V1.0
on a User Token (e.g. SIM) that represents the.User

SCE-SEC-005 The SCE enabler SHALL provide a mechanism for mitdughentication SCE V1.0
between two Devices before Moving Rights directyvieen the Devices.

SCE-SEC-006 Devices SHALL be able to use revocation informatigrpart of mutual SCE V1.0
authentication between Devices

SCE-SEC-007 The SCE enabler SHALL provide a secure mechaniskficiee Rights SCE V1.0
between Devices.

SCE-SEC-008 The SCE enabler SHALL ensure the confidentialitfCohtent Encryption SCE V1.0
Key(s) during transfer to recipient Devices.

SCE-SEC-009 Devices SHALL digitally sign appropriate criticdeenents when moving SCE V1.0
Rights to recipient Devices. Such information MA¥ used by a trust
authority to securely determine which Devices ha@en involved in a
(potentially unauthorized) moving of the Rights.
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SCE-SEC-010 The SCE enabler SHALL ensure that Devices verifif thceived Rights SCE V1.0
were generated using knowledge of the embeddede@oBNCryption
Key(s).

SCE-SEC-011 The SCE enabler SHALL ensure that message repley dot result in SCE V1.0
duplicate operation(s) by a recipient Device.

SCE-SEC-012 The SCE enabler SHALL ensure that source DevicatsMiove Rights do nof SCE V1.0

locally re-enable such Rights without assurancetti@Rights are not
enabled on the intended recipient Device.

Table 3: High-Level Functional Requirements — Seclty Items

6.1.2 Charging

No charging requirements have been identified.

6.1.3  Administration and Configuration

No administration or configuration requirementséaeen identified.

6.1.4  Usability

No usability requirements have been identified.

6.1.5 Interoperability

No interoperability requirements have been idegtifi

6.1.6 Privacy

No privacy requirements have been identified.

6.2 Overall System Requirements

restrictions that are available for Device boundH®s also for User Domain

bound Rights and Domain bound Rights

Label Description Enabler Release

SCE-SYS-001 It SHALL be possible for a DRM Agent on the Devioceverify that for a SCE V1.0
Render Client a proximity constraint is met.

SCE-SYS-002 The SCE enabler SHALL allow a Device to verify thdtlser Domain Token Future Release
is in proximity.

SCE-SYS-003 The SCE enabler SHALL provide a mechanism for Uneated Devices thgt Future Release
support DRM Time to make use of Rights receivediftdnconnected
Devices that support DRM Time.

SCE-SYS-004 The SCE enabler SHALL permit a Device to use laistovery mechanismg SCE V1.0
(e.g. UPnP), in a mechanism-independent mannérptese the Content and
Rights available on other Devices for Sharingifharized by other Device
through a non-OMA DRM mechanism.

SCE-SYS-005 The SCE enabler SHALL include the means for a Dewéceiving Shared | SCE V1.0
Rights to acquire a version of the associated DRivitént in a format
suitable for rendering on that Device.

SCE-SYS-006 The SCE enabler SHOULD provide all operations, figsians and SCE V1.0

Table 4: Overall System Requirements
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6.3 Rights Move Requirements

Label Description Enabler Release
SCE-MOVE-001 The SCE enabler SHALL allow Moving ®arRights to another Device. SCE V1.0
SCE-MOVE-002 The SCE enabler SHALL allow MovingRifjhts to another Device via SCE V1.0
Rights Issuer.

SCE-MOVE-003 It SHALL be possible for the Devicéigting a Move of Rights to specify aj SCE V1.0
unique identity of the recipient Device for whid¢hritends to Move the
Rights.

SCE-MOVE-004 The SCE enabler SHALL allow Moving Rig directly between two DevicesSCE V1.0
without contacting Rights Issuer for each Move.

SCE-MOVE-005 The SCE enabler SHALL allow a Rigtssuer to specify in Rights Object | SCE V1.0
the conditions under which it is allowed for thevize to Move Rights to
another Device(s).

SCE-MOVE-006 The SCE enabler SHALL allow Devicedtove Rights Objects and its SCE V1.0
associated State Information, in case Rights Oligestiateful.

SCE-MOVE-007 The SCE enabler SHALL allow functiatyabf Moving Rights regardless off SCE V1.0
geographical locations of the originating Device #ime recipient Device.

SCE-MOVE-008 The SCE enabler SHALL allow a Rigtgsuer to specify how many times | SCE V1.0
the Rights can be Moved.

SCE-MOVE-009 The SCE enabler SHALL allow a Devicegduce the number of times that SCE V1.0

Rights can be Moved as a result of successfullyiNpthose Rights.

Table 5: Rights Move Requirements

6.4 Import Requirements
Label Description Enabler Release

SCE-IMP-001 The SCE enabler SHALL allow Devicesi&we the capability to receive SCE V1.0
Imported-Data.

SCE-IMP-002 The SCE enabler SHALL allow the Impafrtiata from various Non-OMA | SCE V1.0
DRM systems.

SCE-IMP-003 The SCE enabler SHALL allow Importedi®t be OMA DRM v2.0 SCE V1.0
conformant.

SCE-IMP-004 The SCE enabler SHALL allow the Impdfizata to be bound to a unique | SCE V1.0
Device or to a uniqgue Domain or User Domain, siheth the Imported-
Rights-Object can only be processed by the intefadce(s).

Table 6: Import Requirements
6.5 User Domain Requirements
Label Description Enabler Release

SCE-DOM-001 The SCE enabler SHALL enable a Rigbgsiér to specify usage permissionSCE V1.0
for consumption of Rights on and transfer of Righdéswveen Devices that arg
members of the same User Domain. It SHALL at Ibagpossible to include
play, copy and move permissions.

SCE-DOM-002 The SCE enabler SHALL enable a Rigbgsiér to specify usage permissionSCE V1.0
for consumption of Rights on and transfer of Righdéswveen Devices that arg
NOT members of the same User Domain. It SHALL astéde possible to
include copy and move permissions.

SCE-DOM-003 It SHALL be possible for a Device tguest Rights from a Rights Issuer | SCE V1.0

with permissions for a certain User Domain.
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SCE-DOM-004

It SHALL be possible for the Rightsuesto indicate to a Device that the
Domain Policy associated with the User Domain fbiclk Rights are
requested, is not supported.

SCE V1.0

SCE-DOM-005

The SCE enabler SHALL enable a DomaithArity to define limits on the
size of the User Domain: the Domain Policy

SCE V1.0

SCE-DOM-006

The SCE enabler SHALL allow a Domairtharity to specify in its Domain
Policy that DRM Content that may be rendered inldser Domain may also
be rendered from a Device that is a User Domain lbeento any Render
Client if a proximity constraint for that Renderié€2it is met.

SCE V1.0

SCE-DOM-007

Domain Policies for User Domains, issued by a Dordaithority, SHALL
support constraints such as:

* the number of Devices in the User Domain
* the number of changes in membership within a tisréopl
» the number of User Domain Tokens associated wéhJbser Domain

» the number of changes in associations of User Dofhakens within a
time period

» the lifetime of the Token based access.

SCE V1.0

SCE-DOM-008

The Domain Enforcement Agent SHALL béeao use local device
discovery mechanisms (e.g. UpnP) to facilitatedbsignation of devices for
the User Domain.

SCE V1.0

SCE-DOM-009

The SCE enabler SHALL require that &iBebe authenticated before it is
added to a User Domain by the Domain Enforcemeieinfg

SCE V1.0

SCE-DOM-010

The SCE enabler SHALL enable the Dormiforcement Agent to enforce
the Domain Policy and to perform User Domain manag# according to
the Domain Policy specified by the Domain Autharitlanagement include
the adding and removing of Devices to/from the U3@main.

SCE V1.0

SCE-DOM-011

The SCE enabler SHALL allow a Domairthfarity to replace the Domain
Enforcement Agent with another Domain Enforcemegért upon the
request of the User, so that the new Domain Enfoece Agent can manage
the User Domain instead of the former Domain Erdorent Agent, i.e. the
adding and removing of Devices and the enforcerktite Domain Policy.

SCE V1.0

SCE-DOM-012

The SCE enabler SHALL enable mutuahentication of a Device and a
Domain Enforcement Agent.

SCE V1.0

SCE-DOM-013

Devices and Domain Enforcement Agents SHALL be &blese revocation
information as part of mutual authentication betwBevices and Domain
Enforcement Agents.

SCE V1.0

SCE-DOM-014

The SCE enabler SHALL enable mutual authenticatioDomain Authority
and Domain Enforcement Agent.

Future Release

SCE-DOM-015

Domain Authorities and Domain Enforcement AgentA&H be able to use
revocation information as part of mutual authernitcabetween Domain
Authorities and Domain Enforcement Agents.

Future Release

SCE-DOM-016

The SCE enabler SHALL enable a Device in a User &orto provide
acquired Rights to other members of the User Dontaiender the
associated Content.

SCE V1.0

SCE-DOM-017

The SCE enabler SHALL enable Token thaseess.

Future Release

SCE-DOM-018

The SCE enabler SHALL enable a User to associage Dgmain Token(s)
with his/her User Domain.

Future Release
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SCE-DOM-019 A Device that is not a member of a User Domain SHAIOT be able to SCE V1.0
Consume DRM Content based on Rights Objects thed issued for that
User Domain.

SCE-DOM-020 The SCE enabler SHALL allow a Device to be memidenore than one SCE V1.0
User Domain at the same time.

SCE-DOM-021 The SCE enabler SHALL enable mutual authenticatfom DRM SCE V1.0
Agent and a Render Agent.

SCE-DOM-022 The SCE enabler SHALL support only Bmenain Policy per User Domain SCE V1.0

Table 7: Domain Requirements

6.6 Ad Hoc Sharing Requirements

Label Description Enabler Release
SCE-SHR-001 The SCE enabler SHALL make it posdini@ Device that acquires DRM | SCE V1.0
Content to request from the Rights Issuer thetghidi share that Content
within an Ad Hoc Domain.

SCE-SHR-002 The SCE Enabler SHALL allow a sourceiteto generate Shared Rights| SCE V1.0
only when Rights Issuer has given the permissiothie source Device to dqg
Sso.

SCE-SHR-003 The SCE enabler SHALL allow Rights ésda define the Rights or parts | SCE V1.0
thereof that can be shared during Ad Hoc Sharing.

SCE-SHR-004 Devices that engage in Proximity-Lichi&haring SHALL be able to reliably SCE V1.0
determine if they are in proximity to each other.

SCE-SHR-005 The Domain Enforcement Agent SHALLwalbbDevice to participate in a | Future Release

Proximity-Limited Domain only when that Device isproximity to the
device on which the Domain Enforcement Agent reside

SCE-SHR-006 The SCE enabler SHALL allow a Devicpddicipate in Ad Hoc Sharing | SCE V1.0
with another Device.

SCE-SHR-007 The SCE enabler SHALL make it possini®ights acquired for a User SCE V1.0
Domain to include Permissions for Ad Hoc Sharing.

SCE-SHR-008 The SCE enabler SHALL provide a meanBévices to mutually SCE V1.0

authenticate each other, and if this mutual autbation fails then Ad Hoc
Sharing between these Devices MUST NOT be enabled.

SCE-SHR-009 The SCE enabler SHALL allow Ad Hoc 8itbetween Devices that are | SCE V1.0
not members of an Ad Hoc Domain.
SCE-SHR-010 The SCE enabler SHALL allow succesaftiation of Ad Hoc Sharing, in an Future Release

Ad Hoc Domain, to be dependent upon communicatidgtisa Domain
Enforcement Agent.

SCE-SHR-011 Domain Policies for Ad Hoc Domainsyétsby a Domain Authority, Future Release
SHALL support constraints such as the number ofi€svin the Ad Hoc
Domain, the number of changes in membership wihime period and the
lifetime of the Ad Hoc Domain.

SCE-SHR-012 It SHALL be possible for Devices to Béghts acquired via Ad Hoc SharingSCE V1.0
for restricted usage following initiation of the Atbc Sharing, without
requiring communication between the Devices.

SCE-SHR-013 The SCE enabler SHALL allow Rightseabanted to the recipient of share&CE V1.0
Content via Ad Hoc Sharing, independently of thghH& on the source
Device.
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SCE-SHR-014 The SCE enabler SHALL allow initiatmmAd Hoc Sharing of Content by @ SCE V1.0
source Device to be conditional upon previousltiatéd Ad Hoc Sharing of
that Content, e.g. by specifying limits on the nembf recipients that can
simultaneously share the Content within a spepifidod of time.

SCE-SHR-015 Shared Rights (without time ConstraiBtsALL NOT be backed up. SCE V1.0

Table 8: Ad Hoc Sharing Requirements
6.7 Local Rights Manager Requirements
Label Description Enabler Release

SCE-LRM-001 The SCE enabler SHALL allow Devicev¢uify the identifiers of Local SCE V1.0
Rights Manager(s) that created Imported-Rights-€@bje

SCE-LRM-002 The SCE enabler SHALL allow a Local iRgyManager to create Importedi SCE V1.0
Rights-Objects for Devices, Domains, or User Dormain

SCE-LRM-003 A Local Rights Manager that createsnaported-Rights-Object SHALL SCE V1.0
associate Imported-Content with that Imported-Rigbbject.

SCE-LRM-004 The SCE enabler SHALL allow Devicehitve the capability to confirm the SCE V1.0
association between Imported-Rights-Object(s) amgbited-Content.

SCE-LRM-005 A Local Rights Manager that createsnaported-Rights-Object SHALL SCE V1.0

identify itself within the Imported-Rights-Objecs ¢he source of the

Imported-Rights-Object.

Table 9: Local Rights Manager Requirements

6.8 Lending Requirements
Label Description Enabler Release

SCE-LEN-001 The SCE enabler SHALL enable Rightadsso specify the conditions undeiSCE V1.0
which the Device is allowed to share DRM Contemgé$.ending.

SCE-LEN-002 The SCE enabler SHALL make it possibtea Device to share Content withSCE V1.0
another Device using Lending.

SCE-LEN-003 It SHALL be possible to define a tinmaitation on the lent Rights so that | SCE V1.0
after the specified time the Rights are no longsidwon the recipient Device
but are valid on the source Device.

SCE-LEN-004 It SHALL be possible to return lent Rigso that they are no longer valid grSCE V1.0
the recipient Device but are valid on the sourceite

SCE-LEN-005 The SCE Enabler SHALL NOT allow a réeipp Device to Move the Shared SCE V1.0
Rights received from a source Device by Lendin@rtp other Device except
the Device which they came from.

Table 10: Lending Requirements
6.9 Long Term Ownership Requirements
Label Description Enabler Release

SCE-LTO-001 It SHALL be possible to split an existing User Daméhe original User Future Release
Domain) into two (or more) separate User Domaihs (esultant User
Domains).

SCE-LTO-002 It SHALL be possible to define if a Domain Enforoemh Agent is allowed to Future Release

create new User Domains from existing User Dom@iassplit an existing
User Domain) within the Domain Policy.
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SCE-LTO-003

It SHALL be possible to define the rules that theniain Enforcement Agen
MUST enforce when splitting a User Domain withie thomain Policy.
Example rules include, but are not limited to:

« If User Domain Splitting is allowed for this UsepDain.

* The number of User Domains that the existing UsamBin can be split
into

» The Domain Policy(s) for the resultant User Domains

 If the creation of new ROs (see SCE-LTO-004) rezpiadditional
payments to the RI

» The constraints that specify the conditions whemirers of the original
User Domain can consume ROs bound to any of thdtaes User
Domains. E.g.

o Only when they are in proximity to Devices belorggto the resultant
User Domains (see SCE-LTO-006)

o Always
o Never
o etc
« If the original User Domain should still exist afiehas been split.

« If it will be possible to acquire Rights for theginal User Domain after it
has been split.

Future Release

SCE-LTO-004

It SHALL be possible to create new ROs that arenddo the resultant User
Domains as a result of splitting a User Domain;eheling on the Domain

Policy this may involve additional payments to Ris that issued the origina

ROs.

Future Release

SCE-LTO-005

It SHALL be possible to specify the domain membgrsbr User Domains
(i.e. the resultant User Domains) that are creasea result of splitting an
existing User Domain (i.e. the original User Don)ain

Future Release

SCE-LTO-006

It SHALL be possible for members of the originaldd®omain to consume
ROs bound to any of the resultant User Domainsaterkas a result of
splitting a User Domain) when they are in proxinofya Device from any of
the other resultant User Domains.

Future Release

SCE-LTO-007

It SHALL be possible to merge two (or more) exigtidser Domains into a
single User Domain (merged User Domain).

Future Release

SCE-LTO-008

It SHALL be possible to define if a Domain Enforcemh Agent is allowed tg Future Release

merge existing User Domains into a single User Oomathin the Domain
Policy.
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SCE-LTO-009

It SHALL be possible to define the rules that theniain Enforcement Agen
MUST enforce when merging User Domains within therain Policy.
Example rules include, but are not limited to:

» If Domain Merging is allowed for this User Domain
The semantics for creating the Domain Policy fer tfeerged User Domai
from the Domain Policies of the User Domains torterged.

If the creation of new ROs (see SCE-LTO-010) rezpiaxdditional

payments to the RI

If the User Domains that are to be merged shoillcegist as separate an

valid User Domains after they have been merged.

If it will be possible to acquire Rights for the &#Domains that are to be

merged after they have been merged

Rules for defining the Domain membership of thegedrUser Domains

e.g.

o If all members of the User Domains to be mergdtamtomatically
become members of the merged User Domain or not.

Future Release

SCE-LTO-010

It SHALL be possible to create new ROs that arendaw the merged User
Domain as a result of merging a User Domain; dejpgnoin the Domain
Policy this may involve additional payments to Ris that issued the origing

il

ROs.

Future Release

Table 11: Long Term Ownership Requirements

6.10 MPEG-2 Transport Stream Container Requirements

The following requirements have been identifiedtfa@ use of an MPEG-2 transport stream as a cantaffDRM Content.

Label

Description

Enabler Release

SCE-MDCF-0010

DRM content protection within an MREG ransport Stream SHALL be
possible per single Broadcast Program such asraegnt, news show or
movie.

SCE V1.0

SCE-MDCF-0011

DRM content protection within an MREGQransport Stream SHALL be
possible per single Broadcast Service, consistirgamncatenation of multiplg
“broadcast programs” within one “MPEG-2 PMT.

D

SCE V1.0

SCE-MDCF-0012

DRM content protection within an MREGQransport Stream, when applied
an existing broadcast service, SHALL allow simuptrgf CAS defined
messages with OMA DRM defined messages withoutiireg re-
transmission of the (protected) content.

I5CE V1.0

SCE-MDCF-0013

It SHALL be possible to use an OMANDR.O or an OMA DRM 2.1 Rights
Object to access DRM Content in an MPEG-2 Transptvgam.

SCE V1.0

SCE-MDCF-0014

It SHALL be possible to store DRM @t contained in an MPEG-2
Transport Stream on commonly deployed storage ysfer MPEG-2
Transport Streams without requiring any re-encoyptie-formatting or
transcoding.

SCE V1.0

SCE-MDCF-0015

By using existing or extended DRMpvatocols, and based on information
contained in the MPEG-2 Transport Stream, it SHAld possible to retrieve
an OMA DRM Rights Object over an interaction chdrioexccess DRM
Content within that MPEG-2 Transport Stream.

SCE V1.0

SCE-MDCF-0016

It SHALL be possible to signal inMREG-2 transport stream whether DRN
Content is contained.

/|

Table 12: MDCF Requirements
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