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http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORAMTION CONTAINED IN THE DOCUMENTS.
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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and senttuaisare deployed over wireless communication ogks.

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed ammsomed on authenticated devices per the usags gghressed by the
content owners. OMA DRM work addresses the varteaknical aspects of this system by providing appate
specifications for content formats, protocols, anibhts expression language.

A number of DRM specifications have already beefindd within the OMA. The latest accepted releasthe OMA DRM
enabler ((DRM-v2.1], including [DRM-DRM-v2.1], [DRMDCF-v2.1], [DRM-REL-v2.1)), is referred to withitfis
document as “OMA DRM 2.1".

The scope of this specification is to define thehamisms and protocols necessary to implement théng and sharing of
content (via the appropriate rights), as required[SCE-RD]. Specifically, this document specifibs interface SCE-7-
A2AP as defined in [SCE-AD] and thus limited to coomications between a DRM Requester and a DRM Agkat has
implemented this specification).

1.1 Content vs. Rights

The reader should be aware that the terms “contend™rights” are sometimes used interchangeabbyvéver, it should be
clarified that what is really being moved or shaisethe rights which control the use of a partic@antent. In OMA DRM, a
particular content is encrypted in a file and caly de rendered if the corresponding rights objgetvailable to the Device.
Since the content file is encrypted and hence ptete the movement or transfer of content files RfDDCF-v2.1]) is
outside the scope of DRM.

! Although many of the mechanisms can be applieditied communication networks, including this spieeifion.
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2.2 Informative References
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URL:http://www.upnp.org
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3. Terminology and Conventions

3.1 Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exgiiéhdicated to be
informative.

3.2 Definitions

Ad Hoc Sharing Sharing that is intended to allow a source Devicghtare specified Rights with a recipient
Device in spontaneous, unplanned situations (bayirey a song with a new group of friends at

a party or playing a video on a hotel room TV whikvelling).

Constraint A restriction on a Permission over DRM Content (DR®L1).

Consume To Play, Display, Print or Execute DRM Content oDevice or to render DRM Content on a
Render Client.

Content One or more Media Objects (DRM V2.1).

Copy To make Rights existing on a source Device availédnl use by a recipient Device, without
affecting availability on the source Device. Rightay be restricted on the recipient Device.
Note: this is different from the V2.1 definition.

Device A Device is the entity (hardware/software or conalion thereof) within a user equipment that

implements a DRM Agent. The Device is also confartita the OMA DRM specifications.
The Device may include a smart card module (e}M) (DRM V2.1).

A Rights Object that is initially targeted to a sifie entity. Subsequently, the Rights Object
may be allowed to be targeted to other entitidseteonsumed, serially or in parallel,
independently of membership in a Domain or User Biom

A set of v2.x and/or SCE DRM Agents that can corsiDomain Rights Objects.

Device Rights Object

Domain

A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed
independently by each v2.x or SCE DRM Agent tha msember of the Domain.

Domain Rights
Object

DRM Agent The entity in the Device that manages Permissiondedia Objects on the Device (DRM
V2.1). In this document, the DRM Agent implemerdame or all the functionality defined in

this specification.

DRM/Render Agent

An entity that is either a DRM Agent or a RendeleAg

DRM Content Media Objects that are consumed according to efg@eérmissions in a Rights Object (DRM
V2.1).

DRM Requester An entity that uses the interface defined by thiscification.

DRM Time A secure, non user-changeable time source. The DRRM is measured in the UTC time scale
(DRM V2.1).

Lending The act of sharing such that the Shared Rightsatdyused on the source Device as long as
the recipient Device is able to render the shareotéht associated with the Shared Rights.

Isb Least significant bit.

M edia Object A digital work e.g. a ring tone, a screen savel dava game (DRM V2.1).
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Move

Moving
msb
Partial Rights

Permission
Render Agent
Render Client

Restore

Rights

Rights I ssuer

Rights Object

Shared Rights

Sharing

State Information

User
User Domain

User Domain Rights
Object

To make Rights existing initially on a source Devially or partially available for use by a
recipient Device, such that the Rights or partsabfthat become usable on the recipient
Device can no longer be used on the source Device.

The act of performing a Move.
Most significant bit.

A subset of a set of Rights, such that the PaRiights are equally or more restrictive than those
in the set.

Actual usages or activities allowed (by the Rightier) over DRM Content.
The entityin a Render Client that manages the secure remefibRM Content on the Render Client

The entity (hardware, software or combination tb8reithin a user equipment that implements a Rende
Agent. The Render Client is used to transienthdes DRM Content.

Transferring the DRM Content and/or Rights Objéas an external location back to the
Device from which they were backed up (DRM V2.1).

The collection of permissions and constraints diefjrunder which circumstances access is
granted to DRM Content.

An entity that issues Rights Objects to OMA DRM faymant Devices (DRM V2.1).

A collection of Permissions and other attributest #re linked to DRM Content. When used in
the context of a Rights Object transfer, it alsdudes the State Information (for stateful Rights
Objects) and other related meta data.

Rights that can be consumed on multiple Devicegrevkhe allowed distribution and
consumption of the Rights among the Devices areifspé by permissions in the Rights
themselves or in the Domain Policy of the Domainwibich the Rights were obtained.

The act of providing Shared Rights from a sourceif®to a recipient Device, such that the
recipient Device is able to render the shared carassociated with the Shared Rights.

A set of values representing current state assatigith Rights. It is managed by the DRM
Agent only when the Rights contain any of the $thieonstraints (e.g. interval, count, timed-
count, accumulated, etc.).

The human user of a Device. The User does not sadlysown the Device (DRM V2.1).
A set of v2.x and/or SCE DRM Agents that can consiluaer Domain Rights Objects.

A Rights Object that is targeted to a specific U3emain. Besides requiring membership in
the User Domain, consumption may require beingetadjto an SCE DRM Agent.
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3.3 Abbreviations

A2A
AES
CD
CEK
CRL
DCF
DER
DRM
DVD
HMAC
HTTP
\Y
KDF
MAC
MAKE
MK
N/A
OMA
OMNA
(P)DCF
REK
REL
RFC
RFU
RI

RO
ROID
RSA
RSA-OAEP
RSA-PSS

USB
WBXML
WiFi

Agent to Agent

Advanced Encryption Standard

Compact Disc

Content Encryption Key

Certificate Revocation List

DRM Content Format

Distinguished Encoding Rules

Digital Rights Management

“Digital Versatile Disc” or “Digital Video Disc”
Keyed-Hash Message Authentication Code
Hyper Text Transfer Protocol

Initialisation Vector

Key Derivation Function

Message Authentication Code

Mutual Authentication and Key Exchange
MAC Key

Not applicable

Open Mobile Alliance

Open Mobile Naming Authority

A DCF or a PDCF

Rights Object Encryption Key

Rights Expression Language

Request For Comments

Reserved for Future Use

Rights Issuer

Rights Object

Rights Object Identifier
Rivest-Shamir-Adelman public key algorithm
RSA encryption scheme - Optimal Asymmetric EncryptiPadding
RSA Probabilistic Signature Scheme
Secure Authenticated Channel

Secure Content Exchange

Static Conformance Requirement

Secure Hash Algorithm

Session Key

Secure Removable Media

Uniform Resource Indicator

Uniform Resource Locator

Universal Serial Bus

Wireless Binary XML

Wireless Filelity, also Wi-fi, Wifi, or wifi

3.4 Syntax Descriptions

The syntax descriptions used in this document asedbon the method of syntax descriptions usek$in]3818-1] and
follow the conventions defined in Appendix B of [@IRTS].
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3.5 Conventions
The following conventions are used in this document
Syntax definitions are described in this font.

Status codes are listed in this font.

Messages, data structures and fields are italzgdA2ARequest-ields within other fields are indicated by seiang the
names with a period (*."), e.d2ARequest.MessagelD

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_A2A-V1_0-20110705-A Page 14 (73)

4. Introduction (Informative)

One of the goals of the Secure Content Exchang&)&8abler is to extend OMA DRM V2.1 [DRM-v2.1] émable the
moving of Rights Objects from one Device to anotbevice (without the involvement of any networkigitand the ad hoc
sharing of DRM Content with Devices the User en¢ermin unplanned or impromptu situations. Exampliewhen ad hoc
sharing may be applicable include Users who wanetder their content on a television set at anfti® house or in a hotel
room while the User is travelling, or a User whantgato borrow DRM Content for a period of time. eTdd hoc sharing part
of the SCE Enabler enforces temporal and proxito#ged restrictions that are defined by the Rigt#sdr (RI), e.g. DRM
Content can only be shared with a Device that iddse proximity to the subscriber’s Device.

The SCE Enabler extends DRM V2.1 with the flexistering of DRM Content between Devices. Some afehe
enhancements provide the following benefits to sribers, content providers and operators:

» Subscribers benefit from increased flexibility taee and render their Content in ways that wereigusly not
possible. They perceive a level of conveniendbéir digital media service that rivals the usguerience offered
by physical media such as CDs and DVDs, which @pléyed on any device available.

« Content providers benefit from an increase in aunpeirchases, while enjoying the protection againstent
piracy that DRM provides.

» The added appeal of flexible sharing to subscribeakes the operator’'s mobile digital media sercimmpetitive
with wireline-based services and physical medisyltang in an increase in the number of servicesstibers and
content purchases (and hence an increase in opezaanue).

This specification reuses as many common items fremBecure Removable Meda (SRM) specification [SR3las
possible. For Devices supporting both this spediitc and SRM, this will minimize the amount oftsedre code needed to
implement both specifications. However, there ames differences and developers should be awalesétdifferences.
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5. Overview

5.1 Architecture

This document only specifies the SCE-7-A2AP integfavhich is defined in [SCE-AD]. Other interfacee defined in other
specifications of the SCE Enabler. The SCE-7-A2AtRrface is illustrated in the figure below.

DRM
Requester

SCE-7-A2AP > DRM/Render
Agent

Figure 1. SCE-7-A2AP

A Render Agent is explained in section 5.4. Foroiseness, the term “A2A” is used to refer to theeSCA2AP interface
throughout the remainder of this document. Frommgichl design point of view, the DRM Requester barany entity.
However, because of certain security requiremenBiRM Requester has to be a DRM Agent to fullyipgrate in the
protocol.

5.2 Trust Model

This specification follows the approach taken bR[®-v2.1] for trust models with the addition thaettrust model MUST
make Certificate Revocation Lists (CRLs) availaiol®RM Agents. Therefore, other than providing CRasy trust model
used by [DRM-v2.1] can be used to support this iigation.

Devices supporting this specification can belonmtdtiple trust models. However, this specificatfoliows the approach
taken by [SRM-TS] where the exchange of Rights €ibjes performed using credentials from the sanm thodel.

A trust model is identified by its root of trustei the certificate of the Root Certificate Authwpfior the trust model.

5.2.1 Revocation Status Checking

There is a requirement for the DRM Requester aadiRM/Render Agent to mutually authenticate themeselPart of this
process is to check the revocation status of therantity. For this specification, the revocatstatus checking is done via a
Certificate Revocation List (CRL). The trust motd#UST provide one or more repositories where a DR&iRester, a
Render Agent (see section 5.4) or a DRM Agent edragurrent CRL. How to access the CRL reposegda®utside the
scope of this specification. DRM Requesters, ReAdents and DRM Agents MUST get a new CRL whenGRa. they
have expires. If a DRM Reqgeustor, Render AgentRNMDAgent has an expired CRL, it MUST NOT perforre thutual
authentication and key exchange process (see S&cd.

This document provides a mechanism for the “vidigtribution of CRLs between a DRM Requester amRM Agent (see
sections 9.4, 9.5 and 9.6).

5.3 Partial Rights

The term Partial Rights applies only to Statefidts which have either the <count> or <timed-couwdnstraint elements.
In this case, if any count remains, then a portibthe remaining count can be Moved from a DRM Resgier to a DRM
Agent.

Prior to this enabler, Devices did not have to nganRights Objects with the same ROID. Because & Ixterface allows
the Moving of Partial Rights, Devices can receiagtidl Rights that have an ROID that is identicallte ROID of a Rights
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Obiject that is currently installed in the Deviaethis case, the received remaining count is adlalélge existing remaining
count (unless adding the received remaining countldvexceed the original count in the Rights ObRject

5.4 Render Client

A Render Client is a device that is somewhat sintdaan OMA DRM Device, but has the following chetexistics:

< It has no capability to handle (e.g. receive, pagt®) Rights Objects.

* It has no capability to store Rights Objects.

e It can decrypt a (P)DCF when given the Content ftcon Key (CEK).

« After rendering the DRM Content once, it loseskalbwledge of the CEK.
< It has a Render Agent (that supports DRM Time).

A DRM Agent and a Render Agent can be differentiati@ their certificates.

Some trust models may not allow Render Clients.

5.5 State Information Consistency

A Stateful Rights Object (or portions of) may bed to another Device. The recipient Device MUS@&aththat the
currentStatelnformatior(see section 8.21) that is transferred is conttistéth the actual Rights Object. This consistency
check means the following:

« For the <interval> constraint, the date-time figldhe StateInformatiorstructure MUST be all zeros or the specified
date MUST be less than or equal to the current DRie plus the <interval> value.

¢ For the <count> and <timed-count> constraint,réraainingCounfield in theStatelnformatiorstructure MUST be
less than or equal to the corresponding <coungtiored-count> value.

» For the <accumulated> constraint, HteeumulatedTiméeld in theStateInformatiorstructure MUST be less than the
<accumulated> value.
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6. The A2A Protocol

The A2A interface uses a client-server communicatimodel (similar to the Internet Web). This speatfon defines a
protocol using a set of requests and responseebatay DRM Requester (the client) and a DRM Agérd §erver). A DRM
Requester sends a request to the DRM Agent. The BBé&Mt processes the request and sends a resjpaigeRRM
Requester. Once a DRM Requester sends a requaatitdtfor a response from the DRM Agent beforedgemanother
request.

All OMA Devices supporting the A2A Interface MUSMplement both the DRM Agent and the DRM Requester
functionality. A Device is not required to functias both a DRM Agent and a DRM Requester simultasigo

How the requests and responses are transporteédretive DRM Requester and the DRM Agent are outeelecope of
this specification. Potential transports includgt, &re not limited to, USB, Bluetooth, IrDA and WiF

Two Devices must discover each other before any ARétionality can take place. It is during theadigery phase that the
roles of DRM Requester and DRM Agent are assigHes the discovery is performed and how the rolesassigned are
outside the scope of this specification. Potemigtovery mechanisms include, but are not limitedWPnP] and [Bonjour].

6.1 Messages, Operations and Transactions

A messagés either a request or a response. The sequersending a request and getting the response edcai

operation Certain A2A functionality requires two or moreesgtions. This set of operations is calledasmsaction Certain
implementations of a DRM Agent MAY require thatrtsactions be performed as defined in this documenthat the set of
operations be done in sequence. Other implementaltAY allow the interleaving of operations tha¢ awot part of a
transaction.

The operations and transactions are describecttiose8. Whenever an operation or a transactiowisuccessfully
completed, the User MAY be informed. Error recoviergescribed in section 6.3.

6.2 Message Syntax

The syntax for all A2A messages is defined in thko#ing sub-sections.

6.2.1 Request Syntax

All A2A requests follow one of two generic syntaxes

« Plain request — this type of request does not requiy integrity protection.
« Protected request — this type of request requntegiity protection.

The syntax for a plain request is defined as faiow

A2ARequest(}{
MessageType()
Body()
ExtensionsContainer()

}

The fields are defined as follows:

« Messageéype — this field identifies the request type. Tikeof valid message types is described in sed@i@sB.

« Body- this field contains the body of the request.réhie not just one definition &ody, but each request defined in
section 9 defines the data structure for this fi8ldme requests may have an enggyfield.

« ExtensionsContainer this field allows for extending a request inufigt revisions of this specification. This field is
described in section 6.2.5.

The syntax for a protected request is defined kmswe:
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A2AProtectedRequest(){
MessageType()
replayCounter 32 uimsbf
Body()
Extensions()
Hmac()

}

The fields are defined as follows:

« MessageType this field contains the request type. The Ifstadid message types is described in section 6.2.3

« replayCounter- this field constains a 32 bit unsigned integet ts used to provide replay protection. The gbis
field is described in section 7.3.

« Body- this field contains the body of the request.réhie not just one definition &ody, but each request defined in
section 9 defines the data structure for this fi8ldme requests may have an engyfield. A2ARequest This
field contains a plain request as defined above.

« ExtensionsContainer this field allows for extending a request inufigt revisions of this specification. This field is
described in section 6.2.5.

« Hmac- this field contains an HMAC value that providetegrity over theMessageTypegeplayCountey Bodyand
the Extensiondields. This field is defined in section 8.5.

An A2AProtectedRequeBtUST be sent using a Secure Authenticated Chaseelsection 9.2).

Example requests are provided in Appendix C.

6.2.2 Response Syntax

All A2A responses follow one of two generic syntsxe

« Plain response — this type of response does noireegny integrity protection.
¢ Protected response — this type of response reqgoteggity protection.

The syntax for a plain response is defined asviglo

A2AResponse(){
MessageType()
Status()
if( Status == 0 ){

Body()

ExtensionsContainer()

}

The fields are defined as follows:

« MessageType this field contains the response type. Theolistalid message types is described in sectior36.2.

e Status- this field contains the result of processingguest. The list of allowed values are describeskation 6.2.4.

« Body- this field contains the body of the responser&hs not just one definition &odybut each response defined
in section 9 defines the data structure for theklfi This field will exist only ifStatusis set toSuccess (see section
6.2.4). Some responses may have an emptyfield.

« ExtensionsContainer this field allows for extending a response itufa revisions of this specification. This field is
defined in section 6.2.5.

The syntax for a protected response is defined|bsifs:

A2AProtectedResponse(){
MessageType()
replayCounter 32 uimsbf
Status()
if( Status == 0 ){
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Body()
}
Extensions()
Hmac()

}

The fields are defined as follows:

* MessageType this field contains the request type. The Ifstalid message types is described in section 6.2.3

« replayCounter- this field constains a 32 bit unsigned integet ts used to provide replay protection. The gbis
field is described in section 7.3.

« Status- this field contains the result of processingguest. The list of allowed values is describeskiction 6.2.4.

« Body- this field contains the body of the responserg&hs not just one definition &odybut each response defined
in section 9 defines the data structure for thekdfiSome responses may have an eBptyfield. This field will
exist only if Statusis set taSuccess (see section 6.2.4).

« ExtensionsContainer this field allows for extending a response itufa revisions of this specification. This field is
defined in section 6.2.5.

« Hmac- this field contains an HMAC value that providegrity over theMessageTypeeplayCounter Status Body
andExtensiondields. This field is defined in section 8.5.

An A2AProtectedRespons#UST be sent using a Secure Authenticated Chgseelsection 9.2).

Example responses are provided in Appendix C.

6.2.3 Message Types

The type of each A2A message is determined vivibesageTypéeld. This field is defined as follows:

MessageType(){
messageType 8 uimsbf

ThemessageTypkeld is an 8 bit, unsigned integer that contahes message type. The following table lists allnfessage
types defined in this version of this specification

Table 1: Message Types

Value | Description

0 A2A Agent Hello Request
1 A2A Agent Hello Responsg
2 Authentication Request

3 Authentication Response
4 Key Exchange Request
5 Key Exchange Response
6 Change SAC Request

7 Change SAC Response
8 CRL Query Request

9 CRL Query Response

10 Put CRL Request

11 Put CRL Response

12 Get CRL Request

13 Get CRL Response

14 Move RO Request

15 Move RO Response
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16 Move REK Request
17 Move REK Response
18 Share RO Request
19 Share RO Response
20 Lend RO Request

21 Lend RO Response

22 Lend Release Request
23 Lend Release Response
24 Render Request

25 Render Response

26 Copy RO Request
27 Copy RO Response
28 — 255 RFU

By definition, a DRM/Render Agent only receivesuests. If it receives a message with a respongedyp type marked as
“RFU”, the DRM/Render Agent SHALL send &2AResponswith Statusset toRequestNotSupported (see section
6.2.4).

By definition, a DRM Requester only receives resgmm If it receives a message with a request typeype marked as
“RFU”, the DRM Requester SHALL treat the messagarasrror to the operation or transaction.

6.2.4  Status
The Statusfield of a response indicates the result of thavDA&yent processing a request. It is defined aovad!:
Status(}{
status 8 uimsbf
}

The following table lists all the values that agdid for this version of this document.

Table 2: Status Values and Names

Value Name Description
0 Success The request was successfully processed.
1 TrustAnchorNotSupported The trust anchor is not supported.
2 CertificateChainVerificationFailed | The verification of a certificate chain failed.
3 FieldDecryptionFailed The decryption of a field failed.
4 RandomNumberMismatched A random number did not match an expected value.
5 VersionMismatched A version did not match an expected value.
6 SACNotEstablished A SAC have not been established under the requéstgidnodel.
7 OldCrl A newly received CRL is older than the current CRL.
8 CrlVerificationFailed The verification of a CRL failed.
11 CrINotFound CRL Not Found
12 IntegrityVerificationFailed The integrity verification of the request failed.
13 NotEnoughSpace Not Enough Space
17 RequestNotSupported The DRM/Render Agent does not support the request.
18 RiCertificateChainNotFound RI Certificate Chain Not Found
21 InvalidField The request contains an invalid field.
22 UnexpectedRequest The request was not expected.
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Value Name Description
23 NotADomainMember The Device is not a member of the User Domain foictvthe operation
was meant.
24 NoCommonTrustAnchor A common trust anchor was not found.
25 CrlExpired The DRM/Render Agent has an expired CRL.
26 DrmRequesterRevoked The DRM Requester is listed on a CRL.
27 InvalidRightsObject The DRM Agent considers the Rights Object to beliav
28 UnknownHandle The DRM Agent has no knowledge of the handle.
29 RequestNotSupported The DRM/Render Agent does not support the requpst t
30 -255( RFU Reserved For Future Use

6.2.5 Extending a Message

Future specifications MAY use ttiextensionsContaindield to extend messages defined in this documiéthbut changing
the definitions specified in this document. ThedittonsContainer is defined as follows:

ExtensionsContainer(){

nbrOfEntries 8 uimsbf

for(i=0; i< nbrOfEntries; i++ ){
extensionType 8 uimsbf
size 16 uimsbf
Extension()

}

}

The fields are defined as follows:

« nbrOfEntries— this field contains the number of extensionsent in this container as an 8 bit unsigned integer

e extensionType this field identifies the extension. This vaM&ST be unique in the context of a message. There a
no extensions defined in this version of this sfieation.

« size- this field contains the size (or length) of thaensiorfield in a 16 bit unsigned integer.

« Extension- this field contains the actual extension. Theteot of this field will depend on the particulatension
(as identified by the particular message arttnsionTypeand will be defined in future versions of thisesification.

If a DRM Requester or a DRM Agent conformant t thpecification receives &xtensionContainewith one or more
Extensios, the DRM Requester or DRM Agent SHALL ignore Eheéensios.

Extensibility in Future Specifications (I nfor mative)

When an extension is specified in a future spedtifin, the extension can either be included imaésages independent of
the version of the DRM Requesters and DRM Agentslired or only included when communication betw&&tM
Requesters and DRM Agents of appropriate versionars. The decision on when and where a certagnsidn is to be
included will be taken when the new specificatismvritten.

Extensions can be mandated in future specificatibhis means DRM Requesters and DRM Agents conforteathose
specifications must include the extensions, evengdh older DRM Requesters and DRM Agents will igntitrem. The
extensions have to be designed in such a waylhtsatibes not open an attack opportunity.

6.3 Error Recovery

Under normal circumstances, a DRM Requester senglguest to a DRM/Render Agent and a short time la&iceives a
response from the DRM/Render Agent. However, ugddrin circumstances, the DRM Requester may rneive a
response after sending a request. It is anticiphi@tda DRM Requester will time out if a responserf the DRM/Render
Agent is not received within a certain wait peritghon such time-out, the DRM Requester MAY ternmentiie
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operation/transaction and inform the User, or it Wiy sending the request again. If the DRM Reqereistgoing to retry
sending the request and the request i82&ProtectedRequeghen the DRM Requester MUST increment the
replayCounteffield (see section 7.3). This document does netipthe wait period or how many times the DRM Rester
re-sends a request. These are left as implememtzttimices or may be specified by a trust model.
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7. Secure Authenticated Channel

Certain operations and transactions require irtyegrid confidentiality of the data being exchandeat. this to take place, a
secure logical channel, called a Secure Authertic&hannel (SAC), must be established between R Requester and
the DRM Agent. A SAC provides the following chaextstics:

«  Entity authentication — an entity that does notespnt itself with a valid credential cannot p&ptte in the
communications.

* Message integrity — a message cannot be modifigtbut detection.

* Replay protection — an attacker cannot capturessage and then replay it without detection.

» Confidentiality — an entity that did not establible SAC cannot understand the portions of the ngesiteat are
encrypted.

The Mutual Authentication and Key Exchange (MAKBrtsaction, described in section 9.2, is usedtabbsh a SAC.
Once established, it is possible to exchange &pied message, i.e. eitherA®AProtectedRequest an
A2AProtectedResponse

7.1 Entity Authentication

Both the DRM Requester and the DRM Agent MUST hifveér own X.509 certificate that is used to autfete themselves
to each other as part of establishing the SAC.

7.2 Message Integrity

Once the SAC is established, whenf@AProtectedRequest anA2AProtectedRespongesent, it is integrity protected. If
the protected message is modified between the sendethe receiver, the receiver will detect thatmessage has been
modified.

7.3 Replay Protection

Replay protection prevents an attacker from recgrgirotected message and then attempting to senddain at a later
time without detection. Replay protection is basadcounters kept by both entities involved in tR&SThe counter is
maintained in the SAC context (see section 9.2.6¢. value of a counter is sent in a protected ngesegia the
replayCounteffield (see sections 6.2.1 and 6.2.2).

The replay protection mechanism works as follows.

1. Sending am\2AProtectedRequest

« The DRM Requester copies @tarrentReplayCounter® theA2AProtectedRequest.replayCourfietd. After the
protected request is sent, the DRM Requester irem&nitscurrentReplayCountenlue by 1.

«  When anA2AProtectedRequeist received, the DRM/Render Agent checksARéProtectedRequest.replayCounter
field against iturrentReplayCounterialue. This check of the replay counter can bé&pmied before the integrity
of the message is checked. But the integrity cMiOIST be performed before further processing, irtipalar, before
any decryption is performed. iéplayCounter currentReplayCounterAhe DRM/Render Agent sets
currentReplayCounter& A2AProtectedRequest.replayCountet. Then the DRM/Render Agent proceeds with
processing the request.réfplayCountex currentReplayCounterAhe DRM/Render Agent SHALL return an
A2AProtectedResponsgéth Statusset tolntegrityVerificationFailed.

2. Sending a\2AProtectedResponse

« The DRM/Render Agent copies itarrentReplayCounter£o theA2AProtectedResponse.replayCourfield. After
the protected response is sent, the DRM/RendertAgerements itgurrentReplayCounterfalue by 1.

* When anA2AProtectedRespongereceived, the DRM Requester checksARAProtectedResponse.replayCounter
field against itcurrentReplayCounterRalue. This check of the replay counter can bé&pmied before the integrity
of the message is checked. But the integrity cMiOIST be performed before further processing, iripalar, before
any decryption is performed. iéplayCounter currentReplayCounterRhe DRM Requester sets
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currentReplayCounterR A2AProtectedResponse.replayCountel. Then the DRM Requester proceeds with
processing the protected responseeplayCounter< currentReplayCounterRhe DRM Requester SHALL initiate a
new MAKE transaction in order to resync the repaynters.

Note that the counters will roll over to 0 afte294,967,295 messages are sent under a SAC. Aningstl MAY require that
a new SAC be established when this happens.

7.4 Confidentiality

When a message (or a portion of a message) requirdiglentiality, the data is encrypted using aorgption algorithm and
key established as part of the SAC (see sectiah)9.2
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8. Common Data Structures

The messages defined in this specification hawenaber of common data structures. These are deffinte following sub-
sections.

8.1 Octet Strings

An octet string holds variable length binary dathere are two types, one for “short” octet stringsd the other for “long”
octet strings. The short octet string is definetbdews:

OctetString8(){
length 8 uimsbf
for(i=0;i<length; i++){
octet 8 uimsbf
}
}
The long octet string is defined as follows:
OctetString16(){
length 16 uimsbf
for(i=0;i<length; i++ ){
octet 8 uimsbf
}
}

The fields are defined as follows:

< length— This field contains the number of octets indlotet string. For a@ctetString8the range is 0 — 255. For an
OctetStringl16the range is 0 — 65535.
« octet— This field contains one octet (8 bits) of théedstring.

8.2 Version
Versionis used to represent a version number. It is ddfas follows:
Version(){
major 4 uimsbf
minor 4 uimsbf
}

The fields are defined as follows:

¢ major— This field contains the major portion of thesien. The range is 1 — 15.
¢ minor— This field contains the minor portion of thesien. The range is 0 — 15.

For this version of this specification, major =ridaminor = 0.

8.3 Hash

Hashis used to hold a hash value. It is defined dsvid:

Hash(){
OctetString8()

The fields are defined as follows:
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« OctetString8- This field contains the hash value aglatetString8which is defined in section 8.1. The hash
algorithm is either specified in this documenttdsinegotiated between the DRM Requester and &id Bgent.

8.4 Trust Anchor

TrustAnchoris used to represent the identification of a tmetel. It is defined as follows:

TrustAnchor(){
Hash()

}

The fields are defined as follows:

« Hash- This field contains the SHA-1 hash of the DER@ted subjectPublicKeylnfo component of the trustiet's
Root CA certificate. It is of typelashwhich is defined in section 8.3.

8.5 Entity ID

EntityID is used to represent the identification of antgnti is defined as follows:

EntityID(){
Hash()

}

The fields are defined as follows:

e Hash- This field contains the SHA-1 hash of the DERated subjectPublicKeylnfo component of the ergity’
certificate. This field is defined in section 8.3.

8.6 Trust Anchor and Entity ID Pair List

TrustAnchorAndEntityldPairLigk a list ofTrustAnchorandEntityID pairs. It is defined as follows:
TrustAnchorAndEntityldPairList(){

nbrOfEntries 8 uimsbf
for(i=0; i < nbrOfEntries; i++ ){
TrustAnchor()
EntitylD()
}
}

The fields are defined as follows:

« nbrOfEntries— this field contains the number BfustAnchorandEntityID pairs as an 8 bit unsigned integer. There
MUST be at least 1 pair; therefore the range i255-

* TrustAnchor- this field identifies a trust model. This fiekldefined in section 8.4.

< EntitylD — this field identifies the entity under theustAnchor If an entity has more than one identifier under a
particular trust model, only one identifier is alled in the list. This field is defined in sectiob8

8.7 HMAC

Hmacis used to hold an HMAC valukelmacis defined as follows:

Hmac(){
OctetString8() //Defined in section 8.1

The fields are defined as follows:
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« OctetString8- This field contains the HMAC value as @utetString8which is defined in section 8.1. The HMAC
algorithm is either specified in this documenttdsinegotiated between the DRM Requester and &id Bgent.

8.8 X.509 Certificates

CertificateChainis used to hold the certificate chain of an entitys defined as follows:

CertificateChain(){
nbrOfEntries 8 uimsbf
for(i=0; i< nbrOfEntries; i++ ){
Certificate()

}
}

Certificate(){
OctetString16()

The fields are defined as follows:

* nbrOfEntries— This field contains the number of certificatedhie chain as an 8 bit unsigned integer.
e Certificate— This field contains one X.509 certificate asCtetStringl6nhich is defined in section 8.1.

The order of the certificates MUST be as follovisstfcertificate is the entity’s certificate. Thest certificate is followed by
any intermediate CA certificates, in order of sigpiup to but not including the root certificate.

8.9 Algorithm

Algorithmis used to identify a security related algorithtiis defined as follows:

Algorithm(){
algorithmld 8 uimsbf

}

The following table contains the list of algorithiahsfined in this specification.

Table 3: Supported Algorithms

Value | Description Reference

0 SHA-1 — This is the default hash algorithm. [SHA1L]

1 HMAC-SHA1 — This is the default HMAC algorithm. [RFC2104]

2 AES-128-CBC — Defined to be compatible with [SRI®}. It is not used in this specification. [AES-M@B]

3 RSA-OAEP — This is the default asymmetric keyrgpiton algorithm. [RFC3447]
4 DRMV2-KDF — This is the default KDF algorithm giKDF from OMA DRM v2.1. [DRM-DRM-v2.1]
5 AES-128-CTR — This is the default symmetric kigodathm. [AES-MODES]

8.10 Algorithm List

AlgorithmListcontains a list of algorithms. It is defined adws:
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AlgorithmList(){
nbrOfEntries 8 uimsbf
for(i=0; i< nbrOfEntries; i++ ){
Algorithm()
}
}

The fields are defined as follows:

« nbrOfEntries— This field contains the number of algorithmdta list as an 8 bit unsigned integer. If the nunib®,
then the default algorithm is used.

« Algorithm— This field contains one algorithm as definedéation 8.9.
8.11 Encrypted Data

EncryptedDatds used to hold data that has been encryptedembiyption algorithm is negotiated between the DRM
Requester and the DRM AgemncryptedDatds defined as follows:
EncryptedData(){

Iv()
CipherText()

}

vo{
OctetString8()

}

CipherText(}{
OctetString16()

The fields are defined as follows:

e Iv— This field contains the IV if required by theceyption algorithm as a®ctetString&hat is defined in section 8.1.
If not required, the length is set to 0.

« CipherText This field contains the actual encrypted datare®ctetString16vhich is defined in section 8.1.
8.12 Encrypted CEK

EncryptedCelis used to send a CEK that is encrypted usindgorithm and key established during a MAKE traniact
(see section 9.2). It is defined as follows:

EncryptedCek(){
EncryptedData()

8.13 Hashed CEK

HashedCels used to send the SHA-1 hash over the CEK.defsed as follows:
HashedCek(){
Hash()
}
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8.14 Random Number

RandomNumbetontains a string of random octets. It is definsdollows:

RandomNumber(){
OctetString8() //Defined in section 8.1

}
8.15 Rights Object ID

RolD contains an ROID. It is defined as follows:

RoID(){
OctetString16() //Defined in section 8.1

8.16 String80

String80contains a variable length string with a maximemgth of 80 bytes. It is defined as follows:

String80(){
OctetString8() //Defined in section 8.1

8.17 X.509 Certificate Revocation Lists (CRLS)

Crl is used to hold one X.509 CRL. It is defined dkfes:

Crl(){
OctetString16() /Defined in section 8.1

CrlList is used to hold a list of CRLs. It is defined akdws:

CrlList()}{
nbrOfEntries 8 uimsbf
for(i=0; i< nbrOfEntries; i++ ){
Crl()
}
}

The fields are defined as follows:

« nbrOfEntries— This field contains the number of CRLs in trst s an 8 bit unsigned integer.
¢ Crl — This field contains one X.509 CRL.

CrlldList is used to hold a list of CRL identifiers. It isfthed as follows:

CrlidList(){
nbrOfEntries 8 uimsbf
for(i=0; i < nbrOfEntries; i++ ){
CrlissuerlD() //Defined below
CrINumber() //Defined below

}
}

CrlissuerID(){
EntitylD() //Defined in section 8.5
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}

CrINumber(){
OctetString8() //Defined in section 8.1

}

The fields are defined as follows:

« nbrOfEntries— this field contains the number of CRL Issueraiil Number pairs as an 8 bit unsigned integer.
« CrllssuerlD- this field identifies the issuer of the CRLidof typeEntitylD which is defined in section 8.5.
¢ CrINumber- this field contains the number of the CRL peF(33280].

8.18 Asset ID

AssetlDcontains an identifier for a DRM Content. It iSfided as follows:

AssetID(){
OctetString16() //Defined in section 8.1

8.19 CEK Info

Ceklnfois used to send for each asset either the CEK EnaryptedCekield (see section 8.12), or the SHA-1 hash oker t
CEK in anHashedCEHield. It has the following definition:
Cekinfo() {
noCEKs 16 uimsbf
for(i=0; i<noAssets; i++) {
AssetID()
cekOrCekHash 1 bslbf
rfu 7 bslbf
if( cekOrCekHash ==0)
EncryptedCek()
else
HashedCek()
}

}

The fields are defined as follows:
* noCEKs- this field indicates the number of CEKs the @edlfield describes.

For each CEK (or asset), there are the followietd§:
* AssetlD- this field contains the Asset ID from the Asassociated with the CEK.
« cekOrCekHash if this bit has the value 0, &ncryptedCefield follows. If this bit has the value 1 Hashfield
follows.
e rfu —this field is reserved for future use. It MUSE ¢et to all zeros.
« EncryptedCek this field contains the encrypted CEK for thiset. See section 8.12 for more details.
» HashedCek this field contains the hash over the CEK fas thisset. See section 8.13 for more details.

8.20 Rights Object Container

A RightsObjectContainehnolds a Rights Object that is being sent from dvDiRequester to a DRM Agent. Consistent with
the structure of a Rights Object, the Rights Objamhtainer consists of theights> element and thesignature element in
the ROPayload [DRM-v2.1]. Unlike the ROPayload, RightsObjectContainedoes not include an <encKey> element.
Unlike the ProtectedRO [DRM-v2.1], tlikightsObjectContainedoes not include a <mac> element (generated bRithe
over the ROPayload) that is checked as part of [BRM] RO installation. Consequently, “install” ased in this Technical
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Specification does not include such <mac> elemerifigation. The contents of therights> element of the Rights Object
Container MUST be canonicalised as Exclusive Carat{ML format, as specified in [XC14N].

This field is defined as follows:

RightsObjectContainer()}{
OctetString16() //Defined in section 8.1

The fields are defined as follows:

« OctetString16- this field (see section 8.1) contains an XML wiment of type oma-dd:RightsObjectContainer. It is
instantiated as a <oma-dd:roContainer> elementanthins the <rights> element and the <signatutement from
the ROPayload as described above. The XML schemsfisllows:

<!--Rights Object Container Definitions -->

<element name="roContainer" type="oma-dd:RightsObje ctContainer">
<complexType name="RightsObjectContainer”>
<sequence>
<element name="rights” type="0-ex:rightsType” />
<element name="signature” type="ds:SignatureT ype”/>
</sequence>

</complexType>

8.21 State Information

Statelnformatiorholds the state information of Rights to be Mofierin a DRM Requester to a DRM Agent, i.e. the Right
that become available to the DRM Agent after thev&ldt may represent the current remaining Rightshe DRM
Requester (in case of a full Move), or it may mibset of the remaining Rights (in case of a Ravieve). It is defined as
follows:
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Statelnformation(){
/l Length of Statelnfo

length 16 uimsbf
Statelnfo() //Defined below
}
Statelnfo(){
nbrOfAssetIDs 8 uimsbf
for(i =0; i < nbrOfAssetIDs; i++ ){ //[<asset> elements
AssetID() //Defined in section 8.18
nbrOfPermissions 8 uimsbf
for(i =0; i < nbrOfPermissions; i++ }{ //<per mission> elements
PermissionState() //Defined below
}
}
PermissionState() {
constraintPresent 1 bslbf
assetPresent 1 bslbf
playPresent 1 bslbf
displayPresent 1 bslbf
executePresent 1 bslbf
printPresent 1 bslbf
exportPresent 1 bslbf
movePresent 1 bslbf
copyPresent 1 bslbf

/I for future extension: all zeros now
rfu 7 bslbf

if( constraintPresent ){
ConstraintState() //Defined below

if( assetPresent ){
AssetlD() //Defined in section 8.18

}
if( playPresent ){
ConstraintState() //Defined below

}
if( displayPresent }{
ConstraintState() //Defined below

if( executePresent ){
ConstraintState() //Defined below

}
if( printPresent ){
ConstraintState() //Defined below

if( exportPresent ){
ConstraintState() //Defined below

if( movePresent ){
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ConstraintState() //Defined below

}
}
if( copyPresent ){
ConstraintState() //Defined below
}
ConstraintState() {
countPresent bslbf
timedCountPresent bslbf
intervalPresent 1 bslbf
accumulatedPresent bslbf
permissionLost 1 bslbf
rfu 3 bslbf

if( countPresent ){ Il For <count>
remainingCount 32 uimsbf

if( timedCountPresent ){  // For <timed-count>
remainingCount 32 uimsbf

if( intervalPresent ){ /[For <interval>
I YYYY-MM-DDThh:mm:ssZ [ISO8601]

/I All zeros if the asset has NOT been render ed
for(i=0;i<20;i++){

char 8 uimsbf
}

if( accumulatedPresent ){ //For <accumulated>
accumulatedTime 32 uimsbf //upto 2732 seconds

}

The fields are defined as follows:

length— this field contains the length of tB¢atelnfostructure in a 16 bit unsigned integer.

nbrOfAssetIDs- this field contains the number A$setI¥ in an 8 bit unsigned integer.

AssetID- this field contains one Asset ID and is defiiredection 8.18.

nbrOfPermissions- this field contains the number BérmissionStatein an 8 bit unsigned integer.
constraintPresent this is a boolean field, that if true, indicatlkat aConstraintStatdield is present that is applicable
to all permissions in the Rights Object.

assetPresent this is a boolean field, that if true, indicatikeat anAssetlDfield is present.

playPresent- this is a boolean field, that if true, indicatleat aConstraintStatdield is present that is applicable to
the <play> permission.

displayPresent this is a boolean field, that if true, indicateat aConstraintStatdield is present that is applicable to
the <display> permission.

executePresent this is a boolean field, that if true, indicatkat aConstraintStatdield is present that is applicable to
the <execute> permission.

printPresent- this is a boolean field, that if true, indicatieat aConstraintStatdield is present that is applicable to
the <print> permission.

exportPresent this is a boolean field, that if true, indicatikat aConstraintStatdield is present that is applicable to
the <export> permission.
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* movePresent this is a boolean field, that if true, indicatkat aConstraintStatdield is present that is applicable to
the <move> permission.

* copyPresent this is a boolean field, that if true, indicatleat aConstraintStatdield is present that is applicable to
the <copy> permission.

e rfu — this field is reserved for future use. It MUSE ¢t to all zeros.

e ConstraintState- this field contains constraint and state infdioma It is defined below.

¢ countPresent this a boolean field, that if true, indicateatthremainingCounfield is present that is applicable to
the <count> constraint.

* timedCountPresent this a boolean field, that if true, indicateatthremainingCounfield (a 20 byte string) is
present that is applicable to the <timed-count>staimt.

* intervalPresent- this a boolean field, that if true, indicateatth 20 character string is present that is appkc@ the
<interval> constraint.

* accumulatedPresentthis a boolean field, that if true, indicateatthaccumulatedTiméeld is present that is
applicable to the <accumulated> constraint.

¢ permissionLost this boolean field, if true, indicates that #ssociated permission is lost and cannot be exekcis

* remainingCount- this field contains the remaining count valueda<count> constrain as a 32 bit unsigned integer.

* char-this field contains one ASCII character of ach@racter string that represents an end datevalfieh the
permission SHALL NOT be granted. The format of $téng is “YYYY-MM-DDThh:mm:ssZ” as specified in
[1SO8601].

e accumulatedTime this field contains the accumulated time valneseconds, for an <accumulated> constraint as a
32 bit unsigned integer.
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9. A2A Operations and Transactions

The operations and transactions of the A2A interfa® defined in the following sub-sections.

9.1 A2A Hello Operation

The A2A Hello operation allows the DRM Requested #te DRM/Render Agent to exchange information aleaich other.
This operation can be performed at any time. Howeweiill normally be performed immediately aftdre DRM Requester
discovers the DRM/Render Agent (note that discoienutside the scope of this specification). Cagtiph of the A2A
Hello operation is a prerequisite for performing MAKE transaction. The following figure illustrat¢he A2A Hello
operation.

DRM DRM/Render
Requester Agent

I
A2AHelloRequest :
P

|
|
A2AHelloResponse :
|
|

Figure 2: A2A Hello Operation

In order for this operation to take place, thedwaiing MUST be performed:

1. The DRM Requester generatesAftAHelloRequesising the highest interface version supportechbyDRM
Requester and the trust anchors and IDs it has.

2. The DRM Requester sends th2AHelloRequedb the DRM/Render Agent.

3. The DRM/Render Agent processes the request asvallo

a. It validates the fields of tha2 AHelloRequestf any field is invalid, it set®\2AHelloResponse.Stattes
InvalidField and continues with step 4.

b. It checks if it has &rustAnchorfrom theA2AHelloRequest.Body.TrustAnchorAndEntityldPairfiedt in
common. If it does not have a comnibrustAnchoy then it set#\2AHelloResponse. Stattes
NoCommonTrustAnchor and continues with step 4.

c. It setsA2AHelloResponse.Body.SelectedVersiothe minimum ofA2AHelloRequest.Body.Versiand
highest interface version supported by the DRM/Rerdent. It also saves this value for use in a NEAK
transaction.

d. Itfills out theA2AHelloResponse.Body.TrustAnchorAndEntityldPairigd using the trust anchors and
IDs for itself.

e. It setsA2AHelloResponse.StattsSuccess.

4. The DRM/Render Agent sends th@AHelloResponst® the DRM Requester.
5. The DRM Requester processes the response as follows

a. If A2AHelloResponse.StatigdnvalidField, then it may either restart the A2A Hello operatai step 1 or
terminate the operation.

b. If A2AHelloResponse.Statiss’NoCommonTrustAnchor, then no communications that require a SAC is
possible with the DRM/Render Agent.

c. At this point A2AHelloResponse.StatissSuccess), the A2A Hello operation has successfully compulete

9.1.1 A2AHelloRequest

An A2AHelloRequess sent as a plain request and its body is defaseidllows:
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Body(){
Version()

TrustAnchorAndEntityldPairList()
}
The fields are defined as follows:

« Version- this field contains the largest version numifeéhe A2A interface supported by the DRM Requestéis
field is defined in section 8.2. For this versidrttee A2A interfaceVersionSHALL be set to 0x10, indicating version
“1,0".

e TrustAnchorAndEntityldPairList this field contains a list dfrustAnchorandEntitylD pairs for the DRM Requester.
This field is defined in section 8.6.

9.1.2 A2AHelloResponse

An A2AHelloResponsie sent as a plain response. The following tabte the validStatusvalues for this response.

Table 4: A2AHédloResponse Status Values
Success

InvalidField
NoCommonTrustAnchor

The body of arA2AHelloResponsie defined as follows:

Body(){
Version()

TrustAnchorAndEntityldPairList()
}

The fields are defined as follows:

« Version- this field contains the interface version seddiy the DRM Agent. This field is of typéersion which is
defined in section 8.2. The value MUST be minimurthe Versionfrom the A2AHelloRequest and the highest
interface version supported by the DRM/Render Agent

e TrustAnchorAndEntityldPairList this field contains a list dfrustAnchorandEntityID pairs for the DRM/Render
Agent. This field is defined in section 8.6.

9.2 Mutual Authentication and Key Exchange Transaction

The Mutual Authentication and Key Exchange (MAKBrtsaction is used to establish a SAC between R Bequester
and the DRM/Render Agent. If a DRM Requester, ReAdent or DRM Agent has an expired CRL, it MUST NO
perform a MAKE transaction. If a DRM Requester pesviously performed a MAKE transaction with the ldRender
Agent and still has a valid SAC context, it cansethe SAC Context and does not need to perforawaMAKE transaction
(the exact details are described in section 9.721%.following figure illustrates the MAKE transapst.
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DRM DRM/Render
Requester Agent

AuthenticationRequest

| |
| |
| |
| o
| |
! AuthenticationResponse !
I< |
| |
| |
! KeyExchangeRequest |
| >
| |
! KeyExchangeResponse !
I< |
| |

Figure 3, MAKE Transaction

The following table lists the operations that cartmeperformed without a successful MAKE transactio

Table5: Operations Requiring MAKE
Move RO
Move REK
Share RO
Lend RO
Copy RO
Render

If the MAKE transaction is terminated for any reasthe User MAY be informed.

In order for this transaction to take place, thofing MUST be performed:

1.

The DRM Requester checks the validity dates afutsent CRL. If the CRL has expired, it MUST NOTrfoem
this transaction. The DRM Requester could chetikdfDRM/Render Agent has a current CRL by perfogan
CRL Query operation.
The DRM Requester generatesAarthenticationRequesising the following:
* Atrust anchor from thé&2AHelloResponse.Body.TrustAnchorAndEntityldPaintdseived from the
DRM/Render Agent.
» lIts certificate chain under the selected trust anétie root certificate is NOT included).
* The security algorithms it supports.
The DRM Requester sends thethenticationRequest the DRM/Render Agent.
The DRM/Render Agent processes the request asvallo
a. It validates the fields of th&uthenticationRequedf any field is invalid, it sets
AuthenticationResponse.StatasnvalidField and proceeds to step 5.
b. It checks that it supports tiauthenticationRequest.Body.TrustAncHbit does not, it sets
AuthenticationResponse.StatasTrustAnchorNotSupported and proceeds to step 5.
c. It verifies theAuthenticationRequest.Body.CertificateChéhre chain MUST end at the root certificate
identified by theAuthenticationRequest.Body.TrustAnchdihe verification includes the following:
i. The DRM Requester’s certificate MUST NOT be expinédhe certificate has expired, the
DRM/Render Agent setsuthenticationResponse.StataertificateChainVerificationFailed
and proceeds to step 5.
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ii. The DRM Requester’s certificate hasextKeyUsage extension with thema-kp-
sceDrmAgent key purpose. If the certificate does not haveknepurpose, the DRM/Render
Agent setAuthenticationResponse.StatoertificateChainVerificationFailed and proceeds to
step 5.
It checks the validity dates of its current CRLtH& CRL has expired, it sets
AuthenticationResponse.StatoCrlIExpired and proceeds to step 5.
It checks if the DRM Requester is listed in itsremt CRL. If the DRM Requester is listed, the
DRM/Render Agent setsuthenticationResponse.StatoPrmRequesterRevoked and proceeds to step
5.
It setsAuthenticationResponse.StatasSuccess.
It copies its certificate chain under thathenticationRequest.Body.TrustAnchmr
AuthenticationResponse.Body.CertificateChain
It setsAuthenticationResponseData.RandomNumbersfreshly generated 16-byte random number.
It setsAuthenticationResponseData.Versiegual toA2AHelloRequest.Body.Version
It setsAuthenticationResponseData.SelectedAlgorittortee security algorithms it wants to use from
those sent in thAuthenticationRequest.Body.SupportedAlgorithms
It setsAuthenticationResponseData.HashOfSupportedAlgostorthe hash of the
AuthenticationRequest.Body.SupportedAlgoritfigid. The algorithm is the selected hash algamifrom
AuthenticationResponseData.SelectedAlgorithms
It setsAuthenticationResponse.Body.EncryptedDatthe RSA-OAEP encryption of
AuthenticationResponseDafBhe encryption key is the DRM Requester’s pukdéig from the
AuthenticationRequest.Body.CertificateChain

5. The DRM/Render Agent sends tAathenticationResponse the DRM Requester.
6. The DRM Requester processes the response as follows

a.

b.

If AuthenticationResponse.StatssiotSuccess, then it determines if it can restart the MAKEsaction
at step 2. Otherwise, it terminates the MAKE tratisa.

It verifies theAuthenticationResponse.Body.CertificateCh#lire chain MUST end at the root certificate
identified by theAuthenticationRequest.Body.TrustAnghdferification includes checking that the entity’s
certificate has aextKeyUsage extension with either thema-kp-sceDrmAgent  oroma-kp-
sceRenderAgent key purpose. If the verification fails, it termtea the MAKE transaction.

It checks if the DRM/Render Agent is in its curr@RL. If the DRM/Render Agent is on its current GRL
the DRM Requester terminates the MAKE transacfidgre User MAY be informed that the DRM/Render
Agent is revoked.

It decryptsAuthenticationResponse.Body.EncryptedDatget anAuthenticationResponseDafto

decrypt, it uses the private key that correspoadké certificate it sent in thsuthenticationRequedt the
decryption fails, it terminates the MAKE transaatio

It performs the following:

1. Checks thafuthenticationResponseData.Versioatches what it sent in the
A2AHelloRequest.Body.Versidinot equal, it terminates the MAKE transaction.

2. Checks thafAuthenticationResponseData.HashOfSupportedAlgosthatches the hash of
AuthenticationRequest.Body.SupportedAlgorithifrthe hashes do not match, it terminates the
MAKE transaction.

3. Checks thafAuthenticationResponseData.SelectedAlgoritharsespond to the algorithms in
AuthenticationRequest.Body.SupportedAlgorithifrthey do not, it terminates the MAKE
transaction.

It setsKeyExchangeData.RandomNumbeoRa freshly generated 16-byte random number.
It setsKeyExchangeData.HashOfRandomNumbterthe hash of
AuthenticationResponseData.RandomNumpesig the hash specified in
AuthenticationResponseData.SelectedAlgorithms

It setsKeyExchangeData.SelectedVerstora copy ofAuthenticationResponseData.Version
It encryptsKeyExchangeDatwith the public key of the DRM/Render Agent takesm the
AuthenticationResponse.CertificateChalime encryptedKeyExchangeDates put into the
KeyExchangeRequest.Body

7. The DRM Requester sends tkeyExchangeRequetstthe DRM/Render Agent.
8. The DRM/Render Agent processes the request asvigillo

a.

It validates the fields of thkeyExchangeRequest any field is invalid, it sets
AuthenticationResponse.StatasnvalidField and proceeds to step 9.
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b. It decryptsKeyExchangeRequest.Bodlith its private key to gefeyExchangeDatdf there is an error
with the decryption, it set€éeyExchangeResponse.StatieldDecryptionFailed and continues with
step 9.

c. It checks thakeyExchangeData.HashOfRandomNumbmeegches the hash, using the hash algorithm it
sent in theAuthenticationResponsef theRandomNumber sent in theAuthenticationResponsk it
does not match, it sekeyExchangeResponse.StatuRandomNumberMismatched and continues with
step 9.

d. It checks thakeyExchangeData.SelectedVersinatches what it sent in taithenticationResponsH it
does not match, it sekeyExchangeResponse.Statu¥ersionMismatched and continues with step 9.

e. It setsKeyExchangeResponse.StatuSuccess.

f. It setskeyExchangeResponse.Body.H&sthe hash, using the selected algorithm, ottreatenation of
KeyExchangeData.RandomNumbemitiRandomNumber®at it sent in théuthenticationResponse.

9. The DRM/Render Agent sends tieyExchangeResponsethe DRM Requester. After sending the
KeyExchangeResponghe DRM/Render Agent generates the keys for thé Gee section 9.2.5) and sets up its
SAC context (see section 9.2.6).

10. The DRM Requester processes the response as follows

a. If KeyExchangeResponse.StatiaotSuccess, then, based on the error, it can either retryMAd«E
transaction (at either step 2 or step 6.e) orritteaminate the MAKE transation.

b. It verifies thatKkeyExchangeResponse.Body.Hasktches the hash it calculates over the concavenat
RandomNumberBndRandomeNumber¥ the hashes do not match, it terminates the MAKansaction.

c. It generates the keys for the SAC (see sectio®Pahd sets up its SAC context (see section 9.2.6).

d. At this point, the MAKE transaction has succesgfabmpleted and a SAC is established.

9.2.1 AuthenticationRequest

An AuthenticationRequegt sent as a plain request and its body is defasefllows:

Body(){
TrustAnchor()

CertificateChain()
SupportedAlgorithms()

}

SupportedAlgorithms(){
/I Hash algorithms
AlgorithmList()

/I HMAC algorithms
AlgorithmList()

/I Symmetric algorithms
AlgorithmList()

/I Asymmetric algorithms
AlgorithmList()

/I KDF algorithms
AlgorithmList()

}

The fields are defined as follows:

e TrustAnchor- this field identifies the trust model under whithe DRM Requester wants to establish the SAG Thi
field is defined in section 8.4.

« CertificateChain- this field contains the DRM Requester’s ceréifeechain under the trust model in the previous
field. This field is defined in section 8.8.

« SupportedAlgorithms this field contains the security algorithms ¢hatgorithms, HMAC algorithms, symmetric
encryption algorithms, asymmetric encryption altjoris and key derivation functions) that are supgublty the
DRM Requester.

« AlgorithmList— this field is a list of algorithms and is defihia section 8.10.
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9.2.2 AuthenticationResponse
An AuthenticationResponsgg sent as a plain response. The following tabts the validStatusvalues for this response.

Table 6: AuthenticationResponse Status Values

Status Values

Success

InvalidField
TrustAnchorNotSupported
CertificateChainVerificationFailed
CrlExpired
DrmRequesterRevoked

The body of arAuthenticationResponse defined as follows:

Body(){
CertificateChain()

EncryptedData() //Contains an encrypted Authen ticationResponseData

}

AuthenticationResponseData(){
RandomNumberS()
Version()
SelectedAlgorithms()
HashOfSupportedAlgorithms()

}

RandomNumberS(){
RandomNumber()

}

SelectedAlgorithms(){
/I Hash algorithm
Algorithm()
/I HMAC algorithms
Algorithm()
/I Symmetric algorithms
Algorithm()
/I Asymmetric algorithms
Algorithm()
/I KDF algorithms
Algorithm()

}

HashOfSupportedAlgorithms() {
Hash()

}

The fields are defined as follows:

e CertificateChain- this field contains the DRM/Render Agent’s dexdite chain under the trust model identified by
the AuthenticationRequest.Body. TrustAnchbhis field is defined in section 8.8.

« EncryptedData- this field contains aAuthenticationResponseDatlata structure that is encrypted by the DRM
Requester’s public key (from the DRM Requesterttifigate). This field is defined in section 8.11.
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+ RandomNumbersS this field contains a 16-byte random number getee by the DRM/Render Agent. This field is of

type RandomNumbewhich is defined in section 8.12.

« Version- this field contains a copy of tMersionfield of theA2AHelloRequest

« SelectedAlgorithms this field contains the security algorithms stdd by the DRM/Render Agent from the
SupportedAlgorithmsent in theAuthenticationRequest

e Algorithm— this field contains one security algorithm asdéfined in section 8.10.

« HashOfSupportedAlgorithmsthis field contains the hash, using the selelbtesh algorithm, of the
SupportedAlgorithméeld in theAuthenticationRequesthis field is of typeHash which is defined in section 8.3.

9.2.3 KeyExchangeRequest

A KeyExchangeRequeéstsent as a plain request and its body is defasefbllows:

Body(){ _
EncryptedData() //Contains an encrypted KeyExc hangeData

}

KeyExchangeData(){
RandomNumberR()
HashOfRandomNumberS()
SelectedVersion()

}

RandomNumberR(){
RandomNumber()
}

HashOfRandomNumberS(){
Hash()
}

SelectedVersion(){
Version()

}

The fields are defined as follows:

« EncryptedData- this field contains KeyExchangeDatdata structure that is encrypted by the DRM/Rerdgmt’s
public key (from the DRM Agent’s certificate). THigld is of typeEncryptedDatawhich is defined in section 8.11.

« RandomNumberR this field contains a 16 byte random number ggrd by the DRM Requester. This field is of
type RandomNumbemhich is defined in section 8.12.

« HashOfRandomNumberSthis field contains the hash, using the selebtegh algorithm, of thRandomNumberS
field in theAuthenticationResponsthis field is of typeHash,which is defined in section 8.3.

« SelectedVersion this field is a copy of thBelectedVersiosent in theA2AHelloRespons&his field is of type
Version which is defined in section 8.2.

9.2.4 KeyExchangeResponse
A KeyExchangeResponsesent as a plain response. The following tabte the validStatusvalues for this response.

Table 7: KeyExchangeResponse Status Values

Status Values

Success
InvalidField
FieldDecryptionFailed
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Status Values

RandomNumberMismatched
VersionMismatched
Unexpected Request

The body of &eyExchangeResponsedefined as follows:

Body(){
Hash()

}

The fields are defined as follows:

« Hash- this field contains the hash, using the selebtesh algorithm, of the concatenation of the randombers
RandomNumberBndRandomNumber&xchanged in this transaction. This field is defitin section 8.3.

9.2.5 SAC Key Material

As part of steps 9 and 10 of the MAKE transactlmsth the DRM Requester and the DRM/Render Ageng mawtually
authenticated each other and have exchanged secdatm numbers. By using a Key Derivation Func{ibF), key
material that is required for the SAC (i.e. MAC K&ession Key and CtrCounter) is derived from #wet random
numbers.

The default KDF is the KDF specified in section.Z.&f [DRM-v2.1]. When using this KDF, sét= RandomNumberR
RandomNumberSetother I nfo = SupportedAlgorithmgSelectedAlgorithmand sekL en = 48 bytes (the total size of the
key material in Table 8).

The SAC provides message integrity by using an HMgorithm. The default HMAC algorithm is HMAC-SHA(ith a
20-byte (160 bits) key. This key is referred tdlees MAC Key (MK) and is equal to the 20 most sigraht bytes of the KDF
outputT (i.e. byte O to byte 19).

When encrypting portions of a message under the, ##g&negotiated symmetric encryption algorithraded. The default
symmetric encryption algorithm is AES-128-CTR. Hreryption key is referred to as the Session K&) éhd is equal to
the next 16 bytes df (i.e. byte 20 to byte 35). The initial value oétbounter for the AES-128-CTR is equal to the dext
bytes ofT (i.e. byte 36 to byte 47).

The following table summarizes the key materialwdet from the exchanged secret random numberfi&déefault
algorithms.

Table 8: Default SAC Key Material

Name Description Size Abbreviation
MAC Key The HMAC-SHAL1 key used to provide messagegrity (20 most significant 160 bits MK
bytes ofT).
Session The key used to encrypt portions of a message us®)in counter mode (next 146 128 bits SK
Key bytes ofT).
CtrCounter | The high order bits of the counter usedfES counter mode (next 12 bytesTof 96 bits CtrA

If different algorithms are defined in the fututike key material table has to be defined for the algorithms.

9.2.6 SAC Context

Once a SAC has been established, a logical SAGxkbDwill exist. At a minimum, the context consisfsthe following
information:

e Trust Anchor — this contains the trust anchor uvdgich the SAC was established. Used when mulB#i€s are
available and the DRM Requester wants to switchddferent SAC as specified in section 9.3.

« Entity ID — for the DRM Requester, this containe DRM/Render Agent’s ID (under the trust anchary;the
DRM/Render Agent, this contains the DRM Request®&’éunder the trust anchor).
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e Selected Algorithms — this contains the algorithiha were negotiated during the MAKE transaction.

* MAC Key (MK) — this contains the derived key foethegotiated HMAC algorithm.

« Session Key (SK) — this contains the derived keyHie negotiated symmetric encryption algorithm.

« CtrCounter — this contains the current messageteowhen a symmetric algorithm in counter modebeen
negotiated.

« currentReplayCounterR — this contains the currepitaly counter when acting as a DRM Requesterskssi
described in section 7.3. This counter is setwh8n the SAC context is established.

« currentReplayCounterA — This contains the curreptay counter when acting as a DRM/Render Agesiude is
described in section 7.3. This counter is setwh8n the SAC context is established.

The SAC context exists until a new SAC with the eddiRM Requester and DRM/Render Agent, and undesdhee trust
model, is established. By using the A2A Hello ofiera a DRM Requester can determine if it is comioating with the
same DRM/Render Agent. If it is communicating wite same DRM/Render Agent, the DRM Requester azserthe SAC
context. If the DRM Requester reuses the SAC cansexds a protected request and gets back an
IntegrityVerificationFailederror, this probably indicates that the SAC cohigxio longer valid. In this case, the DRM
Requester SHOULD establish a new SAC.

9.2.7 Data Encryption

Any portion of a protected message that needs @entiiality must be encrypted using the symmetricddgorithm that was
negotiated during the MAKE transaction. The keyduseencrypt is the key derived using the KDF pesatisn 9.2.5.

The default encryption algorithm is AES in countezde. The initial value of the AES counter is shawthe following
table.

Table 9: Intial AES Counter Value

Counter Portion Bits Description

CtrCounter 80| The msb’s of the counter. Taken fthenKDF.
CtrR 32 | A copy of theeplayCounternf the message being sent.
CtrB 16 | The Isb’s of the counter. Initially setG@nd then incremented for each blogk.

Because the least significant bits of the counteruaed for the blocks, the maximum field size tizat be encrypted is
1048576 bytes, althoudEncryptedDataonly allows for a maximum field size of 65535 (seetion 8.11).

9.3 Change SAC Operation

The Change SAC operation is used by the DRM Requ&sthange to a different SAC with the DRM/Renélgent. The
following figure illustrates the Change SAC opevati
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DRM DRM/Render
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Figure 4: Change SAC Operation

In order for this operation to take place, thedaiing MUST be performed:

1. The DRM Requester generate€langeSacRequeassing the trust anchor that was used to estathlsISAC.
2. The DRM Requester sends tBhangeSacRequdstthe DRM/Render Agent.
3. The DRM/Render Agent processes the request asvigillo
a. It validates the fields of thehangeSacRequest any field is invalid, it set€hangeSacResponse.Status
InvalidField and proceeds to step 4.
b. It checks ifit has a SAC context that correspaiodShangeSacRequest.Body.TrustAnclifat does not, it
setsChangeSacResponse.StaimSACNotEstablished and proceeds to step 4.
c. It setsChangeSacResponse.StatSuccess and changes to the SAC context.
4. The DRM/Render Agent sends tBhangeSacResponsethe DRM Requester.
5. The DRM Requester processes the response as follows
a. If ChangeSacResponse.Stagiaot Success, it determines if it can restat@hange SAC operation at
step 1. If it does not restart, it terminates then@e SAC operation.
b. It changes to the SAC context, identified by thestanchor sent in tHehangeSacRequest
c. Atthis point, the Change SAC operation has sudekgsompleted.

9.3.1 ChangeSacRequest

A ChangeSacRequdstsent as a plain request and its body is defaseidllows:

Body(){
TrustAnchor()

}

The fields are defined as follows:
e TrustAnchor- this field identifies the trust model of the SA&Cchange to. This field is defined in section. 8.4

9.3.2 ChangeSacResponse
A ChangeSacResponsesent as a plain response. The following tabte the validStatusvalues for this response.

Table 10: ChangeSacResponse Status Values

Status Values

Success
InvalidField
SACNotEstablished

The body of &hangeSacResponseempty and is defined as follows:
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Body(){
}

9.4 CRL Query Operation

The CRL Query operation is used by the DRM Requéstquery what CRLs the DRM/Render Agent has. fbtlewing
figure illustrates the CRL Query operation.

DRM DRM/Render
Requester Agent
i i
| |
| CrlQueryRequest |
; >
| |
! CrlQueryResponse !
- |
| |

Figure5: CRL Query Operation

In order for this operation to take place, thedalihng MUST be performed:

1. The DRM Requester sends idQueryRequesio the DRM/Render Agent.
2. The DRM/Render Agent processes the request asvllo
a. It setsCrlQueryResponse.Body.CrlldLigith the list of CRLs it has.
b. It setsCrlQueryResponse.StattsSuccess.
3. The DRM/Render Agent sends tBdQueryRespons®m the DRM Requester.
4. The DRM Requester processes the response as follows
a. It checks the CRLs it has against the CRLs the DiRter Agent has. If the DRM Requester has CRLs
that are more recent than the CRLs the DRM/Rendenfhas, then it SHOULD send the most recent
CRLs to the DRM/Render Agent via the Put CRL operatlf the DRM/Render Agent has more recent
CRLs, the DRM Requester SHOULD request those CRa.she Get CRL Operation (see section 9.6).
b. At this point, the CRL Query operation has sucadistompleted.

9.4.1 CrlQueryRequest

A CrlQueryRequess sent as a plain request. It has an empty boatyig defined as follows:
fody(){

9.4.2 CrlQueryResponse
A CrlQueryResponsis sent as a plain response. The following tabte the validStatusvalues for this response.

Table 11: CrlQueryResponse Status Values

Status Values

Success

The body of &CrlQueryResponsis defined as follows:

Body(){
CrlidList()
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The fields are defined as follows:

« CrlidList — this field contains a list CRLs that the DRM Rester is requesting from the DRM/Render Ageris It
defined in section 8.17.

9.5 Put CRL Operation

The Put CRL operation is used by the DRM Requéstsend one or more CRLs to the DRM/Render Agemé. fdllowing
figure illustrates the Put CRL operation.

DRM DRM/Render
Requester Agent

PutCrIRequest

PutCrIResponse
«

Figure 6: Put CRL Operation

In order for this operation to take place, thedwaiing MUST be performed:

1. The DRM Requester se®tCrIRequest.Body.CrlListith the CRLs it wants to send to the DRM/RendgeAt.
Usually, the CRLs are chosen as part of performi@RL Query Operation (see section 9.4).
2. The DRM Requester sends tRetCrIRequesto the DRM/Render Agent.
3. The DRM/Render Agent processes the request asvsllo
a. It validates the fields of theutCrlIRequestlf any field is invalid, it set®utCrIResponse.Stattis
InvalidField and proceeds to step 4.
b. It setsPutCrlIResponse.Stattis Success.
c. Foreach CRL received, it does the following:
1. It verifies the CRL. If the verification fails, #etsPutCrIResponse.Stattis CrlVerificationFailed
and does not save the CRL. If there’s another GRigntinues at step 3.c.1 with the next CRL.
2. It checks if the CRL is a more recent CRL for thene CRL issuer. If it is more recent, it
overwrites the older CRL.
4. The DRM/Render Agent sends tRatCrIRespons& the DRM Requester.
5. The DRM Requester processes the response as follows
a. If PutCrIResponse.Statis notSuccess, it determines if it can restart the Put CRL ofieraat step 1. If it
does not restart, it terminates the Put CRL opamati
b. At this point, the Put CRL operation has succefstidmpleted.

9.5.1 PutCrlRequest

A PutCrlRequests sent as a plain request and its body is defasefbllows:
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Body(){
CrlList()

}

The fields are defined as follows:
« CrlList — this field contains a list of CRLs being senthe DRM/Render Agent. It is defined in section78.1

9.5.2 PutCrlResponse

A PutCrIResponsé sent as a plain response. The following tabte the validStatusvalues for this response.

Table 12: PutCrIResponse Status Values

Status Values

Success
InvalidField
CrlVerificationFailed

The body of @utCrlIResponsds empty and is defined as follows:
}Body(){

9.6 Get CRL Operation

The Get CRL operation is used by the DRM Requédstget one or more CRLs from the DRM/Render Ag&ht following
figure illustrates the Get CRL operation.

DRM DRM/Render
Requester Agent

I
GetCrlRequest l
i

|
|
GetCrIResponse !
|
|

Figure 7. Get CRL Operation

In order for this operation to take place, thedalihng MUST be performed:

1. The DRM Requester se@etCriIRequest.Body.CrlidListith the CRL IDs it wants from the DRM/Render Agen
Usually, the CRLs are chosen as part of performail@RL Query Operation (see section 9.4).
2. The DRM Requester sends tBetCrIRequesto the DRM/Render Agent.
3. The DRM/Render Agent processes the request asvallo
a. It validates the fields of th&etCrlRequestlf any field is invalid, it set&etCrlIResponse.Statts
InvalidField and proceeds to step 4.
b. It checks if it has all the requested CRLs. Ifaed not, it set&etCrIResponse.Statts CrINotFound and
proceeds to step 4.
c. It setsGetCrIResponse.StattrsSuccess.
d. It setsGetCrIResponse.Body.CrlLigiith the requested CRLs.
4. The DRM/Render Agent sends tBetCrlIResponst the DRM Requester.
5. The DRM Requester processes the response as follows
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a. If GetCrIResponse.StatisnotSuccess, it determines if it can restart the Get CRL ofieraat step 1. If
it does not restart, it terminates the Get CRL apen.
b. For each CRL irGetCrlIResponse.Body.CrlLjst does the following:
1. It verifies the CRL. If the CRL does not verify atitere is another CRL, continue with step 5.b.1
with the next CRL.
2. It checks if the CRL is more recent than the CRhais. If it is more recent, overwrite the older
CRL with the more recent CRL.
c. Atthis point the Get CRL operation has succesgfidimpleted.

9.6.1 GetCrlIRequest

A GetCrIRequesis sent as a plain request and its body is defasefbllows:
Body(){
CrlidList()
}

The fields are defined as follows:

« CrlldList — this field contains a list of CRLs that the DAR@quester is requesting from the DRM/Render Adérg.
defined in section 8.17.

9.6.2 GetCrlIResponse

A GetCrIResponsis sent as a plain response. The following tabte the validStatusvalues for this response.

Table 13: GetCrIResponse Status Values

Status Values

Success
InvalidField
CrINotFound

The body of &GetCrlIReponsés defined as follows:

Body(){
CrlList()
}

The fields are defined as follows:

. CrlList — This field contains the requested CRLs. It el in section 8.17.

9.7 Move RO Transaction

The Move RO transaction is used by the DRM Requéstilove a Rights Object (RO) with a <move> pesits to a

DRM Agent. This transaction MUST take place usir§eC. This transaction MUST NOT be performed if BhigM
Requester’s certificate does not haveeatKeyUsage extension wittboma-kp-sceDrmAgent  key purpose set or the
DRM Agent’s certificate does not have extKeyUsage extension wittoma-kp-sceDrmAgent  key purpose set (see
section A.1). The DRM Agent MUST reject the ROhét<signature> element over the <rights> elemesntlean generated
by an entity other than an RI or an LRM. The follog/figure illustrates the Move RO transaction.
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Figure 8: Move RO Transaction

In order for this transaction to take place, thofeing MUST be performed:

1. The DRM Requester performs the following:

a. It checks if the RO has the <move> permission. "HilewPartial” attribute MUST be “true” if a Partia
Move is to be performed. If the <move> permiss®nat present, the Move RO transaction is terméhate
Otherwise, the following is performed:

i. Ifthere is a <system> constraint, then it cheblestcontext> child element(s) of the <system>
constraint. If no <context> child element identfitne (A2A) Move RO transaction, then the
Move RO transaction is terminated.

ii. Ifthereis a <count> constraint, then it checles¢hrrent count value in the state information of
the RO. If the current move count is 0, then thev®IRO transaction is terminated. Otherwise, the
DRM Requester decrements the current move counevalthe state information of the RO.

b. It checks the entity type that created the RChdfRO was created by an RI, the DRM Requester pdsce
to step 1.c. Otherwise, the following is performed:

i. Ifthe LRM's certificate does not have tleealRightsManagerDevicextended key purpose (see
[SCE-LRM]), then the RO MUST have a <userDomainnstmaint. If the constraint is not
present, the Move RO transaction is terminated.

ii. Ifthe LRM's certificate has thiocalRightsManagerDevicextended key purpose, the RO MUST
be a Device RO. If it is not a Device RO, the M&@ transaction is terminated.

c. It checks if the RO has a <userDomain> constréitihe constraint is present, the DRM Requesteckéie
its own User Domain Authorization (see [SCE-DOMifthe User Domain Authorization is expired, the
Move RO transaction is terminated.

d. It marks the RO being Moved as unusable. If theiRR€ateful and just a portion of the RO is beingvied
(Partial Rights, see section 5.3), then that portieing Moved is marked as unusable.

e. It generates a randomoveHandlend creates a Move context with theveHandlethe REK of the RO
being Moved, and the DRM Agent ID.

2. The DRM Requester generatesaveRoRequestith the information for the RO (or portion) beiMpved to the
DRM Agent andnoveHandldfrom step 1.e). If the RO has a <copy> permisdbon the <copy> permission was
lost (see also section 9.8, point 4.q), the DRMWRster MUST signalise this to the DRM Agent by irdihg a
ConstraintState() field for the <copy> permissiortie MoveRoRequest, with the permissionLost fggltito true.

3. The DRM Requester sends tMeveRoRequesd the DRM Agent, applying the replay protectioaahanism
described in section 7.3.

4. The DRM Agent processes the request as follows:

a. It processes the request for replay as describeddtion 7.3.
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J-

k.

It verifies the integrity of the request. If thaagrity check fails, it setsloveRoResponse.Statos
IntegrityVerificationFailed and proceeds to step 5.
It validates the fields of theloveRoRequeslf any field is invalid, it setd#loveRoResponse.Statos
InvalidField and proceeds to step 5.
It verifies the signature on the RO, including 8wurceCertificateChaifield. If any of the verifications
fails, it setdVloveRoResponse.StatodnvalidRightsObject and proceeds to step 5.
It checks that the RO has the <move> permissiahddes not, it setsloveRoResponse.Statos
InvalidRightsObject and proceeds to step 5.
If the RO is stateful, it validates that tB&atelnformations consistent with the original state in the R€e(s
section 5.5). If any state is invalid, it sedleveRoResponse.StatodnvalidRightsObject and proceeds to
step 5.
It checks the entity that created the RO. If the\wR3 created by an RI, the DRM Requester proceeds t
step 4.i.
If the LRM’s certificate does not have tleezalRightsManagerDevicextended key purpose (see [SCE-
LRM]), then the RO MUST have a <userDomain> corstrdf the constraint is not present, the DRM
Agent setdVloveRoResponse.StatodnvalidRightsObject and proceeds to step 5.
It checks whether the RO has a <userDomain> canstthnot, the DRM Agent proceeds to step 4.j.
Otherwise, the DRM Agent performs the following cke:

i. It checks whether the RO has a <copy> permissforot| the DRM Agent proceeds to step 4.i.iii.

ii. It checksifit has a current record (whether ilhsthor waiting to be installed) of an RO with the
same ROID. If the duplicate RO exists, the DRM AgestsMoveRoResponse.Statos
DuplicateRightsObject and proceeds to step 5.

iii. It checks if an LRM created the RO. If an LRM cezhthe RO, the DRM Agent checks if the
LRM’s certificate has théocalRightsManagerDomaiaxtended key purpose. If the certificate
does not, the DRM Agent seé#oveRoResponse.StatednvalidRightsObject and proceeds to
step 5.

iv. It validates theJserDomainAuthorizatiofor the DRM Requester. If the validation failsetbRM
Agent setdVloveRoResponse.StatodnvalidRightsObject and proceeds to step 5. Validation
MUST include the following:

a. Verifying the signature
b. User Domain Authorization is not expired
c. Entity ID of User Domain Authorization matches ID@RM Requester
v. It checks that the User Domain Authorization of ¢party> element of the RO corresponds to the
RI/LRM that signed the <rights> element, and vesfthe DEA'’s signature on the User Domain
Authorization. If the correspondence check or DEghature verification fails, the DRM Agent
setsMoveRoResponse. StatodnvalidRightsObject and proceeds to step 5.

vi. It checks that the User Domain baselD of the <user@inID> element within the User Domain
Authorization in the <party> element of the ROHe same as the User Domain baselD of the
<userDomainID> element within tigserDomainAuthorizatiofield. If not, the DRM Agent sets
MoveRoResponse.StatodnvalidRightsObject and proceeds to step 5.

vii. It checks that the User Domain generation ofllserDomainAuthorizatiofield is greater than or
equal to the User Domain generation of the User &orAuthorization in the <party> element of
the RO. If not, the DRM Agent seltdoveRoResponse.StatednvalidRightsObject and
proceeds to step 5.

viii. If the DRM Agent is already a member of the Useniam, it checks that the User Domain
generation of th&JserDomainAuthorizatioffield is greater than or equal to the User Domain
generation of the DRM Agent’s User Domain Authoti@a. If not, the DRM Agent sets
MoveRoResponse.Statod owUserDomainGeneration and proceeds to step 5.

It checks if it has enough room to install the RGt does not, it setdoveRoResponse.Statos
NotEnoughSpace and proceeds to step 5.

It savesnoveHandleand associatesoveHandlavith the RO (which cannot be installed yet).
It setsMoveRoResponse. StatosSuccess.

5. The DRM Agent sends thdoveRoResponge the DRM Requester, applying the replay protecthechanism
described in section 7.3.
6. The DRM Requester processes the response as follows

a.

It processes the response for replay as describsekction 7.3.
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b.

C.

If the integrity verification of the response falsMoveRoResponse.StafasotSuccess, it determines if
it can restart the Move RO transaction at stepi2dbes not restart the transaction, the DRM FRster
performs the following:
i. It marks the RO (or portion) as usable.
ii. If the <move> permission had a <count> constrdifmcrements the current move counter of the
state information.

iii. It terminates the Move RO transaction.
It deletes the RO (or portion) that was Moved (@tilt keeps the corresponding Move context). Ndtthe
RO being Moved has been backed up, the Backed UMBOT NOT be restored.

7. The DRM Requester generatedaveRekRequesiith the data from the Move context.

8. The DRM Requester sends teveRekRequett the DRM Agent, applying the replay protectioeahanism
described in section 7.3.

9. The DRM Agent processes the request as follows:

a.
b.

f.
g.
h.

It processes the request for replay as describsddtion 7.3.

It validates the fields of theloveRekRequedf any field is invalid, it setMoveRoResponse.Statos
InvalidField and proceeds to step 10.

It verifies the integrity of the request. If theegrity check fails, it setsloveRekResponse.Statas
IntegrityVerificationFailed and proceeds to step 10.

It checks if it has an RO that corresponds tontleeeHandlelf it does not have a corresponding RO, it sets
MoveRekResponse.StatasJnknownHandle and continues with step 10.

It decryptsMoveRekRequest.Body.EncryptedRédte: if the RO is a User Domain RO with a
<userDomain> constraint, and the DRM Agent is rattaymember of the User Domain (i.e. it does not
have the UDK), the DRM Agent MUST join the User Daimto receive a copy of the UDK in order to
fully decrypt the REK.

If the User Domain Context ([SCE-DOM]) has expifed indicated by the User Domain Context Expiry
Time) the DRM Agent MUST NOT install the RO.

It checks whether the RO has a <contextRequiredstcaint element. If not, it proceeds to step 9.h.

It tags the RO that corresponds to theveHandleas ‘pending RI/LRM Context verification’ removewet
moveHandldrom the RO, and proceeds to step 9.i.

It marks the RO that corresponds to theveHandles usable, and removes theveHandlérom the RO.
It setsMoveRekResponse.Statassuccess.

10. The DRM Agent sends thdoveRekResponse the DRM Requester, applying the replay protecthechanism
described in section 7.3.

11. If the RO has been tagged as ‘pending RI/LRM Cdniexification’, upon successful verification of an
active/current Context with the RI or LRM that geasted the <signature> element of the RO, the DRMmMg
removes the tag and marks the RO as usable. Rtheas a ‘pending RI/LRM Context verification’ tage DRM
Agent MUST NOT grant any permissions other than vexo

12. The DRM Requester processes the response as follows

a.
b.

It processes the response for replay as describgekction 7.3.
It verifies the integrity of the response. If tmteigrity check failed, the DRM Requester determiféscan
restart the Move RO transaction at step 7. If @gloot restart the transaction, the DRM Requestés™
leave the RO marked as unusable and terminate tive RO transaction.
If MoveRekResponse.StatsisiotSuccess, it determines if it can restart the Move RO temt®n at step
7. If it does not restart the transaction, the DR&tjuester performs the following:
i. It marks the RO (or portion) as usable.
ii. Ifthe <move> permission had a <count> constrdiimcrements the current move counter of the
state information.

iii. It terminates the Move RO transaction.
It removes the cached corresponding Move context.
At this point the Move RO transaction has succdigstompleted.

9.7.1 MoveRoRequest

A MoveRoRequess sent as a protected request and its body isatkés follows:
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Body(){
timeStampPresent 1 bslbf

statelnfoPresent 1 bslbf

udaPresent 1 bslbf

rfu 5 bslbf

moveHandle 64 uimsbf

RoAlias()

SourceAlias()

SourcelD()

if( timeStampPresent }{
SourceTimeStamp()

}

RightsObjectContainer()

if( statelnfoPresent ){
Statelnformation()

CertificateChain()
if( udaPresent ){
UserDomainAuthorization()
}
}

RoAlias(){
String80()
}

DomainAlias(){
String80()

SourceAlias(){

String80()

}

SourcelD(){
EntityID()

}

TimeStamp(){
year 14 uimsbf
month 4 uimsbf
day 5 uimsbf
hour 5 uimsbf
minute 6 uimsbf
second 6 uimsbf

}

UserDomainAuthorization(){
OctetString16()

The fields are defined as follows:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_A2A-V1_0-20110705-A Page 53 (73)

« timeStampPresent this is a boolean field, that if true, indicatlat the source (Rl or LRM)imeStamgield is
present.

« statelnfoPresent this is a boolean field, that if true, indicateat theStatelnformatiorfield is present.

« rfu—thisis a5 bit field that is reserved for f@wse. When sending the request, this field MUS$db¢o 0. When
processing this field, its value MUST be ignored.

« moveHandle- this field contains a random 64 bit unsignedget that is used to correlate tMMeveRoRequestith
theMoveRekRequest

« RoAlias— this field contains an optional alias for the .ROs of typeString80which is defined in section 8.16.

« DomainAlias- this field contains an optional alias for therdan if the RO is a domain RO. It is of tyS&ing80
which is defined in section 8.16.

« SourceAlias- this field contains an optional alias for thglRs Issuer or LRM that created the RO. It is pkty
String80which is defined in section 8.16.

« SourcelD- this field contains the identity of the Righssuier or LRM that created the RO. It is of t¥p#itylD
which is defined in section 8.5.

¢ RightsObjectContainer this field contains a RO as defined in sectid®8

« Statelnformation- this field, if present, contains the state infation for the Rights being Moved. This field is
defined in section 8.21. This field MUST be preséttie RO is stateful.

e year- this field contains the year — 2000 of the titarg. Range is 0 — 16383, corresponding to thes\2@00 —
18,383.

« month- this field contains the month of the timestamiph O representing January. Range is 0 — 11.

« day- this field contains the day — 1 of the monthhaf timestamp. Range is 0 — 30.

¢ hour - this field contains the hour of the timestamané&e is 0 — 23.

* minute- this field contains the minute of the timestaRpnge is 0 — 59.

« second- this field contains the seconds of the timestarRgmge is 0 — 59.

e CertificateChain- this field contains the certificate chain foe tRights Issuer or LRM that created the RO. Thkifi
is defined in section 8.8.

« UserDomainAuthorizatior this field, if present, contains the User Domairihorization for the DRM Requester.
This field MUST be preseif the RO being Moved has a <userDomain> constrai

9.7.2 MoveRoResponse
A MoveRoResponsge sent as a protected response. The followinig fedts the validStatusvalues for this response.

Table 14: MoveRoResponse Status Values

Status Values

Success

InvalidField
InvalidRightsObject
NotEnoughSpace
NotADomainMember

The body of aMoveRoResponsis empty and is defined as follows:
}l?ody(){

9.7.3 MoveRekRequest

A MoveRekReque sent as a protected request and its body isetkeés follows:

Body(){
moveHandle 64 uimsbf

EncryptedRek()
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EncryptedRek (){

EncryptedData() //Contains an encrypted REK
}
Rek(){

for(i=0;i<16;i++){

byte 8 uimsbf

}

}

The fields are defined as follows:

« moveHandle- this field contains a random 64 bit unsignedget that is used to correlate tMeveRoRequestith
theMoveRekRequest

« EncryptedRek this field contains an encrypted REK. If the R& a <userDomain> constraint, the REK is first
encrypted with the (current generation of the) U@st the User Domain) using [AES-WRAP] and then wrapped
REK is encrypted with the SK using the negotiatigdthm. If the RO does not have a <userDomainast@int, the
REK is encrypted by the SK using the negotiatedritiym. The field is of typ&ncryptedDatavhich is defined in
section 8.11.

¢ Rek- this field contains an REK.

9.7.4 MoveRekResponse
A MoveRekResponsesent as a protected response. The following tadts the validStatusvalues for this response.

Table 15: MoveRekResponse Status Values

Status Values

Success

InvalidField
UnknownHandle
IntegrityVerificationFailed

The MoveRekResponsie empty and is defined as follows:
fody(){

9.8 Copy RO Operation

The Copy RO operation is only used by a DRM ReardstCopy a <userDomain>-constrained Rights Olffe€) with a
<copy> permission to a DRM Agent. This operation $MUtake place using a SAC. This operation MUST N@T
performed if the DRM Requester’s certificate doeshrave arextKeyUsage extension wittboma-kp-sceDrmAgent

key purpose set or the DRM Agent’s certificate doeshave aextKeyUsage extension wittboma-kp-sceDrmAgent

key purpose set (see section A.1). The DRM AgentSWileject the RO if the <signature> element over<tights>
element has been generated by an entity otherath&i or an LRM. The following figure illustratdset Copy RO operation.
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Figure 9: Copy RO Operation

In order for this operation to take place, thedaiing MUST be performed:

1. The DRM Requester performs the following:
a. It checks if the RO has the <copy> permission, thatithe <copy> permission was not lost. If thepsco
permission is not present or the <copy> permisgias lost, the Copy RO operation is terminated.
Otherwise, the following is performed:
i. Ifthere is a <system> constraint, the DRM Requestecks the <context> child element(s) of the
<system> constraint. If no <context> child elemieentifies the (A2A) Copy RO operation, the
Copy RO operation is terminated.
ii. Ifthereis a <count> constraint, then it checles¢hrrent count value in the state information of
the RO. If the current copy count is 0, the DRM &esjer terminates the Copy RO operation.
Otherwise, it decrements the current copy counteral the state information of the RO.
b. It checks the entity type that created the ROnIR4&created the RO, the DRM Requester proceestemn
1.d.
c. Ifthe LRM’s certificate does not have tleealRightsManagerDomaiaxtended key purpose (see [SCE-
LRM]), the Copy RO operation is terminated.
d. It checks its User Domain Authorization ([SCE-DOMYJ)the User Domain Authorization is expired, the
Copy RO operation is terminated.
e. It checks if the RO contains a <userDomain> coimdtr there is no <userDomain> constraint, it
terminates the Copy RO operation.
2. The DRM Requester generate€apyRoRequestith the information for the RO being Copied te thRM Agent.
3. The DRM Requester sends tBepyRoRequesb the DRM Agent, applying the replay protectioaahanism
described in section 7.3.
4. The DRM Agent processes the request as follows:
a. It processes the request for replay as describeddtion 7.3.
b. It verifies the integrity of the request. If theegrity check fails, the DRM Agent sets
CopyRoResponse. StatadntegrityVerificationFailed and proceeds to step 5.
c. It validates the fields of theopyRoRequeslf any field is invalid, the DRM Agent sets
CopyRoResponse.StatadnvalidField and proceeds to step 5.
d. It verifies the signature on the RO, including 8wurceCertificateChaifield. If any of the verifications
fails, the DRM Agent set€opyRoResponse.StatadnvalidRightsObject and proceeds to step 5.
e. It checks if it has a current record (whether ithathor waiting to be installed) of an RO with theme
ROID. If the duplicate RO exists, the DRM AgentssebpyRoResponse.StatodDuplicateRightsObject
and proceeds to step 5.
f. It checks that the RO has the <copy> permissioihdiées not, the DRM Agent sets
CopyRoResponse.StatodnvalidRightsObject and proceeds to step 5.
g. It checks the entity that created the RO. If theWR3 created by an RI, the DRM Requester proceeds t
step 4.h.
h. If the LRM’s certificate does not have tloealRightsManagerDomaiaxtended key purpose (see [SCE-
LRM]), the DRM Agent set€opyRoResponse.StatodnvalidRightsObject and proceeds to step 5.
i. It checks if the RO has a <userDomain> constr#itite constraint is not present, the DRM Agentsset
CopyROResponse.StatadnvalidRightsObject and proceeds to step 5.
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j- It validates théJserDomainAuthorizatiofor the DRM Requester. If the validation failsethRM Agent
setsCopyRoResponse.StatodnvalidRightsObject and proceeds to step 5. Validation MUST include th
following:

a. Verifying the signature
b. User Domain Authorization is not expired
c. Entity ID of User Domain Authorization matches IDDRM Requester

k. It checks that the User Domain Authorization of ¢party> element of the RO corresponds to the RULR
that signed the <rights> element, and verifiesDEA’'s signature on the User Domain Authorizatidn. |
the correspondence check or DEA signature verifindails, the DRM Agent setSopyRoResponse.Status
to InvalidRightsObject and proceeds to step 5.

I. It checks that the User Domain baselD of the <user@inID> element within the User Domain
Authorization in the <party> element of the ROHe same as the User Domain baselD of the
<userDomainID> element within the UserDomainAuthation field. If not, the DRM Agent sets
CopyRoResponse.StatodnvalidRightsObject and proceeds to step 5.

m. It checks that the User Domain generation ofidserDomainAuthorizatiofield is greater or equal to the
User Domain generation of the User Domain Authaidzein the <party> element of the RO. If not, the
DRM Agent setsCopyRoResponse.StatednvalidRightsObject and proceeds to step 5.

n. If the DRM Agent is already a member of the Useniam, it checks that the User Domain generation of
the UserDomainAuthorization field is greater tharequal to the User Domain generation of the User
Domain Authorization in the <party> element of R@. If not, the DRM Agent sets
CopyRoResponse.Statod owUserDomainGeneration and proceeds to step 5.

0. It checks if it has enough room to install the RGt does not, it set€opyRoResponse.Statos

NotEnoughSpace and proceeds to step 5.

It decryptsCopyRoRequest.Body.EncryptedRek

Note 1. If the DRM Agent is already a member of the USemain, it installs the RO per [DRM-v2.1]

except that the replay cache is not considered.nifietalled, this RO loses the <copy> permissian,the

DRM Agent, acting as a DRM Requester, SHALL NOT ¢tpe RO to another DRM Agent. Note: if the

DRM Agent is not a member of the User Domain, it ndt be able to fully decrypt the REK and install

the RO until it joins the User Domain and receigeopy of the UDK. If the User Domain Context ([SCE

DOM)]) has expired (as indicated by the User Don@amtext Expiry Time) the DRM Agent MUST NOT

install the RO.

Note 2: if the RO is afterwards moved to another Devihe,<copy> permission remains lost. The

information that the <copy> permission is lostrisluded in the State Information (via the permiskimst

field associated with the <copy> permission) teatansmitted via a Move RO transaction as destiibe

Section 9.7. This ensures that once an RO losesdbgy> permission, that permission remains logtne

if the RO is transmitted via one or multiple Mov® Rransaction(s).

r. It setsCopyRoResponse.StatosSuccess.

5. The DRM Agent sends tHeopyRoResponge the DRM Requester, applying the replay protectnechanism
described in section 7.3.

6. The DRM Requester processes the response as follows

a. It processes the response for replay as describgekction 7.3.
b. It verifies the integrity of the response. If timegrity check failed, the DRM Requester MUST NOT
increment the copy counter, if any, of the statermation, and MUST terminate the Copy RO operation
c. If CopyRoResponse.StaiasnotSuccess, it determines if it can restart the Copy RO ofiereat step 2. If
it does not restart the operation, the DRM Requgsgorms the following:
i. If the <copy> permission had a <count> constrafibcrements the current copy counter of the
state information.
ii. Itterminates the Copy RO operation.
d. At this point the Copy RO operation has successfdimpleted.

L7T

9.8.1 CopyRoRequest

A CopyRoRequess sent as a protected request and its body isatkés follows:

Body(){
timeStampPresent 1 bslbf
rfu 7 bslbf
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}

RoAlias()

SourceAlias()

SourcelD()

if( timeStampPresent )}{
TimeStamp()

RightsObjectContainer()
EncryptedRek()
CertificateChain()
UserDomainAuthorization()

EncryptedRek(){

EncryptedData() //Contains an encrypted REK

The fields are defined as follows:

timeStampPresent this is a boolean field, that if true, indicatlkat the source (Rl or LRMimeStamfield is
present.

rfu — this is a 7 bit field that is reserved for figwse. When sending the request, MUST be setWthen processing
this field, its value MUST be ignored.

RoAlias— this field contains an optional alias for the.RiOs defined in section 9.7.1.

DomainAlias- this field contains an optional alias for thergon if the RO is a domain RO. It is defined int&st
9.7.1.

SourceAlias- this field contains an optional alias for thglRs Issuer or LRM that created the RO. It is deliin
section 9.7.1.

SourcelD- this field contains the identity of the Righssuier or LRM that created the RO. It is defineddntion
9.7.1.

RightsObjectContainer this field contains an RO as defined in sec8dr®.

EncryptedRek this field contains an REK that has been ened/pvice. The REK is first encrypted with the UDK
(for the User Domain) using [AES-WRAP] and then tirapped REK is encrypted with the SK using theatiated
algorithm. The field is of typ&ncryptedDatawvhich is defined in section 8.11.Rekfield is defined in section 9.7.1.
TimeStamp- this field constains the timestamp of the Ridbssier or LRM that created the RO. It is defined i
section 9.7.1.

CertificateChain- this field contains the certificate chain foe tRights Issuer or LRM that created the RO. Thaklfi
is defined in section 8.8.

UserDomainAuthorizatior this field contains the User Domain Authorizatfonthe DRM Requester.

9.8.2 CopyRoResponse

A CopyRoResponss sent as a protected response. The followinlg fadts the validStatusvalues for this response.

Table 16: CopyRoResponse Status Values

Status Values

Success

InvalidField
InvalidRightsObject
DuplicateRightsObject
NotEnoughSpace
IntegrityVerificationFailed

The body of &opyRoResponse empty and is defined as follows:
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Body(){
}

9.9 Share RO Operation

The Share RO operation is used by the DRM Requestés Ad Hoc Sharing of a RO. This operation MU8He place
using a SAC. This operation MUST NOT be perfornfatié DRM Requester’s certificate does not havexiKeyUsage
extension wittoma-kp-sceDrmAgent  key purpose set or the DRM Agent'’s certificatesinet have aextKeyUsage
extension wittoma-kp-sceDrmAgent  key purpose set (see section A.1). The DRM AgedSWl reject the RO if the
<signature> element over the <rights> element leas lyenerated by an entity other than an RI orRivl.LThe following
figure illustrates the Share RO operation.

DRM DRM
Requester Agent
| |
I ShareRoRequest l
| >
| |
! ShareRoResponse !
I< |
| |

Figure 10: Share RO Operation

In order for this operation to take place, thedaiing MUST be performed:

1. The DRM Requester checks if the RO has the <adhares permission and any constraints. If the ROvcabe
Ad Hoc Shared, the Share RO operation is termin&teplarticular, the DRM Requester MUST check the
following:

a. If the <banning-interval> constraint is presenértlit ensures that the banning interval timer iicg DRM
Agent has elapsed. If the banning interval timer élapsed, then the DRM Requester starts the bgnnin
interval timer for this DRM Agent with the value thfe <banning-interval> constraint.

b. If the <max-concurrent> constraint is present, themsures that the number of DRM Agents it isently
performing Adhoc Sharing with is less than the <rnarcurrent> value. If the number of DRM Agents is
less, then the DRM Requester increments the cosrucounter of DRM Agents for this RO.

2. The DRM Requester generateSlkeareRoRequest

3. The DRM Requester sends thhareRoRequett the DRM Agent, applying the replay protectioaaghanism
described in section 7.3.

4. The DRM Agent processes the request as follows:

a. It processes the request for replay as describeddtion 7.3.

b. It validates the fields of thBhareRoRequedf any field is invalid, it setShareRoResponse.Statas
InvalidField and proceeds to step 5.

c. It verifies the integrity of the request. If theeagrity check fails, it setShareRoResponse.Statas
IntegrityVerificationFailed and proceeds to step 5.

d. It verifies the signature on the RO, including 8wurceCertificateChaifield. If any of the verifications
fails, it setsShareRoResponse.StatasnvalidRightsObject and proceeds to step 5.

e. It checks that the RO has the <adhoc-share> paeonid$§it does not, it setShareRoResponse.Statas
InvalidRightsObject and proceeds to step 5.

f. It checks that the RO contains a <cekHash> eleieht <context> element in the <party> elemenit. If
doesn't, the DRM AgerdetsShareROResponse.StatagnvalidRightsObject and proceeds to step 5.

g. It calculates, using the CEKs and CEK hashes, tiéhash as defined in [SCE-REL]. If the value is
different from the value in thecekHash> element, the DRM Agent s8tsmreROResponse.Statas
InvalidRightsObject and proceeds to step 5.
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h. It checks if it has enough room to install the RGt does not, it setShareRoResponse.Statas
NotEnoughSpace and proceeds to step 5.
i. Itinstalls the RO per [DRM-DRM-V2.1] except thaktreplay cache is not considered. It marks theaRO
“shared”, meaning that only the permissions undertadhoc-share> permission can be granted.
j- It setsShareRoResponse.StatasSuccess.
5. The DRM Agent sends tighareRoResponse the DRM Requester, applying the replay protecthechanism
described in section 7.3.
6. The DRM Requester processes the response as follows
a. It processes the response for replay as describgekction 7.3.
b. If ShareRoResponse.StaisimotSuccess, it determines if it can restart the Share RO atien at step 2.
If it does not restart the operation, it perforime following:
i. Ifthe RO contains the <banning-interval> constratrcauses the banning interval timer for this
DRM Agent to elapse.
ii. Ifthe RO contains the <max-concurrent> constrdittecrements the concurrent counter of DRM
Agents.
iii. It terminates the Share RO operation.
c. At this point the Share RO operation has succdgsfampleted.

9.9.1 ShareRoRequest

A ShareRoRequei sent as a protected request and its body isetkés follows:

Body(){
RightsObjectContainer()

CertificateChain()
Cekinfo()

}
The fields are defined as follows:

* RightsObjectContainer this field contains a RO as defined in sectidi®8

< CertificateChain- this field contains the certificate chain foe tRights Issuer or LRM that created the original RO
This field is defined in section 8.8

« Cekinfo- this field contains, per asset, the Content ¥ptamn Key (CEK) , encrypted with the SK, or the /S
hash over the CEK. The field is defined in secBal®. Note that the encrypted CEKs are only detistdor those
assets that are Ad Hoc Shared.

9.9.2 ShareRoResponse
A ShareRoResponsesent as a protected response. The followinlg {adts the validStatusvalues for this response.

Table 17: ShareRoResponse Status Values

Status Values

Success

InvalidField
NotEnoughSpace
IntegrityVerificationFailed
InvalidRightsObject

The body of &shareRoResponseempty and is defined as follows:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_A2A-V1_0-20110705-A Page 60 (73)

Body(){
}

9.10 Lend RO Operation

The Lend RO operation is used by the DRM Requéstdo Lending of a RO. This operation MUST takecplasing a
SAC. This operation MUST NOT be performed if the Requester’s certificate does not haveeatkKeyUsage
extension wittoma-kp-sceDrmAgent  key purpose set or the DRM Agent'’s certificatesinet have aextKeyUsage
extension wittoma-kp-sceDrmAgent  key purpose set (see section A.1). The DRM AgedSWl reject the RO if the
<signature> element over the <rights> element leas lyenerated by an entity other than an RI orRivl.LThe following
figure illustrates the Lend RO operation.

DRM DRM
Requester Agent
| |
l LendRoRequest I
; >
| |
! LendRoResponse !
I< |
| |

Figure 11: Lend RO Operation

In order for this operation to take place, thedaiing MUST be performed:

1. The DRM Requester does the following:
a. It checks if the RO has the <lend> permission andcanstraints. If the RO contains stateful corstsa
for consumption by the DRM Requester or if the RfArot be Lent, the Lend RO operation is terminated.
b. It marks the RO as unusable.
c. It creates a Lending context for this RO that idelsithe ROID, thieendingHandlethe DRM Agent’s ID
and a lending interval timer.
d. It generates a randolendingHandleand copies it to the Lending context andltkadRoRequest
2. It starts the lending interval timer in the Lendicantext using the value of the <lending-intervadmstraint. Note
that once this lending interval timer expires, BfeRM Requester marks the RO as usable again.
3. The DRM Requester generatesemdRoRequest
4. The DRM Requester sends thendRoReques$t the DRM Agent, applying the replay protectioaahanism
described in section 7.3.
5. The DRM Agent processes the request as follows:
a. It processes the request for replay as describeddtion 7.3.
b. It validates the fields of theendRoRequesif any field is invalid, it settendRoResponse.Statos
InvalidField and proceeds to step 6.
c. It verifies the integrity of the request. If thaagrity check fails, it seisendRoResponse.Statos
IntegrityVerificationFailed and proceeds to step 6.
d. It verifies the signature on the RO, including 8wurceCertificateChaifield. If any of the verifications
fails, it setd.endRoResponse.StatednvalidRightsObject and proceeds to step 6.
e. It checks that the RO has the <lend> permissioit ddées not, it setsendRoResponse.Stataos
InvalidRightsObject and proceeds to step 6.
f. It checks that the RO does not contain statefusttamts for consumption by the DRM Requestett If i
does, it settendRoResponse.StatodnvalidRightsObject and proceeds to step 6.
g. It checks that the RO contains a <cekHash> elemédhe <context> element in the <party> elemenit. If
doesn't, the DRM AgersetsLendROResponse.StatednvalidRightsObject and proceeds to step 6.
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h. It calculates, using the CEKs and CEK hashes, ti€hash as defined in [SCE-REL]. If the value is
different from the value in thecekHash> element, the DRM Agent se¢dROResponse.Statos
InvalidRightsObject and proceeds to step 6.

i. It checks that the <lend> permission has an <lagpditerval> constraint. If it does not, it sets
LendRoResponse.StatadnvalidRightsObject and proceeds to step 6.

j- It checks if it has enough room to install the Rt does not, it settendRoResponse.Statos
NotEnoughSpace and proceeds to step 6.

k. Itinstalls the RO per [DRM-DRM-V2.1] except th&ktreplay cache is not considered. It marks theaRO
“lent”.

I. It creates a Lent context for this RO that incluttesROID, thdendingHandlethe DRM Requester’s ID
and a lending timer.

m. It starts the lending timer in the Lent contexthwtihe value of the <lending-interval> constrainttod
<lend> permission.

n. It setsLendRoResponse.StatosSuccess.

6. The DRM Agent sends tHeendRoResponge the DRM Requester, applying the replay protecthechanism
described in section 7.3.
7. The DRM Requester processes the response as follows

a. It processes the response for replay as describgekction 7.3.

b. If LendRoResponse.StafasiotSuccess, it determines if it can restart the Lend RO ofieraat step 2. If
it does not restart the operation, the DRM Requegsegorms the following:

i. It marks the RO as usable.
ii. Itremoves the Lending context, stopping the legdirterval timer.
iii. It terminates the Lend RO operation.
c. At this point the Lend RO operation has successfidmpleted.

After the successful execution of the Lend RO dfi@nathe DRM Agent MAY grant the following permiess (if present
and subject to any constraints): <play>, <displagd <execute>. Other permissions that are presel8TNOT be granted.

9.10.1 LendRoRequest

A LendRoRequest sent as a protected request and its body isedkés follows:

Body(){
lendingHandle 32 uimsbf
RightsObjectContainer()
CertificateChain()
Cekinfo()

}

The fields are defined as follows:

« lendingHandle- this field contains a 32 bit unsigned integesigrsed by the DRM Requester to identify the RO gein
Lent. The DRM Requester can use this value in tredLRelease operation (see section 9.11) to refeadRO.

* RightsObjectContainer this field contains a RO as defined in sectidi®8

e CertificateChain- this field contains the certificate chain foe tRights Issuer or LRM that created the original RO
This field is defined in section 8.8

« Cekinfo- this field contains, per asset, the Content yptaon Key (CEK), encrypted with the SK, or the SHAash
over the CEK. The field is defined in section 8.M®te that the encrypted CEKs are only deliveredtiose assets
that are Lent.

9.10.2 LendRoResponse

A LendRoResponse sent as a protected response. The following tadts the validStatusvalues for this response.

Table 18: LendRoResponse Status Values

Status Values
Success
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Status Values

InvalidField
IntegrityVerificationFailed
InvalidRightsObject
NotEnoughSpace

The body of dendRoResponsis empty and is defined as follows:
fody(){

9.11 Lend Release Operation

The Lend Release operation is used by the DRM Retguid release a RO it had previously receivediiand operation
(see section 9.10). This operation MUST take plesiag a SAC. This operation MUST NOT be perfornfatié DRM
Requester’s certificate does not haveeatKeyUsage extension wittboma-kp-sceDrmAgent  key purpose set or the
DRM Agent’s certificate does not have extKeyUsage extension wittoma-kp-sceDrmAgent  key purpose set (see
section A.1). Note that for this operation to swwmtehe DRM Requester (for this operation) MUSTHeEDRM Agent that
received the Lent RO and the DRM Agent (for thismgion) MUST be the DRM Requester that Lent the Ri@ following
figure illustrates the Lend Release operation.

DRM DRM
Requester Agent

LendReleaseRequest

LendReleaseResponse
«

I I

Figure 12: Lend Release Operation

In order for this operation to take place, thedalihg MUST be performed:

1. The DRM Requester generatesemdReleaseRequagting the data from the Lent context for the RO.
2. The DRM Requester sends thendReleaseRequéstthe DRM Agent, applying the replay protectioaahanism
described in section 7.3.
3. The DRM Agent processes the request as follows:
a. It processes the request for replay as describeddtion 7.3.
b. It validates the fields of theendReleaseReque#tany field is invalid, it setkendReleaseResponse.Status
to InvalidField and proceeds to step 4.
c. It verifies the integrity of the request. If thaagrity check fails, it setsendReleaseResponse.Status
IntegrityVerificationFailed and proceeds to step 4.
d. It checks if it has a Lending context for fleadingHandleand DRM Requester ID. If it does not have a
Lending context, it setisendReleaseResponse.StatigdnknownHandle and proceeds to step 4.
e. It marks the RO corresponding to fleedingHandleas usable and removes the Lending context.
f. It setsLendReleaseResponse.StatuSuccess.
4. The DRM Agent sends tHeendReleaseResporntsethe DRM Requester, applying the replay protectnechanism
described in section 7.3.
5. The DRM Requester processes the response as follows
a. It processes the response for replay as describgekction 7.3.
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b. If LendReleaseResponse.StasusotSuccess, it determines if it can restart the Lend Reldage
operation at step 1. If it does not restart theatpen, it terminates the Lend Release operation.

c. Itdeletesthe Lent RO it just released and remtived.ent context.

d. At this point the Lend Release operation has sstelys completed.

9.11.1 LendReleaseRequest

A LendReleaseRequeéstsent as a protected request and its body isatkés follows:

Body(){
lendingHandle 32 uimsbf

}
The fields are defined as follows:

« lendingHandle- this field contains a 32 bit unsigned integet thas previously assigned by the DRM Requestet (th
Lent the RO) to identify the RO being released.

9.11.2 LendReleaseResponse
A LendReleaseResponisesent as a protected response. The followinig tads the validStatusvalues for this response.

Table 19: LendReleaseResponse Status Values

Status Values

Success

InvalidField
IntegrityVerificationFailed
UnknownHandle

The body of d endReleaseResponseempty and is defined as follows:
}l?ody(){

9.11.3 Lending Expiration

If the DRM Requester does not release the Lent RDtlzae lending timer of the corresponding Lent emhexpires, it
MUST perform the following:

1. Delete the Lent RO.

2. Remove the Lent context.

9.12 Render Operation

The Render operation is used by the DRM Requestszdurely deliver the CEK for the DRM Contenthie Render Agent
so that the DRM Content can be rendered remotélg. ORM Content is identified by its Asset ID (seetfon 8.18). This
operation MUST take place using a SAC. All ROsiarglicitly allowed to be rendered remotely. Althdugot within the
scope of this specification, it is assumed thatReader Agent will lose knowledge of the CEK aftex rendering of the
DRM Content is complete. In addition, the DRM Resfee MUST ensure that the rendering applicatiothenRender Client
is trustworthy and securely communicates the rengestatus to the DRM Requester.

This operation MUST NOT be performed if the DRM Rester’s certificate does not haveextKeyUsage extension
with oma-kp-sceRenderSource key purpose set or the Render Agent’s certifidates not have aextKeyUsage
extension wittoma-kp-sceRenderAgent  key purpose set (see section A.1). The followiggrk illustrates the Render
operation.
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DRM Render
Requester Agent

| |

| RenderRequest l

| o

| |

! RenderResponse !
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Figure 13: Render Operation

In order for this operation to take place, thedaiing MUST be performed:

1. The DRM Requester generateRenderRequest
2. The DRM Requester sends tRenderRequesd the Render Agent, applying the replay protectieechanism
described in section 7.3.
3. The Render Agent processes the request as follows:
a. It processes the request for replay as describeddtion 7.3.
b. It validates the fields of theenderRequeslf any field is invalid, it setRenderResponse.Statos
InvalidField and proceeds to step 4.
c. It verifies the integrity of the request. If thadgrity check fails, it selRenderResponse.Stataos
IntegrityVerificationFailed and proceeds to step 4.
d. It decrypts the CEK.
e. It creates a Render context with teederHandle Assetld CEK and the DRM Requester ID.
f. It setsRenderResponse.StatosSuccess.
4. The Render Agent sends tRenderResponge the DRM Requester, applying the replay protecthechanism
described in section 7.3.
5. The DRM Requester processes the response as follows
a. It processes the response for replay as describgekction 7.3.
b. If RenderResponse.StaiasotSuccess, it determines if it can restart the Render openaat step 1. If it
does not restart the operation, it terminates thed®r operation.
c. It creates a Render context, associatingeheerHandle AssetiDand Render Agent ID.
d. At this point the Render operation has successédiypleted.

9.12.1 RenderRequest
A RenderRequesst sent as a protected request and its body isatkés follows:

Body(){
renderHandle 32 uimsbf

AssetID()
EncryptedCek()

The fields are defined as follows:

¢ renderHandle- this field contains a 32 bit unsigned integesigised by the DRM Requester to identify the rendgri
of the DRM ContentAssetID — tfs field contains the identification of the DRM Gent that the Render Agent
should render. It is defined in section 8.18.

* EncryptedCek- this field contains the Content Encryption K&EK) , encrypted with the SK, for decrypting the
DRM Content. It is defined in section 8.12.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_A2A-V1_0-20110705-A Page 65 (73)

9.12.2 RenderResponse
A RenderResponssg sent as a protected response. The followinig fadts the validStatusvalues for this response.

Table 20: Render Response Status Values

Status Values

Success
InvalidField
IntegrityVerificationFailed

The body of &RenderResponsis empty and is defined as follows:
;30dy(){
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10.SourceCertificateChain Revocation Checking

When receiving an RO via an instance of a Move R@saction, Copy RO operation, Share RO operatiobend RO
operation, the DRM Agent MAY refuse to install tR® or consume the RO for the first time if, basachwailable CRL or
OCSP information the (RI or LRM) entity that gerterhthe <signature> element over the <rights> eferhas been
revoked. The decision to implement this functiayak left to the Trust Authority.

Such CRL MAY be acquired by the Device by using@®et CRL operation (see section 9.6) or by otheamaeSuch OCSP
response MAY be acquired during registration ofBtewice with the specific entity. Such OCSP respdd#\Y be acquired
through unspecified communication of the Devicehveihother Device or other entity. This checkinghef revocation status
of the source entity identified by tis®urceCertificateChaifield is in addition to verification of the signae on the RO,
including theSourceCertificateChaifield as specified within the processing of trengaction or operation (see section 9).

Note that to be sure that the DRM Requester doemadvertently lose access to the content receiedne of the named
transactions or operations, a fresh exchange battheeDRM Requester and DRM Agent of the latesbcation
information MAY be performed prior to completingettransaction or operation.
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11.Security Considerations (Informative)

In addition to the Security Considerations of [DRNRM-v2.1], several additional factors have to basidered when
allowing the features of this specification, asadéed below. This list is not claimed to be exhaues

11.1 Entity Compromise

11.1.1 DRM Requester Compromise
A compromised DRM Requester may result in any efftilowing:

* Duplication of ROs — the DRM Requester does notoreriMoved ROs or allows the restoration of ROs tazate
been Moved. This may not require actual restoraticthe RO, i.e. only resetting of state, in theecaf Partial
Rights Moves.

* Move of Duplicated ROs — Rights duplicated as alareeMoved by an unknown-compromised DRM Requester.
Because of the allowance of Partial Rights Moveltiple Moves (even to the same DRM Agent) may rot b
considered suspicious.

11.1.2 DRM Agent Compromise

A compromised DRM Agent may result in any of thidwing:
» Duplication of ROs — the DRM Agent does not rem8bared or Lent ROs after the Sharing or Lending tiras
expired.
11.1.3 Render Agent Compromise
A compromised Render Agent may result in any offthlewing:

» Disclosure of the CEK.

» Disclosure of Protected Content — the Render Aggrases the plaintext DRM Content to a compromisadering
application on the Render Client.

11.2 DRM Time

Although Devices implementing this specificatioe aequired to support DRM Time, there is no exptibiecking of DRM
Time between a DRM Requester and a DRM Agent. SD®aces are not trusted sources of time, it isitbes that the
DRM Requester's DRM Time and the DRM/Render AgeBt&M Time will be different when A2A functionality
performed.

11.3 CRL Distribution

Revocation status checking depends on the timslyillution of CRLs. Without such distribution, Degs and Render
Clients may not be aware that an entity has beavkesl. Note that an entity may have a valid andeturCRL but not be
aware that a new CRL is available.
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Appendix A.  Certificates and CRLs

A.1 Certificate Profiles and Requirements

The profile for DRM/Render Agent certificates usedhis specification follows the profile of the IMRAgent Certificates in
[DRM-DRM-v2.1] with the exceptions and additionsdescribed below.

Table21: DRM Agent Certificate Profile

Fields Values

Extensions, extKeyUsage TheextKeyUsage extension SHALL be present and MUST containdire-
kp-drmAgent key purpose object identifier as stated in [DRMNDR2.1]. In
addition, the following key purpose object iderifMUST be present:

oma-kp-sceDrmAgent OBJECT IDENTIFIER ::= {oma-kp 4}

If the DRM Agent is allowed to remotely render gid&kender Agent, the following
key purpose object identifier MUST be present:

ome- kp - sceRenderSource OBJECT IDENTIFIER w={oma -kp 5}
Extensions, cRLDistributionPoints| The cRLDistributionPoints extension SHALL be present. It MUST have|at

least oneDistributionPoint that in turn MUST have a

distributionPoint with a URL of where to obtain a CRL.

Table 22: Render Agent Certificate Profile

Fields Values

Extensions, extKeyUsage TheextKeyUsage extension SHALL be present and the following keygose
object identifier MUST be present:

oma-kp-sceRenderAgent  OBJECT IDENTIFIER ::= {oma-kp 6}

Extensions, cRLDistributionPoints| The cRLDistributionPoints extension SHALL be present. It MUST have|at
least onéDistributionPoint that in turn MUST have a
distributionPoint with a URL of where to obtain a CRL.

If allowed by the trust model, a Device MAY contdioth a DRM Agent and a Render Agent. In that cimecertificate
MUST contain the oma-kp-sceDrmAgent, the oma-kpAlgent and the oma-kp-sceRenderAgent key purpose.

A.2 CRL Profiles and Requirements

The profile for CRLs SHALL follow the CRL profilesastated in [SRM-TS].
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefBGR-RULES].

B.1 SCR for DRM Agent

Item Function Reference Status Requirement

A2A-DA-001 Support CRLs 5.2.1 M

A2A-DA-002 Support replay protection. 7.3 M

A2A-DA-003 Support the A2A Hello 9.1 M
operation

A2A-DA-004 Support the MAKE 9.2 M A2A-DA-001
transaction

A2A-DA-005 Support AEA encryption 9.2.7 M A2A-DA-@0

A2A-DA-006 Support the Change SAC | 9.3 0]
operation

A2A-DA-007 Support the CRL Query 9.4 M A2A-DA-001
operation

A2A-DA-008 Support the Put CRL 9.5 M A2A-DA-001
operation

A2A-DA-009 Support the Get CRL 9.6 M A2A-DA-001
operation

A2A-DA-010 Support the Move RO 9.7 M A2A-DA-004
operation

A2A-DA-011 Support checking thema- | 9.7, 9.8, 9.9, M
kp-sceDrmAgent  key 9.10
purpose of the DRM
Requester

A2A-DA-012 Support the Share RO 9.8 M A2A-DA-004
operation

A2A-DA-013 Support the Lend RO 9.9 M A2A-DA-004
operation

A2A-DA-014 Support the Lend Release | 9.10 M A2A-DA-004
operation

B.2 SCR for DRM Requester

Item Function Reference Status Requirement

A2A-DR-001 Support CRLs 521 M

A2A-DR-002 Support replay protection. 7.3 M

A2A-DR-003 Support the A2A Hello 9.1 M
operation

A2A-DR-004 Support the MAKE 9.2 M A2A-DR-001
transaction

A2A-DR-005 Support AEA encryption 9.2.7 M A2A-DR-00

A2A-DR-006 Support the Change SAC | 9.3 0]
operation

A2A-DR-007 Support the CRL Query 9.4 M A2A-DR-001

operation
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Item Function Reference Status Requirement

A2A-DR-008 Support the Put CRL 9.5 M A2A-DR-001
operation

A2A-DR-009 Support the Get CRL 9.6 M A2A-DR-001
operation

A2A-DR-010 Support the Move RO 9.7 M A2A-DR-004
operation

A2A-DR-011 Support checking thema- | 9.7, 9.8, 9.9, M
kp-sceDrmAgent  key 9.10
purpose of the DRM Agent

A2A-DR-012 Support the Share RO 9.8 M A2A-DR-004
operation

A2A-DR-013 Support the Lend RO 9.9 M A2A-DR-004
operation

A2A-DR-014 Support the Lend Release | 9.10 M A2A-DR-004
operation

A2A-DR-015 Support the Render operation  9.11 D A2R-004

A2A-DR-016 Support checking thema- o)
kp-sceRenderAgent  key
purpose of the Render Agent

B.3 SCR for Render Agent

Item Function Reference Status Requirement

A2A-RA-001 Support CRLs 5.2.1 M

A2A-RA-002 Support replay protection. 7.3 M

A2A-RA-003 Support the A2A Hello 9.1 M
operation

A2A-RA -004 Support the MAKE 9.2 M A2A-RA-001
transaction

A2A-RA -005 Support AEA encryption 9.2.7 M A2A-RACEG

A2A-RA -006 Support the Change SAC | 9.3 0] A2A-RA-001
operation

A2A-RA -007 Support the CRL Query 9.4 M A2A-RA-001
operation

A2A-RA -008 Support the Put CRL 9.5 M A2A-RA-001
operation

A2A-RA -009 Support the Get CRL 9.6 M A2A-RA-001
operation

A2A-RA -010 Support the Render operation  9.11 ARA-004

A2A-RA -011 Support checking thema- | 9.11, 9.12 M

kp-sceRenderSource
key purpose of the DRM
Requester
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Appendix C. Examble A2A Message (Informative)

Below are some sample A2A Messages. The last rowacts the values (in hex). The second to thertagtcontains the
offset (in decimal) from the beginning of the megsa

The following is an exampl&2AHelloRequest

A2ARequest
Messageld Body ExtensionsContainer
Version TrustAnchorAndEntityldPairList nbrOfEntries
nbrOfEntries|  TrustAnchor Entityld
length | octets IengtH1 octets
0 1 2 3 4-23 24 25 -44 45
0x00 0x10 0x01 0x14| hash ox1¢ hash 0x00
The following is an exampl€rlQueryRequest
A2ARequest
Messageld ExtensionsContainer
nbrOfEntries
0 5
0x08 0x00
The following is an exampleendReleaseRequest
A2AProtectedRequest
Messageld repIayCountér Body ExtensionsContajner ad¢im
lendingHandle| nbrOfEntries
0 1-4 5-8 9 10-2p
0x14 0x12345678 0x9876543 0x00 hmac
The following is an exampl€rlQueryResponswith Status= Success:
A2AResponse
Messageld Status Body ExtensionsContalner
CrlldList
nbrOfEntries| Crlissuerld CrINumber
length| octets nbrOfEntries
0 1 2 3-22 23 24 - 2b 26
0x09 0x00 0x01 hash 0x02 0x1234 0x00

The following is an exampleutCrIResponswith Status= Success:
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A2AResponse
Messageld Status| ExtensionsContaingr
nbrOfEntries
0 1 2
0x0B 0x00 0x00

The following is an exampl&2AHelloResponseith Status= InvalidField:

A2AResponse
Messageld| Status ExtensionsContaiher
nbrOfEntries
0 1 5
0x01 0x15 0x00

The following is an exampleendReleaseResponséh Status= Success:

A2AProtectedResponse
Messageld replayCountér Status ExtensionsContaikenac
nbrOfEntries
0 1-4 5 6 7 — 24
0x0B 0x23455432| 0x00Q 0x00 hma

The following is an examplRutRoResponseith Status= InvalidField:

A2AProtectedResponse
Messageld replayCountger Status ExtensionsContaifémac
nbrOfEntries
0 1-4 5 6 7 — 26
0x15 0x34566543| 0x15 0x00 hma
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Appendix D. Change History

(Informative)

D.1 Approved Version History
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Date

Description

OMA-TS-SCE_A2A-V1_0-20110705-A

05 Jul 2011
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