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approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
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However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
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http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.
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MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
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THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widécioperable
mechanisms for developing applications and sentltasare deployed over wireless communication aeksy

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amasomed on authenticated Devices per the usages eghressed by the
content owners. OMA DRM work addresses the varteabnical aspects of this system by providing appate
specifications for content formats, protocols, anibhts expression language.

A number of DRM specifications have already beefindd within the OMA. The latest approved releathe OMA DRM
enabler (([DRM-v2.1], including [DRM-DRM-v2.1], [DRMDCF-v2.1], [DRM-REL-v2.1)), is referred to withithis
document as “OMA DRM 2.1".

This specification defines the ROAP protocol seitéensions necessary to implement necessary funscts required per
[SCE-RD]. More specifically, this specification Wilpecify the interface SCE-1-ROAP as defined i@ESAD].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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OMA Online Certificate Status Protocol (profile[@CSP]) V 1.0 http://www.openmobilealliance.org/

“Open Digital Rights Language (ODRL)", Version 18lAugust 2002, URlhttp://odrl.net/1.1/ODRL -
11.pdfor URL:http://www.w3.0rg/TR/odrl/

2.2 Informative References

[OMADICT]

“Dictionary for OMA Specifications”, Version x.y, @n Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y,URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Constraint

Consume

Content
Content I ssuer
Content Provider

Device

Device Rights Object
(Device RO)

Domain

Domain Rights Object
(Domain RO)

DRM Agent
DRM Content

DRM Time

L ocal Rights Manager
(LRM)

Move

Rights

Permission
Sour ce Device
Recipient Device

State Information

A restriction on a Permission over DRM Content (DR®LO0).

To Play, Display, Print or Execute DRM Content odevice or to render DRM Content on a Render
Client.

One or more Media Objects (DRM V2.0).
The entity making content available to the DRM Agera Device (DRM V2.0).
An entity that is either a Content Issuer or a Righsuer (DRM V2.0).

A Device is the entity (hardware/software or conaltion thereof) within a user equipment that
implements a DRM Agent. The Device is also confortia the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DRRIOY.

A Rights Object that is initially targeted to a sifie entity. Subsequently, the Rights Object may b
allowed to be targeted to other entities to be eorel, serially or in parallel, independently of
membership in a Domain or User Domain.

A set of v2.x and/or SCE DRM Agents that can consiDumain Rights Objects.

A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed
independently by each v2.x or SCE DRM Agent that isember of the Domain.

The entity in the Device that manages PermissionMedia Objects on the Device (DRM V2.0).
Media Objects that are consumed according to afg&trmissions in a Rights Object (DRM V2.0).

A secure, non user-changeable time source. The DRRM is measured in the UTC time scale (DRM
Vv2.0).

An entity that is responsible for aspect(s) of Imi@md it may also manage an Imported-Content for a
limited group of OMA DRM Agents.

To make Rights existing initially on a source Devfally or partially available for use by a recipie
Device, such that the Rights or parts thereofbleabme usable on the recipient Device can no ldnger
used on the source Device.

The collection of permissions and constraints de§jrunder which circumstances access is granted to
DRM Content.

Actual usages or activities allowed (by a Righsuts or Local Rights Manager) over DRM Content.
The Device that sends out Rights.

The Device that is final destination which receifRéghts.

A set of values representing current state assmtigith Rights. It is managed by the DRM Agent only

when the Rights contain any of the stateful coimdsde.g. interval, count, timed-count, accumudate
etc.).
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Superdistribution

User

User Domain

User Domain Rights
Object

(User Domain RO)

A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially
insecure channels and (2) enables the User obiindte to obtain a Rights Object for the supertisted
DRM Content (DRM V2.0).

The human user of a Device. The User does not sadlysown the Device (DRM V2.0).

A set of v2.x and/or SCE DRM Agents that can conslser Domain Rights Objects.

A Rights Object that is targeted to a specific U3emain. Besides requiring membership in the User
Domain, consumption may require being targetecht8@E DRM Agent.

3.3 Abbreviations

OMA Open Mobile Alliance

ROAP Rights Object Acquisition Protocol
RI Rights Issuer

Cl Content Issuer

RO Rights Object

CEK Content Encryption Key

REK Rights Object Encryption Key
LRM Local Rights Manager

DCF DRM Content Format

DER Distinguished Encoding Rules
HTTP HyperText Transfer Protocol
KEK Key Encryption Key

MAC Message Authentication Code
OoCsP Online Certificate Status Protocol
ODRL Open Digital Rights Language
PDU Protocol Data Unit

SCE Secure Content Exchange

URL Uniform Resource Locator

XML Extensible Markup Language
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4. Introduction

This document specifies the SCE-1-ROAP interfaegithdefined in [SCE-AD]. Since the SCE-1-ROAReiface is defined
as an extension version of ROAP 1.0 [DRM-DRM-v2dl] protocols defined in OMA DRM 2.1 are suppottbdt also new
protocols are defined to support the following fiioes:

e Acquire a User Domain RO from either an Rl or arM.R
¢ Move Device RO via an RI

¢  Move <userDomain>-constrained RO via an Rl

¢ Rights Object upgrade

This document describes the new ROAP Triggersasyamd semantics of the new messages, and theprpt@cessing
rules for the new functions.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. ROAP Suite Overview

This technical specification extends ROAP Suitenf{f@RM-DRM-v2.1].

5.1 Device RO Acquisition

SCE Devices can acquire Device ROs from eitherlaor @n LRM (with theona- kp- | ocal Ri ght sManager Devi ce key
purpose) using ROAP.

5.2 Domain RO Acquisition
SCE Devices can acquire Domain ROs only from arARILRM MUST NOT deliver Domain ROs to an SCE Deuxic
5.3 User Domain RO Acquisition

SCE Devices and v2.x Devices can acquire User DoR&is. An SCE Device is distinguished from a v2evide by the
inclusion of theoma- kp- sceDr mAgent key purpose in the Device’s certificate [SCE-A2A].

5.3.1 By SCE Devices

SCE Devices can acquire User Domain ROs from eiéhé®l or LRM (with theoma- kp- | ocal Ri ght sManager Donai n
key purpose). The acquisition can be by any meshaailowed by [DRM-DRM-v2.1]. However, if the UsBomain RO
has the <userDomain> constraint (([SCE-REL]), thenWser Domain RO MUST be acquired by the Deviielly targeted
by the Rl or LRM via ROAP and the extensions thrat@efined in section 8.1. An SCE Device can bgetad by another
SCE Device for delivery of a <userDomain>-constedifRO either via an A2A protocol transaction orratien [SCE-A2A]
or, via the Move <userDomain>-constrained RO vigpRitocol defined in section 8.3. In the latterezabe RI delivers the
resulting <userDomain>-constrained RO using a R&®&Presponse with thdser DomainConstrainedROMoved extension
defined in section 8.1(where the recipient SCE Pevieed not be a member of the User Domain in aodaecquire the RO).

User Domain ROs without the <userDomain> constraamnt be acquired by an SCE Device, whether orheobDeevice is a
member of the User Domain.

5.3.2 By v2.x Devices
V2.x Devices can acquire User Domain ROs from eiéimeR| or LRM under the following conditions:

* The Rl or LRM supports the proxy join User Domaiaahanism described in [SCE-DOM)]. Note that the prox
join User Domain mechanism MAY be disabled by eithe DA or DEA for a particular User Domain.

» Ifthe RO is acquired from an LRM, then the LRM MUS8ave theoma- kp-ri ght sl ssuer key purpose.

e The User Domain RO is fully compatible with a vBgmain RO. In particular, the RO MUST NOT have the
<userDomain> constraint.

If these conditions are met, then the RI or LRM daliver the User Domain RO to a v2.x Device using mechanism
allowed by [DRM-DRM-v2.1].

5.4 The 2-pass Move RO Protocol
5.4.1 The 2-pass Move Device RO Protocol

The 2-pass Move Device RO protocol is the protbgolvhich a Source Device transfers one or more &@ally issued
by an Rl or LRM to an RI, and the transferred Résiatended to be Moved to a Recipient Device. $berce Device
MUST be an SCE Device. The Recipient Device MAYabeSCE Device. The Recipient Device MAY alterndgivee a
v2.x Device.
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If the original Issuer of the RO is an RI, the RIthe responder of this protocol MUST be that aagissuer RI. If the RO is
originally issued by an LRM, the LRM-created RO MU&bntain information specifying which RI(s) it dgsates to Move
the RO (i.e.<movelndication> element, see [SCE-REAQ RI SHOULD verify that it has agreed to prozitlove service
for that LRM in accordance with the result of tHeN-RI registration protocol [SCE-LRM]. If the origal Issuer of the RO
is an LRM, once the RO is Moved via an RI, the Rfiture responder of this protocol MUST be thatedl. This protocol
assumes that the Source Device already has aRbtidntext for the RI that it requests to Move Rf@.

This protocol includes mutual authentication betwBevice and RI, integrity-protected request arspoase, and
transferring of ROs. This protocol further includie verification of trust relationship between Bieand the LRM in case
that the RO was originally issued by an LRM. Thistpcol ensures that the Rl is able to verify they@nherated or LRM-
generated signature over the RO, so as to detetimé¢he received RO was last issued by the sdme & originally
issued by an LRM trusted by the RI. This protoc@¥involve OCSP protocol between Rl and OCSP Redpofor
checking status of RI's certificate chain. Aftecsessful 2-pass Move Device RO Protocol executlenRI MUST conduct
RO Acquisition Protocol including optional ROAP-R©duisition Trigger as per section 8.1, with the iRient Device.

NOTE: Although the RO Acquisition Protocol itsedfmot part of the 2-pass Move Device RO prototw, Rl SHOULD
NOT include the <signature> element over the <gghglement in the resultant RO if the RO is intehfibe delivery to a
v2.x Device, where a v2.x Device is distinguishdbben an SCE-conformant Device by the absenceeditte-k p-
sceDrmAgent key purpose in its certificate (see [SCE-A2A]).

Source Device Rights Issuer OCSP Responder Recipient Device
MoveDeviceROTrigger
MoveDeviceRORequest

OCSP Response

;
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|

I
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|

I
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|
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Rights Object ACQlI,IiSi'[iOI’I Protocol >
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__7\________7______1___________.

Figure 1 the 2-pass M ove Device RO Protocol

5.4.2 The 2 pass Move <userDomain>-constrained RO P  rotocol

The 2-pass <userDomain>-constrained RO Protodhbkiprotocol by which a Source Device enlists #wises of an Rl to
Move one or more Rights (User Domain ROs that hhge<userDomain> constraint) issued by an RI or LieN
designated Recipient Device. The Source DevicetlaméRecipient Device MUST be a members of the Bsenain(s) the
ROs are bound to; and the Rl MUST be authorizeddoage the User Domain(s) by the related DEA(S) piotocol
assumes that the Source Device and the Recipient®each have a valid RI context for the assodi&te

This protocol includes mutual authentication betveee Source Device and the RI, integrity-protectgliest and response,
and transfer of Rights. This protocol ensures REK for each RO being Moved is not exposed to thélRis protocol
MAY involve OCSP protocol between the Rl and an ®@G&sponder for checking status of RI's certificdtain. After
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successful 2-pass Move <userDomain>-constrainedPR@col execution, the RI MUST conduct RO AcqiasitProtocol
including optional ROAP-ROAcquisition Trigger asrjsection 8.1, with the Recipient Device. But tHe Rcquisition
Protocol itself is not part of this protocol. Whemreating RO for the Recipient Device, rather thanegating a new REK, the
RI uses the key it received from the Source Device.

Source Device Rights Issuer OCSP Responder Recipient Device

I MoveUserDomainConstrained,
: RO Trigger :
I I
IMoveUserDomainConstrained

|
I
|
|
|
| ROR | |
: O Request J OCSP Request !
I L ~J I
| | | |
: : OCSP Response : :
: MoveUserDomainConstrained :\ : :
RO Response | | |
e a |
Rights Object Acquisition Protocol

:< ights Objec cq1|u3| ion Protoco >|

I

|

I

I

|
|
<
|
|
|
|
|
|
|
|
|

Figure 2 the 2-pass M ove <user Domain>-constrained RO Protocol

5.5 The 2-pass RO Upgrade Protocol

The 2-pass RO Upgrade protocol is the protocol bigkva Device upgrades an existing RO. This prdtiscmtended for
adding permissions to existing Rights managed ByXRM Agent, in the case where the existing Riglus't contain the
required permissions. The added permission cafobexample, for sharing (e.g. Move or Copy). Tisults in a new
Rights Object that replaces the old Rights ObjEkis protocol includes mutual authentication of [@evand R, integrity-
protected request and the secure transfer of tisrexRO (and corresponding State Information i$ istateful), User
desired permission and new RO which is intendesibstitute the existing RO. This protocol ensuinesRlI is able to verify
the existing RO coming from the Device was oridynasued by itself. This protocol MAY involve OCSiPotocol between
RI and OCSP Responder for checking status of Rirsficate chain. The successful execution of fhi@ocol assumes the
Device to have a pre-established Rl Context withRh
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DRM Agent Rights Issuer

RO Upgrade Trigger

ROUpgradeRequest

OCSP Responder

OCSP Request

OCSP Response

M~

ROUpgradeResponse

e S e e

AN ]

Figure 3 the 2-pass RO Upgrade Protocol

5.6 XML Namespace

In this version and minor upgrade of the specifacgtthe XML namespace URI must b fi:oma:xml:sce:roap”. For the
sake of convenience, this specification uses theespace prefix as “sceroap”, the namespace p@fi®MA DRM 2.1
ROAP schema as “roap” and the namespace prefigefioeric schema for SCE as “gen”, the namespacix fjoefXML-
DSIG] as “ds” and the namespace prefix for [XML-Eas “xenc” (see [SCE-GEN]).
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6. ROAP Initiation

ROAP and SCE-ROAP MAY be initiated by a ROAP Trigde addition to the triggers defined in [DRM-DR¥2.1], SCE
defines the following new triggers:

* ROAP-MoveDeviceRO Trigger
« ROAP-MoveUserDomainConstrainedRO Trigger
 ROAP-ROUpgrade Trigger

These new triggers are based on the trigger defmgRICE-GEN]. The schema fragments shown in tbdisn represent the
elements that should be present under the <genfdorgelement.

For the information of <gen:trginfo> element, refe{SCE-GEN].

The DRM Agents that conform to this version of fipecification MUST support ROAP triggers which defined in
[DRM-DRM-v2.1].

6.1 MoveDeviceRO Trigger

A ROAP-MoveDeviceROTrigger MAY be delivered from Rhto a DRM Agent to initiate the ROAP-MoveDevideR
protocol. The root element of the message MUST bgesm:drmTrigger> element as specified in [SCE-GHENjvhich the
following elements are present:

element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “moveDeviceRO”
version M “1.0”
resiD M RI'ID
resAlias (0] Default, as specified in [SCE-GEN]
nonce o] Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below

Table 1 MoveDeviceRO Trigger M essage Parameters

The MoveDeviceRO Trigger contains a <gen:body> elanthat MUST have a <gen:trginfo> child elementcttMUST
have a <sceroap:moveDeviceROTrgInformation> eleragmtefined by the following XML schema fragment:

<element name="moveDeviceROTrglnformation">
<complexType>
<sequence>
<element name="recipientInfo" type="string" minOccurs="0" />
</sequence>
<attribute name="roRequested" type="boolean" default="true" />
</complexType>
</element>

If the User of Source Device has designated thépieet Device in the RI portal, the RI MUST add re&ipientinfo>
element in the <sceroap:moveDeviceROTrgInformatielement. The value of <recipientinfo> element iders

information of Recipient Device and SHOULD be angtiwhich is identifiable by user and it can be. @lgone number, user
name.
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Depending on the RI policy, the Rl may record Rsghbjects while those were issued. In such case&Rltidoes not have to
retrieve all information about the Rights Objecenride, if the RI already recorded the issued Rigitigct, the RI MUST set
the roRequested attribute to ‘false’ in the <scpnweveDeviceROTrgInformation> element. If the Rl diot record the
Rights Object, the RI MUST set the roRequestedbati to ‘true’ or omit the roRequested attributehe
<sceroap:moveDeviceROTrgInformation> element.

In the case that a DRM Agent receives a MoveDev@eRyger, the DRM Agent SHALL obtain user’'s consantl then
initiate the ROAP-MoveDeviceRO protocol, with tlwléwing exceptions. If the DRM Agent has an indaRl Context for

the specified <rilD> in the trigger, the DRM AgevitUST initiate the 4-pass ROAP-Registration protdmzplsing
<roapURL> element in the trigger.

6.2 MoveUserDomainConstrainedRO Trigger

A ROAP-MoveUserDomainConstrainedRO Trigger MAY lidivkered from an RI to a DRM Agent to initiate tROAP
Move User Domain Constrained RO protocol. The sdeient of the message MUST be a <gen:drmTriggement as
specified in [SCE-GEN], in which the following elemts are present:

element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “moveUserDomainConstrained”
version M “1.0”
resiD M RI'ID
resAlias (0] Default, as specified in [SCE-GEN]
nonce @) Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below

Table 2 MoveUser DomainConstrainedRO Trigger M essage Parameters

The MoveUserDomainConstrainedRO Trigger contaidgen:body> element that MUST have a <gen:trglnfoitdc
element which MUST have a <sceroap:moveUserDomaisttainedROTrgInformation> element as defined ey th
following XML schema fragment:

<element name="moveUserDomainConstrainedROTrgInfo  rmation">
<complexType>
<sequence>
<element name="recipientinfo" type="strin  g" minOccurs="0" />
</sequence>
</complexType>
</element>

In the case that a DRM Agent receives a ROAP-MoeeDamainConstrainedRO Trigger, the DRM Agent SHAdktain
user’s consent and then initiate the ROAP-MoveUsearBinConstrainedRO protocol, with the following egtions. If the
DRM Agent has an invalid Rl Context for the speficrilD> in the trigger, the DRM Agent MUST initeathe 4-pass
ROAP-Registration protocol by using <roapURL> eletria the trigger.
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Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_DRM-V1_0- 20110705-A Page 18 (59)

6.3 ROUpgradeTrigger

An ROAP-ROUpgradeTrigger MAY be delivered from ant®ka DRM Agent to initiate the ROAP ROUpgradetpoml.

The root element of the message MUST be a <gen:dggdr> element as specified in [SCE-GEN], in whilsh following
elements are present:

element / attribute usage value
id (0] Default, as specified in [SCE-GEN]
type M “roUpgrade”
version M “1.0”
resiD M RI'ID
resAlias O Default, as specified in [SCE-GEN]
nonce @) Default, as specified in [SCE-GEN]
reqURL M Default, as specified in [SCE-GEN]
body M Specified below

Table 3 ROUpgrade Trigger M essage Parameters

The ROUpgrade Trigger contains a <gen:body> eleit@tMUST have a <gen:trginfo> child element whidblST have a
<sceroap:roUpgradeTrginformation> element as ddflmethe following XML schema fragment:
<element name="roUpgradeTrgIinformation">
<complexType>
<sequence minOccurs="0" maxOccurs="unbounded" >
<element name="rolD" type="ID" minOccurs="0 " />
<element name="roAlias" type="string" minOc curs="0" />
<element name="upgradelnfo" type="string" m inOccurs="0" />
</sequence>
<attribute name="roRequested" type="boolean" default="true" />
</complexType>
</element>

The <sceroap:roUpgradeTrginformation> element MAYrgrol D, roAlias andupgradelnfo. TherolD androAlias specify
the RO to be upgraded. Thpgradelnfo is textual information for the user to confirm hisf request made in browse session
about upgrading an RO, e.g. what existing RO isgtvalalditional permission is.

When an ROUpgradgigger is received, the DRM Agent SHALL show theeutheupgradelnfo (if it is present) and obtain
the user's consent on whether or not to initiafg|a8s RO Upgrade protocol.

If the RO Upgrade protocol is initiated at that asion, the ROAP-ROUpgradeRequest SHALL be consduatcording to
the information carried in the <sceroap:roUpgradéiformation> element (for detail, see section 6.3)

6.4 Initiating ROAP from a BatchRIURL for multiple DCFs

This section provides the efficient mechanism fdesice to acquire multiple ROs at one time executif the ROAP
instead of multiple execution of the ROAP. Thipgsticularly useful for a device to acquire mukiOs when devices
exchange multiple contents via wired communicatiineless communication or a removable media.

This section applies ONLY to Connected Devices.
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If the DRM Agent receives multiple DCFs with thereaBatchRIURL header, the DRM Agent MAY attempatmjuire
Rights for multiple DCFs with the same BatchRIURtader with a specified BatchRIURL, by sending a RT&équest
message to the BatchRIURL stored in multiple DOf @sponding to the ROAP Trigger that will be read by the RI.

6.4.1 BatchRIURL header

TheBatchRIURL header is an indication to the client that mudtiRlights Objects for DRM Contents can be obtaimeoh f
the RI.

BatchRIURL = “BatchRIURL" “:” batchri-url
batchri-url = token

The paramet@asatchri-url MUST be a URL according to [RFC2396] and a sudaéssquest to the URL MUST return a
ROAP Trigger as defined in [DRM-DRM-v2.1]. t&tchri-url is a HTTP URL and the request fails with erroredd4
Not Found [RFC2616], the Device SHOULD NOT make further resgs to the URL. If the request fails with someeoth
error, the Device MAY retry the request at a ldiiere.
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7. New ROAP Types
This section defines the new ROAP types defingtiimspecification

7.1 The Rightsinfo type

The element of sceroap:Rightsinfo type carriesrinftion of the Rights to be transferred to therRhie case of ROAP-
MoveDeviceRORequest and ROAP-ROUpgradeRequestsdifema of sceroap:Rightsinfo type is defined devid:
<complexType name="RightsInfo">

<sequence>
<element name="rolD" type="ID" />
<element name="rights" type="o0-ex:rightsType" minOccurs="0" />

<element name="signature" type="ds:SignatureT  ype" minOccurs="0" />
<element name="statelnfo" type="o0-ex:constrai  ntType" minOccurs="0" />
<element name="sourceDevicelD" type="gen:lden tifier" />
<element name="encKey" type="xenc:Encryptedke  yType" />
<element name="mac" type="base64Binary" />
</sequence>
</complexType>

As indicated by the XML schema, an element of sgemightsinfo type includes one mandatory <rolDengént,
<encKey>, one optionalrights> element, one optionalsignature element, zero or morestatelnfe> elements, one
mandatory <sourceDevicelD> element, one mandatengKey> element, and one mandatory <mac> eleméesel
elements are specified as follows:

<rolD> carries the ID of the Rights that will be transéerto the RI, so its value MUST be the same atlitaf the original
RO.

<rights> is the <rights> element in the original RO. In ttese of ROAP-MoveDeviceRORequest and ROAP-
ROUpgradeRequest, if the corresponding trigger (RAAoveDeviceRO Trigger or ROAP-ROUpgrade Triggadicates
(by the ‘roRequested’ attribute) that the Rl doeskeep record of the issued ROs, this element SHd present; else this
element SHALL not be present.

<signature carries the signature of the Rl or LRM over thegkts> element. If the <rights> element is prestetn this
element SHALL also be present; else this elememl3Hot be present.

If the Rights to be transferred are stateful, thatelnfo> element MUST be present and MUST apgel@ast once. The
<statelnfo> element carries the data maintainedtfteful <constraint> elements inside the <rightiement.

<sourceDevicelD carries the ID of the Device that sends the reguestsage to the Rile. the SHA-1 hash of the DER-
encodedsubjectPublicKeyInfovalue in its certificate).

<encKey> contains a wrapped concatenation of a M&Z; Kuac and a RO Encryption Key,dtx (see section 13.1.1 for
details). The Id attribute of this element SHALL fresent and SHALL have the same value as the wdliee URI attribute
of the <ds:RetrievalMethod> element in the <ds:Kéy+ element inside the <rights> element. The <dglKfo> child
element of the <encKey> element SHALL identify thipping key. The <ds:Keylnfo> element SHALL be the
<gen:X509SPKIHash> element, identifying the RI FubBley through the (SHA-1) hash of the DER-encoded
subjectPublicKeylnfo value in the RI certificate

The <mac> element provides integrity protectiomtiyzh a MAC on the canonical version conformingD®&M-DRM-v2.1]
of the element of sceroap:Rightsinfo type (exclgdime <mac> elements) using the MAC key.Kwrapped in the
<encKey> element. The MAC algorithm SHALL be thensaalgorithm that was negotiated as part of thistregion with
the Rl i.e. the MAC algorithm stored in the RI Gextt

7.1.1  Processing Rules from DRM Agent side

* In order to package an element of sceroap:Righisypie, the DRM Agent MUST take the following into account:
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7.1.2

= If roRequested' attribute in the ROAP-MoveDeviceR@ger or ROAP-ROUpgrade Trigger indicates that
the RI does not keep record of the issued RO$euser initiates the protocol, then the DRM AgduiST
include the <rights> and <signature> elements (WihitJST be identical to the element stored at the
installation time). Else, the DRM Agent SHALL NOfdude the <rights> and <signature> element.

s The <encKey> element MUST be set to the concatematii Kzex (from the original RO) and ¢ (which is
a randomly generated 128-bit long MAC Key) afteingevrapped using the RI's Public Key (see section
13.1.1).

= The <mac> element MUST be set to the MAC calculatethe canonical version of tkeightsinfo> element
of sceroap:Rightsinfo type (excluding thmac> element) using thyac and the MAC algorithm from the Rl
Context.

Processing Rules from RI side

In order to verify an element of sceroap:Rightsltyfme, the Rl MUST perform the following checks:

1.

Check that the signature of the request messagieR®AP-MoveDeviceRORequest or ROAP-
ROUpgradeRequest) is generated by the Device ilsame ID as <sourceDevicelD> element. If cheitk, flne
RI sends a response message containing error staslisiRO.

In case that the RI keeps records of <rights> aignature> elements, unless there is a <movelndicatlement
in the request, check that the ROID in the reqgmestsage can be found in the RI's issue histoghétk fails, the
RI sends a response message containing error Biatfasund.

If the request is of type Move Device RO and thisgrRcks the number of times that it Moves Devid@sRhat are
all derived from a single initial Device RO thabitiginated or that an LRM originated (possiblyoirder to limit
the number of such Moves), then check for any peoords. (Note that if A2A Move is permitted bgtbriginal
RO, the RI can not track all Moves relating to dhiginal RO (whether or not the Rl or an LRM issuld original
RO).)

If the current request includes a <movelndicatiefement, then the Rl sends a response messagenaumerror
statusinvalidRO if this RI's ID is not included in the <movelndigan> element or if for some reason it does not
trust all of the other RIs included within the <netndication> element (since if the "allowPartidéitibute equals
“true” then multiple Rls identified by the <moveindtion> element can legitimately Move Device R@ging
back to the original Device RO (where each suchdis access to the REK), and if the 'allowPardiatibute
equals “false” then a rogue Device can neverthémsg the Device RO via multiple such RIs).

If the <rights> element is present, check its aipksignature> elements is also present. If chaitk, the RO
sends a response message containing error staalglRO.

Verify the legitimacy of the <signature> elementtdp 5 as follows:

= |dentify the signer of signature by looking <ds:k&p> child element. If there is error during idifying
signer, the RI sends a response message contajojimgpriate error. (i.eNoCertificateChain,
InvalidCertificateChain or TrustedRootCertificateNotPresent. If the signer is neither the Rl as a recipient of
the request message nor any LRM that has registertbis RI with a request for RO Move service (FR€E-
LRM)]), the RI sends a response message contaiming gatudJnknownRO.

= Validate signature value. If the signature validatiails, the Rl sends a response message corgamior
statusSignatureError.

If any <statelnfo> element is present, verify fir<atatelnfo> elements that the state informat®oonsistent
with the original stateful <constraint> elements$he <rights> element. If verification fails, thé $&nds a response
message containing error statngalidRO.

Decrypt Krex and verify Kyac, as follows:

= Unwrap Kzexand Kyac (see section 13.1.1).
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= Calculate a MAC on the canonical version of thenglet of sceroap:Rightsinfo type (excluding the <mac
element) using the tc. The MAC algorithm to use is defined in the Devi@entext.

= Check the calculated value against the <mac> eleafehe element of sceroap:Rightsinfpe . If the
calculated value is not equal to value of the <malement, the RI MUST send a response messagewih
statusnvalidRO.

9. Do AES-UNWRAP of Content Encryption Key (CEK) usitige decrypted Kgx. If any error occurred during
AES-UNWRAP of CEK, the RI regards that the reques®RM Agent did not package they¥ properly and
sends an response message containing error kta#lisiRO.

7.2 State information

The <statelnfo> element is of type o-ex:constrayp& [ODRL] and MUST be repeated for every statebuistraint in the
original <ro> element that contains an "id” attiibuA stateful constraint is a <constraint> elentbat contains one of the
following elements: <count>, <timed-count>, <intaltv or <accumulated>.

In case of RO Upgrade, <statelnfo> element cathiesemaining Rights of the specific RO to be upggth For the <count>
and <timed-count> elements, the value containsehmining count value. For the <accumulated> eléntiea value
contains the remaining duration that the Contentlmrendered (in the format of the <accumulatddment). The
<interval> element is handled differently. If ther@ent has not been rendered, i.e. the intervahbastarted, then nothing
is placed in the <statelnfo> element. If the Cohteas been rendered, i.e. the interval has beeledtahen the <interval>
element is transformed into a <datetime><end>xx@#&idatetime>, where xx is the end date/time afteich the Content
can not be rendered.

In case of Move, <statelnfo> element carries ttghRito be Moved to the designated Recipient DeWoethe <count>
and <timed-count> elements, the value containstliat the Recipient Device can use, which mustjoleo or less than
the current remaining count value on the Sourcad@eWo other splitting of the RO is allowed.
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8. New ROAP Messages

These sections define the additions to v2.x ROABsages. When a new message is based on a mesfag&iGEN],
then the Requester of the protocol is a Devicethedaesponder of the protocol is an Rl or an LRMnEE the value of
<reqID> element must be an identifier of the Deaoel the value of <resID> element must be an ifientf the RI or
LRM.

8.1 RO Acquisition

This specification does not re-define XML SchemaR@® Acquisition protocol. The DRM Agent must us@AP schema
defined in [DRM-DRM-v2.1] for RO Acquisition protot A ROAP-ROAcquisition Trigger MAY be deliveredoin an RI
or LRM to a DRM Agent to initiate the RO Acquisitigrotocol.

8.1.1 RO Request

The ROAP-RORequest message is sent from a Devixe Rl or LRM to request Rights Objects. This mgeda the first
message of the 2-pass RO Acquisition protocol.

ROAP-RORequest

Parameter M andatory/Optional
Device ID M

Domain ID
RI ID

Device Nonce

Request Time

RO Info

Certificate Chain

olo| LI | £l |0

Extensions

Signature M

Table 4 RO Request M essage Parameters

Device ID identifies the requesting Device. The value MU§Ta& the stored Device ID.

Domain ID, when present, identifies the Domain or User Daonfiai which the requested ROs shall be issued.
RI ID identifies the authorizing Rl or LRM. The value 180 equal the stored RI ID or LRM ID.

Device Nonce is a nonce chosen by the Device. Nonces are gedesad used in this message.

Request Time is the current DRM Time, as seen by the Device.

RO Info identifies the requested Rights Object(s). Theupater consists of a (non-empty) set of Rights Qbjkentifiers
identifying the requested Rights Objects, and &mheRO identifier an optional hash of the DCF aisded with the
requested RO. The DCF hash SHOULD be included wiieDevice is in possession of the associated DGIEsS its
inclusion, as determined by some vendor-specifiorithm, would be impractical (e.g. due to the sitéhe DCF). If the 2-
pass protocol is initiated by a ROAP Trigger, thevide SHOULD use the <contentID> elements of theARQrigger to
identify the associated DCF(s) over which a DCFiret®uld be calculated. The DCF hash, if compW8dST be
computed as specified in [DRM-DCF-v2.1] using th#AS1 algorithm.
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In case the RO refers to many OMA DRM container. CID), the Agent MAY send multiple DCF Hashesdqer file
containing a DRM container referred by the RO) bplitating the <rolD> in the sequence. Refer to énf.1.6 in [DRM-
DRM-v2.1] for an example of multiple DCF Hashesecas

Certificate Chain: This parameter is sent unless it is indicatethénRI or LRM Context that this Rl or LRM has stibre
necessary Device certificate information. When @ngsthe parameter value SHALL be as describethioCertificate
Chain parameter in the ROAP-RegistrationRequessages

Extensions. The following extensions are defined for the ROR®Request message:

Peer Key Identifier: An identifier for an RI or LRM public key storéd the Device. If the identifier matches the storRddD
or LRM ID, it means the Device has already stolexdRI ID or LRM ID and the corresponding RI or LRidrtificate chain,
and the Rl or LRM does not need to include itsifieate chain in its response message. The DevidSMsend the Peer

Key Identifier extension if, and only if, it hagstd the Rl or LRM public key corresponding to sered RI ID or LRM ID.

No OCSP Response: Presence of this extension indicates to the RIRM that there is no need to send any OCSP regsons
since the Device has cached a complete set of @Ui8P responses for this Rl or LRM. The Device M$8md the No
OCSP Response extension if, and only if, it hasraptete set of valid OCSP responses for the RIR¥lIcertificate chain.

OCSP Responder Key Identifier: This extension identifies an OCSP responder kened in the Device. If the identifier
matches the key in the certificate used by the&IlsRM’s OCSP responder, the Rl or LRM MAY remahe OCSP
Responder certificate chain from the OCSP respbaegee providing the OCSP response to the Devibhe.Oevice MUST
send the OCSP Responder Key Identifier extensjani only if, it has stored an OCSP Respondeifdethis Rl or LRM.

Transaction Identifier: Allows a Device to provide the Rl or LRM with mfmation for tracking of transactions, for example
relating to loyalty programs (an example of thisiddbe reward scheme information from the DCF sajeifihe Device
SHOULD use the <contentID> elements of the ROARJeat, when present, to identify the associated BCFmM which

the TransactionID should be extracted. If no <cotiz> elements have been included in the trigdesntthe Transaction
Identifier SHOULD not be used.

User Domain Authorization: SCE defines this new extension. This extensioniges proof to the Rl or LRM that the DRM
Agent is a member of the User Domain. When sei#t etktension MUST be marked critical. The followiklylL schema
fragment defines this extension:

<complexType name="UserDomainAuthorizationExtension ">
<complexContent>
<extension base="roap:Extension">
<sequence>
<element name="userDomainAuthorizat ion" type="dom:UserDomainAuthorization"
maxOccurs ="unbounded”/>
</sequence>
</extension>
</complexContent>
</complexType>

Sgnatureis a digital signature on this message.

8.1.2 RO Response

The ROAP-ROResponse message is sent from the [lRMrto the Device either in response to a ROAP-RQIst
message (two-pass variant) or by RI or LRM initiat{one-pass variant). It carries the Protected. RO$e case of the one-
pass variant for a User Domain RO with a <userDamabnstraint but without @ser DomainContrainedROMoved
extension that would indicate the RO is being Motethe Device, the Rl or LRM MUST have a User Doma
Authorization ([SCE-DOM)]) for the SCE Device thatvalid, not expired, and that indicates the sarser Domain
generation as that in the RI's or LRM’s User Dom@mntext.
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ROAP-ROResponse
Parameter
2-pass 2-pass 1-pass
Status = Success | Status # Success
status M M M
Device ID M - M
RIID M - M
Device Nonce M - -
Protected ROs M - M
Certificate Chain (0] - O
OCSP Response O - M
Extensions (@) - O
Signature M - M

Table 5 RO Response M essage Parameters

status indicates if the request was successfully handtetbt. . In the case of the one-pass variantlUsar Domain RO with
a <userDomain> constraint is being delivered (lmitvMioved) and the Rl or LRM does not have a curkéggr Domain
Authorization for the Device, it can set StatusiserDomainAuthorizationRequired”. Similarly, indttase of the two-pass
variant, if a User Domain RO with a <userDomainnsteaint is being delivered (but not Moved) andringuest does not
include a User Domain Authorization for the Deviaad the RI or LRM does not have a current oneedcthne Rl or LRM
can set Status to “UserDomainAuthorizationRequirdéiddn SCE Device receives this error, then it sand an RO Request
message that includes its current User Domain Aightion in the User Domain Authorization extensamndescribed above.
The Device MAY need to join the User Domain in artteget the UserDomainAuthorization from a DEAg$8CE-DOM]).
In the case of the two-pass variant, if a User DarR®D with a <userDomain> constraint is being deléd (but not Moved)
and the request includes an invalid User Domairhédization, the Rl or LRM can set Status to
“InvalidUserDomainAuthorization.” A User Domain Adrization is invalid if any of these checks fail:

a. verify the DEA signature
b. check whether the <entityld> sub-element mattheBevice ID value in the request
c. check the <notBefore> and <notAfter> sub-elemémssee if the authorization is valid

In the case of the two-pass variant, if a User DarfR®D with a <userDomain> constraint is being dsiad (but not Moved)
and the User Domain generation indicated by the Dsenain Authorization for the Device (within thequest) is lower
than that in the RI's or LRM’s User Domain Contekie RI or LRM can set Status to “LowUserDomainGatien.” In the
case of the two-pass variant, if the Device’s gatien is higher than the RI's or LRM’s, or the RILARM does not have a
valid User Domain Authorization for the User Domdime Rl or LRM can set Status to “UserDomainNof@ufed” — This
applies to User Domain ROs whether or not they l@awaserDomain> constraint.

Device ID identifies the requesting Device, in the same reaas in the ROAP-DeviceHello message. The valusred
here MUST equal the Device ID sent by the DevicthénROAP-RORequest message that triggered thsmes in the 2-
pass ROAP. In the 1-pass ROAP, the value MUST dtjeadtored Device ID of the recipient Devicehié tDevice ID is
incorrect, the ROAP-ROResponse processing willgfad the Device MUST discard the received RORespBiyJ.

RI ID identifies the Rl or LRM. In the 2-pass protodbk value MUST equal the RI ID or LRM ID sent bgthevice in the
preceding ROAP-RORequest message. In the 1-pagxplathe value MUST equal the stored RI ID or LIRRM

Device Nonce: This parameter, if present (2-pass), MUST haeestime value as the corresponding parameter vathe i
preceding ROAP-RORequest. If the Device Noncedsrirect, the ROAP-ROResponse processing will fail the Device
MUST discard the received ROResponse PDU.
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Protected RO(s) are the Rights Objects (in the form of <Protect®gdRelements), in which sensitive information (sash
content encryption keys, CEKS) is encrypted. Ifat€ted RO within an RO Response sent to an SCHE B&ent contains
a User Domain RO with a <userDomain> constrainttaed)ser Domai nConstrainedROMoved extension is not present, then
the encryption of the REK MUST follow the algorithused to deliver a Device RO, i.e. the Rl or LRMgetes the Cand
C, values as per [DRM-DRM-v2.1]. In this case, RL&M does not use the algorithm used for a Domain Rte

User Domai nConstrainedROMoved extension is present, then the encryption of tB& RIUST follow the algorithm
specified in section 13.1.2. For User Domain ROhieut a <userDomain> constraint, the REK is enagpising the
algorithm used for a Domain RO using th@:K, Krex and C value it received from a DEA for the Usenizin ([SCE-
DOM)). If a Protected RO within the RO Responsetams a <movelndication> element and the

User DomainConstrainedROMoved extension is not present, the value of the <oaigisuer> child element MUST equal the
RI ID or LRM ID identified byRI ID.

Certificate Chain: This parameter MUST be present unless a prec&®ID@P-RORequest message contained the Peer Key
Identifier extension, the extension was not igndrgdhe Rl or LRM, and its value identified theddr LRM’s current key.
When present, the value of a Certificate Chainmpatar shall be as described for the CertificateiltCharameter of the
ROAP-RegistrationResponse message

The Device SHOULD check if the Rl or LRM certifieathain received in this parameter correspond®ted certificate
verification data for this Rl or LRM. If so, the lliee does not need to verify the Rl or LRM certifie chain again,
otherwise the Device MUST verify the RI or LRM décate chain and MUST compare the hash of the detaDER-
encoded subjectPublickeylnfo component in the reeRI or LRM certificate with the RI ID or LRM Iffom the request.
If an Rl or LRM certificate is received that is riotthe stored certificate verification data foistRI or LRM, and if the
expiry time of the received Rl or LRM certificatelater than the RI or LRM Context for this Rl dRM, and the certificate
status of the RI or LRM certificate as indicatedtie OCSP response is good, then the Device MU8Tlywke complete
chain and SHOULD replace the stored Rl or LRM @iegte verification data with the received RI orMRertificate data
and set the Rl or LRM context expiry time to thiathe received RI or LRM certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a com@et®f valid OCSP responses for the RI's or LRM’s
certificate chain. The Device MUST NOT fail duethe presence of more than one OCSP response elerhé@parameter
will not be sent if the Device sent the Extensian@®ICSP Response in a preceding ROAP-RORequesthari®l or LRM
did not ignore that extension).

Extensions. The following extensions are defined for the ROR®Response message:

Transaction Identifier: Allows an Rl or LRM to provide a Device with infoation for tracking of transactions, for example
relating to loyalty programs (an example of thisilddbe reward scheme information from the DCF). Rher LRM MUST
NOT include a Transactionldentifier ROAP extensiothe ROResponse when the ROResponse containste&®@ to a
GrouplD as specified in [DRM-DRM-v2.1] section 100F a parent ID as defined in [DRM-DRM-v2.1] sectil0.5. Upon
reception of a ROResponse containing a Transadgéotifier ROAP extension and a RO bound to a GioupDevice
MUST ignore the Transactionldentifier ROAP extensio

ConfirmROIngtallation: Indicates to the DRM Agent that it must confimstiallation of the ROs contained in this message by
sending a ROAP-ROConfirmRequest PDU to the Rl oMLRO Confirmation is a critical extension.

User DomainConstrainedROMoved: SCE defines this new extension. This extengidicates to the Recipient Device that
the <userDomain>-constrained RO(s) within the R@@rRase were Moved from a Source Device to the Rlemsent, this
extension MUST be marked critical. The following XMchema fragment defines this extension:

<complexType name="UserDomainConstrainedROMoved">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>
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Sgnature: This parameter is a digital signature on the detd in the protocol. The signature is computedguthe RI's or
LRM'’s private key and the current message. Theadige method is as specified in [DRM-DRM-v2.1] sect5.4.4.2.1. The
Device MUST verify the signature.

An RO Response is not valid unless the signatuceriect, the Rl or LRM certificate chain has bsancessfully verified,
and the OCSP response indicates that the RI or bRttificate status is good. If the RO Responseisvalid, the Device
MUST NOT install the received ROs. Before instalany stateful RO (indicated by the stateful attiéboof the <ro>
element), the Device MUST apply the RO Replay mtide described in [DRM-DRM-v2.1] section 10.4. Feplay
protection of stateless ROs see section 14.1.

8.2 Move Device RO Protocol

The ROAP-MoveDeviceRO protocol enables a DRM Aderitlove its remaining Rights (or part of it) boutoda Device
that was originally issued by an Rl or LRM to ar@tBRM Agent through the interaction with the Ri.this protocol, the
physical distance between two DRM Agents does raitan

While the OMA DRM 2.1 RO Upload Protocol transf&ights which had been directly issued from thedRhee requesting
DRM Agent, the ROAP-MoveDeviceRO protocol transfeights that may have been issued directly fromRher LRM,
or may have been received from other DRM Agents.

8.2.1 MoveDeviceRORequest

The ROAP-MoveDeviceRORequest message is sent friouece Device to the RI for transferring RighteseToot element
of the message MUST be a <moveDeviceRORequest>eatenhi type gen:Request, in which the followingnedats are
present:

element / attribute usage value
triggerNonce (0] Default, as specified in [SCE-GEN]
reqlD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENE
reqinfo M Specified below
signature M Specified below

Table 6 MoveDeviceRORequest M essage Parameters

The <gen:reqginfo> element under the <moveDeviceR{DBst> element MUST contain a
<sceroap:moveDeviceRORequestIinformation> child elgras defined by the following XML schema fragment

<element name="moveDeviceRORequest" type="gen:Reque  st" />
<element name="moveDeviceRORequestinformation">
<complexType>
<sequence>
<element name="rcptDevID" type="gen:ldentif  ier" minOccurs="0" />
<element name="rightsInfo" type="sceroap:Ri  ghtsinfo" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
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The <sceroap:moveDeviceRORequestinformation> elemdROAP-MoveDeviceRORequest message includesmgiti
<rcptDevID> element and one or more <rightsinfoenetnts.

The <rcptDevID> elementpresents the identifier of Recipient Device.

The <rightsinfo> elemertontains information about Rights being transfetoeRlI.

If there was preceding ROAP-MoveDeviceRO Triggeat &s roRequested attribute value was ‘true’, erbguest message
is sent without preceding ROAP-MoveDeviceRO Triggle <rightsinfo> element within <moveDeviceROResfr
element SHALL include one <rights> element and esignature> elements. If there was no precedingddaviceRO
Trigger or the trigger doesn't include <recipielitha element, the <moveDeviceRORequest> element SHAtIude one
<recipientDevicelD> element. If the trigger inclsderecipientinfo> element, since the Rl alreadywkaithe ID of the
Recipient Device, the <moveDeviceRORequest> elel@eiAtLL NOT include any <recipientDevicelD> elemehtr the
detail of Rightsinfo type, refer to section 7.1.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using theafa key of the Source Device.

8.2.2 MoveDeviceROResponse

The ROAP-MoveDeviceROResponse message is sentlfi@iiRI to the Source Device as a response agadaPR
MoveDeviceRORequest message. The root elemeneohéssage MUST be a <moveDeviceROResponse> elefrtgpe
gen:Response, in which the following elements aesent:

element / attribute Usage Value
status M Default, as specified in [SCE-GEN]
errorMessage (0] Default, as specified in [SCE-GEN]
errorRedirectURL (0] Default, as specified in [SCEN
reqiD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCEN}E
ocspResponse (0] Default, as specified in [SCE-GEN]
resinfo M Specified below
signature M Specified below

Table 7 MoveDeviceROResponse M essage Parameter s

The <gen:resinfo> element under the <moveDeviceRpRese> element MUST contain a
<sceroap:moveDeviceROResponselnformation> chilchele as defined by the following XML schema fragiten
<element name="moveDeviceROResponse" type="gen:Resp onse" />
<element name="moveDeviceROResponselnformation">
<complexType>
<sequence>
<element name="prURL" type="anyURI" minOccu  rs="0"/>
</sequence>
</complexType>
</element>

The <sceroap:moveDeviceROResponselnformation> elem& OAP-MoveDeviceROResponse message includésnap
<prURL> element.
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The <prURL> element represents a post responsetbi&lallows an Rl to have post-interaction with tiser of Source
Device using a browsing session. The post-intezaatan be user’'s selection and/or deselectiongitRito be transferred to
Recipient Device, billing and charging per amourtransferring Rights and so forth. Further detailthe browsing session
are beyond the scope of this specification. Thaevaf the<prURL> element MUST be a URL conforming to [RFC2396].
How DRM Agent handles the <prURL> element is axdbed in section 9.1.3.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using thefe key of the RI.

8.3 Move <userDomain>-constrained RO Protocol

The Move <userDomain>-constrained RO Protocol exsahlDRM Agent to Move User Domain RO(s) that Héaee
<userDomain> constraint to another DRM Agent vidRdnvho is associated to the User Domain.

8.3.1 MoveUserDomainConstrainedRORequest

The MoveUserDomainConstrainedRORequest messagatifrem a Source Device to an RI for transferring
<userDomain>-constrained RO(s) to the RI. The etement of the message MUST be a
<MoveUserDomainConstrainedRORequest> element asedieh the following XML schema fragment:
<element name="MoveUserDomainConstrainedRORequest" type="gen:Request" />

A MoveUserDomainConstrainedRORequest message M@Sdrnatted as specified in the table below:

element / attribute usage Value

triggerNonce Default, as specified in [SCE-GEN]

@)
reqiD M Source Device’s ID
resiD M RI's ID
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENE
reqinfo M Specified below
signature M Specified below

Table 8 MoveUser DomainConstrainedRORequest Parameters

The <gen:reqinfo> element under the MoveUserDomamnms@ainedRORequest message MUST contaiscaroap
moveUserDomainConstrainedRORequestinformaticinld element as defined by the following XML schema fragpt:

<element name="moveUserDomainConstrainedRORequestin  formation">
<complexType>
<sequence>
<element name="userDomainConstrainedROInfo" typ =~ e="sceroap:UserDomainConstrainedROInfo"
maxOccurs="unbounded" />
<element name="enc_REK" type="xenc:Encryptedkey  Type" />
<element name="sourceDeviceUserDomainAuthorizat  ion" type="dom:UserDomainAuthorizationType"
maxOccurs="unbounded" />
<element name="recipientDeviceld" type="gen:lde  ntifier" minOccurs="0" />
<element name="mac" type="base64Binary" />
</sequence>
</complexType>
</element>
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<complexType name="UserDomainConstrainedROInfo">

<sequence>

<element name="rights" type="o0-ex:rightsType" />

<element name="signature" type="ds:SignatureType ">

<element name="statelnfo" type="0-ex:constraintT ype" minOccurs="0" maxOccurs="unbounded" />
</sequence>

</complexType>

user DomainConstrainedROINnfo: This elementarries information about the <userDomain>-cons&diRO being transferred
to the RI. It contains the following sub-elements:

rights: This element contains the <rights> element ofReto be Moved.
signature : This elementontains the <signature> element of the RO to beddo

statelnfo: This element is present if the RO to be Movestageful. It carries the Rights to be Moved to Rezipient
Device, see section 7.2.

enc_REK: This elementontains a wrapped concatenation of a MAC key,d{and one or more protected RO Encryption
Key, Krex (More specifically the Kzx is XORed with a hash over the <movelndicationsedet and the result wrapped with
the User Domain Key before concatenation, seemed.1.2 for details). The protecteddg that is concatenated first is for
the first RO (corresponding to the first <userDam@GnstrainedROInfo> element in the request); tidepted kei that is
concatenated next is for the second RO (correspgridithe second <userDomainConstrainedROInfo> ehéin the
request); etc. The <ds:Keylnfo> element SHALL be figen:X509SPKIHash> element, identifying the RblRuKey

through the (SHA-1) hash of the DER-encoded suBjgaicKeylnfo value in the RI certificate.

sourceDeviceUser DomainAuthorization: This element provides proof to the RI that there Device is a member of the
specified User Domain. The value of the <entitytii-element must equal that of the <reqID> eleniEmre MUST be
one <sourceDeviceUserDomainAuthorization> elementser Domain the RO(s) being Moved are bound to.

recipientDeviceld: This element identifies the Device that is themuled recipient of the RO(s) being Moved. If thisreo
preceding MoveUserDomainConstrainedROTrigger ottiilgger does not include a <recipientinfo> eleménis element
SHALL be present. If there is a preceding trigged the trigger includes a <recipientinfo> elemsitice the Rl already

knows the ID of the Recipient Device, this elem8HALL NOT be present.

mac This elemenprovides integrity protection through a MAC on ti@onical version ([SCE-GEN]) of the <reqlnfo>
element (excluding the <mac> element), using theOk&y, Kyac, wrapped in the <enc_REK> element. The MAC
algorithm SHALL be the same algorithm that was tieged as part of the registration with the RI, itee MAC algorithm
stored in the RI Context.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using thefa key of the Source Device.

Upon receipt of a MoveUserDomainConstrainedRORdquessage, the Rl MUST perform the processing §pddn
section 9.2.2.

8.3.2 MoveUserDomainConstrainedROResponse

The MoveUserDomainConstrainedROResponse messagatiffom the Rl to the Source Device as a respionse
MoveUserDomainConstrainedRORequest message. Thelesoent of the message MUST be a
<MoveUserDomainConstrainedROResponse> elementfimedén the following XML schema fragment:
<element name="moveUserDomainConstrainedROResponse" type="gen:Response" />

If the processing of the MoveUserDomainConstrain@BRquest is not successful, then the response MigSdrmatted as
specified in [SCE-GEN]. Otherwise the response MW&Tormatted per the table below:

element / attribute usage value
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status M "Success”

errorMessage (0] Default, as specified in [SCE-GEN]
reqiD M Source Device’s ID

resiD M RI's ID

nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCEMN}E
ocspResponse O Default, as specified in [SCE-GEN]
resinfo M Specified below

signature M Specified below

Table 9 MoveUser DomainConstrainedROResponse M essage Par ameters

The <gen:resinfo> element under the MoveUserDomais€@ainedROResponse message MUST contain a

<sceroap:moveUserDomainConstrainedROResponselnfonmrathild element as defined by the following XML schem
fragment:

<element name="moveUserDomainConstrainedROResponsel  nformation">

<complexType>

<sequence>

<element name="RIUserDomainAuthorization" type=  "dom:UserDomainAuthorizationType"

maxOccurs="unbounded" />

</sequence>

</complexType>
</element>

RIUser DomainAuthorization: This element provides proof to the Source Dethed the RI is authorized to manage the
specified User Domain. There MUST be one <RIUserBioduthorization> element per User Domain the RO&ihg
Moved are bound to.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using thefe key of the RI.

8.4 RO Upgrade
8.4.1 RO Upgrade Request

The ROAP-ROUpgrade Request message is sent frodeiee to the RI to request upgrading one or nesisting ROs in
the Device. The root element of the message MUST vmUpgradeRequest> element of type gen:Requestich the
following elements are present:

element / attribute usage Value

triggerNonce Default, as specified in [SCE-GEN]

o

reqlD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCEMN}E
reqinfo M Specified below

signature M Specified below

Table 10 ROUpgradeRequest M essage Parameters
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The <gen:reqginfo> element under the <roUpgradeR&gueement MUST contain a
<sceroap:roUpgradeRequestinformation> child elerasrtefined by the following XML schema fragment:

<element name="roUpgradeRequest" type="gen:Request" />
<element name="roUpgradeRequestinformation">
<complexType>
<sequence maxOccurs="unbounded">
<element name="existingRights" type="sceroa  p:Rightsinfo" />
<element name="ROUpgradelnfo" type="base64B inary" minOccurs="0" />
</sequence>
</complexType>
</element>

The <sceroap:roUpgradeRequestinformation> elermeR Upgrade Request message includes one or eqguersce of
one <existingRights> element and optional <upgnafdel element.

The <existingRights> element includes the informaspecifying the existing ROs, corresponding stetamation (if
stateful) and REK etc.

The <ROUpgradelnfo> element is present if the pliegetrigger does not contain <upgradelnfo> elemimontains the
user’s wish of additional permission and/or modifamnstraint(s) of existing permission(s) for tlxéseng ROs indicated by
<existingRights> element.

If there was preceding ROAP-ROUpgrade Trigger &mdoRequested attribute value was ‘true’, or tgpest message is
sent without preceding ROAP-ROUpgrade Trigger, $bristingRights> element of type sceroap:RightsBiftALL
include <rights> and <signature> elements. Foidtail of Rightsinfo type, refer to section 7.1.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using theafa key of the Source Device.

8.4.2 RO Upgrade Response

The ROAP-ROUpgradeResponse message is sent froRl tbehe Device in response to a ROAP-ROUpgradeBst
message. The root element of the message MUSKh@ ingradeResponse> element of type gen:Respansich the
following elements are present:

element / attribute usage value
status M Default, as specified in [SCE-GEN]
errorMessage (0] Default, as specified in [SCE-GEN]
errorRedirectURL (0] Default, as specified in [SCENG
reqlD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENE
ocspResponse (0] Default, as specified in [SCE-GEN]
resinfo M Specified below
signature M Specified below

Table 11 ROUpgradeResponse M essage Parameters

The <gen:resinfo> element under the <roUpgradeRespoelement MUST contain a
<sceroap:roUpgradeResponselnformation> child el¢medefined by the following XML schema fragment:

<element name="roUpgradeResponse" type="gen:Respons e" />
<element name="roUpgradeResponselnformation">
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<complexType>
<sequence>
<element name="upgradeResult" type="sceroap  :UpgradeResult" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>

<complexType name="UpgradeResult">
<sequence>
<element name="existingROID" type="ID" />
<choice>
<element name="newRQO" type="roap:ProtectedR  O" />
<element name="failureReason" type="string" />
</choice>
</sequence>
</complexType>

The <sceroap:roUpgradeResponselnformation> elem&® Upgrade Response message includes one or more
<upgradeResult> element.

The <upgradeResult> element contains one <exisBR element and either a <newRO> element (of f@agectedRO
type) or a <failureReason> element. If the RO @poading to the <existingROID> element is succelysfypgraded, then
the <newRO> element is included, else the <failegf®n> element is included.

The <newRO> element contains the RO with the upggtgmbrmissions and/or constraints from the RI.

signature: This element contains a digital signature overrttessage besides the <signature> element itsisliniade using
the negotiated signature algorithm and using tha® key of the RI.
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9. Moving RO via an Rl

The protocol implementation is required only foe tBource Device, and the Recipient Device simpg existing RO
Acquisition Protocol as per section 8.1. How to M&®RM 2.x Domain RO and Parent RO is beyond thpeacd this
version of specification.

9.1 Moving Device RO
9.1.1 Sending MoveDeviceRORequest

ROAP-MoveDeviceRO protocol can be initiated eithgrreceiving a ROAP-MoveDeviceRO Trigger or by uisgeraction
with the Device (e.g. the user of the Source Dewaeselect Rl-issued Rights to Move using a baitizenu in the phone).

To package a ROAP-MoveDeviceRORequest messagBRMeAgent MUST proceed as follows:

1. The Device lets the user select Device Rights @bjiat are issued by an Rl or LRM to be Moved. Sbarce
Device MUST ensure that the selected Rights Olbjasta <move> permission containing no <system>tins
or a <move> permission containing a <system> caimgtwhich identifies Move Device RO via RI protdco
Further details of this step are beyond the scépeispecification.

2. The DRM Agent marks the selected Rights Objecisnasable. If the Rights Object is stateful and @upbrtion of
the Rights Object is being Moved, then it marksghgion being Moved as unusable.

3. The DRM Agent generates a ROAP-MoveDeviceRORequessage which includes one or more <rightsinfo>
elements. Generation of <rightsinfo> element (@rsap:Rightsinfo type) conforms to section 7.1h& RO
included in the <rightsinfo> element is createcabyRI, the DRM Agent MUST ensure that the RI (a&r matity
of recipient of MoveDeviceRORequest message) iséime RI which is indicated in the <signature> elenin the
<rightinfo> element. If the RO included in the drtginfo> element is created by an LRM, the DRM AgeiuST
ensure that the RI (as peer entity of recipieritlofeDeviceRORequest message) is one of the Rlisstlradicated
within the RO as being eligible to provide Movesee.

4. |If there was a preceding trigger, the DRM Agentdsetihe request message using the roapURL in tngetri
message. Else, the DRM Agent sends the requesageessthe riURL which is stored in the RI Context.

If any error occurred during sending the requestsage, the DRM Agent MAY resend the request mes¥dhen
resending the request message, the DRM Agent SHAkELsame nonce with previous request message amdiusnt
DRM Time as <time> element. How many times the DR{ént retries is left to implementation.

9.1.2  Processing MoveDeviceRORequest

When an RI receives a MoveDeviceRORequest mesagR| MUST process the request message as follows:

1. it checks if it has valid Device Context with theice sending the request message by checkingathe of
<reqlD> element of the ROAP-MoveDeviceRORequestsags. If the Device Context is unavailable or iitvalg.
expired, the Rl MUST respond wittiotRegistered error and abort the process.

2. it verifies the <signature> element in the requesssage. The signature verification conforms toNDBRRM-
v2.1]. If the verification is not successful, theNUST respond with appropriate error (iSgnatureError,
NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent) and abort the process.

3. it checks the <nonce> element in the request messagprding to section 15.
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4. it checks the value of <time> element in the requesssage. Processing of the value of <time> eleowriorms
to [DRM-DRM-v2.1]. If the DRM Agent has invalid DRMime, the Rl MUST respond witRequester TimeError
error and abort the process.

5. it verifies each <rightsinfo> element in the requasssage (see section 7.1.2). Additionally it MUSB€ck that
the <rights> element in the <rightsinfo> elemerg haxmove> permission that does not preclude Mobiegice
ROs via the RI (i.e. having no <system> constraimthe <move> permission or having a <system> caimst
which identifies Move Device RO via Rl protocol thre <move> permission). If it does not, the Rl MU®&$pond
with MovePer missionNotPresent error and abort the process.

6. if all above steps were successful, it responds ailoveDeviceROResponse that contains the <stafesrent
that has “Success” value.

7. it generates ROs cryptographically bound to theifret Device, based on the received <rights> etgrand their
corresponding State Information.

When the RI generates the ROs for the recipienid@ethe Rl SHALL set the value of stateful consiirin the
<rights> element to the value given by the corresiiy <statelnfo> element in the request mességee krights>
element has “count” constraint under “move” perioissthe RI SHALL decrease the value of the <o-ddmt>
element under “move” permission by 1. The Rl SHAlde new RO Encryption Key to encrypt Content Entioyp
Key constructing the <Keylnfo> element (under <ésstement). The Rl SHALL NOT put into the new Rt
<movelndication> element if one was received inrdguest. (Note: if the original issuer of the RGan LRM and RO
has a LRM signature, then the RO in the requessagesSHALL contain the <movelndication> elementhé original
issuer of the RO is the RI, then the RO in the estimessage SHALL NOT contain the <movelndicatielement.)
After that, the RI MUST add a <signature> elemehiclv contains signature value over the <rightsmelet.

8. it conducts a typical 1-pass or 2-pass RO acqoiisjirotocol or 4-pass confirmed RO acquisition @ecot as per
section 8.1to issue generated ROs to the Recipievite. In case of 2-pass RO acquisition protocdl-pass
confirmed RO acquisition protocol, the Rl sendSR&PAP trigger to the recipient device in order tstinct the
recipient device to download the Rights Object gatesl by RI which is based on the one previouslggferred
from the source device.

How the RI handles for the case that RI fails smésthe Rights Objects to the Recipient Devicesjohd the scope of
this specification.

9.1.3  Processing MoveDeviceROResponse

When a DRM Agent receives a ROAP-MoveDeviceRORespaonessage, the DRM Agent MUST process the response
message as follows:

1. it checks if <reqID>, <resID>, <nonce> elementshia response message are same as the precediegtrequ
message. If any of these does not match, it tetedrthe MoveDevice RO protocol.

2. it verifies <signature> element in the responsesags. If the verification is failed, it terminatb® ROAP-
MoveDeviceRO protocol.

3. it checks <status> element in the response messabprocess as follows:
a. If the status in the response message is “Ssigtee DRM Agent MUST:

* In case of Move of full Rights, remove the corresing ROs and (and their State Information if
present) which were identified in the request mgssa

* In case of Move of partial Rights, update theit&taformation by amount of transferred rights..E.§
counts remained before starting the ROAP-MoveDé&@grotocol and 1 count was transferred to Rl,
then the DRM Agent decrements the State Informatidme 2 counts.
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9.2

9.2.1

* |f the Post Response URL extension is presenD®Riel Agent MUST send an HTTP GET request to
the URL specified in the value of the <prURL> elarnef this extension at the first available oppaoity
If the request fails with error code 404 Not FolIR&EC2616], the Device SHOULD NOT make further
requests to the URL. If the request fails with satteer error, the Device MAY retry the request at a
later time.

b. If the status in the response message is naict3s”, the DRM Agent MUST mark the correspondi@sRs
usable and terminate the ROAP-MoveDeviceRO protocol

Moving <userDomain>-constrained RO

Sending MoveUserDomainConstrainedRORequest

The Move <userDomain>-constrained RO protocol eamtiated either by receiving a
MoveUserDomainConstrainedROTrigger or by user adton with the Device (e.g. the User of the SolDegice can
select RO(s) to Move using a built-in menu in theme).

To package a MoveUserDomainConstrainedRORequesagesthe DRM Agent MUST proceed as follows:

1.

let the User select <userDomain>-constrained RtO(sg Moved. The DRM Agent MUST ensure that thecteld
RO(s) have a <move> permission containing no <gysteonstraint or a <move> permission containing a
<system> constraint which identifies the Move <ls®nain>-constrained RO via RI protocol. The DRM Age
MUST also ensure the RI’s ID is present in the <ahodication> element.

mark the selected RO(s) as unusable. For stat@uiffonly a portion of the Rights is to be Movexhly that
portion is marked as unusable.

generate a MoveUserDomainConstrainedRORequest geedsar each of the User Domains the selected RDEs)
bound to, a corresponding <sourceDeviceUserDomadhkization> element MUST be included.

if there was a preceding MoveUserDomainConstraifiztiRjger, the DRM Agent sends the request messsigg
the reqURL in the trigger. Else, the DRM Agent setlte request message to the riURL which is storéoe RI
Context.

If any error occurred during sending the requestsage, the DRM Agent MAY resend the request mes¥dhgen
resending the request message, the DRM Agent SHAeLsame nonce with previous request message arudiwent
DRM Time as <time> element. How many times the DRyént retries is left to implementation.

9.2.2

Processing MoveUserDomainConstrainedRORequest

When an RI receives a MoveUserDomainConstrainedRO&s message, the Rl MUST process the requestgeeas

follows:

1.

check if there is a valid Device Context by chegkihe value of <reqlD> element of the request ngssid the
Device Context is unavailable or invalid e.g. egdirthe RI MUST send to the Source Device a
MoveUserDomainConstrainedROResponse message wittatbs attribute set to “NotRegistered” and abort the
process.

verify the <signature> element in the request ngssidthe verification is not successful, the RUBIT send to the
Source Device a MoveUserDomainConstrainedRORespuassage with thaatus attribute set to
“SignatureError” and abort the process.

it checks the <nonce> element in the request messagprding to section 15.
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4.

it checks the value of <time> element in the requesssage. Processing of the value of <time> eleowriorms
to [DRM-DRM-v2.1]. If the DRM Agent has invalid DRMime, the Rl MUST respond witRequester TimeError
error and abort the process.

verify the <mac> element as follows:
a. unwrap <enc_REK> to recovey ke (see section 13.1.2).

b. calculate a MAC on the canonical version of¢heginfo> element (excluding the <mac> elementhgishe
Kwmac. The MAC algorithm to use is defined in the Devidentext.

c. check the calculated MAC value against the <ngement. If the calculated value is not equahtovalue of
the <mac> element, the RI MUST send to the Soumede a MoveUserDomainConstrainedROResponse
message with thgtatus attribute set to “MACError” and abort the process.

for each <userDomainConstrainedROInfo> elementéréquest message:

a. the Rl SHOULD check for the presence of its ¢lviin the <movelndication> element. If not presehg RI
MUST send to the Source Device a MoveUserDomainttainedROResponse message withsthtus attribute
set to “MoveServiceNotProvided” and abort the pssce

b. verify the <signature> sub-element and checktdrehe signature has been generated by the RI/ttRbMs
identified by the <userDomainAuthorization> elementler <rights>

c. validate the <userDomainAuthorization> elemerdar <rights>

d. check if the <rights> sub-element has the <m@ermission that does not preclude the use of tbeeM
<userDomain>-constrained RO via RI protocol (i&ihg no <system> constraint on the <move> perissr
having a <system> constraint which identifies thevigl <userDomain>-constrained RO via RI protocol)

e. if the <statelnfo> sub-element is present, @didhat the state information contained in <stdted is consistent
with the original state in the <rights> element

If any of the b-e checks fails, the Rl MUST sendhte Source Device a
MoveUserDomainConstrainedROResponse message wittaths attribute set to “InvalidRO” and abort the
process. Note that the Rl May provide more detadledr information in the response by using thecrdlessage>
attribute.

If for some reason (e.g. the Rl doesn't trust s&HIERM(s) identified by the <movelndication> elenetihe RI
decides to not provide the Move service, the Rl M$8nd to the Source Device a
MoveUserDomainConstrainedROResponse message wittatbs attribute set to “MoveServiceNotProvided”
and abort the process.

for each <sourceDeviceUserDomainAuthorization> eenin the request message:

a. verify the DEA signature

b. check whether the <entityld> sub-element matthesreqlD> element in the request
c. check the <notBefore> and <notAfter> sub-eleméntsee if the authorization is valid

If any of the above checks fails, the RI MUST semthe Source Device a
MoveUserDomainConstrainedROResponse message wigtatbs attribute set to
“InvalidUserDomainAuthorization” and abort the pess. Otherwise, the RI checks whether itself haaid User
Domain Authorization issued by the DEA for this UB®main. If not the RI MUST send a response whiiastatus
attribute set to “UserDomainNotSupported” and abiwetprocess.

d. check whether the generation number in the fumeainld> element is the same as the one in Rlexr Us
Domain Context for that particular User Domainthié Source Device’s generation is lower than Rlis,RI
MUST send to the Source Device a MoveUserDomainttainedROResponse message withsthgus attribute
set to “LowUserDomainGeneration” and abort the pssc If the Source Device’s generation is highan tRI’s,
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the RI MUST send to the Source Device a MoveUser&ln@onstrainedROResponse message witltéthes
attribute set to “UserDomainNotSupported” and abioetprocess.

e. If in the request message there is no <sourdeBldgerDomainAuthorization> element for a User Donta
which one or more of the RO(s) being Moved are bdotime RI MUST send a response with $tatus attribute set
to “UserDomainAuthorizationRequired” and abort irecess.

If all the above steps are successful, the Rl SHA&L thestatus attribute in the
MoveUserDomainConstrainedROResponse message toessic In this case, the Rl SHALL also includesa dif
<RIUserDomainAuthorization> elements in the respomessage, one per User Domain the ROs being Mareed
bound to.

When and only when all the <userDomainConstrainddRO elements in the request have been succegstlidated
(including checking of the required User Domain Harizations), the RI generates corresponding ROthfoRecipient
Device. The RI SHALL use the key received in thaxeREK> element as the RO Encryption Key (see cedi8.1.2).
If the RO is stateful, the RI SHALL set the valdestateful constraint in the <rights> element te talue given by the
corresponding <statelnfo> element in the requessage. If the <rights> element has a “count” camstiunder the
“move” permission, the Rl SHALL decrease the vadfithe <o-dd:count> element by 1. The Rl SHALL atsd a
<userDomainAuthorization> element into the <rightdement proving that it is authorized by the DA fhanaging
the User Domain. After that, the Rl MUST generagégmature over the <rights> element. The Rl SHAuLIL into the
new RO the <movelndication> element that was reckin the request.

The RI conducts a 1-pass or 2-pass RO Acquisitiotopol or a 4-pass Confirmed RO Acquisition praid§DRM-
DRM-v2.1]) to issue generated RO(s) to the Rectpidvice. The RI MUST include a
User DomainConstrainedROMoved extension in the RO Response.

How the RI handles the case that it failed to idbgeRights Objects to the Recipient Device is Ineithe scope of this
specification.

9.2.3  Processing MoveUserDomainConstrainedRORespons e

When a DRM Agent receives a MoveUserDomainConsgtHROResponse message, the DRM Agent MUST process th
response message as follows:

1. check if the <reqlD>, <resID>, <nonce> elementthim response message match the ones sent in tfezljpg
request message. If any of these does not maelRM Agent SHALL terminate the Move <userDomain>-
constrained RO protocol.

2. verify the <signature> element in the response aggsdf the verification fails, the DRM Agent SHALlLtErminate
the Move <userDomain>-constrained RO protocol.

3. check the <status> element in the response medédge value is not “Success”, the DRM Agent SHA#ark
all the RO(s) being Moved as usable and termifeévtove <userDomain>-constrained RO protocol.

4. for each <RIUserDomainAuthorization> element in tegponse message:
a. verify the DEA signature
b. check whether the <entityld> sub-element matthesres|D> element in the response
c. check the <notBefore> and <notAfter> sub-eleméntsee if the authorization is valid

If any of the above checks fails, the DRM Agent SHAnark those RO(s) that are bound to this User Bionas
usable.

If in the response message there is no <RlUserDohudnorization> element for a User Domain to whicte or
more of the RO(s) being Moved are bound, the DRMMREGHALL mark those ROs as usable.

5. for each of the rest of RO(s) being Moved:
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* In case of Move of full Rights, remove the RO ardariated State Information

* In case of Move of partial Rights, update the aisdéed State Information by the amount of transférre
rights. E.g. if 3 counts were remained before stgthe Move <userDomain>-constrained RO protocol
and 1 count was transferred to RI, then the DRMmggpdates the State Information to have 2 counts.
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10.Upgrading Rights

ROAP-ROUpgrade protocol enables a Device to olftam Rl additional permissions for an existing R@h{ch does not
have these permissions) that was issued from the &1. For example, if a User owns an RO which dasnclude
<move> permission and hence is not allowed to bedddalirectly to another Device, then by RO Upgrpd#ocol, the
User can obtain from the Rl a <move> permissiortfige RO. Under the control of the <move> permisstbe RO and its
State Information can be Moved directly between iDes

How the message in this protocol is sent and psatks described in the sections below.

10.1 Sending ROUpgradeRequest

The ROUpgrade protocol MAY be initiated by B® Upgrade trigger which carries the <roUpgradeTrglnformation
element that may carry the <rolD> elemetthe <upgradelnfo> element and "roRequested" atgibihen a Device
receives amRO Upgrade trigger, it constructs an ROUpgradeRequest message #isepiigger:

. If <roUpgradeTrgIinformation> element carries omenore <rolD> elements, the RO(s) to be Upgraded ar
specified by the RI and hence the Device SHALL N@duest an Upgrade for any other RO(s) than thesRO(
specified by <rolD> element(s). Else, it means thatRO(s) to be Upgraded are not specified byrihend the
Device MAY request to Upgrade any valid RO the wsants.

e If the <roUpgradeTrginformation> element carries<aipgradelnfo> element, the Device SHALL put thaceof
RO Upgrade Trigger into the TriggerNonce attribot¢he <roUpgradeRequest> element in the ROAP-
ROUpgradeRequest message. Else, the Device SHALUgaw's wish of additional permission(s) and/or
modified constraint(s) of existing permission(gpithe <ROUpgradelnfo> element in the ROUpgradeRstu
message.

e If the <roUpgradeTrginformation> element carries'@Requested" attribute set to "false” the DeBt®ALL not
put the <rights> and <signature> elements into stexgRights> (of sceroap:Rightsinfo type) in ROAP-
ROUpgradeRequest message. If the value of “roReegieattribute is not present or is set to "trudg Device
receivingRO Upgrade trigger SHALL put the <rights> element and <sigmat element related to the existing
RO(s) that it attempts to Upgrade into the <exgights> element (of sceroap:Rightsinfo type) inARO
ROUpgradeRequest message. See section 7.1.1 ferdatails on how to package a <existingRights> efdrof
sceroap:Rightsinftype. Else the Device SHALL not put <rights> eletnand <signature> element into
<existingRights> element in ROAP-ROUpgradeRequestsage.

The ROUpgrade protocol MAY also be initiated withan RO Upgrade trigger: for example, the user can operate on some
user interface to initiate an upgrade for an exisRO. In this case, the Device MUST include thiginal RO that it is
attempting to Upgrade into the ROUpgrade Requessage. During the construction of the ROUpgradeBsiquessage,

the Device MAY form <ROUpgradelnfo> element accogito the user’s operation on some user interfAt®t the user
interface is and how the user operates on it tigdate what additional permission he/she needatisfoscope of OMA

DRM.

After generating the ROAP-ROUpgradeRequest accgrdirthe message syntax and the rules mentionegatiee DRM
Agent MUST marks the RO that it attempts to Upgrasl@nusable. After that, the DRM Agent sends #reated ROAP-
ROUpgradeRequest message to an URL indicated byrdtgJRL> element in preceding trigger. If thereswa preceding
trigger, the DRM Agent sends the generated requessage to the riURL, which is stored in the RIt€grih

If transport-level error occurred during sending thquest message or receiving the response metisagevice MAY
resend the message. How many times the DRM Agéiggeés left to implementation. In case of finalléire, the DRM
Agent MUST mark the Rights Object as usable.

10.2 Processing ROUpgradeRequest

When an RI receives an ROUpgradeRequest message| MUST process the request message as follows:
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it checks if it has valid Device Context with thece that sends the ROUpgradeRequest messagdinfiR that
the Device Context corresponding to the <devicedment of the ROAP-ROUpgradeRequest message is

unavailable or invalid e.g. expiretl MUST respond witiNotRegistered error. RI MAY form an <errorMessage>
element that includes the textual reason for thisife and put it into the response message.

it verifies the Device’s signature on the whole sagge, using the last <signature> element in thesages The

signature verification conforms to [DRM-DRM-v2.1f.the verification is not successful, the Rl MU&Ispond
with SgnatureError error. Rl MAY form an <errorMessage> element thatudes the textual reason for this
failure and put it into the response message

it checks the value of <time> element in the reguesssage. Processing of the value of <time> elecwrforms
to [DRM-DRM-v2.1]. If the RI detects that the DRMgAnt has invalid DRM Time, the RI MUST respond with
Requester TimeError error. Rl MAY form an <errorMessage> element thatudes the textual reason for this
failure and put it into the response message

it verifies the RI's signature on the <rights> etarhin the request message, using the <signatleexeat under
the <rightsinfo> element. The verification mustlide the step for checking whether the signature gemerated
by the RI. If the verification fails, the Rl MUSEspond witHJnknownRO error. RI MAY form an <errorMessage>
element that includes the textual reason for thisife and put it into the response message

if any <statelnfo> element is supplied under thghtsInfo> element in the request message, cheetheh the
State Information, indicates that the Rights it atiailable for the Device that sends the requestsage, in case
the additional permission is about sharing (e.gv#or Copy) permission. If Rl finds the Rights iseady not
available for the Device, then the RI MUST respuuitth InvalidRO error. Rl MAY form an <errorMessage>
element that includes the textual reason for thisife and put it into the response message

The RI responds with an ROUpgradeResponse thatiosnt
® <status> element with “Success” value

® new upgraded RO as the <newRO> element. The <rghtthe new RO is created based on the
<existingRights> element which is from an existR@ and the user’s wish of additional permission(s)
and/or modified constraint(s) of existing permisgg) indicated by the <ROUpgradelnfo> element & th
corresponding ROUpgradeRequest message or by mpsdwowsing session.

If for some reason the RI decides to not provigeUlpgrade service, the Rl MUST send to the Soumede a
ROUpgradeResponse message with the status attsiéite “UpgradeServiceNotProvided”.

10.3 Processing ROUpgradeResponse

When the DRM Agent receives an ROUpgradeResponssage, it MUST process the response message @sdoll

1.

it verifies the RI's signature on the response mgssThe signature verification conforms to [DRM{BR2.1]. If
the signature verification was not successful, @$T mark the corresponding RO as usable and tetenkR@
Upgrade protocol.

it checks <status> element in the response messafpiows:
= If the status equals “Success”,

¢ the DRM Agent checks the <existingROID> elementeisponse message. If the RO indicated by the
<existingROID> is not present or not marked as able then the DRM Agent terminates RO Upgrade
protocol.

4 the DRM Agent removes permanently the corresponBi©g

4 the DRM Agent installs the new upgraded RO.indiddig the <newRO> element in the response
message.
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If the status does not equal “Success”, then th¥2igent MUST mark the corresponding RO as usakhe T
Device MAY notify the reason for failure to the Wsd the DRM Agent using the <errorMessage> in the

response message.
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11.Installation of an RO

11.1 RO with new SCE permissions

Many SCE protocols require the XML RO to be transf@é. DRM Agents should be aware that upon ingtaleof an RO, it
may need to store the XML RO or otherwise be abletover the XML RO to be used in SCE protocols.

11.2 RO with <party> element

When installing an RO which was not received vMave RO transaction or Copy RO operation or ShaeoReration or
Lend RO operation (all of which are described SCE-A2A]), the DRM Agent MUST follow the procedurdsscribed in
[DRM-DRM-v2.1] section 10.3 and MUST perform thdldaving checks before installation:

1. If the <agreement> element contains a <party> eh¢nire which the value of an <uid> element in tloortext>
element has the form "devig&(without the quotes), the DRM Agent MUST verifyat the value ok equals the
base64 encoded SHA-1 hash over the concatenatitie 6tOI1D and the DRM Agent's Device ID.

2. If the <agreement> element contains a <party> ehénie which the value in an <uid> element in tloortext>
element has the form "dory" (without the quotes):

a. The DRM Agent MUST verify that the value vtquals the RI ID in the RO.

b. The DRM Agent MUST verify that the value pequals the SHA-1 hash over the concatenationeof th
ROID and the Domain ID of the Domain to which th® R bound.

3. If the <agreement> element contains a <party> eh¢nie which the value in an <uid> element in tloortext>
element has the form "udoxry” (without the quotes):

a. The DRM Agent MUST verify that the value wkquals the DEA ID in the RO.

b. The DRM Agent MUST verify that the value pkquals the SHA-1 hash over the concatenationeof th
ROID and the User Domain ID of the User Domain tacl the RO is bound.

4. |If the <agreement> element contains a <party> etf¢mwéh a <date> element, the DRM Agent MUST veliat
the value of the <fixed> element in this <date>redat equals the value of the <timeStamp> elemethterro>
element.

If check 2 or check 3 failed, the DRM Agent MAY tity join the Domain and perform the check again.

The DRM Agent MUST NOT install the RO if any of tfmur checks failed.
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12.Transport Mapping

12.1 HTTP Transport Mapping
12.1.1 Multiple ROs Acquisition Triggered by DCF He  aders

Device 1 Device 2 Rights Issuer

\ \ \
f———Content DCFs———— ] |
\
\

HTTP Post——————— >
|

<« ROAP Trigger———————————

\
\ \

‘ [—RO Requestgﬁ
| ‘<7RO Responsei‘
\
|

Figure 4 Multiple ROs Acquisition Triggered by DCF Headers

In this case multiple DCFs are superdistributed @evice, and the DRM Agent uses DCF headers tiatimia ROAP
transaction and download multiple Rights Objects.

— A user receives multiple DCFs from another Devicg, through MMS, peer-to-peer, removable mediapane
other transfer mechanism.

— If multiple DCFs contain the same BatchRIURL heatleen the DRM Agent attempts to send a ROAP Trigge
request to the RI or LRM. If the DRM Agent has aisting Rl or LRM Context for the RI or LRM, thehé DRM
Agent may send an HTTP Post to the BatchRIURL.

The DRM Agent sends an HTTP Post to the URL specifi ed by the BatchRIURL
header. POST /ro.cgi
Host:  www.acme.com

cid1=qw683hgew7d
cid2=qw724eldw5d

— The Rl or LRM returns an HTTP response containifCsAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml

... [ROAP Trigger] ...

— The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download mudtipl
Rights Objects. The POST includes a ROAP-RORedrIBEL in the HTTP request body.

POST http://www.acme.com/ro.cgi
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Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

...[ROAP PDU] ...

A previously established Rl or LRM Context is assdnn the example. If this were not the case, therROAP-
RORequest would be preceded by a ROAP-Registramsaction.

— The Rl or LRM returns an HTTP response containiiROAP-ROResponse PDU in the HTTP response body.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...
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13.Key Management

13.1 Key Transport Mechanisms

13.1.1 Distributing KMAC and KREK under an Rl Publi ¢ Key
This section applies when encrypting RO Encryp@y and MAC Keyfor the Move Device RO via RI protocol or the RO
Upgrade protocol.

Krex ("Rights Object Encryption Key") is the 128-bitapping key for the content-encryption keyin Rights Objects. In
the Move Device RO and RO Upgrade protocols, the kransferred in the <encKey> element of <rightsinfdUST be
the samas the one from the original Rights Objec;,K is a 128-bit long key generated randomly by thelee and used
for key confirmation of the message carrying=K

The asymmetric encryption scheme RSAES-KEM-KWSIdimlused with the AES-WRAP symmetric-key wrapping
scheme to securely transmi ke and Kxek to a recipient Rl using the RI's RSA public key ikdependent random value Z
shall be chosen for each encryption operationtt®@AES-WRAP scheme,l&c and Kqek are concatenated to form K, i.e.:

KEK = KDF(120SP(Z, mLen)NULL, kekLen)
C, = AES-WRAP(KEK, Kyac | Krex)

C, = I20SP(RSA.ENCRYPT(PubKgy Z), mLen)
C=G|C

where kekLen shall be set to 16 (128 bits) and nikehe length of the modulus of the RI's RSA palidey in octets. In this
way, AES-WRAP is used to wrap 256 bits of key d#tgac | Krex) with a 128-bit key-encryption key (KEK).

After receiving C, the RI splits it into;@nd G and decrypts Qusing its private key (consisting of a private exent d and
the modulus m), yielding Z:

C.lG=C

c: = OS2IP(G, mLen)

Z = RSA.DECRYPT(PrivKey;, ¢) = ¢ mod m

where OS2IP converts an octet string to a nonnegyaiteger and is defined in [PKCS-1].

Using Z, the RI can derive KEK, and from KEK unwi@pto yield Kyac and Kgex.:

KEK = KDF(120SP(Z, mLen)NULL, kekLen)

Kmac | Krek = AES-UNWRAP(KEK, G)

The following URI shall be used to identify thisykigansport scheme kxenc:EncryptionMethosd elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

13.1.2 Transporting KMAC and one or more Protected KREK under a RI Public
Key

This section applies to the Move <userDomain>-gainséd RO via RI protocol.

Krek ("Rights Object Encryption Key") is the wrappingykfor the content-encryption kéxe« in Rights Objects. To
prevent the RI from getting knowledgekfz« when Moving a <userDomain>-constrained RO viaRheKgek is protected
by using the User Domain Key (UDK) before transfdrto the RI.

Kwmac is a 128-bit long key generated randomly by ther&aiDevice and used for key confirmation of the sage carrying
one or more protectetke.
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Let Hash16 denote the first 16 bytes of the SHAaghhof the <movelndication> elemenggdg is first XORed with Hash16
and the result then wrapped with the UDK usingABES-WRAP symmetric wrapping scheme [AES-WRAP]. BREK
denote the protectedzkx:

PREK = AES-WRAP(UDK, ke XOR Hash16)

The asymmetric encryption scheme RSAES-KEM-KWS SHAE used with the AES-WRAP symmetric-key wrapping
scheme to securely transmi ke and one or more PREK to a recipient RI using the RSA public key. An independent
random value Z SHALL be chosen for each encrypbiparation. For the AES-WRAP schemg K and one or more PREK
are concatenated to form K, i.e.:

KEK = KDF(120SP(Z, mLen)NULL, kekLen)

C, = AES-WRAP(KEK, Kyac | PREK, | ... | PREK) (nis the number of ROs being Moved, the PREKs aneatenated in
the same order as the corresponding <userDomain@omexiROInfo> elements appear in the request)

C1 = I20SP(RSA.ENCRYPT(PubKgy Z), mLen)
C=G|G
where kekLen SHALL be set to 16 (128 bits) and misstine length of the modulus of the RI's RSA paldey in octets.

After receiving C, the RI splits it into;@Gnd G and decrypts Qusing its private key (consisting of a private exent d and
the modulus m), yielding Z:

Ci|G=C

¢ = OS2IP(G, mLen)

Z = RSA.DECRYPT(PrivKey;, ¢;) = ¢ mod m

where OS2IP converts an octet string to a nonnegjatteger and is defined in [PKCS-1].

Using Z, the RI can derive KEK, and from KEK unwi@gpto yield Kyac and PREK, ..., PREK,.

KEK = KDF(120SP(Z, mLen)NULL, kekLen)

Kwmac | PREK | ... | PREK = AES-UNWRAP(KEK, G)

The following URI SHALL be used to identify this kéransport scheme kxenc:EncryptionMethoel elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

When creating corresponding RO for the recipienti® the RI SHALL use PREK as the RO Encryptiory k& form the
<encKey> element of <roPayload> in subsequent RQuiition protocolNote that although PREK (as an AES-WRAP
output) is 192 bits, rather than 128 bits as igtaedomly generatedze« that is used to form the <encKey> element in
[DRM-DRM-v2.1], this does not cause a backwardsypatibility problem, in that recipient Devices iila to the Move
<userDomain>-constrained RO via RI protocol are $EHE Agents.

The recipient Device SHALL check whether the IDtteé RI that issued the RO is present in the <malie&tion> element.
If not the Device MUST reject the RO.

The recipient Device uses the relevant UDK to upRREK. If the unwrapping fails the recipient DevMUST reject the
RO. It then calculates Hash16 using the <movelridica element to recoverdt.
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14.Security Considerations

14.1 Replay Protection of Stateless Rights Object (  Normative)

The replay cache specified in [DRM-DRM-v2.1] is papplied to stateful ROs. The same replay praiaatiechanism
SHALL be applied to stateless ROs with <move> pesioh if acquired by an SCE DRM Agent through ahodtother
than 2-pass RO Acquisition or an A2A protocol tiestgn or operation [SCE-A2A]..
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15.Replay Cache Management

This section describes how a Rl manages replayectachrevent replay attack from malicious thirdtpand to handle retry
of request message from Source Device. The DRM tAgieth RI MUST also support Replay Cache managemenhanism
defined in [DRM-DRM-v2.1].

When a RI receives a request message for Move D&M via Rl protocol or Move <userDomain>-consteaifRO
protocol, it SHALL check the <reqlD> and the <nom@ement in the request message as follows:

- If the <reqID> element and <nonce> element in ggpiest message matches with one of replay cachg e Rl
SHALL check the <time> element in the request mgsses follows:

- Ifthe <time> element in the request message matafitd a <time> in the replay cache entry, the RI
SHALL ignore the request message.

- Else, the RI SHALL generate a response messagéwbittains parameters from response information in
the matching replay cache entry, and send the geteresponse message, and then abort the probess.
RI SHALL NOT regenerate RO for Recipient Device send RO to the Recipient Device.

- Else, the RI SHALL create one replay cache entrickvis at least composed of <reqlD>, <nonce> arnuiet
which are copied from the request message, anéhcenip process the request message according¢essing
rules of each specific protocol (see section 9ridZx2.2). During the processing, whenever thedRlegates the
response message, the Rl SHALL store a respofweniation additionally into the created replay caemtry
where the response information contains statusfMessage, errorRedirectURL attributes and anyagie
associated data in the response message.

It is strongly RECOMMENDED that the RI does not @ra the replay cache entry until when the Rl detirasthe replay
cache entry is old enough so that the source Davilt@o longer retry with the same nonce. In aage, the RI MUST keep
the replay cache entry until the time when the BRuld reject the request based on expiration, wtrerealidity time
window is Rl implementation specific.
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Appendix B.

The notation used in this appendix is specifiefB@RRULES].

B.1 SCR for DRM Agent

This section enumerates conformance requiremenf3Rd Agent. Since the following table extends Apgix G.1 Client
Conformance Requirements in [DRM-DRM-v2.1], the S&Bformant DRM Agent SHALL also be conformant tM®

Static Conformance Requirements

DRM 2.1.
Item Function Reference Requirement

SCE-DRM- ROAP initiation from 6.1,6.2,6.3
DRMAGENT-C-001-O | ROAP trigger message

SCE-DRM- RO Acquisition protocol 53,81 SCE-DRM-DRMAGENT-C-003-Q
DRMAGENT-C-002-O | for User Domain RO AND SCE-DRM-DRMAGENT-C-

004-0

SCE-DRM- Support User Domain 8.1.1

DRMAGENT-C-003-O | Authorization extension
in
ROAcquisitionRequest
message

SCE-DRM- Protected RO with 8.1.2

DRMAGENT-C-004-O <userDomain>
constraint

SCE-DRM- Move Device RO 54.1,82,9.1
DRMAGENT-C-005-O protocol

SCE-DRM- Move <userDomain>- | 5.4.2,8.3,9.2
DRMAGENT-C-006-O | constrained RO protocol

SCE-DRM- RO Upgrade protocol 5.5,8.4,9.3
DRMAGENT-C-007-O

SCE-DRM- Support BatchRIURL 6.4

DRMAGENT-C-008-O

header in DCF

B.2 SCR for Rights Issuer

This section enumerates conformance requiremenRifits Issuer. Since the following table exteAgpendix G.2 Server
Conformance Requirements in [DRM-DRM-v2.1], the S&Bformant Rights Issuer SHALL also be conformar®MA

DRM 2.1.
Item Function Reference Requir ement
SCE-DRM-RI-S-001-O| ROAP trigger generation 6.1 6.2 6.3
SCE-DRM-RI-S-002-O| RO Acquisition protocel 5.3, 8.1 SCE-DRM-RI-5-005-0
for User Domain RO
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Item

Function

Reference

Requirement

without <userDomain>
constraint

SCE-DRM-RI-S-003-O

RO Acquisition protocg
for User Domain with
<userDomain>
constraint

53,81

SCE-DRM-RI-S-004-O AND SCE-
DRM-RI-S-006-0O

SCE-DRM-RI-S-004-O

Verification of User
Domain Authorization
extension in
ROAcquisitionRequest
message

8.1.1

SCE-DRM-RI-S-005-O

Generation of Protecte
RO without

<userDomain>
constraint

2d

8.1.2

SCE-DRM-RI-S-006-O

Generation of Protecte
RO with <userDomain>
constraint

2d

8.1.2

SCE-DRM-RI-S-007-O

Move Device RO
protocol

54.1,82,9.1

SCE-DRM-RI-S-008-O

Move <userDomain>1
constrained RO protoco

5.4.2,8.3,9.2
I

SCE-DRM-RI-S-009-O

RO Upgrade protoco

55,88 09.

SCE-DRM-RI-S-010-O

Support BatchRIURL
header in DCF

6.4

B.3 SCR for LRM

This section enumerates conformance requirementsRfvl with at least Device key purposen@- kp-
| ocal Ri ght sManager Devi ce).

Item Function | Reference Requirement
SCE-DRM-LRMDEV- | ROAP trigger generatiorh [DRM-DRM-
S-001-O v2.1]
SCE-DRM-LRMDEV- | RO Acquisition protocol| [DRM-DRM- | SCE-DRM- LRMDEV/RI-S-003-O
S-002-0 for Device RO v2.1]
SCE-DRM-LRMDEV- Generation of Device | 8.1.2, [SCE-
S-003-0 bound Protected RO LRM]
SCE-DRM-LRMDEV- | Generation of Protected 8.1.2, [SCE- SCE-DRM- LRMDEV-5-003-O

RO with
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Item Function Reference Requir ement
S-004-0O <movelndication> LRM]
element

B.4 SCR for LRM

This section enumerates conformance requirementsRbl with at least Domain key purposang- kp-
| ocal Ri ght sManager Domai n).

Item Function | Reference Requirement
SCE-DRM-LRMDOM- | ROAP trigger generatiorh [DRM-DRM-
S-001-0 v2.1], 6.1, 6.2,
6.3
SCE-DRM- RO Acquisition protocol| ~ 5.3,8.1 | SCE-DRM-LRMDOM/RI-S-003-O
LRMDOM-S-002-O for User Domain RO AND
SCE-DRM-LRMDOM/RI-S-004-O
SCE-DgI\g(-)IéR(I;/IDOM- Verification of User 8.1.1
e Domain Authorization
extension in
ROAcquisitionRequest
message
SCE-DRM- Generation of User 8.1.2, [SCE-
LRMDOM-S-004-O Domain RO LRM]

SCE-DRM-LRMDOM- | Generation of Protected 8.1.2, [SCE- SCE-DRM- LRMDOM-S-004-O

S-005-0 RO with LRM]
<movelndication>
element
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Appendix C. Example (Informative)

C.1 ROAP Message Examples
C.1.1 MoveDeviceRO Trigger

<?xml version ="1.0" encoding ="UTF-8" ?>
<gen:drmTrigger
type ="moveDeviceRO"
version ="1.0"
xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen ="urn:oma:xml:sce:gen"
xmlns:xenc ="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:sceroap ="urn:oma:drm:sce:roap"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<body id="idvalue0" >
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >aXENc+Um/9/NvmYKiHDLaErKOfk=</ hash >
</keyldentifier >
</resID>
<resAlias >resAlias</ resAlias >
<nonce >c2FtcGxIVHIpZ2dick5vbmNI</ nonce >
<reqURL >http://tempriuri.org</ reqURL>
<trginfo >
<sceroap:moveLRMRightsTrginformation roRequested ="true" >
<sceroap:recipientinfo >information string for recipientinfo</  sceroap:recipientinfo >
</sceroap:moveLRMRightsTrgIinformation >
</trginfo >
</body >
</gen:drmTrigger >

C.1.2 MoveDeviceRORequest

<?xml version ="1.0" encoding ="UTF-8" ?>
<sceroap:moveDeviceRORequest
triggerNonce ="c2FtcGxIVHJIpZ2dick5vbmNI"
xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen ="urn:oma:xml:sce:gen"
xmins:o-ex ="http://odrl.net/1.1/ODRL-EX"
xmins:roap ="urn:oma:bac:dldrm:roap-1.0"
xmins:sceroap ="urn:oma:drm:sce:roap"”
xmlns:xenc ="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGXIRFINQWdIbnQ=</ hash>
</keyldentifier >
</reqlD>
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash>
</keyldentifier >
</resID>
<nonce >RFINQWdIbnROb25jZTA=</ nonce >
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<time >2001-12-31T12:00:00</time >
<reglnfo >
<sceroap:moveDeviceRORequestInformation >
<rcptDevID >
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmVjaXBpZW50RGV2</ hash>
</keyldentifier >
</rcptDevID >
<rightsinfo >
<rolD>n8yu98hy0e2109eu09ewf09u</ rolD>
<rights ></rights >
<signature >...</signature >
<statelnfo ></statelnfo >
<sourceDevicelD >
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGXIRFINQWdIbnQ=</ hash>
</keyldentifier >
</sourceDevicelD >
<encKey Id="K_MAC_and_K_REK" >

<xenc:EncryptionMethod  Algorithm ="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"

<ds:Keylnfo >
<roap:keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmIinaHRzSXNzdWVy</ hash>
</roap:keyldentifier >

</ds:Keylnfo >

<xenc:CipherData >

<xenc:CipherValue >32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wqg</

</xenc:CipherData >
</encKey >
<mac>j6lwx3rvEPOOvKtMup4NbeVu8nk=</ mac>
</rightsinfo >
</sceroap:moveDeviceRORequestinformation >
</reqginfo >

/>

xenc:CipherValue >

<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqiO09</ signature >

</sceroap:moveDeviceRORequest >

C.1.3 MoveDeviceROResponse

<?xml version ="1.0" encoding ="UTF-8" ?>

<sceroap:moveDeviceROResponse

status ="Success"

xmins:gen ="urn:oma:xml:sce:gen"

xmlns:sceroap ="urn:oma:drm:sce:roap"

xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">

<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxIRFINQWdIbnQ=</ hash >
</keyldentifier >

</reqlD>

<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash >
</keyldentifier >

</resID>

<nonce >UmlnaHRzSXNzdWVyTm9uY2Uw</ nonce >
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<reslinfo >
<sceroap:moveDeviceROResponselnformation >
<prURL >http://sampleRIl.org/nextURL</ prURL>
</sceroap:moveDeviceROResponselnformation >
</resInfo >

<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqi010</ signature >

</sceroap:moveDeviceROResponse >

C.1.4 MoveUserDomainConstrainedRO Trigger

<?xml version ="1.0" encoding ="UTF-8" ?>

<gen:drmTrigger

type ="moveUserDomainConstrainedRO"

version ="1.0"

xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:gen ="urn:oma:xml:sce:gen"

xmlns:xenc ="http://www.w3.0rg/2001/04/xmlenc#"

xmins:sceroap ="urn:oma:drm:sce:roap"”

xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">

<body id="idvalue0" >
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >

<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</ hash>
</keyldentifier >
</resID>
<resAlias >resAlias</ resAlias >
<nonce >c2FtcGxIVHIpZ2dick5vbmNI</ nonce >
<reqURL >http://tempriuri.org</ reqURL>
<trginfo >
<sceroap:moveUserDomainConstrainedROTrgInformation >
<recipientinfo >information string for recipientinfo</  recipientinfo >

</sceroap:moveUserDomainConstrainedROTrgInformation >
<ftrgInfo >

</body >

</gen:drmTrigger >

C.1.5 MoveUserDomainConstrainedRORequest

<?xml version ="1.0" encoding ="UTF-8" ?>
<sceroap:moveUserDomainConstrainedRORequest
triggerNonce ="c2FtcGxIVHJIpZ2dIck5vbmNI"
xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen ="urn:oma:xml:sce:gen"
xmlns:o-ex ="http://odrl.net/1.1/ODRL-EX"
xmlns:roap ="urn:oma:bac:dldrm:roap-1.0"
xmlns:sceroap ="urn:oma:drm:sce:roap"
xmlns:xenc ="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxIRFINQWdIbnQ=</ hash >
</keyldentifier >
</reqID>
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash>
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</keyldentifier >
</resID>
<nonce >RFINQWdIbnROb25jZTA=</ nonce >
<time >2001-12-31T12:00:00</time >
<reglnfo >
<sceroap:moveUserDomainConstrainedRORequestinformati on>
<userDomainConstrainedROInfo>...</userDomainConstrain edROInfo>
<enc_REK>...</enc_REK>

<sourceDeviceUserDomainAuthorization>...</sourc =~ eDeviceUserDomainAuthorization>

<recipientDeviceld >
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmVjaXBpZW50RGV2</ hash>
</keyldentifier >
</recipientDeviceld >
<mac>...</mac>
</sceroap:moveUserDomainConstrainedRORequestinformati on>
</reqlnfo >

<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqiO09</ signature >

</sceroap:moveUserDomainConstrainedRORequest >

C.1.6 MoveUserDomainConstrainedROResponse

<?xml version ="1.0" encoding ="UTF-8" ?>
<sceroap:moveUserDomainConstrainedROResponse
status ="Success"
xmins:gen ="urn:oma:xml:sce:gen"
xmlns:sceroap ="urn:oma:drm:sce:roap"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxIRFINQWdIbnQ=</ hash >
</keyldentifier >
</reqlD>
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash >
</keyldentifier >
</resID>
<nonce >UmlnaHRzSXNzdWVyTm9uY2Uw</ nonce >
<reslinfo >
<sceroap:moveUserDomainConstrainedROResponselnformat ion>
<RIUserDomainAuthorization success />...</RIUserDomainAuthorization>
</sceroap:moveUserDomainConstrainedROResponselnformat ion>
</resInfo >

<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqi010</ signature >

</sceroap:moveUserDomainConstrainedROResponse >

C.1.7 ROUpgrade Trigger

<?xml version ="1.0" encoding ="UTF-8" ?>
<gen:drmTrigger

type ="roUpgrade"

version ="1.0"

xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen ="urn:oma:xml:sce:gen"
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xmins:xenc ="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:sceroap ="urn:oma:drm:sce:roap"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<body id="idvalue0" >
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</ hash>
</keyldentifier >
</resID>
<resAlias >resAlias</ resAlias >
<nonce >c2FtcGxIVHIpZ2dick5vbmNI</ nonce >
<reqURL >http://tempriuri.org</ reqURL>
<trginfo >
<sceroap:roUpgradeTrginformation  roRequested ="true" >
<rolD>rolD</rolD >
<roAlias >roAlias</ roAlias >
<upgradelnfo >...</upgradelnfo >
</sceroap:roUpgradeTrginformation >
<ftrgInfo >
</body >
</gen:drmTrigger >

C.1.8 ROUpgradeRequest

<?xml version ="1.0" encoding ="UTF-8" ?>
<sceroap:roUpgradeRequest
triggerNonce ="c2FtcGxIVHJIpZ2dIck5vbmNI"
xmins:ds ="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen ="urn:oma:xml:sce:gen"
xmlns:o-ex ="http://odrl.net/1.1/ODRL-EX"
xmins:roap ="urn:oma:bac:dldrm:roap-1.0"
xmins:sceroap ="urn:oma:drm:sce:roap"”
xmlns:xenc ="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxIRFINQWdIbnQ=</ hash >
</keyldentifier >
</reqlD>
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash >
</keyldentifier >
</resID>
<nonce >RFINQWdIbnROb25jZTA=</ nonce >
<time >2001-12-31T12:00:00</time >
<reqlnfo >
<sceroap:roUpgradeRequestinformation >
<existingRights >
<rolD>n8yu98hy0e2109eu09ewf09u</ rolD>
<rights ></rights >
<signature >...</signature >
<statelnfo ></statelnfo >
<sourceDevicelD >
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGXIRFINQWdIbnQ=</ hash>
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</keyldentifier >
</sourceDevicelD >
<encKey Id="K_MAC_and_K_ REK" >
<xenc:EncryptionMethod  Algorithm ="http://www.w3.0rg/2001/04/xmlenc#kw-aes128" />
<ds:Keylnfo >
<roap:keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmIinaHRzSXNzdWVy</ hash>
</roap:keyldentifier >
</ds:Keylnfo >
<xenc:CipherData >
<xenc:CipherValue >32fdsorew9ufdsoiO9ufdskrew9urewOuderty5346wqg</  xenc:CipherValue >
</xenc:CipherData >
</encKey >
<mac >j6lwx3rvEPOOvKtMup4NbeVu8nk=</ mac>
</existingRights >
<ROUpgradelnfo >...</[ROUpgradelnfo >
</sceroap:roUpgradeRequestinformation >
</reqInfo >
<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqiO09</ signature >
</sceroap:roUpgradeRequest >

C.1.9 ROUpgradeResponse

<?xml version ="1.0" encoding ="UTF-8" ?>
<sceroap:roUpgradeResponse
status ="Success"
xmlns:gen ="urn:oma:xml:sce:gen"
xmlns:sceroap ="urn:oma:drm:sce:roap"
xmlns:xsi ="http://www.w3.0rg/2001/XMLSchema-instance">
<reqlD>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxIRFINQWdIbnQ=</ hash >
</keyldentifier >
</reqID>
<res|D>
<keyldentifier xsi:type ="gen:X509SPKIHash" >
<hash >c2FtcGxlUmInaHRzSXNzdWVy</ hash >
</keyldentifier >
</resID>
<nonce >UmlnaHRzSXNzdWVyTm9uY2Uw</ nonce >
<reslinfo >
<sceroap:roUpgradeResponselnformation >
<upgradeResult >
<existingROID >R0OID0000001</existingROID >
<newRO>...</newRO>
</upgradeResult >
</sceroap:roUpgradeResponselnformation >
</resInfo >
<signature >321ue3ue3uelOue2109uelueoidwoijdwe309u09ueqijdwqij dwq09uwqwqi010</ signature >
</sceroap:roUpgradeResponse >
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