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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentitatsare deployed over wireless communication aeksv

The scope of OMA Secure Content Exchange (SCHEB) énihance the OMA Digital Rights Management v2.1
[DRM-DRM-v2.1] specifications to enable the secarehange of DRM Content among multiple devicesséhe
enhancements include the following:

¢ New capabilities that enable flexible sharing ofglased content in ways that were not possiblegu3omains as
defined in OMA DRM v2.1. These new features incl@py and Move of Rights between Devices, Lendimd) a
Sharing in an ad hoc manner.

¢ Extension of the OMA DRM v2.1 Domain concept to heer Domain concept, which allows different Riglstsuers
to generate Rights Objects for the same User Damain

e The definition of the Import function allows contgmotected by Non-OMA DRM mechanisms to be conglifme
SCE Devices. Together with the Export function froMlA DRM v2.1, the Import function allows OMA SCE
Devices to securely exchange content with Non-OM2MDdevices.

¢ Enhancements to the OMA DRM specifications to ema@bhsumption of DRM Content contained in an MPEG-2
Transport Stream across a wide variety of user @svi
This document specifies the Local Rights Manag&Ml), which is used for the conversion of Non-OMA MRprotected
content to OMA DRM protected content.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2

Composite Object
Constraint

Consume

Copy

Device

Device Rights Object

Domain
Domain Authority

Domain Enforcement
Agent

Domain Policy

Domain Rights Object
DRM Agent

DRM Content
DRM Time

Execute
Import
Import-Ready Data

Imported-Content
Imported-Data
Imported-Rights-Object
Lending

Definitions

A content object that contains one or more Medig€ib by means of inclusion.
A restriction on the Permission over DRM ContenR{@V2.0).

To Play, Display, Print or Execute DRM Content oDevice or to render DRM Content on a Render
Client.

To make Rights existing on a source Device avaléil use by a recipient Device, without affecting
availability on the source Device. Rights may éstnicted on the recipient Device. Note: this ffedént
from the V2.1 definition.

A Device is the entity (hardware/software or conaltion thereof) within a user equipment that
implements a DRM Agent. The Device is also conforhta the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DRRIOY.

A Rights Object that is initially targeted to a sifie entity. Subsequently, the Rights Object may b
allowed to be targeted to other entities to be eoresd, serially or in parallel, independently of
membership in a Domain or User Domain.

A set of v2.x and/or SCE DRM Agents that can consiDumain Rights Objects.
The entity to specify the Domain Policy for a UBemmain or an Ad Hoc Domain.

The entity to enforce the Domain Policy on beh&lthe Domain Authority. It may reside in the networ
as a service or in a User’s device.

A collection of attributes which defines the poliggtermining characteristics of the membership d&er
Domain or Ad Hoc Domain, as set by the Domain Atitiidhat the Domain Enforcement Agent will
enforce.

A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed
independently by each v2.x or SCE DRM Agent that sember of the Domain.

The entity in the Device that manages PermissionMedia Objects on the Device (DRM V2.1). In this
document, the DRM Agent implements some or alfftimetionality defined in this specification.

Media Objects that are consumed according to afde¢rmissions in a Rights Object (DRM V2.0).

A secure, non user-changeable time source. The DM is measured in the UTC time scale (DRM
V2.0).

To execute a software programme (DRM V2.0).
To convert Import-Ready Data into OMA (P)DCFs ar@sR

Content and associated Rights derived from Non-OD#M-sourced data that can be converted into
OMA (P)DCFs and ROs.

OMA (P)DCF(s) resulting from converting Import-Reddata.
Imported-Content and associated Imported-RighteQ(s).
An OMA RO resulting from converting Import-ReadytBa

The act of sharing such that the Shared Rightsatdmused on the source Device as long as
the recipient Device is able to render the shareot&ht associated with the Shared Rights.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Local Rights Manager

(LRM)
Media Object

Move

Non-OMA DRM

Permission
Play
Print

Render Client

Rights

Rights Object
Set-top Box

An entity that is responsible for aspect(s) of Imi@md it may also manage an Imported-Content for a
limited group of OMA DRM Agents.

A digital work e.g. a ringing tone, a screen sagefava game or a Composite Object (DRM V2.1)

To make Rights existing initially on a source Devfally or partially available for use by a recipie
Device, such that the Rights or parts thereoflbleabme usable on the recipient Device can no ldnger
used on the source Device.

A protection system other than OMA DRM, which maglude copy protection mechanisms for storage
medium and/or transport mechanisms.

Actual usage or activities allowed (by a Rightsilgsor Local Rights Manager) over DRM Content.
To create a transient, perceivable rendition afsmurce.
To create a fixed and directly perceivable renditdb a resource.

The entity (hardware, software or combination th8rithin a user equipment that implements a Rende
Agent. The Render Client is used to transienthdes DRM Content.

The collection of permissions and constraints de§irunder which circumstances access is granted to
DRM Content.

A collection of Permissions and other attributeschtare linked to DRM Content.

A device capable of receiving digital broadcastisess contained in an MPEG-2 transport stream that

may be delivered over cable, satellite, terrestiiabr any other medium. To access the digitahtcast
services, a Set-top Box (STB) may or may not u€eraditional Access System. A STB may or may not
be OMA DRM compliant.

Shared Rights Rights that can be consumed on multiple Devicegrerthe allowed distribution and
consumption of the Rights among the Devices areifipe by permissions in the Rights

themselves or in the Domain Policy of the Domainvibich the Rights were obtained.

Sharing The act of providing Shared Rights from a sourcei@eto a recipient Device, such that the recipient
Device is able to render the shared content agedoieith the Shared Rights.
User The human user of a Device. The User does not sadlysown the Device (DRM V2.0).
User Domain A set of v2.x and/or SCE DRM Agents that can consluser Domain Rights Objects.
User Domain Rights A Rights Object that is targeted to a specific U3emain. Besides requiring membership in the User
Object Domain, consumption may require being targetecht8§ @E DRM Agent.
3.3 Abbreviations
AES Advanced Encryption Standard
CA Certification Authority
CEK Content Encryption Key
CRL Certificate Revocation List
DCF DRM Content Format
DEA Domain Enforcement Agent
DER Distinguished Encoding Rules
DRM Digital Rights Management
FQDN Fully Qualified Domain Name
HMAC Keyed-Hash Message Authentication Code
KDF Key Derivation Function
LRM Local Rights Manager
LRMID LRM Identifier
MAC Message Authentication Code
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MDCF
N/A
OCSP
OMA
PDCF
(P)DCF
PKCS
REK
REL
RFC

R

RO
ROAP
ROID
SCE
SCR
URI
URL
XML

MPEG-2 Transport Stream DRM Content Format

Not Applicable

Online Certificate Status Protocol
Open Mobile Alliance

Packetized DRM Content Format
A DCF or a PDCF

Public-Key Cryptography Standards
Rights Object Encryption Key
Rights Expression Language
Request for Comments

Rights Issuer

Rights Object

Rights Object Acquisition Protocol
Rights Object Identifier

Secure Content Exchange

Static Conformance Requirement
Uniform Resource Indicator
Uniform Resource Locator

Extensible Markup Language
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4. Introduction

The Secure Content Exchange enabler extends thieamisms described in Digital Rights Management v2.1
[DRM-DRM-v2.1] to increase the flexibility of DRM @htent usage. Some of these extensions allow therinof Non-
OMA DRM Content, the exchange of DRM Content amBegyices and the implementation of a central domain
management function.

This document specifies the Local Rights Manag®&Ml, which is used for the conversion of Non-OMA BRrotected
content to OMA DRM protected content. The LRM ispensible for creating Imported ROs and convetrtirggcontent to
DCF, PDCF or MDCF.

The LRM can have interfaces to DRM Agents, the Dionkaforcement Agent (DEA) and Rights Issuers (RT$lis
document describes the LRM-RI interface (LRM-4-LRM#Ad the LRM-DRM Agent interface (SCE-6-LRMP). TiHRM-
DEA interface (SCE-5-LRMP) is specified in [SCE-DQM

Depending on the LRM key purpose, the LRM may gateeROs for DRM Agents that are compliant to DRMOW@r v2.1
only, i.e. not to SCE. For the case that an LRMsduat have a valid key purpose for directly Impaytto DRM v2.0 or v2.1
Devices, this specification provides protocols veidre LRM can still provide these Devices with Imipd-Content, with
the assistance of an RI.

The LRM has been designed such that it is verylaino an RI. However, since the LRM can be sitdd¢eally (i.e. as a
Set-top Box at the user's home), restrictions eseiged to limit the danger of a potential compreei
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5. Overview of LRM Functions

Each LRM (as well as each DRM Agent) is requiredupport DRM Time.

5.1 Creation of Imported-ROs
5.1.1 LRM key purposes and generation of Imported-ROs

The LRM MAY have a combination of three differemykpurposes: the oma-kp-localRightsManagerDomayrpkepose,
the oma-kp-localRightsManagerDevice key purposethadma-kp-rightsissuer key purpose. HoweverL Rl MUST
have at least the oma-kp-localRightsManagerDomeyjnpkirpose or the oma-kp-localRightsManagerDevigegurpose.
This is important so that an SCE Device is abldistinguish an LRM with an oma-kp-rightslssuer keypose from an RI.

To generate a Device RO for an SCE Device, the INNYST have at least the oma-kp-localRightsManageitaekey
purpose.

To generate a User Domain RO, the LRM MUST haveast the oma-kp-localRightsManagerDomain key psepo
An LRM MUST NOT Import OMA DRM v2.x Domain ROs tm&CE Device.

An LRM MAY have an oma-kp-rightsissuer key purpaserder to allow the Import of Device ROs, Dom&®s and User
Domain ROs (only non-<userDomain>-constrained ROYMA DRM v2.x Devices. An OMA DRM v2.x Device caot
distinguish an LRM with at least the oma-kp-rightsler key purpose from an Rl. The OMA DRM v2.x @ewvill
therefore accept these ROs independently of ther &ty purposes of the LRM. However, SCE DevicesSMlake all the
key purposes into account.

If an LRM key purpose (oma-kp-localRightsManageridewor oma-kp-localRightsManagerDomain) is presantSCE
Device disregards an oma-kp-rightsissuer key purjfgsresent.
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6. LRM and DEA Protocols
6.1 SCE-4-LRMP

This section defines the protocols by which an LB&inmunicates with an RI. The protocols include LRWMRegistration
protocol, LRM-RI Create Device RO protocol and s0 o

6.1.1 LRM-RI Registration Protocol

The LRM-RI Registration protocol is a complete ségtinformation exchange and handshake betweemtrend the LRM

and is generally only executed at first contact, tmay also be executed when there is a need toteita exchanged
security information, or when DRM Time in the LR deemed inaccurate by the Rights Issuer. Thioogobincludes

negotiation of protocol parameters and protocolsieer, cryptographic algorithms, exchange of ceudife preferences,
optional exchange of certificates, mutual autheiom of LRM and RI, and integrity protection ofopocol messages.

Successful completion of the Registration protaesults in the establishment of an RI Context i tRM containing RI-
specific security related information such as agjneetocol parameters, protocol version, and ¢eatié preferences. An Rl
Context is necessary for execution of the othetomals in the SCE-4-LRMP suite. Figure 1 depicts thpass LRM-RI
Registration protocol.

LRM Rights Issuer OCSP Responder
T I I
| e : :

L M-RIHelloReqyes; i |
|
|

|

LRM-RIHelloResponse :

I

I

|

I

LRM-R]R¢ |

I

|

|

I

|

|

I

|

|

ToCsP Request
.-OCSP Respmse’”""““

LRM—RlRegistrationResponse

Figure 1 — The 4-pass LRM-RI Registration Protocol

6.1.1.1 Trigger for LRM-RI Registration Protocol

An LRMRIRegistrationTrigger MAY be delivered frorm&l to an LRM to invoke the LRM-RI registrationgbocol. The
root element of the message MUST be a <gen:drm@rigglement as specified in [SCE-GEN], assignirgyftked value
“LRMRIReqgistration ” for the type attribute.
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The <gen:trginfo> element under the <gen:body> el@nMAY have an <Irm:LRMRIRegistrationTriggerinfoation>
child element.

<element name="LRMRIRegistrationTriggerinformation" >
<complexType>
<sequence>
<element name="LRMID" type="ID" minOccurs="  0"/>
</sequence>
</complexType>
</element>

The <LRMID> element contains the LRM’s Identifier.

Appendix D.1 shows an example of an LRMRIRegistrafirigger. If an LRM receives an LRMRIRegistratioigher, it
MUST check if the type attribute has “LRMRIRegistoaTrigger” and if the value of <LRMID> is equad one of the
LRM’s ID. If the checking fails, the LRM ignoresdttrigger. If the trigger message is verified, tiRM MUST invoke the
LRMRIRegistration protocol by sending an LRMRIRdmsionRequest message to the Rights Issuer (toaturess
indicated by <reqURL> element).

Before initiating the LRMRIRegistration protocolethRM MUST obtain user consent before contactirgRi; however, if
the FQDN (Fully Qualified Domain Name) part of theeqURL> element of the LRMRIRegistrationTriggerm@sponds to
an entry in the User Consent Whitelist the LRM MAdntact the RI without obtaining explicit user cents A User Consent
Whitelist contains the Fully Qualified Domain Namfeauthorised RIs and the corresponding Rightseissudentifier. LRM
SHOULD implement a User Consent Whitelist.

6.1.1.2 LRM-RI Hello Request

The LRM-RI Hello Request message is sent from tR&/Lto the Rights Issuer to initiate the 4-pass LRMRegistration
protocol. This message expresses LRM informatiahmeferences. The request message is an elemipieofjen:Request,
in which the elements are the same as specififsGE-GEN].

6.1.1.3 LRM-RI Hello Response

The LRM-RI Hello Response message is the secondagesof the 4-pass LRM-RI Registration protocol enslent from

the Rights Issuer to the LRM in response to an LRMHello Request message. The message expresgesf®lences and
decisions based on the values supplied by the LRM.response message is an element of type gemf&sspn which the
elements are the same as specified in [SCE-GEN].

6.1.1.4 LRM-RI Registration Request

An LRM sends the LRM-RI Registration Request mesgagn RI to request registration with the RI. Tiessage is sent as
the third message in the 4-pass LRM-RI Registratotocol. The root element of the message MUST abe
<LRMRIRegistrationRequest> element of type gen:RstjLin which the following elements are present:
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Table 1: LRM-RIRegistrationRequest Message Paramets

element / attribute usage value

sessionlD M Default, as specified in [SCE-GEN]
reqlD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCEMNE
reqinfo M Specified below
triggerNonce 0] Default, as specified in [SCE-GEN]
signature M Default, as specified in [SCE-GEN]

The <gen:reginfo> element under the <LRMRIRegigird®Request> element MUST contain an
<Irm:LRMRIRegistrationRequestinformation> child elent as defined by the following XML schema fragiten

<element name="LRMRIRegistrationRequest" type="gen: Request'/>
<element name="LRMRIRegistrationRequestinformatio = n">
<complexType>
<sequence>
<element name=" supportedUpstreamDRMs" type  ="Irm:SetOfDRMSystem"/>
<element name=" needMoveService" minOccurs ="0"/>
</sequence>
</complexType>
</element>

<complexType name="SetOfDRMSystem">

<sequence>

<element name="supportedDRMSystem" type="string" ma xOccurs="unbounded"/>
</sequence>

</complexType>

Besides the elements included in gen:RegReqInfo<tlqinfo> element in LRM-RIRegistrationRequesssage includes
further <supportedUpstreamDRMs> element and onemglt<needMoveService> element.

The <supportedUpstreamDRMs> identifies the upstr&aM systems that are supported by the LRM, i.e. tRM can
Import ROs from these DRM systems.

The <needMoveService> element, if present, is igeithe LRM to indicate to the RI that the LRM nedls ‘Rl provides
Move’ service for the ROs created by the LRM, sattthe ROs created by the LRM can be Moved viaRhéo other
Devices.

6.1.1.5 LRM-RI Registration Response

The LRM-RI Registration Response message is sem fihe Rights Issuer to the LRM in response to &MLIRI
Registration Request message. This message competeRegistration protocol, and if successful,blssmthe LRM to
establish an RI Context for this RI. The root elatnaf the message MUST be an <LRMRIRegistrationBese> element
of type gen:Response, in which the following eletaeme present:
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Table 2: LRM-RIRegistrationResponse Message Paraners

element / attribute usage value
status M Default, as specified in [SCE-GEN]
sessionlD M Default, as specified in [SCE-GEN]
errorMessage (0] Default, as specified in [SCE-GEN]
errorRedirectURL (0] Default, as specified in [SCENG
reqiD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENE
ocspResponse O Specified below
rspinfo M Specified below
signature M Specified below

ocspResponse MUST be present when the Rl deems that the LRMRMDTime is inaccurate. If the LRM receives this
parameter, it MUST adjust its DRM Time for the @ntrtrust model to the time in the producedAt congrd of the nonce-
based OCSP response. The nonce in the OCSP respisS& be equal to the nonce sent in the precediR§IL
RIRegistrationRequest message. If and only if tbeces match, the LRM SHALL use the OCSP responsgtiate its
DRM Time. For further information on the <ocspReazp®> element, please refer to [SCE-GEN].

The <gen:resinfo> element under the <LRMRIRegigiriResponse> element MUST contain an
<Irm:LRMRIRegistrationResponselnformation> chilémlent as defined by the following XML schema fragtne

<element name="LRMRIRegistrationResponse" type="gen :Response"/>
<element name="LRMRIRegistrationResponselnformati  on">
<complexType>
<sequence>
<element name="selectedUpstreamDRMs" type="  Irm:SetOfDRMSystem" minOccurs="0"/>
<element name="provideMoveService" minOccur  s="0"/>
</sequence>
</complexType>
</element>

Besides the elements included in gen:ResReglnéo<thpinfo> element in LRMRIRegistrationResponsesage includes
further <selectedUpstreamDRMs> element and an ogitioprovideMoveService> element.

The <selectedUpstreamDRMs> specifies the upstreBM Bystems that will be supported by the RI.

The <provideMoveService> element is used by théoRhdicate to the LRM whether the RI will provitléove service for
the ROs that the LRM creates:

> If the <provideMoveService> element is presentsipimfo element in LRM-RIRegistrationResponse, the
LRM MAY indicate within all the Imported-Rights-Odsjts that the LRM creates that this particular Ridssuer is
eligible to Move the Rights.

> If the <provideMoveService> element is NOT presem rspinfo element in LRM-
RIRegistrationResponse, the LRM SHALL NOT indicatihin any Imported-Rights-Object that the LRM de=athat
this particular Rights Issuer is eligible to Mowe tRights.
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6.1.2 LRM-RI DevPubKeyAcquisition Protocol

The 2-pass LRM-RI DevPubKeyAcquisition protocothe protocol by which an LRM gets the public keyaof OMA DRM
v2.x Device from the RI. The RI can acquire thelRukey of that OMA DRM v2.x Device through a 4-gaROAP
Registration with that Device.

Successful completion of this protocol resultshie éstablishment of a Device Context in the LRMtaiming Device-
specific information including the public key ofathOMA DRM v2.x Device. The Device Context is nesay for execution
of the LRM-RI Create Device RO protocol.

This protocol can be initiated by a ROAP TriggerfURRI DevPubKeyAcquisition trigger}, see section 1.

This protocol MAY involve OCSP protocol between Rig/Issuer and OCSP Responder for checking staRigbts
Issuer’s certificate chain.

Figure 2 depicts the 2-pass LRM-RI DevPubKeyAcdiaisiprotocol.

LRM Rights Issuer OCSP Responder OMA DRM v2.x Device

|
LRM-RIDevPubKeyAcquistion Trigger :

OCSP Request
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: OCSP Response
|
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Figure 2 — The 2-pass LRM-RI DevPubKeyAcquisition Rotocol

6.1.2.1 Trigger for LRM-RI DevPubKeyAcquisition Pro  tocol

An LRMRIDevPubKeyAcquisitionRegistrationTrigger MA¥e delivered from an Rl to an LRM to invoke the NIfRlI
DevPubKeyAcquisition protocol. The root elementtlod message MUST be a <gen:drmTrigger> elemenpedified in
[SCE-GEN], assigning the fixed valueRMRIDevPubKeyAcquisitionRegistration” for the type attribute.

The <gen:trginfo> element under the <gen:body> el@mMUST contain an <Irm:LRMRITriggerinformation>hitd
element.

<element name="LRMRIDevPubKeyAcquisitionTriggerinfo rmation">
<complexType>
<sequence>
<element name="DevID" type="ID"/>
</sequence>
</complexType>
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</element>

The type attribute of the message SHALL be "LRM-BWBPubKeyAcquisitionTrigger"
The version attribute of the message SHALL be "1.0
The <resID> element MUST contain the Rights Issuitentifier.

The <reqURL> element MUST contain the Rights Issué&/RL address that serves LRM-RI DevPubKeyAcqigsit
protocol.

The <DevID> element MUST contain the Identifiertbé OMA DRM v2.x Device.

When the LRM receives the ROAP LRM-RI DevPubKeyAsgionTrigger, it initiates the ROAP
LRM-RI DevPubKeyAcquisition protocol exchange asrs@as possible.

6.1.2.2 LRM-RI DevPubKeyAcquisition Request

An LRM sends the LRM-RI DevPubKeyAcquisition Requesgssage to an Rl to request the Public Key dD&tA DRM
v2.x Device through the RI. The root element of thessage MUST be an <LRMRIDevPubKeyAcquisitionRstrie
element of type gen:Request, in which the followehgments are present:

Table 3: LRM-RI DevPubKeyAcquisition Request Messge Parameters

element / attribute usage value

triggerNonce Default, as specified in [SCE-GEN]
reqlD Default, as specified in [SCE-GEN]
resiD Default, as specified in [SCE-GEN]

@)
M
M
nonce M Default, as specified in [SCE-GEN]
M
(0]
M
M

time Default, as specified in [SCE-GEN]
certificateChain Default, as specified in [SCENGE
DevID Default, as specified in [SCE-GEN)]
signature Default, as specified in [SCE-GEN]

The <gen:reginfo> element under the <LRMRIDevPubkegjisitionRequest> element MUST contain an
<Irm:LRMRIDevPubKeyAcquisitionRequestinformationkild element as defined by the following XML schefregment:

<element name="LRMRIDevPubKeyAcquisitionRequest" ty pe="gen:Request"/>
<element name="LRMRIDevPubKeyAcquisitionRequestin  formation">
<complexType>
<sequence>
<element name="DevID" type="ID"/>
</sequence>
</complexType>
</element>

DevID is the identifier of the OMA DRM v2.x DevicH.this protocol is initiated by an LRM-RI DevPullAcquisition
Trigger, the DevID in this message is identicatlhtat DevID in the LRM-RI DevPubKeyAcquisition Trigg
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6.1.2.1 LRM-RI DevPubKeyAcquisition Response

The LRM-RI DevPubKeyAcquisition Response messageeig from the Rights Issuer to the LRM in respaasan LRM-
RI DevPubKeyAcquisition Request message. This ngessampletes the LRM-RI DevPubKeyAcquisition praio@and if
successful, enables the LRM to establish a Deviargéxt for that OMA DRM v2.x Device. The root elemef the message
MUST be an <LRMRIDevPubKeyAcquisitionResponse> alatof type gen:Response, in which the followingnetnts are
present:

Table 4: LRM-RI DevPubKeyAcquisition Response Messge Parameters

element / attribute usage value
status M Result of the rdpDropDomainRequest praegss
errorMessage (0] Default, as specified in [SCE-GEN]
errorRedirectURL (0] Default, as specified in [SCEN
reqiD M Default, as specified in [SCE-GEN]
resiD M Default, as specified in [SCE-GEN]
DevPubKey M string
CertificateChain O Default, as specified in [SCEMNE
ocspResponse O Default, as specified in [SCE-GEN]
signature M Specified below

The <gen:resinfo> element under the <LRMRIDevPubkepisitionResponse> element MUST contain an
<Irm:LRMRIDevPubKeyAcquisitionResponselnformatiorchild element as defined by the following XML schem
fragment:

<element name="LRMRIDevPubKeyAcquisitionResponse" t ype="gen:Response"/>
<element name="LRMRIDevPubKeyAcquisitionResponsel  nformation">
<complexType>
<sequence>
<element name="DevPubKey" type="string"/>
</sequence>
</complexType>
</element>

If the RI has not ever stored the public key ot tB&1A DRM v2.x Device, the Rl MUST respond wiNoDevPubKey error
and SHOULD initiate a 4-pass registration protogith that OMA DRM v2.x Device to acquire the pubkiey of that OMA
DRM v2.x Device. The RI could initiate the LRM tgexute the LRM-RI DevPubKeyAcquisition protocol aghy sending
the LRM an LRM-RI DevPubKeyAcquisition trigger.

The other error codes &atus are specified in [SCE-GEN].

The DevPubKey carries the public key of OMA DRM»Bevice. IfSatus contains any error, the DevPubKey field MUST
NOT be present in the LRM-RIDevPubKeyAcquisitionpeasse.

6.1.3 LRM-RI Create Device RO Protocol

The 2-pass LRM-RI Create Device RO protocol is phetocol by which an LRM enlists the services ofRinto Import
Rights associated with some DRM Content ImportedhigyL RM from upstream DRM system to a designat&étAdRM
v2.x Device, so that backward compatibility regagdimport function is achieved, i.e. an LRM can brtRO into an OMA
DRM v2.x Device. This protocol assumes that the L&\ the OMA DRM v2.x Device each have a valid &htext for the
associated RI.
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This protocol includes secure transfer of Impoféghts and REK to the Rl whereas ensures that Hi€ iR not exposed to
the RI. This protocol MAY involve OCSP protocol xeten the Rl and an OCSP Responder for checkingsstditthe RI's

certificate chain. After successful 2-pass LRM-Rie@e Device RO protocol execution, the RI MUST diait RO

Acquisition protocol including optional ROAP-ROAdgition Trigger as per [DRM-DRM-v2.0], with the dgeated OMA

DRM v2.x Device to issue the Imported-RO(s). B RO Acquisition protocol itself is not part ofghprotocol.

Each LRM SHALL make sure that the number of reciplRevices is less than the threshold set by retewpstream service
providers. Such a threshold MAY vary over differeipistream service providers, and MAY vary dependinghe type of
Import-Ready Data. Only in the case that the cutivaecipient Device quantity is less than theesiinold does the LRM
perform the LRM-RI Create Device RO protocol talssmported Rights to a recipient 2.x Device.

If the LRM has not acquired the public key of tht1® DRM v2.x Device before initiating the 2-pass LR Create
Device RO protocol, LRM SHALL initiate the 2-pasRM-RI DevPubKeyAcquisition protocol first.

LRM Rights Issuer OCSP Responder OMA DRM v2.x Device

|

I LRM-

! RICreateDeviceRORequ
est

nse
CreateDev'\ceRORespo

LRM-RI T
I 4 e | n
K RO Acquisitior] Protocol p

|
|
|
Figure 3 — The 2-pass LRM-RI Create Device RO Protml

6.1.3.1 LRM-RI Create Device RO Request

An LRM sends the LRM-RI Create Device RO Requestsage to an RI to request the creation of one @e RO@s for a
designated OMA DRM v2.x Device. The root elementtttd message MUST be an <LRMRICreateDeviceROReguest
element of type gen:Request, in which the followétgments are present:
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Table 5: LRM-RICreateDeviceRORequest Message Paragters

element / attribute usage value
reqiD M LRM’s ID
resiD M RI's ID
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENGE
reqinfo M Specified below
signature M Specified below

The <gen:reginfo> element wunder the <LRMRICreate@eRORequest> element MUST contain an
<Irm:LRMRICreateDeviceRORequestinformation> childreent as defined by the following XML schema fragn

<element name="LRMRICreateDeviceRORequest" type="ge  n:Request"/>
<element name="LRMRICreateDeviceRORequestinformat ion">

<complexType>
<sequence>
<element name="sourceLRMID" type="gen: Identifier'/>
<element name="recipientDevicelD" type ="gen:ldentifier"/>

<!--multiple rights are used when Impo  rting multiple RO to a single Device-->
<element name="rights" type="o0-ex:rightsType" maxOc curs=" unbounded"/>
<element name="encKeylnfo" type="xenc: EncryptedKeyType"/>
<element name="mac" type="base64Binary"/>
</sequence>
</complexType>
</element>

sourceLRMID: This element identifies the LRM which originatéee request. It MUST contain the same value as the
<reqID> element.

recipientDevicel D: This element identifies the OMA DRM v2.x Device to whittte Rights will be Imported.

rights. This element conveys information about the Righéd the LRM is attempting to Import to the desiggd OMA

DRM v2.x Device, including content ID, DCF Hashwa] encrypted CEK, permissions and constraints.cbhesponding
elements within the <rights> element (specifiefDRM-REL-v2.1]) MUST be provided by the LRM. Theeghent that
holds ROID in the <rights> element MUST be predmritwith an arbitrary value. The RI SHALL replate tarbitrary value
with a concrete ROID. For each RO being Imported,tRM SHALL generate a random RO Encryption Keygl and use
it to encrypt the CEK.

encKeylnfo: This elementcontains a wrapped concatenation of a MAC keyadk and one or morencKey values (see
section 7.1.2 for details). For each RO being Irtgzhrthe LRM wraps the concatenation ofi,K and Kgzex with the
recipient Device's public key. The wrapping reseritKey is provided to the RI for forming the <encKey>raknt in the
corresponding RO. The <ds:KeyInfo> element of <emydkfo> SHALL be the <gen:X509SPKIHash> elemengnidfying
the RI public key through the (SHA-1) hash of theERencoded subjectPublicKeyinfo value in the Rtifieate.

mac: This element provides integrity protection thrbug MAC on the canonical version ([SCE-GEN]) of #eqlnfo>
element (excluding the <mac> element), using thgcKhat is wrapped in the <encKeylnfo> element. Th&Qvialgorithm
SHALL be the same algorithm that was negotiatednguthe LRM-RI Registration, i.e. the MAC algorithstored in the
ResContext for the RI.

signature: This element contains a digital signature overriessage besides the <signature> element itsislfmiade using
the negotiated signature algorithm and using theafe key of the LRM.
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Upon receiving the LRM-RICreateDeviceRORequest mgssthe RI MUST verify the signature of the LRMlarheck the
freshness of the request by comparing the <nonedéxevin the current request against retained pusijoreceived nonce
values. It also checks the value of the <time> elanin the request according to [DRM-DRM-v2.1].the LRM has an
invalid DRM time, the Rl must respond wiRequester TimeError. The RI then verifies that the MAC value contaiedhe
<mac> element matches the content of <reqIinfoMUIST also check whether the <sourceLRMID> elemeantaimes the
signer of the request. Furthermore, the RI detegmimhether the cumulative number of recipient Devigerviced by the RI
on behalf of the particular LRM would result in eeding the upper bound set for the LRM. This uggmemd is typically set
by the RI directly or by a Trust Authority. If theoper bound would be exceeded, the RI SHALL refleetparticular LRM-
RICreateDeviceRORequest. In that event, later regquean still be accepted if they identify recipi@evices that are
already on the list of recipient Devices for whtble Rl has provided ROs on behalf of the LRM. Ififieation of a request
is successful and the RO(s) can be provided tid#rified recipient Device without exceeding thmpar bound, then the RI
MUST issue RO(s) to the designated OMA DRM v2.x ibevby a subsequent RO Acquisition protocol, basedhe
information about the Rights given by the <reqinfdement.

The RI SHALL NOT include the <signature> elemen¢the <rights> element in the RO Payload for gw@pient Device.

6.1.3.2 LRM-RI Create Device RO Response

An RI sends the LRM-RI Create Device RO Responsgsage to an LRM to indicate the result of creating or more ROs
for a designated OMA DRM v2x Device. The root et of the message MUST be an
<LRMRICreateDeviceROResponse> element of type gespBnse, in which the following elements are presen

Table 6: LRM-RICreateDeviceROResponse Message Pareters

element / attribute usage value
status M “Success”
reqiD M LRM’s ID
resiD M RI's ID
nonce M Default, as specified in [SCE-GEN]
certificateChain (0] Default, as specified in [SCEMN}E
ocspResponse O Default, as specified in [SCE-GEN]
resinfo M Specified below
signature M Specified below

The <gen:resinfo> element under the <LRMRICreate@#ROResponse> element MUST contain an
<Irm:LRMRICreateROResponselnformation> child eletreshdefined by the following XML schema fragment:

<element name="LRMRICreateDeviceROResponse" type="g  en:Response"/>
<element name="LRMRICreateDeviceROResponselnforma tion">
<complexType>
<sequence maxOccurs="unbounded">
<choice>
<element name="success"/>
<element name= "failureReason" type="s tring"/>
</choice>
</sequence>
</complexType>
</element>

resinfo: This element includes a sequence of choice betwseccess> element and <failureReason> elemeatpenRO
being Imported. The first <success> or <failureReaselement gives the result for the RO correspando the first
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<rights> element in the request; the second <sseces <failureReason> gives the result for the R@easponding to the
second <rights> element in the request, etc.

success. This element indicates that the correspondinghts> element in the request was successfully pestkand the
corresponding RO can be issued to the designated DRM v2.x Device.

failureReason: This element indicates the reason why the coomdipg <rights> element in the request was notessfally
processed.

signature: This element contains a digital signature overniessage besides the <signature> element itsislfmiade using
the negotiated signature algorithm and using thas key of the RI.

6.1.4 LRM-RI Create Domain RO Protocol

The 2-pass LRM-RI Create Domain RO protocol is ph&tocol by which an LRM enlists the services ofRinto Import
Rights associated with some DRM Content ImportedhigyL RM from upstream DRM system to a designat&étAdRM
v2.x Domain, so that backward compatibility regagdimport function is achieved, i.e. an LRM can brtpRO into an
OMA DRM v2.x Domain. This protocol assumes that tiRM has a valid Rl context for the associated RI.

This protocol includes mutual authentication of LRid RI, secure transfer of Imported Rights and R&Khe RI, and
integrity-protected request and delivery of credbednain ROs. This protocol MAY involve OCSP protbbetween the RI
and an OCSP Responder for checking status of tisecBitificate chain. After receiving a newly credtDomain RO from
the RI, the LRM distributes it together with theresponding Imported-Content to DRM Devices. Bus s outside the
scope of this specification.

Each LRM SHALL make sure that the number of recipiBomains is less than the threshold set by refteugstream

service providers. Such a threshold MAY vary ovifedent upstream service providers, and MAY vagpending on the
type of Import-Ready Data. Only in the case thatdhmulative recipient Domain quantity is less thanthreshold does the
LRM perform the LRM-RI Create Domain RO protocolissue Imported-Rights-Objects to a 2.x Domain.

LRM Rights Issuer OCSP Responder OMA DRM v2.x Device
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Figure 4 — The 2-pass LRM-RI Create Domain RO Protcol
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6.1.4.1 LRM-RI Create Domain RO Request

An LRM sends the LRM-RI Create Domain RO Requesssage to an RI to request the creation of one @e momain
ROs for a designated OMA DRM v2.x Domain. The roalement of the message MUST be a
<LRMRICreateDomainRORequest> element of type gequist, in which the following elements are present:

Table 7: LRM-RI Create Domain RO Request Messagedfameters

element / attribute Usage value
reqiD M LRM’s ID
resiD M RI's ID
nonce M Default, as specified in [SCE-GEN]
time M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENGE
reqinfo M Specified below
signature M Specified below

The <genireginfo> element under the <LRMRICreateBiolRORequest> element MUST contain an
<Irm:LRMRICreateDomainRORequestinformation> childreent as defined by the following XML schema fragm

<element name="LRMRICreateDomainRORequest" type="ge  n:Request"/>
<element name="LRMRICreateDomainRORequestinformat ion">
<complexType>
<sequence>
<element name="sourceLRMID" type="roap:|  dentifier"/>
<element name="domainID" type="roap:Doma inldentifier"/>
<element name="rights" type="o-ex:rightsType" maxOc curs="unbounded"/>
<element name="enc_REKs_Kmac" type="xenc :EncryptedKeyType"/>
<element name="mac" type="base64Binary"/>
</sequence>
</complexType>
</element>

sourceLRMID: This element identifies the LRM which originatiée request. It MUST contain the same value as the
<reqID> element.

domainID: This element identifies the Domain to which thghRs will be Imported.

rights: This element conveys information about the Righéd the LRM is attempting to Import to the desiggd OMA

DRM v2.x Domain, including content ID, DCF Hashwa) encrypted CEK, permissions and constraints.cbheesponding
elements within the <rights> element (specifiefDRM-REL-v2.1]) MUST be provided by the LRM. Theeghent that
holds ROID in the <rights> element MUST be predmntwith an arbitrary value. The RI SHALL replate tarbitrary value
with a concrete ROID. For each RO being Imported,ltRM SHALL generate a random RO Encryption Keyg and use
it to encrypt the CEK.

encKeys: This element consists of a wrapped concatenati@mMAC key, Kuac, and one or more ggx (see section 7.1.3 for
details). The child of the <ds:KeyIlnfo> elementidesthe <encKeys> element SHALL be the <roap:X509&Rsh>
element, identifying the RI's Public Key througtetfSHA-1) hash of the DER-encoded subjectPublickfeyl/alue in the
RI's Certificate.
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mac: This element provides integrity protection thrbuiegMAC on the canonical version ([SCE-GEN]) of #reqinfo>
element (excluding the <mac> element) using thgddvhich is wrapped in the <encKeys> element. The Magbrithm
SHALL be the same algorithm that was negotiatedhdurRM-RI Registration, i.e. the MAC algorithm s¢al in the
ResContext for the RI.

signature: This element contains a digital signature overriessage besides the <signature> element itsislfmiade using
the negotiated signature algorithm and using theafw key of the LRM.

Upon receiving the LRM-RICreateDomainRORequest amgssthe RI MUST verify the signature of the LRMiarheck the
freshness of the request by comparing the <nonedevin the current request against retained pusijoreceived nonce
values. It also checks the value of the <time> elanin the request according to [DRM-DRM-v2.1].the LRM has an
invalid DRM time, the RI must respond wiRequester TimeError. The RI then verifies that the MAC value contaimedhe
<mac> element matches the content of <ReqInfoMUST also check whether the <sourceLRMID> elemeatames the
signer of the request. Furthermore, the RI detezmiwhether the cumulative number of Domains setvipe the RI on
behalf of the particular LRM would result in excaegithe upper bound set for the LRM. This upperrubis typically set by
the RI directly or by a Trust Authority. If the ugpbound would be exceeded, the Rl SHALL rejectphgicular LRM-
RICreateDomainRORequest. In that event, later regquman still be accepted if they identify Doméimet are already on the
list of Domains for which the RI has provided ROsl®half of the LRM. If verification of a requestsuccessful and the
RO(s) can be provided to the identified Domain withexceeding the upper bound, then the RI MUS&terBomain RO(s)
based on the information about the Rights givethley<reqinfo> element.

6.1.4.2 LRM-RI Create Domain RO Response

An RI sends the LRM-RI Create Domain RO Responsssage to an LRM to indicate the result of creating or more
ROs for a designated OMA DRM v2.x Domain. The roelement of the message MUST be an
<LRMRICreateDomainROResponse> element of type gespBnse, in which the following elements are presen

Table 8: LRM-RI Create Domain RO Response Messadgearameters

element / attribute usage Value
status M “Success”
reqiD M LRM’s ID
resiD M RI's ID
nonce M Default, as specified in [SCE-GEN]
certificateChain O Default, as specified in [SCENGE
ocspResponse O Default, as specified in [SCE-GEN]
resinfo M Specified below
signature M Specified below

The <gen:resinfo> element under the <LRMRICreateBioROResponse> element MUST contain an
<Irm:LRMRICreateDomainROResponselnformation> clelledment as defined by the following XML schema fnagpt:

<element name="LRMRICreateDomainROResponse" type="g  en:Response"/>
<element name="LRMRICreateDomainROResponselnforma  tion">
<complexType>
<sequence maxOccurs="unbounded">
<choice>
<element name="domainRQO" type="roap:Pro  tectedRO"/>
<element name="failureReason" type="str  ing"/>
</choice>
</sequence>
</complexType>
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</element>

resinfo: This element includes a sequence of choice betwe®mainRO> element and <failureReason> elemer, per

RO being Imported. The first <domainRO> or <faiReason> element gives the result for the RO cooretipg to the first

<rights> element in the request; the second <ddr@inor <failureReason> gives the result for the g@@esponding to the
second <rights> element in the request, etc.

domainRO: This element carries the newly created RO fordésignated OMA DRM v2.x Domain. The LRM MUST vaerif
that the <rights> element in the Domain RO matcties one it sent in the previous request messagthete is any
inconsistency the LRM SHALL regard the Import optiena as a failure and discard the Domain RO.

failureReason: This element indicates the reason why the coomrdipng <rights> element was not successfully preegs

signature: This element contains a digital signature overriessage besides the <signature> element itsislfmiade using
the negotiated signature algorithm and using tha® key of the RI.

6.1.5 Replay Cache Management for SCE-4-LRMP

This section describes how an LRM and an Rl manegpay cache to prevent replay attack from malisithird party and
to handle retry of request message from Sourcedeevi

When an RI receives a request message for LRM-Bat€rDevice RO protocol or LRM-RI Create Domain gotocol, it
SHALL check the<reqID> and the <nonce> elemenharequest message as follows:

- If the <reqID> element and <nonce> element in ggriest message matches with one of replay cachg e R
SHALL check the <time> element in the request mgsses follows:

- If the <time> element in the request message matafith a <time> in the replay cache entry, the RI
SHALL ignore the request message.

- Else, the RI SHALL generate a response messagéwebittains parameters from response information in
the matching replay cache entry, and send the geteresponse message, and then abort the probess.
RI SHALL NOT continue to process the request messag

- Else, the RI SHALL create one replay cache entrickvis at least composed of <reqlD>, <nonce> arnuiet
which are copied from the request message, anéhcenio process the request message accordingtessing
rules of each specific protocol (see section Gah@6.1.4). During the processing, whenever thgeREerates the
response message, the Rl SHALL store a respormmriafion additionally into the created replay caehtry,
where the response information contains statustMessage, errorRedirectURL attributes and anyagie
associated data in the response message.

It is strongly RECOMMENDED that the RI does not @ra the replay cache entry until when the Rl dettrasthe replay
cache entry is old enough so that the LRM will oinder retry with the same nonce. In any case, tidRST keep the
replay cache entry until the time when the RI waglgct the request based on expiration, wheredhdity time window is
RI implementation specific.

6.2 SCE-5-LRMP

The SCE-5-LRMP interface includes six protocolsvbich each is the same protocol that is used ive6CE-3-RDP
interface as specified in [SCE-DOM] except thatehiie protocol is between the LRM and DEA rathanthetween the R
and DEA.

These six protocols are "RI-DEA Registration protbc'Get User Domain Authorization protocol”, "DydJser Domain
Authorization protocol”, "Proxy Join User Domairoficol”, "Proxy Leave User Domain protocol" and "®Edirectly
Triggers a v2.x DRM Agent to Leave a User Domaall' s defined in [SCE-DOM]).

The LRM certificate MUST have the oma-kp-localRgManagerDomain key purpose in order to performadrniie above
six protocols. Additionally, for “Proxy Join Usermihain protocol” or “ Proxy Leave User Domain praidor “DEA
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Indirectly Triggers a v2.x DRM Agent to Leave a UB®main”, the LRM certificate MUST have the omadfightsissuer
key purpose.

6.3 SCE-6-LRMP
6.3.1 Registration between a DRM Agent and an LRM

Before an LRM with the oma-kp-localRightsManager@ewkey purpose can generate a Device RO for &pkat Device,
the DRM Agent in that Device needs to register lith LRM.

Registration is done in the same way as the DRMhAgegisters with the R, i.e. over the 4-pass RO@édistration protocol
(see [SCE-DRM]). The DRM Agent needs to performsame procedures as when it registers with anXggpt that the
DRM Agent MUST verify that the LRM has at least threa-kp-localRightsManagerDevice key purpose.

In addition to checking for the presence of the dpalrmAgent key purpose in the Device certificalte LRM checks
whether or not the oma-kp-sceDrmAgent key purpsgeesent. If an LRM does not have the oma-kp-sigtier key
purpose, it MUST reject registration if the omadqeDrmAgent key purpose is absent.

The DRM Agent distinguishes an LRM from an RI kg/key purpose(s): if the entity has an oma-kp-
localRightsManagerDevice key purpose, or an oméskpiRightsManagerDomain key purpose, the DRM agantvs that
it is communicating with an LRM.

Registration results in a Device context on the L&, and an LRM Context on the DRM Agent sidee TRM Context is
similar to the RI Context defined in [SCE-DRM]. Rndhe LRM Context, the DRM Agent MUST be able toetdmine the
LRM key purpose(s).

Since the DRM Agent distinguishes the LRM from dniRallowed by the trust model, the DRM Agent MAdétermine
revocation status of the LRM based on the use dfsGRther than based on acquiring an OCSP response.

Since the DRM Agent is required to support DRM Tjittee DRM Agent MAY acquire an OCSP response idigntj the
LRM from an entity other than that particular LRMallowed by the trust model, as long as such O@&Ponse has not
expired, the DRM Agent MAY continue to successfuiteract with the LRM.

If allowed by the trust model, an LRM MAY be exenipim supporting direct interaction with an OCSRPsgender. If
allowed by the trust model, an LRM MAY be exemmnfr providing OCSP Responses to DRM Agents.

6.3.2 Registration between an OMA DRM v2.x Agent and an LRM

Before an LRM with the oma-kp-rightsissuer key msg can generate a Device RO, a Domain RO or alsesin RO
upon request of a particular OMA DRM v2.x Devidee DRM Agent in that OMA DRM v2.x Device needs ¢gister with
the LRM. The registration of an OMA DRM v2.x Deviiee. DRM Agent without additional oma-kp-sceDrmekd key
purpose) with an LRM with at least the oma-kp-regssuer key purpose is identical to the registnatiban OMA DRM
v2.x Device with an RI from the Device's perspeetiv

In order to successfully interact with OMA DRM vZ2Devices, an LRM with the oma-kp-rightsissuer keygmse MUST
support timely access to an OCSP Responder. An lWRMthe oma-kp-rightsissuer key purpose MUST bistid to
reliably determine the need to acquire OCSP regmoimsorder to correct DRM Time of OMA DRM v2.x Dess.

6.3.3  Generation and delivery of Imported Device ROs

After the DRM Agent has registered with the LRMe tlRM can generate and deliver Imported Device RQbat DRM
Agent. The delivery is performed via either theds®pROAP RO Acquisition protocol or the 1-pass RG&PDelivery
protocol (see [DRM-DRM-v2.1]). The 2-pass RO Acdfias protocol MAY be initiated by a ROAP RO Acqitien trigger.

To generate a Device RO for an SCE Device, the INNYST have at least an oma-kp-localRightsManager@ekey
purpose. To generate a Device RO for an OMA DRM \2kvice the LRM MUST have at least the oma-kp-s¢gsuekey
purpose. An LRM with no oma-kp-rightsissuer keypgmge MAY use the LRM-RI Create Device RO protocol.
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The DRM Agent SHALL NOT consume an RO before it hasfied that the RI/LRM that created the RO whsveed to do
so. For this, the DRM Agent MUST check the key msgof the RI/LRM in the associated RI/LRM context.

6.3.4  Import into OMA DRM v2.x Domains

Because OMA DRM v2.x Domains are normally managedrbRI, an LRM with the oma-kp-rightsissuer keypmse
MAY manage an OMA DRM v2.x Domain itself. For mairagan OMA DRM v2.x Domain, the LRM MUST have aa&t
the oma-kp-rightsissuer key purpose. In this cdmel RM MUST have a Device context for each OMA DRRIx Device
in the Domain. For this, it MUST have performed BRegistration protocol as specified in [DRM-DRM-$R.The OMA
DRM v2.x Domain is managed using the regular ROAiRDomain and LeaveDomain protocols (see [DRM-DRRILY),
where the LRM performs the tasks of the RI.

An LRM with no oma-kp-rightsissuer key purpose.(iéth only an oma-kp-localRightsManagerDomain an@in
oma-kp-localRightsManagerDevice key purpose) MUSTTNnanage its own OMA DRM v2.x Domains. An LRM witb
oma-kp-rightsissuer key purpose MAY use the LRMcdRéate Domain RO protocol.

For an LRM without the oma-kp-localRightsManager@ekey purpose to Import to (SCE conformant) Desj¢hese
Devices should be included in a User Domain asteti® this LRM (see [SCE-DOM]).
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7. Key Management

7.1 Key Transport Mechanisms
7.1.1  Import Protocol

A DRM Agent can Import from an LRM under an Impprotocol which is indicated as RO Acquisition praib[SCE-
DRM], or 2-pass Rights Object Acquisition ProtofdRM-DRM-v2.1] or 1-pass Rights Object Acquisiti®motocol [DRM-
DRM-v2.1].

For the 1-pass or 2-pass Rights Object Acquisiiostocol in [DRM-DRM-v2.1], the LRM certificate SHA have the
oma-kp-rightsissuer key purpose. For the RO Actjaisiprotocol in [SCE-DRM], the LRM certificate SHA have the
oma-kp-localRightsManagerDevice key purpose owtha-kp-localRightsManagerDomain key purpose.

7.1.2  Transporting KMAC and one or more encKey under an RI Public Key

This section applies to the LRM-RI Create Device [itGtocol.

encKey is the result of wrapping ¥t and Kzex with the recipient Device's RSA public key, usR§AES-KEM-KWS and
AES_WRAP [DRM-DRM-v2.1]. For the AES-WRAP schemgud§ and Kzex are concatenated to form K, i.e.:

KEK; = KDF(120SP(Z, mLembevice)s NULL , kekLen)

Ci2 = AES-WRAP(KEK, Kuac | Kreki)

Ci = I20SP(RSA.ENCRYPT(PUbKgyce Z), MLEMbevicd
encKey= G, | G

To securely transmit ,c and the calculated encKey values (one per RO Haipgrted) to the Rl, RSAES-KEM-KWS
SHALL be used with AES-WRAP. For the AES-WRAP scleetduac and the encKey values are concatenated to form K,
i.e.:

KEK = KDF(I20SP(Z, mLep;), NULL , kekLen)

K = Kuac | encKey| ...| encKey (n is the number of ROs being Imported; the enckdyesmare concatenated in the
same order as the corresponding <rights> elemepisaa in the request)

C, = AES-WRAP(KEK, K)
C; = I20SP(RSA.ENCRYPT(PubKgy Z), mLery)
C=GI|GC

After receiving C, the RI splits it into;Gnd G and decrypts Cusing its private key (consisting of a private exent d and
the modulus m), yielding Z:

C|G=C
c; = OS2IP(G, mLen)
Z = RSA.DECRYPT(PrivKey, ¢;)
where the function OS2IP() is the same as spedifi¢dRM-DRM-v2.1].
Using Z, the RI can derive KEK, and from KEK unwi@g to yield Kyac and encKey, ...,encKey:
KEK = KDF(I20SP(Z, mLen), NULL, kekLen)
Kwuac | encKey| ...| encKey = AES-UNWRAP(KEK, C2)

The encKeyis used by the RI to form the <encKey> elementrimPayload> in subsequent RO Acquisition protocol.
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7.1.3  Transporting KMAC and one or more KREK under an RI Public Key

This section applies to the LRM-RI Create Domain RGtocol.

Kmac andKgex are each 128-bit long keys generated randomiyey.RM. Krex (“Rights Object Encryption Key”) is the
wrapping key for the content-encryption K&yt in Rights ObjectsKyac is used for key confirmation of the message
carrying one or mor#&ge.

The asymmetric encryption scheme RSAES-KEM-KWS SHAE used with the AES-WRAP symmetric-key wrapping
scheme to securely transmiykc and one or more # to a recipient Rl using the RI's RSA public key ikdependent
random value Z SHALL be chosen for each encrypbiperation. For the AES-WRAP schemey K and one or more fgx
are concatenated to form K, i.e.:

KEK = KDF(120SP(Z, mLen)NULL , kekLen)

C, = AES-WRAP(KEK, Kyac | Krex1 | --- | Krekn) (nis the number of ROs being Imported; thg-Ks are concatenated in
the same order as the corresponding <rights> elenagpear in the request)

C, = I20SP(RSA.ENCRYPT(PubKgy Z), mLen)
cC=aGI|G

where kekLen SHALL be set to 16 (128 bits) and missthe length of the modulus of the RI's RSA paldey in octets. In
this way, AES-WRAP is used to wrap 128 * (n + Islf key data (ac | Kreka | --- | Krexn) With a 128-bit key-encryption
key (KEK).

After receiving C, the RI splits it into;@&nd G and decrypts Qusing its private key (consisting of a private exent d and
the modulus m), yielding Z:

C|G=C

¢ = OS2IP(G, mLen)

Z = RSA.DECRYPT(PrivKey,, ¢)) = ¢ mod m

where OS2IP converts an octet string to a nonnegjatteger and is defined in PKCS #1 (see [RFC3447]
Using Z, the RI can derive KEK, and from KEK unwi@gpto yield Kyac and Kgek1, .., Krekn:

KEK = KDF(I20SP(Z, mLen)NULL , kekLen)

Kmac | Kreki | -+ | Krexn = AES-UNWRAP(KEK, G)

The following URI SHALL be used to identify this kéransport scheme ikxenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

7.2 Certificate Handling

The certificate profiles are specified in Appen@ixThe LRM certificate profile ensures that LRMtdarates are
distinguishable from DRM Agent/Device certificatasd from RI certificates by SCE-conformant DevicHss is achieved
by mandating inclusion of thema- kp- | ocal Ri ght sManager Devi ce or oma- kp- | ocal Ri ght sManager Donai n key
purpose in the certificate for the LRM.

The LRM certificate profile allows to ensure th&M certificates are distinguishable from RI cectifies by OMA DRM
Devices that are not conformant to SCE in that duRl certificates will be rejected for effectiveausy DRM Agents in
such SCE- non-conformant Devices. This is achigkiezligh exclusion of thema- kp-ri ght sl ssuer key purpose from
the certificate.

The LRM certificate profile also allows LRM certifites to be indistinguishable from RI certificatgsOMA DRM Devices
that are not conformant to SCE, such that LRM fiesties can be used as RI certificates by DRM Agiansuch SCE- non-
conformant Devices. This is achieved through irolu®f theona- kp-ri ght sl ssuer key purpose in the certificate.
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8. Security Considerations (Informative)

In order to cryptographically enforce the intendestrictions on information flow of the LRM-RI CrieaDevice RO
protocol, it is necessary that REK values are mpbsed to the RI during or subsequent to executidhis protocol. If all of
the following measures are taken, then this iseaad:

* The supporting LRM-RI DevPubKeyAcquisition protoé®imodified to return the 2.x DRM Agent certifieathain
(rather than just a public key that is purporteddorespond to a 2.x DRM Agent) and/or the LRM nie& its use of
the LRM-RI Create Device RO protocol to those iatieh recipient 2.x DRM Agents for which it has ascesthe
entity certificate;

* The LRM verifies that the public key that it useshcrypt the REK for use in the LRM-RI Create eviRO
protocol corresponds to a certificate that incluale®ma-kp-drmAgent key purpose and does not iectudoma-
kp-sceDrmAgent key purpose;

* The Rl does not use the LRM-RI Create Device RQqual to generate ROs for entities other than ZRWVD
Agents (as determined by the entity certificatexisting context for the entity)

0 In particular, the RI does not use this protocajenerate ROs for SCE DRM Agents or other RIs;

» The RI does not accept requests to use the Move®&D via Rl protocol [SCE-DRM] from entities othltean
SCE DRM Agents (as determined by the entity cedtf or existing context for the entity), i.e., fRledoes not use
its private key to recover REKs corresponding tosb@eviceRORequest messages from entities otherStah
DRM Agents.

o0 This precludes, in particular, a 2.x DRM Agent freaccessfully submitting a MoveDeviceRORequest
message that exposes REKs to the RI from ROs eteiy a consequence of an LRM performing the
LRM-RI Create Device RO protocol.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_LRM-V1_0-20110705-A

Page 32 (49)

Appendix A. Change History

(Informative)

A.l Approved Version History

Reference

Date

Description

OMA-TS-SCE_LRM-V1_0-20110705-A

05 Jul 2011

Stathamged to Approved by TP:
OMA-TP-2011-0233-INP_SCE_V1_0_ERP_for_Final_Apio
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Appendix B. Static Conformance Requirements
The notation used in this appendix is specifiefBGR-RULES].

(Normative)

B.1 SCR for DRM Agent
Item Function Reference Requirement
SCE-LRM- Registration between 6.3.1, [SCE-
DRMAGENT-C-001-O | DRM Agent and LRM DRM]
SCE-LRM- Import protocol (Device | 6.3.3, 7.1.1,
DRMAGENT-C-002-O | RO) [SCE-DRM]
SCE-LRM- Import protocol (User 7.1.1, [SCE-
DRMAGENT-C-003-O | Domain RO) DRM]
B.2 SCR for RI
Item Function Reference Requirement
SCE-LRM-RI-S-001-O | LRM-RI Registration | 6.1.1
protocol
SCE-LRM-RI-S-002-O | LRM-RI 6.1.2 SCE-LRM-RI-S-001-O
DevPubKeyAcquisition
protocol
SCE-LRM-RI-S-003-O | LRM-RI Create Device| 6.1.3 SCE-LRM-RI-S-001-O
RO protocol AND

SCE-LRM-RI-S-002-O
AND
SCE-LRM-RI-S-005-O

SCE-LRM-RI-S-004-O

LRM-RI Create Domain 6.1.4

RO protocol

SCE-LRM-RI-S-001-O
AND
SCE-LRM-RI-S-006-O

SCE-LRM-RI-S-005-O

Transporting KMAC an
one or more encKey
under an RI Public Key

d7.1.2

SCE-LRM-RI-S-006-O

Transporting KMAC an
one or more KREK
under an RI Public Key

d7.1.3

B.3 SCR for DEA
Item Function Reference Requirement
SCE-LRM-DEA-S-001-| Join User Domain 6.2, [SCE-
M protocol DOM]
SCE-LRM-DEA-S-002-| Leave User Domain 6.2, [SCE-
M protocol DOM]
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Item Function Reference Requirement

SCE-LRM-DEA-S-003-| Registration between RI| 6.2, [SCE-

M and DEA DOM]

SCE-LRM-DEA-S-004-| Get User Domain 6.2, [SCE-

M Authorization protocol | DOM]

SCE-LRM-DEA-S-005-| Drop User Domain 6.2, [SCE-

M Authorization protocol | DOM]

SCE-LRM-DEA-S-006-| Proxy Join User Domain 6.2, [SCE- SCE-LRM-DEA-S-007-O
0] protocol DOM]

SCE-LRM-DEA-S-007-| Proxy Leave User 6.2, [SCE- SCE-LRM-DEA-S-008-O
0] Domain protocol DOM]

SCE-LRM-DEA-S-008-| Proxy Leave User 6.2, [SCE-

0] Domain Trigger DOM]

B.4

SCR for LRM with at least LRM-Device key purpos

e but

without RI key purpose (LRMDEV or LRMDEV/LRMDOM)

Item Function Reference Requirement

SCE-LRM-LRMDEV- | Registration between 6.3.1, [SCE-

S-001-O0 DRM Agent and LRM DRM]

SCE-LRM-LRMDEV- | Import protocol (Device | 6.3.3, 7.1.1, SCE-LRM-LRMDEV-S-001-O

S-002-O0 RO) [SCE-DRM]

SCE-LRM-LRMDEV- | LRM-RI Registration 6.1.1

S-003-0 protocol

SCE-LRM-LRMDEV- | LRM-RI 6.1.2 SCE-LRM-LRMDEV-S-003-O

S-004-O DevPubKeyAcquisition

protocol

SCE-LRM-LRMDEV- | LRM-RI Create Device | 6.1.3 SCE-LRM-LRMDEV-S-003-O

S-005-0 RO protocol AND
SCE-LRM-LRMDEV-S-004-O
AND
SCE-LRM-LRMDEV-S-007-O

SCE-LRM-LRMDEV- | LRM-RI Create Domain| 6.1.4 SCE-LRM-LRMDEV-S-003-O

S-006-0O RO protocol AND
SCE-LRM-LRMDEV-S-008-O

SCE-LRM-LRMDEV- | Transporting KMAC and| 7.1.2

S-007-0O one or more encKey

under an RI Public Key
SCE-LRM-LRMDEV- | Transporting KMAC and| 7.1.3

S-008-O0

one or more KREK
under an RI Public Key

B.5

SCR for LRM with at least LRM-Domain key purpos

e but

without RI key purpose (LRMDOM or LRMDEV/LRMDOM)
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Item Function Reference Requirement

SCE-LRM-LRMDOM- | Registration between 6.3.1, [SCE-

S-001-0 DRM Agent and LRM | DRM]

SCE-LRM-LRMDOM- | Import protocol (User 7.1.1, [SCE- SCE-LRM-LRMDOM-S-001-QO(for

S-002-O0 Domain RO) DRM] <user Domain>-constrained ROs)
AND
SCE-LRM-LRMDOM-S-007-O
AND
SCE-LRM-LRMDOM-S-008-0O
AND
SCE-LRM-LRMDOM-S-009-O

SCE-LRM-LRMDOM- | LRM-RI Registration 6.1.1

S-003-0 protocol

SCE-LRM-LRMDOM- | LRM-RI 6.1.2 SCE-LRM-LRMDOM-S-003-0O

S-004-O DevPubKeyAcquisition

protocol

SCE-LRM-LRMDOM- | LRM-RI Create Device | 6.1.3 SCE-LRM-LRMDOM-S-003-0O

S-005-O0 RO protocol AND
SCE-LRM-LRMDOM-S-004-0O
AND
SCE-LRM-LRMDOM-S-0010-O

SCE-LRM-LRMDOM- | LRM-RI Create Domain| 6.1.4 SCE-LRM-LRMDOM-S-003-O

S-006-O RO protocol AND
SCE-LRM-LRMDOM-S-011-O

SCE-LRM-LRMDOM- | RI-DEA Registration 6.2, [SCE-

S-007-O protocol DOM]

SCE-LRM-LRMDOM- | Get User Domain 6.2, [SCE-

S-008-O Authorization protocol | DOM]

SCE-LRM-LRMDOM- | Drop User Domain 6.2, [SCE-

S-009-O Authorization protocol | DOM]

SCE-LRM-LRMDOM- | Transporting KMAC and 7.1.2

S-0010-O one or more enckKey

under an RI Public Key
SCE-LRM-LRMDOM- | Transporting KMAC and 7.1.3

S-0011-O

one or more KREK
under an RI Public Key

B.6 SCR for LRM with RI key purpose and atleast LR M-
Domain key purpose (LRMDOM/RI or LRMDEV/DOM/RI)
Item Function Reference Requirement
SCE-LRM- Registration between 6.3.1, [SCE-
LRMDOM/RI-S-001-O | DRM Agent and LRM DRM]
SCE-LRM- Registration between 6.3.2, [DRM-
LRMDOM/RI-S-002-O | v2.x DRM Agent and DRM-v2.1]
LRM
SCE-LRM- Import protocol (User 7.1.1, [SCE- SCE-LRM-LRMDOM/RI-S-001-O
LRMDOM/RI-S-003-O | Domain RO) DRM] (for <user Domain>-constrained
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Item Function Reference Requirement
ROs)
AND
SCE-LRM-LRMDOM/RI-S-007-O
AND
SCE-LRM-LRMDOM/RI-S-008-O
AND
SCE-LRM-LRMDOM/RI-S-009-O
AND
SCE-LRM-LRMDOM/RI-S-010-O
(for backwar ds-compatible RO)
AND
SCE-LRM-LRMDOM/RI-S-011-O
(for backwar ds-compatible RO)
AND
SCE-LRM-LRMDOM/RI-S-012-O
(for backwar ds-compatible RO)
SCE-LRM- Import protocol (into 6.3.4,7.1.1,
LRMDOM/RI-S-004-O | v2.x Domain) [DRM-DRM-
v2.1]
SCE-LRM- Import protocol (Device | 6.3.3, 7.1.1, SCE-LRM-LRMDOM/RI-S-002-O
LRMDOM/RI-S-005-O | RO for v2.x DRM [DRM-DRM-
Agent) v2.1]
SCE-LRM- LRM-RI Registration 6.1.1;Enables
LRMDOM/RI-S-006-O | protocol use of Move
Domain RO
protocol, with
LRM as

original Issuer
and Rl

designated
within
<movelndicati
on> element
[SCE-DRM],
[SCE-REL]
SCE-LRM- RI-DEA Registration 6.2, [SCE-
LRMDOM/RI-S-007-0O | protocol DOM]
SCE-LRM- Get User Domain 6.2, [SCE-
LRMDOM/RI-S-008-O | Authorization protocol | DOM]
SCE-LRM- Drop User Domain 6.2, [SCE-
LRMDOM/RI-S-009-O | Authorization protocol | DOM]
SCE-LRM- Proxy Join User Domain 6.2, [SCE-
LRMDOM/RI-S-010-0O | protocol DOM]
SCE-LRM- Proxy Leave User 6.2, [SCE-
LRMDOM/RI-S-011-O | Domain protocol DOM]
SCE-LRM- DEA Indirectly Triggers | 6.2, [SCE-
LRMDOM/RI-S-012-O | a v2.x DRM Agent to DOM]
Leave a User Domain
protocol
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B.7 SCR for LRM with RI key purpose and at least LR  M-Device
key purpose (LRMDEV/RI or LRMDEV/LRMDOM/RI)
Item Function Reference Requirement
SCE-LRM- Registration between 6.3.1, [SCE-
LRMDEV/RI-S-001-O | DRM Agent and LRM | DRM]
SCE-LRM- Registration between 6.3.2, [DRM-
LRMDEV/RI-S-002-O | v2.x DRM Agent and DRM-v2.1]
LRM
SCE-LRM- Import protocol (into 6.34,7.1.1,
LRMDEV/RI-S-003-O | v2.x Domain) [DRM-DRM-
v2.1]
SCE-LRM- Import protocol (Device | 6.3.3, 7.1.1, SCE-LRM-LRMDEV/RI-S-002-O
LRMDEV/RI-S-004-O | RO for v2.x DRM [DRM-DRM-
Agent) v2.1]
SCE-LRM- LRM-RI Registration 6.1.1;Enables
LRMDEV/RI-S-005-O | protocol use of Move
Device RO
protocol, with
LRM as
original Issuer
and Rl
designated
within
<movelndicati
on> element
[SCE-DRM],
[SCE-REL]
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Appendix C. Certificate Profiles (Normative)
C.1 LRM Certificates

The profile for LRM certificates follows the prddilfor “X.509-compliant server certificate” in [CERAROF] with the
following modifications:

Signature MUST be RSA with SHA-1
Serial Number MUST be less than, or equal to, 28din length
Issuer Name MUST be present and MUST use a subtat following naming attributes from

[CERT-PROF] — countryName, organizationName, orz@ionalUnitName,
commonName, and stateOrProvinceName.

Subject Name MUST be present and MUST use a sobsfe¢ following naming attributes from
[CERT-PROF] — countryName, organizationName, orgainbnalUnitName,
commonName, and serialNumber.

The structure and contents of a Device subject retral be as follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]
[commonName=<Model hame>]

serialNumber=<Unique identifier for Device, as gagid by the Certificate Issuer.
Does not have to be the same as the IMEI>

The serialNumber attribute MUST be present. Thenttgidame, organizationName
organizationalUnitName, and commonName may be pte€¢her attributes are not
allowed and must not be included. For all namirigtattes of type DirectoryString,
the PrintableString or the UTF8String choice muestibed.

Note that the maximum length (in octets) for valokthese attributes is as follows:
countryName — 2 (country code in accordance wit/IEC 3166),
organizationName, organizationalUnitName, commonglaand serialNumber — 64

Example:

C="US";0="DRM Devices 'R Us"; CN="DRM Device Mark V;
SN=1234567890"

Extensions The extKeyUsage extension SHALL be mitesed contain (at least) thena-kp-
localRightsManagerDeviceor theoma-kp-localRightsManagerDomainkey purpose
object identifier:

oma-kp-localRightsManagerDevice OBJECT IDENTIFIER{oma-kp 7}

oma-kp-localRightsManagerDomain OBJECT IDENTIFIER{oma-kp
8}

CAs MUST set this extension to critical.

If the keyUsage extension is present (recommendeet), the digitalSignature bit
shall be set. When present, this extension shalkb#o critical.

CAs MAY include the certificatePolicy extensiongioating the policy the certificate
has been issued under, and possibly containingladgRtifying a source of more
information about the policy.
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CAs are recommended to not include any other extegsbut may, for compliance
with [RFC3280], include the authorityKeyldentifiektension.

CAs MUST NOT include any other critical extensions.

SCE DRM Agents processing LRM certificates MUST ftrthe requirements on clients processing “X.509okent server
certificates” defined in [CERT-PROF]. In additid®CE DRM Agents:

0 MUST be able to process LRM certificates up to 169i@s long;
0 MUST be able to process LRM certificates with daeriambers 20 bytes long; and

0 MUST recognize the presence of thea-kp-localRightsManagerDeviceandoma-kp-
localRightsManagerDomainobject identifiers defined above in the extKeyUsagtension in LRM
certificates. If one (or both) of these is presémn the SCE DRM Agent MUST consider the subject
certified by the certificate to be a LRM while pessing information received from it.

Note: If theoma-kp-rightsissuerobject identifier defined in [DRM-DRM-v2.1] for thextKeyUsage extension is presant
addition to theoma-kp-localRightsManagerDeviceor oma-kp-localRightsManagerDomaindefined above, then the SCE DRM
Agent MUST still consider the subject certifiedtibwe certificate to be an LRM while processing infiation received from
it.

C.2 CA Certificates

The CA certificates for use by SCE follow the OM&RB CA certificate profile specified in [DRM-v2.1[n addition, the
following requirements apply:

LRMs and SCE DRM Agents MUST meet the requirementselying parties defined in [CERT-PROF]. Notettthas
implies, among other things, a requirement on LRiMd SCE DRM Agents to also recognize the basicCaingt and the
subjectKeyldentifier extensions.
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Appendix D. Message Examples (Informative)

D.1 LRMRIRegistrationTrigger

<?xml version="1.0" encoding="UTF-8"?>
<gen:drmTrigger
type="LRMRIRegistrationTrigger"
version="1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:lIrm="urn:oma:drm:sce:Irm"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<body id="idvalue0">
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</resID>
<nonce>c2FtcGxIVHIpZ2dick5vbmNI</nonce>
<reqURL>http://ri.example.com/ro.cgi?tid=qw683hg  ew7d</reqURL>
<trginfo>
<Irm:LRMRIRegistrationTriggerInformation>
<Irm:LRMID>n8yu98hy0e2109eu09ewf09u< /Irm:LRMID>
</Irm:LRMRIRegistrationTriggerinformation>
</trginfo>
</body>
</gen:drmTrigger>

D.2 LRM-RIhelloRequest

<?xml version="1.0" encoding="UTF-8"?>
<gen:helloRequest>
type="LRMRIRegistrationRequest"
version="1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:Irm="urn:oma:drm:sce:Irm"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<gen:RegReqgInfo">
<trustedAuthorities>
<keyldentifier xsi:type="roap:X509SPKIHash ">
<hash>bew3e3320ihde9dwiHDLaErKOfk=</has h>
</keyldentifier>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>3lkpoi9fceoiuoift45epokifcOpoiss<  /hash>
</keyldentifier>
</trustedAuthorities>

<gen:serverinfo>bew3e3320ihde9dwiHDLaErKOfk  =</gen:serverinfo>

<gen:deviceDetails>
<gen:manufacturer> ABC</gen:manufacture r>
<gen:model>abc</gen:model>
<gen:version>1.0</gen:version>
</gen:deviceDetails>
</gen:RegReqInfo">
</gen:helloRequest>

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_LRM-V1_0-20110705-A Page 41 (49)

D.3 LRM-RIhelloResponse

<?xml version="1.0" encoding="UTF-8"?>
<gen:helloResponse>
type="LRMRIRegistrationResponse"

version="1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen="urn:oma:xml:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:Irm="urn:oma:drm:sce:Irm"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<gen:RegResInfo>
<resURL>http://ri.example.com/roap.cgi</resURL>
<domainNameWhitelist>

<dn>Home</dn>

<dn>Office</dn>

</DomainNameWhiteList>
</gen:RegReslInfo>
</gen:helloResponse>

D.4 LRM-RIRegistrationRequest

<?xml version="1.0" encoding="UTF-8"?>
<Irm:LRMRIRegistrationRequest
sessionld="433213"
triggerNonce="c2FtcGxIVHJpZ2dlck5vbmNI"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:Irm="urn:oma:drm:sce:Irm"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqID>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmIinaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<time>2010-12-31T12:00:00</time>
<regInfo>
<Irm:LRMRIRegistrationRequestinformation>
<supportedUpstreamDRMs>XXX</supportedUpstrea mDRMs>
<needMoveService/>
</Irm:LRMRIRegistrationRequestinformation>
</reginfo>
<signature>SignatureValue</signature>
</Irm:LRMRIRegistrationRequest>

D.5 LRM-RIRegistrationResponse

<?xml version="1.0" encoding="UTF-8"?>
<Irm:LRMRIRegistrationResponse
sessionld="433213"
status="Success"
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xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen="urn:oma:xml:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:Irm="urn:oma:drm:sce:Irm"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqlD>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmIinaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<rsplnfo>
<Irm:LRMRIRegistrationResponselnformation>
<selectedUpstreamDRMs>XXX </selectedUpstrea mDRMs>
<provideMoveService/>
</Irm:LRMRIRegistrationResponselnformation>
</rsplnfo>
<signature>SignatureValue</signature>
</Irm:LRMRIRegistrationResponse>

D.6 LRM-RIDevPubKeyAcquisitionTrigger

<?xml version="1.0" encoding="UTF-8"?>
<gen:drmTrigger
type="LRMRIDevPubKeyAcquisitionTrigger"
version="1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen="urn:oma:xml:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:Irm="urn:oma:drm:sce:Irm"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e">
<body id="idvalue1">
<nonce>c2FtcGxIVHJIpZ2dick5vbmNI</nonce>
<trglinfo>
<Irm:LRMRIDevPubKeyAcquisitionTriggerinfor  mation>
<DevID> n8yu13540e2109eu09ewf09u=</De vID>
</Irm:LRMRIDevPubKeyAcquisitionTriggerinfo  rmation>
</trginfo>
</body>
</gen:drmTrigger>

D.7 LRM-RIDevPubKeyAcquisitionRequest

<?xml version="1.0" encoding="UTF-8"?>

<Irm:DevPubKeyAcquisitionRequest
triggerNonce="c2FtcGxIVHJpZ2dick5vbmNI"
xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:Irm="urn:oma:drm:sce:Irm"
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xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>

<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>

</reqlD>

<res|D>

<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmInaHRzSXNzdWVy</hash>
</keyldentifier>

</resID>

<nonce>RFINQWdIbnROb25jZTA=</nonce>

<time>2010-12-31T12:00:00</time>

<reqlnfo>
<Irm:LRMRIDevPubKeyAcquisitionRequestinformati on>
<DevID> n8yu13540e2109eu09ewf09u=</DevID>
</Irm:LRMRIDevPubKeyAcquisitionRequestinformat  ion>

</reginfo>

<signature>SignatureValue</signature>

</Irm:DevPubKeyAcquisitionRequest>

D.8 LRM-RIDevPubKeyAcquisitionResponse

<?xml version="1.0" encoding="UTF-8"?>
<Irm:DevPubKeyAcquisitionResponse
status="Success"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:Irm="urn:oma:drm:sce:Irm"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqlD>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmIinaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<rsplnfo>
<Irm:LRMRIDevPubKeyAcquisitionResponselnformatio n>
<DevPubKey>c2FtcGxlUmlnaHRz</DevPubKey>
</Irm:LRMRIDevPubKeyAcquisitionResponselnformati on>
</rsplnfo>
<signature>SignatureValue</signature>
</Irm:DevPubKeyAcquisitionResponse>

D.9 LRM-RICreateDeviceRORequest

<?xml version="1.0" encoding="UTF-8"?>

<Irm:LRMRICreateDeviceRO

xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:drm:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlins:Irm="urn:oma:xml:sce:lrm"
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xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqlD>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmInaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<time>2010-12-31T12:00:00</time>
<reqlnfo>
<Irm:LRMRICreateDeviceRORequestinformation>
<sourceLRMID>n8yu98hy0e2109eu09ewf09u</sou rceLRMID>
<recipientDevicelD>X4yu56hy0e7709eu00Pwf0l 9 </recipientDevicelD>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u< /o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd: uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm  ="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5 /NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-
<xenc:CipherData>
<xenc:CipherValue> EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<0-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>1</o-dd:coun t>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</rights>
<encKeylnfo>
<encKey>
<xenc:EncryptionMethod

aes128"/>

Algorithm="http://www.rsasecurity.com/rsal abs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErKOgk=</hash>
</roap:X509SPKIHash>
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</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>CipherValue</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</encKeylnfo>
<mac>MacValue</mac>
</Irm:LRMRICreateDeviceRORequestinformation>
</reqinfo>
<signature>SignatureValue</signature>
</Irm:LRMRICreateDeviceRORequest>

D.10 LRM-RICreateDeviceROResponse

<?xml version="1.0" encoding="UTF-8"?>
<Irm:LRMRICreateDeviceROResponse
status="Success"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:Irm="urn:oma:drm:sce:Irm"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqID>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmInaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<rsplnfo>
<Irm:LRMRICreateDeviceROResponselnformation>
<success/>
</Irm:LRMRICreateDeviceROResponselnformation>
</rsplnfo>
<signature>SignatureValue</signature>
</Irm:LRMRICreateDeviceROResponse>

D.11 LRM-RICreateDomainRORequest

<?xml version="1.0" encoding="UTF-8"?>
<Irm:LRMRICreateDomainRO
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:Irm="urn:oma:drm:sce:Irm"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqID>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmIinaHRzSXNzdWVy</hash>
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</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<time>2010-12-31T12:00:00</time>
<reqlnfo>
<Irm:LRMRICreateDomainRORequestinformation>
<sourceLRMID>n8yu98hy0e2109eu09ewf09u</sou rceLRMID>
<domainlD>Domain-XYZ-001</domain|D>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u</ o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://w  ww.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5/NvmYKiHDL aErK0fk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm  ="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>
</rights>
<enc_REKs_Kmac>
<encKey>
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc# kw-aesl128"/>
<ds:Keylnfo>
<roap:domainIiD>Domain-XYZ-001</roap: domainlD>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>CipherValue</xenc: CipherValue>
</xenc:CipherData>
</encKey>
</enc_REKs_Kmac>
<mac>MacValue</mac>
</Irm:LRMRICreateDomainRORequestinformation>
</reqginfo>
<signature>SignatureValue</signature>
</Irm:LRMRICreateDomainRORequest>

D.12 LRM-RICreateDomainROResponse

<?xml version="1.0" encoding="UTF-8"?>
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<Irm:LRMRICreateDomainROResponse
status="Success"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:gen="urn:oma:xml:sce:gen"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:Irm="urn:oma:drm:sce:Irm"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<reqlD>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxIRFINQWdIbnQ=</hash>
</keyldentifier>
</reqlD>
<res|D>
<keyldentifier xsi:type="gen:X509SPKIHash">
<hash>c2FtcGxlUmIinaHRzSXNzdWVy</hash>
</keyldentifier>
</resID>
<nonce>RFINQWdIbnROb25jZTA=</nonce>
<rsplnfo>
<Irm:LRMRICreateDeviceROResponselnformation>
<domainRO>
<roap:protectedRO
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-inst  ance">

<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO=  "true" version="1.1"

riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKI Hash">
<hash>aXENc+Um/9/NvmYKiHDLaErkofk =</hash>
</keyldentifier>
</rilD>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.1</o-dd:vers ion>
<0-dd:uid>n8yu98hy0e2109eu09 ewfO9u</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:.asset>
<o-ex:context>
<0-dd:uid>ContentID</o- dd:uid>
</o-ex:context>
<o-ex:digest>

<ds:DigestMethod Algorith m="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/ 5/NvmYKiHDLaErKOfk=</ds:DigestValue>

</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>

<xenc:EncryptionMetho d Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-ae

<ds:Keylnfo>

<ds:RetrievalMetho d URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValu e>EncryptedCEK</xenc:CipherValue>

s128"/>
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</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algor ithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rs alabs/pkcs/schemas/pkcs-1#rsa-pss-default'/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="h  ttp://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8Jtu OMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKt Mup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErK Ofk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKeylnfo>
<encKey ld="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/ xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainliD>Domain-XYZ-00 1</roap:domainiD>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9 ufdsoi09ufdskrew9urewOuderty5346wq</xenc:CipherValu e>
</xenc:CipherData>
</encKey>
</encKeylnfo>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algor  ithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/x  mldsig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e21 09eu09ewf09u">
<ds:Transforms>
<ds:Transform Algorithm=h ttp://www.w3.0rg/2001/10/xml-exc-c1l4n#/>
</ds:Transforms>
<ds:DigestMethod Algorithm="h ttp://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id 8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOv KtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
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<ds:RetrievalMethod URI="#K_MA C_and_K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>
</domainRO>
</Irm:LRMRICreateDeviceROResponselnformation>

</rsplnfo>
<signature>SignatureValue</signature>
</Irm:LRMRICreateDomainROResponse>
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