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1. Scope

The document includes the Requirements, Architectamd Technical Specification for SCOMO 1.1.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all defiitions used in this document.

3.3 Abbreviations

Kindly consult [DMDICT] and [OMADICT] for all abbréiations used in this document.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The Software Component Management Object (SCOM@)eatkin this specification enables remote Softw@oenponent
management within a Device based on OMA DM protdodiPRO]. SCOMO can be used, for example, to updatevirus
software, browser plug-ins, etc.

4.1 Version 1.0

Management operations defined by SCOMO 1.0 foptivpose of Software Component management on the®support
delivery, download, installation, update, remowaitivation, and de-activation. In addition, retatuf inventory of Software
Components on the Device is also supported. Thentavy includes software components delivered @®BIO and may
include those that are installed outside of SCON&D €xample, at the factory or by the end user).

4.2 \Version1l.1

SCOMO 1.1 supports all the management operaticiiisedieby SCOMO 1.0. In addition, it supports thédwing:
* Improved support in the inventory for componentafied outside of SCOMO.

* Improved inventory control through supporting esige metadata on Software Components, installeatitor,
size, blacklisting, whitelisting, etc.

» Support for Firmware update following the same apph as Software Component update.

» User- and Device-initiated check and update of wemgion of Software Components or firmware.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-SCOMO-V1_1-20111122-C

Page 9 (71)

5. Support for MO dependencies of Software Components

Requirements

(Normative)

5.1 High-Level Functional Requirements
Label Description Release

SCOMO1_1-HLF-01| The enabler SHALL support a capightib reboot the device before and 1.1
after a Software Component is installed.

SCOMO1_1-HLF-02 | The enabler SHALL support the réipgrof all installed Software 1.1
Components, regardless of whether the Software Goengs were
installed with SCOMO or not.

SCOMO1_1-HLF-03| The enabler SHALL support reporting size of installed Software 1.1
Components.

SCOMO1_1-HLF-04 | The enabler SHALL support reportiing installed location of the installe| 1.1
Software Components.

SCOMO1_1-HLF-05| The enabler SHALL support reportilng execution environment of the 1.1
installed Software Components.

SCOMO1_1-HLF-06 | The enabler SHALL support the iliation of firmware. 1.1

SCOMO1_1-HLF-07

The enabler SHOULD support Softw@oenponent dependency lists.

Postponed to n
SCOMO release

ext

SCOMO1_1-HLF-08| The enabler SHALL support clienti@ed check for new version for 1.1
firmware or a specific Software Component.

SCOMO1_1-HLF-09| The enabler SHALL support clientiated update for a specific Software 1.1
Component.

SCOMO1_1-HLF-10| The enabler SHALL support clientiated update for firmware. 1.1

SCOMO1_1-HLF-11

The enabler SHALL support a mecsartio configure the Software
Component after it is installed.

Postponed to next
SCOMO release

SCOMO1_1-HLF-12| The enabler SHALL support a meckmartio associate the Software 1.1
Component with the corresponding MO if it is prdsen

SCOMO1_1-HLF-13| The enabler SHALL provide metad#t&oftware Components. 1.1

SCOMO1_1-HLF-14| The enabler SHALL support userrextion mechanism. 1.1

SCOMO1_1-HLF-15| The enabler SHALL support paransetesed for the installation of a 1.1
Software Component.

SCOMO1_1-HLF-16| The enabler SHALL support firmwapelate. 1.1

SCOMO1_1-HLF-17| The SCOMO enabler SHALL supportechanism to query the inventory 1.1

by metadata.

SCOMO1_1-HLF-18

The SCOMO enabler SHALL supportechanism to verify Software
Component dependencies.

Postponed to next
SCOMO release

SCOMO1_1-HLF-19| The SCOMO enabler SHOULD supportfiguration data for Software 1.1
Component.

SCOMO1_1-HLF-20| The SCOMO enabler SHALL supportechanism for client-initiated 1.1
check for new version of Software Component or fuare.

SCOMO1_1-HLF-21| The SCOMO enabler SHALL supportechanism for configuring the 1.1
frequency for client-initiated check for new versiof Software
Component or firmware.

SCOMO1_1-HLF-22| The SCOMO enabler SHALL supporiéating whether a Software 1.1
Component has been installed via SCOMO or via ateains.

SCOMO1_1-HLF-23| The SCOMO enabler SHALL supporthteeklisting of Software 1.1
Components.

SCOMO1_1-HLF-24| The SCOMO enabler SHALL supportrdgaorting of installed Software 1.1

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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Components that are on the blacklist.

SCOMO1_1-HLF-25| The SCOMO enabler SHALL supportechanism for the client-initiated 1.1
request of Software Components metadata.

SCOMO1_1-HLF-26| The SCOMO enabler SHALL supportechanism for the client to initiate 1.1
a request to download and/or install a specifitv@afe Component.

SCOMO1_1-HLF-27| The SCOMO enabler SHALL supportechanism for client-initiated 1.1
check and update for new version of Software Corapbar firmware
periodically.

SCOMO1_1-HLF-28| The SCOMO enabler SHALL supportilndtelisting of Software 1.1
Components.

SCOMO1_1-HLF-29| The SCOMO enabler SHALL supportryorting of installed Software 1.1
Components that are on the whitelist.

5.2 Server Initiated Download Requirements
Label Description Release
SCOMO1_1- SID-01| The SCOMO enabler SHALL allow aitgde download mechanisms to be 1.1

used.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Architectural Model

6.1 Dependencies

The Software Component architecture diagram indicdependencies on the OMA DM architecture. 4 afstionally
depends upon other download technology, such as OBl\Anload [DLOTA] or HTTP.

6.2 Architectural Diagram

' External |
' Management |
' Infrastructure |
,,,,,,,, i
v
SCOMO-1 R SCOMO Client
SCOMO
Server P SCOMO-2 Process SCOMO Operations
= Process SCOMO Alerts
A x x
N N 25— S
| | | | Alternate |
DM DM nioad
. Server | DM- . Client | | . |
| : 1 | , | Client
Lo e
L '
| Alternate | :
Pounload =TT T T T oA T T T T
o oever HTTP,
S FTP, etc
Legend
:] Components specified by this enabler

| J Components not specified by this enabler
---------- Device Internal Interface which is out of scope of this enabler

> Indicates use of an interface exposed by a component. The
component offering the interface is indicated by the arrowhead

<«— — ) Interface specified by other enabler

Figure 1: SCOMO Architecture Model
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6.3 Functional Components and Interfaces/Reference Points
Definition

6.3.1 Components

6.3.1.1 SCOMO Server

The SCOMO Server is a logical entity that is detiddo issue SCOMO operations to the device orwwoesthe SCOMO
Alerts from the device.

6.3.1.2 SCOMO Client

The SCOMO Client is responsible for executing SCObff@rations. It consumes the Software Componeivedet to the
device and is expected to relay SCOMO Alerts coimgeg success or failure result back to the SCOMES.

6.3.1.3 The Device Management Client

The DM Client component makes it possible to ibiiSoftware Component management in the device &@M Server.
The DM Enabler provides support for device discg\ard parameter setup by the DM Client compondm. JCOMO
enabler provides a management object for Softwarag@nents that the DM Client component providegs€to, such that
the DM Server can manipulate it. The DM Client ratgs with a Software Component Agent in the detheg is responsible
for conducting the management activities usinglevel®d Software Component management object. THelient

employs the Generic Alert [ DMPRO] mechanism to camiunate the final notification comprising the staaf the
management activity.

6.3.1.4 Alternate Download Client

The alternate download client is an optional feathat may exist on the device and is used for dwading Software
Components to the device when the [DMPRO] is notdased for such downloads. The alternate downttiadt may
support DLOTA or some other mechanism. SCOMO dotsiefine or specify the alternate download client.

6.3.1.5 The Device Management Server

The SCOMO architecture requires the DM Server camepbto support device discovery, determinatioarofppropriate
Software Component and delivery of a Software Camepoto the device over Large Object downloadsdfdevice can
support that. It also facilitates receipt of a finatification from the device employing the Gemefilert mechanism.

6.3.1.6 The Alternate Download Server

The Alternate Download Server is an optional featnfrthe Device Management System that makes dilplesto download
Software Components using the alternate downloazharésm, such as DLOTA. The Alternate Download 8eiw not
defined or specified within the scope of SCOMO.

6.3.1.7 External Management Infrastructure

The Device Management System is comprised of afsstternal management components over and abevethServer
that participate in the overall process of managiegces. The external management infrastructuneesl but not defined or
specified within the scope of SCOMO.

6.3.2 Interfaces

6.3.2.1 The SCOMO-1 Interface

The SCOMO-1 interface allows the SCOMO Server tolke SCOMO operations on the device using the lyidgrDM-1
interface.
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6.3.2.2 The SCOMO-2 Interface

The SCOMO-2 interface allows the SCOMO Client tods8 COMO Alerts to the SCOMO Server using the ugiey DM-
1 interface.

6.3.2.3 The DM-1 Interface

The DM-1 interface is defined in the OMA DM Enabéetd is the subject of those specifications. lvgles a formal
interface over which Servers may send Device Mamage commands to Clients and Clients may retutiusi@nd Alerts to
Servers.
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7. Software Component Management Framework

7.1 Deployment Component

Deployment Component is a Software Component thdédicated for management purposes. DeploymenpQoent is
execution environment neutral so that it MAY bedusedescribe the Software Components of diffeptatforms.

Deployment Component MAY include any type of softevasset as Software Components, such as exe@jtable
applications, libraries, Ul-elements, certificatésenses, firmware, etc.

Deployment Component consists of the Software Caorapband metadata. The metadata consists of neuéttpibutes (for
example, component id, name, version, etc.) assatigith Software Components. The metadata MUSprbeided by the
Device Management System and the same values Mi@®labed in corresponding nodes under Deployedreghby the
SCOMO Client after installation. The metadata MU&Tdelivered within a Delivery Package.

7.1.1 Deployment Component State Machine and Primitives

Deployment Component management Primitives triggarsitions from one state to another. The Deviternal operations
and state transitions MUST appear to be atomg skiate transition fails, the SCOMO Client MUSTearse the operation
and make sure Deployment Components remain inréhéqus state.

Each Deployment Component MUST have one of theethtates as follows:

a) Inactive state (reflected in the State node inDbployed branch)
b) Active state (reflected in the State node in thelbyed branch)

c) Removed state (a logical state reflected by dejetie <x> sub-tree representing the Software Compioinom the
Deployed branch)

The following figure depicts the state transitioggered by Deployment Component Primitives exetute

Activate

[ — Deactivate

Removed

MUST
,,,,,,,,,, SHOULD

Figure 2: Deployment Component State Machine

7.1.1.1 Inactive state

In Inactive state, the Deployment Component has lnestalled into the execution environment but v or resources it
embodies are not accessible to other entitiessmurees (including end-user).
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The main goal of Inactive state is to minimize dosvntime of Deployment Component management oersti
Interference with external events (for example, s@md-user actions) could disturb or even blockesoranagement tasks.
Inactive state is a powerful concept when implenmgrfiault tolerant systems since it enables colgdomanagement
operations (for example, safe removals of Deployn@amponents from runtime environment).

The SCOMO Client SHOULD support this state.
7.1.1.2 Active State

In Active state, the Deployment Component has liestalled into the execution environment and s@wior resources it
embodies are accessible to other entities or ressmcluding end user).

A service that consists of multiple Deployment Coments is ready for launch after all the relevaapldyment
Components have reached the Active state.

The SCOMO Client MUST support this state.
7.1.1.3 Removed State

In Removed state, the Deployment Component has teeeoved from the Device and services or resoutesbodies are
no longer accessible to other entities or resouiioekiding end user). The SCOMO Client MUST remdwve Software
Component from the Device and remove corresponaiatgs of the Deployment Component from Deployeel tre

The SCOMO Client MUST support this state.
7.1.1.4 Deployment Component Primitives
The Exec command semantics related to Primitiveslascribed in Chapter 7.1.

Deployment Component Primitives are used to perfmranagement process and triggers state transitiarbeployment
Component.

Primitive Description Applicable states Post-Primitve state | Primitive support
Remove This Primitive is used to Active Removed MUST be
remove a Deployment supported

Component from the Device.| Inactive

Activate This Primitive is used to movelnactive Active SHOULD be
a Deployment Component supported
from the Inactive state to the
Active state.

Deactivate This Primitive is used to moveé\ctive Inactive SHOULD be
a Deployment Component supported
from the Active state to the
Inactive state.

Table 1 — Deployment Component Primitives

7.1.2 Deployment Component Delivery
Deployment Components MUST be delivered to the &®in a Delivery Package described in section 7.2.
7.2 Delivery Package

It could be desirable to deliver multiple Softw&emponents in a single download operation. Thevegli Package
abstraction represents platform-specific packagmdts used to deliver Software Components to thedeeA single
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Delivery Package MAY contain one or more Deploym@omponents. The format and structure of Delivaagkdge are out
of scope of this specification.

The Client MUST support at least one of the follogvimethods for delivery of Delivery Packages:
» Direct delivery: Using OMA DM Replace command. TBBIA DM Large Object mechanism MAY also be used.
» Indirect delivery: Using alternate download mecbanisuch as [DLOTA].

The Delivery Package MAY be installed into the evoutside of SCOMO (for example, at the factorbythe end user).
In this case, the Client SHALL include the informatfor Deployment Components installed outsidSG0OMO in
Inventory sub-tree.

7.2.1  Delivery Package State Machine and Primitives

Delivery Package management Primitives triggersiteons from one state to another. The Device iekoperations and
state transitions MUST appear to be atomic. Ifgestransition fails, the SCOMO Client MUST revetise operation and
make sure Delivery Package remains in the pre\state.

Two kinds of Primitives are defined as below:

» Atomic Primitives: Download, Install, Installinacé

» Composed Primitives: DownloadInstall, Downloadltiftactive

When a Composed Primitive is executed, two statesttions happen in the Device. For example, if DioadInstall is
executed, a Deployment Component transits fromDdntnloaded State to Delivered State after a sutdedswnload
procedure. It transits to Active State after susfigsnstallation procedure. If the latter processfails, it remains in
previous state and the second state transition mutdsappen.

Each Delivery Package MUST have one of the fouestas follows:

a) Not Downloaded state (a logical state, reflecteshdyhaving any sub-tree for the package or hawiimgthe
Download branch)

b) Delivered state (reflected in the State node inbkvered branch)
c) Installed state (reflected in the State node indbkvered branch)

d) Removed state (a logical state reflected by dejdtie <x> sub-tree representing the Delivery PagKeam the
Delivered branch)

The SCOMO Server MAY indicate to the SCOMO Clidmttit needs to reboot before install, after instalbefore and
after install.

The following figure depicts the state transitiogdgered by Delivery Package Primitives executed:
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Downloadlnstall / DownloadInstalllnactive
Failed with data (package data remains)

Download
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Installlnactive | Install

Downloadinstall

DownloadInstalllnactive

Not
Downloaded

Installed Remove

Remove
Downloadlnstall / DownloadInstalllnactive :
|_____Failed without data (package datalost) | pomoved
Legend
MUST
— — — SHOULD
— —-—— Error flow

Figure 3: Delivery Package State Machine

7.2.1.1 Not Downloaded State
In Not Downloaded State, a Delivery Package hadaeh downloaded to the Device.

The SCOMO Client MUST support this state.

7.2.1.2 Delivered State

In Delivered State, a Delivery Package containing or more Deployment Components has been deliterér Device.
The Deployment Component within the Delivery Paekhgs not been installed and no corresponding rerdesdded in the
Deployed tree.

Delivered State also enables “deliver-first-instater’-like use cases (for example, updates ofifeaiifice solutions
requiring all the Software Components to be actidgalnmediately after back-end update). In this ¢hseéDelivery and
Deployment are discrete.

The SCOMO Client SHOULD support this state.

7.2.1.3 Installed state

In Installed state, the Delivery Package has bestalied, which means that Deployment Componemiif)jn it have been
installed into the execution environment. The SCO®I@nt MUST create corresponding nodes of eachdepent
Component in the Deployed tree. The state of Deptoyt Components depends on the Delivery Packagetia that has
been executed. If the Primitive is ‘Install’ or ‘BaloadInstall’, then all Deployment Components hbeen installed and
placed in Active state. If the Primitive is ‘Indtabctive’ or ‘DownloadInstallinactive’, then all&ployment Components
have been installed and placed in Inactive state.

The SCOMO Client MUST support this state.
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7.2.1.4

In Removed state, the Delivery Package has beeoverfrom the Device. The ‘Remove’ Primitive of ery Package
MUST NOT affect the state of installed Deploymeingponents. The SCOMO Client MUST delete the Dejiraickage

Removed State

from the Device and delete corresponding nodesrépaiesented it from Delivered tree.

The SCOMO Client MUST support this state.

7.2.1.5

Delivery Package Primitives

Delivery Package Primitives are used to trigger age@ment process and state transition of a Delivackage.

NOTE: A Client that supports alternate download hagism MUST support at least one of the operatiDasvnload,
DownloadlInstall, or DownloadInstalllnactive.
Primitive Description Applicable Post Primitive | Primitive support
states state dependency

Download This Primitive is used to Not Downloaded | Delivered MAY be supporte
download a Delivery
Package. The Delivery See the Note above
Package is placed in the in this section
Delivered state.

DownloadInstall This Primitive is used to Not Downloaded | Installed MAY be supporte
download and install a
Delivery Package. The See the Note above
Deployment Component(s) in this section
contained in the Delivery
Package will be installed to
Active State.

DownloadInstallinactive This Primitive is used to Not Downloaded | Installed MAY be supporte
download and install a
Delivery Package. The See the Note above
Deployment Component(s) in this section
contained in the Delivery
Package will be installed to
Inactive State.

Install This Primitive is used to Delivered Installed MUST be
install a Delivery Package. supported
The Deployment
Component(s) contained in
the Delivery Package will be
installed to Active State.

Installlnactive This Primitive is used to Delivered Installed SHOULD be
install a Delivery Package. supported
The Deployment
Component(s) contained in
the Delivery Package will be
installed to Inactive State.

Remove This Primitive is used to Delivered Removed MUST be
remove Delivery Package supported
from the Device. Installed

Table 2 — Delivery Package Primitives
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Note that installation of a Delivery Package mdastalling the Deployment Components containedhénpgackage; these
MAY be either Deployment Components that were metjously installed on the Device (install fromatch) or updates to
previously installed Deployment Components (insallupdate).
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8. Standardized Management Objects

8.1 Introduction to Management Objects (Informative)

Management Objects are the entities that can bépalated by management actions carried over the @WAprotocol. A
Management Object can be as small as an intedarge and complex like a background picture, scesser, or security
certificate. The OMA DM protocol is neutral abohetcontents, or values, of the Management Objexidraats the node
values as opaque data.

8.1.1 Definition and Description of Management Objects

OMA DM Management Objects are defined using the OA Device Description Framework [DMTND], or DDFh&
use of this description framework produces detdiiéarmation about the device in question. Howedeie to the high level
of detail in these descriptions, they are sometineed for humans to digest and it can be a timesging task to get an
overview of a particular object’s structure.

To make it easier to quickly get an overview of h@mManagement Object is organized and its intendeda simplified
graphical notation in the shape of a block diagimumsed in this document. Even though the notasgmaphical, it still uses
some printable characters (for example, to det@etimber of occurrences of a node). These ardyrmimrowed from the
syntax of DTDs for XML. The characters and theiramiag are defined in the following table:

Character Meaning

+ one or many occurrences
* Zero or more occurrences
? Zero or one occurrences

If none of these characters is used, the defaaliroence is exactly once.

There is one more feature of the DDF that neetl&t® a corresponding graphical notation: the unetablock. These are
blocks that act as placeholders in the descrigimhare instantiated with information when the soai®e used at run-time.
Un-named blocks in the description are represenyealower-case character in italics (for examp)e,

Each block in the graphical notation corresponds described node, and the text is the name ofdble. If a block contains

anyx, it means that the name is not known in the desoriggnd that it will be assigned at run-time. Tlaenes of all ancestral
nodes are used to construct the URI for each notteei Management Object. It is not possible totkeactual parameters or
data stored in the nodes by looking at the graphigi@ation of a Management Object.

For a further introduction to this graphical natati please refer to [DMStdObj].

8.2 DDF Compliance

The Management Object descriptions in this docuraemnhormative. However, the descriptions alsoaarda number of
informative aspects that could be included to enbaradability or serve as examples. Other infakaatspects are, for
instance, the ZeroOrMore and OneOrMore elementsrevimplementations may introduce restrictions.tiddise exceptions
are listed here:

» All XML comments (for example, “<!--some text ‘--3; are informative.

* The descriptions do not contain an RTPropertiemetd, or any of its child elements, but a des@iptf an actual
implementation of this object MAY include these.
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» If adefault value for a leaf node is specifiecgidescription by the DefaultValue element, an imaatation
MUST supply its own appropriate value for this etg If the DefaultValue element is present indescription of
a node, it MUST be present in the implementatian,MBAY have a different value.

* The value of all Man, Mod, Description, and DFT#lements are informative and included only as glasm
» Below the interior nodes Ext and BearerParamspgabeimentation may add further nodes at will.
* The contents of the AccessType element MAY be alddrby an implementation.

« If any of the following AccessType values are sfiedj they MUST NOT be removed in an implementatiGopy,
Delete, Exec, Get, and Replace.

» Ifthe AccessType value Add is specified, it MAY teenoved in an implementation if the implementatioihy
supports a fixed number of child nodes.

* An implementation MAY replace the ZeroOrMore or @milore elements with ZeroOrN or OneOrN respectively
An appropriate value fdd must also be given with the QrN elements.

8.2.1 Conformance Definitions

The status definition in the node definitions irades if the client supports that node or not. éf shatus is “Required”, then
the client MUST support that node in the case tieatcsupports the parent node.
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9. Software Component Management Object

The Management Objects associated with Softwarepg@aent management are assembled under an unnaredrinode
X, dynamically or statically created.

Protocol Compatibility: This object is compatible with OMA Device Managetprotocol specifications, version 1.2
[DMPRQ].

9.1 Tree Structure

SCOMO tree has a well-defined structure, with desigd Ext nodes to allow non-standard extensioresiothe general
structure of the tree is as follows:

1. Download: A sub-tree containing pre-delivery infation and actions that are used for triggeringddlevery and
installation of Delivery Packages using indirediviry mechanism, specified in section 7.2.

2. Inventory: A sub-tree containing post-delivery inf@ation and actions.

2.1. Inventory/Delivered: A sub-tree containing tpdslivery (but pre-installation) information of Deery
Packages. This sub-tree is created either by the®after using indirect delivery mechanism ortlhg server
before using direct delivery mechanism specifieddntion 7.2. This sub-tree contains actions fstaitation
and removal.

2.2. Inventory/Deployed: A sub-tree containing piostallation information about SCOMO Deployment
Components and other installed components, asaselttions for activation, deactivation, and rerhova

9.2 State Information in the Tree

SCOMO specifies two state machines: one for DefiVackage (see 7.2.1) and one for Deployment Coemideee 7.1.1).

The state of a given Delivery Package can be knmywexamining the location of its <X> branch (withihee Download or
Delivery sub-tree) and querying the value of Dela#<X>/State node.

The state of a given Deployment Component can be/krby the presence (or absence) of its <X> bramchby querying
the value of Deployed/<X>/State node (note thatNbeDownloaded state and Removed states are lbgdiEferent but the
differentiation between them is mostly abstract).

9.3 Figure of the Management Object (Informative)
—(<x>]——|;DDwnlDad? -:j—|\ Sy ] [Interic\r Node )
—|: Inventory :l——ilDelivered? }'—!k i ] [ Leaf Node |
—(Deplc\yed :|—|k A :] { Optional Node |
— Elacklisted? |} | Fegquired Node |

— Whitelisted? |

L{Ext? ]

.,

Figure 4: Software Component Management Object
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—{Download? o <xo® - PrgID
= Name? |Leaf Node |
— PEQUEL i Optional Node |

L

Instal 1Params? [ Required Node |

—{Rehoot?

I Description?

H Status

H EnvTvype?
 PkgType?

—{Operations

Download?

DownloadInstall?

« DownloadInstal lTnactive?

LR SR S .

{Ext?
L{Ext? ]
H Whirelisc? —{ <x>* Namne |
i Version? ]
{ HashInfo? Llgorithm |
}Wj Value |
H Elacklist? —{ <x>* )—E Hame |
i Verzion? |

Figure 5: Software Component Management Object — D@nload Sub-tree
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Copyright?
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Figure 6: Software Component Management Object — Dieered Sub-tree
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—( Deployed )—

Figure 7: Software Component Management Object — O@oyed Sub-tree

9.4 Software Component Management Object Parameters

Software Component Management Object consistslioffing parameters:

— ChecklUpdateFreq? I
H CheckUpdateklertType? !
H <x>® 1D |
{Fratoes |
— Mame? i
I Description? !
—| Version |
—| hvailableVersion |
—(HetaData )—~: License? I
H Copyright? |
H ValidityPeriod? |
H LicensedUserName? l
H Manufacturer? |
H Creator? |
H CreationDate? i
H ReleaseDate? E
H LastUpdated? I
H Managemwent Scope? |
H ComponentOwner ? !
H Releaselotes? l
L Icon? - <x>* i TconFile? |
—| State
—| Status
—| Size
H InstalledLocation?
I EnvType?
—| ComponentType?
—(Operat ions { Aetivate? l
{ Deactivate ? |
Remowve ? l
I Blacklist? |
{Whitelist? |
{Ext? !
—(HOReferences? )—(<x>+ HOID |
L{Ext? )
L Ext? ]
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This interior node groups together the parameteasSoftware Component Management Object. The émrces
elements of this node define the position in thenddgement Tree of this Management Object. But thetstre of
the DM tree and hence positions in the tree of Mang&nt Objects are out of scope of this specificati

The type of this node MUST be the SCOMO Managerfdjéct ID “urn:oma:mo:oma-scomo:1.1".

Download

Status
Optional

Tree Occurrence Format Min. Access Type
ZeroOrOne node Get

[72)

This node is a parent node of the downloadablevBsliPackages that are ready for download or atlesiprocess
of downloading. This node MUST be used with theeAiate Download Mechanism described in section.2 1k
opposed to usage of OMA DM delivery, as descrilmeskiction 11.1.1).

Download/<x>

Status
Required

[72)

Tree Occurrence Format Min. Access Type
ZeroOrMore node Get

This node groups pre-delivery information and atithat are used for triggering the delivery arsfiahation of
Delivery Packages using the indirect delivery mad$ra specified in section 7.1.2. Nodes in this tek-are used
with Exec commands to start the Download operatiasiownload the Delivery Package; to optionallytatighe
Delivery Package; and to optionally move the Deplept Components into either the Active or the livacstate.

Download/<x>/PkgID

Status Tree Occurrence Format
Required One chr

Min. Access Type
Get, Replace

[72)

This leaf node specifies the identifier for a Deliy Package. The PkglD MUST be provided by the Bevi
Management System and uniquely identify the Deji\rackage within the SCOMO tree.

Download/<x>/Name
Status
Optional

Tree Occurrence Format
ZeroOrOne chr

Min. Access Type,
Get, Replace

[72)

This leaf node specifies the Name for the Deliieagkage. The Package Name MUST be provided by ¢he®
Management System.
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Download/<x>/PkgURL
Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the downloadable URL efBtelivery Package or its download descriptor. THRL is
used for Alternative Download Mechanisms (such &3 PIGet [RFC2616] or Descriptor Based Download
[DLOTA]).

Download/<x>/InstallParams

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node is used with DownloadInstall or DéwadInstalllnactive Primitives to specify the inton
parameters when installing the Delivery Packagbéadevice. The format of the installation paramsig
platform-specific.

Download/<x>/Reboot

Status Tree Occurrence Format Min. Access Type,
Required ZeroOrOne int Get

[72)

This leaf node is used with DownloadInstall or Déeadinstalllnactive Primitives to specify when &boot the
device -- before and after installation. If thiddeds missing, then no reboot is needed.

Integer Value Description
0 No reboot needed.
10 Reboot device before installation takes place.
20 Reboot device after installation has taken place.
30

Reboot device before installation and after inataih.

Download/<x>/Description

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node provides a description of the Deipeackage.
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Download/<x>/Status

Status Tree Occurrence Format Min. Access Types
Required One int Get

This leaf node specifies the Status of the Downkmadfor Install operation. This value is set by #&OMO
Client; the possible values are:

Integer Value Status Description
10 There is no data available and download is about to
Idle / Start
start.
20 Download Failed Download failed and there is No data received.
30 Denotes that a download has started and that O ¢r

Download Progressing more bytes of data have been downloaded.

40 Have data after Download has been completed
Download Complete
successfully.

50 Install Progressing Denotes that an installation has started.

60 Install Eailed with data Install fayled and the downloaded package is istill
the Device.

70 (Ijr;;all Failed without Install failed and the downloaded package is ddlete

Download/<x>/EnvType

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get, Replace

This leaf node specifies the environment type Deivery Package. If a value is available for the/Eype, then it
MUST be provided by the Device Management Systdme.vialue of this leaf node is an URI [RFC3986], athi
unambiguously identifies the target environmenttfier package. Standardized values for the URI ViIUST be
registered with OMNA.

As SCOMO applies to Software Components and urmikaplete programs and applications, these compsnent
might not be functional without an environment tisaihstalled in the device to allow Software Coments to be
used on the device (in general, this environmentooasist of the OS, frameworks, libraries, or owtware
elements). In such a case, the EnvType can betassttress the environment that Software Compdaeent
applicable to.

In cases that the Software Component is targeted d@vice that does not support the environmbatdelivery
package MUST be rejected -- meaning that it cabealownloaded, installed, or activated in any form
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Download/<x>/PkgType
Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne chr Get, Replace

This leaf node specifies the Content Type of a\&e)i Package. The value MUST be a MIME Content T
PkgType MUST be provided by the Device Managemgstesn.

Download/<x>/Operations

Status Tree Occurrence Format Min. Access Type
Required One node Get

[72)

This node is a parent node for Primitives thatloamxecuted to start a download of a Delivery Pgelato the
Device and possibly its subsequent installation.

Each of the direct child nodes of this parent asgek®d Optional, but a Client that supports Alteen2bwnload
Mechanism MUST support at least one of these cloldes.

Download/<x>/Operations/Download

[72)

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne null Get, Exec

This node is used with the Exec command to starDiwnload operation -- to download the Deliverghiage into
the Device and in the Delivered state.

Download/<x>/Operations/DownloadInstall

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne null Get, Exec

[72)

This node is used with the Exec command to startiiwnload operation to download the Delivery Pgekiato
the Device and to install the Deployment Comporsr{gxtracted from the Delivery Package) in theivacttate.

Download/<x>/Operations/Downloadinstallinactive

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with the Exec command to startiiwnload operation to download the Delivery Pgekiato
the Device and to install the Deployment Comporsr{xtracted from the Delivery Package) in thective state.
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Download/<x>/Operations/Ext
Status
Optional

Tree Occurrence Format Min. Access Types

ZeroOrOne node Get

This optional interior node designates a brandhefdownload operations sub-tree into which platfor vendor
extensions MAY be added, permanently or dynamic&kt sub-trees, such as this one, are includedraius
places in the Software Component Management Otygutovide flexible points of extension for platfioor

implementation-specific parameters. However, vemdensions MUST NOT be defined outside of onénegé
Ext sub-trees.

Download/Whitelist

Status

Tree Occurrence

Format

Min. Access Type

[72)

Optional

ZeroOrOne

node

Get

This optional interior node is a parent node fa tianagement of whitelisted Software Components.

Download/Whitelist/<x>

Status

Tree Occurrence

Format

[72)

Min. Access Type

Required

ZeroOrMore

node

Get

This node groups the information for one whitetisBoftware Component. The device execution envientm
MAY use this information to determine whether aggivdownloaded package (from DM Server or by angmoth

means) is allowed to be installed and used by see. u

Download/Whitelist/<x>/Name

Status

Tree Occurrence

Format

Min. Access Type

[72)

Required

One

chr

Get

This leaf node specifies the name of the whitediSeftware Component . The name MUST be providethey

DM Server.

Download/Whitelist/<x>/Version

Status

Tree Occurrence

Format

Min. Access Type

[72)

Optional

ZeroOrOne

chr

Get

This leaf node specifies the version informationhaf whitelisted Software Component. The versionYWize

provided by the DM Server.

Download/Whitelist/<x>/Hashinfo

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This interior node groups hash information.
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Download/Whitelist/<x>/HashInfo/Algorithm
Status

Tree Occurrencs Format Min. Access Types
Required One int Get

This leaf node specifies the hashing algorithm ueezhlculate the hash value. The supported atgartype
information MUST be provided by the DM Server fbetfollowing values:

Value Algorithm
1 MD5
2 SHAl
3 SHA256
Download/Whitelist/<x>/HashInfo/Value
Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the hash value for tha daa Delivery Package. When an attempt is madestall and/or
use a given Software Component, the Device exatetiwironment MAY use the

<x>/Download/Whitelist/<x>/HashInfo/Algorithm nodmd the value of this node to determine whether thi
package is acceptable or not.

Download/Blacklist

Status Tree Occurrence

ZeroOrOne

Format

[72)

Min. Access Type
node Get

Optional

This optional interior node is a parent node far thanagement of blacklisted Software Components.

Download/Blacklist/<x>
Status
Required

Tree Occurrence
ZeroOrMore

Format Min. Access Types
node Get

This node groups the information for one blacktisBoftware Component. The device execution envietmay
use this information to determine whether a givewmloaded package (from DM Server or by any otheams) is
inhibited from installation and use standpoint bhg tiser. When an attempt is made to install andlera given
Software Component , the Device execution enviraniiAY use the <x>/Download/Blacklist/<x>/Name node
and the <x>/Download/Blacklist/<x>/Version noded&termine whether this package is inhibited or not.

Download/Blacklist/<x>/Name

Status Tree Occurrencs Format Min. Access Types

Required One chr Get

This leaf node specifies the name for the bladdissoftware Component . The name MUST be provigetid
DM Server.
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Download/Blacklist/<x>/Version

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the version informationhaf blacklisted Software Component. The versionvivie
provided by the DM Server.

Download/<x>/Ext

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne node Get

[72)

This optional interior node designates a brandhefDownload Delivery Package sub-tree into whikttfprm or
vendor extensions MAY be added, permanently or dyoally. Ext sub-trees, such as this one, are deduat
various places in the Software Component Manage@bjgct to provide flexible points of extension fdatform
or implementation-specific parameters. Howevergegrextensions MUST NOT be defined outside of dithese
Ext sub-trees.

Download/Ext

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne node Get

[72)

This optional interior node designates a brandhefdownload sub-tree into which platform or venegtensions
MAY be added, permanently or dynamically. Ext stdes, such as this one, are included at variougplia the
Software Component Management Object to provideldle points of extension for platform or implematibn-
specific parameters. However, vendor extensions MINST be defined outside of one of these Ext sebdr

Inventory

[72)

Status Tree Occurrence Format Min. Access Type
Required One node Get

This node is a parent node for all of the Delivieackages and Deployment Components in the Device.

Inventory/Delivered

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne node Get

This node is a parent node of the delivered Dejivgackages in the Device.
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Inventory/Delivered/<x>

Status Tree Occurrencs Format Min. Access Types
Required ZeroOrOne node Get

This node acts as a placeholder for a Delivery 8geln the Device.

The DM System provides the values for supportetticiodes of this parent in either of two ways:

. When using OMA DM Replace as the delivery mechaniBnese values are set by the SCOMO
Server using DM commands.

. When using Alternate Download Mechanism: The SCOGI@nt MUST copy these values from
the corresponding branch of the Download sub-tree.

Inventory/Delivered/<x>/PkgID

Status Tree Occurrence Format Min. Access Type,
Required One chr Get, Replace

[72)

This leaf node specifies the identifier of a Detiv@ackage in the Device.

The PkgID is provided by the Device Management&ysand uniquely identifies the Delivery Packagehinithe
SCOMO tree. A Delivery Package MUST preserve tmeesaentifier after a state transition. For examtile
same value of Download/<X>/PkgID that was usedtierDelivery Package while it was in the Downloat-tree
MUST also be used as the value for Inventory/Dedidé<X>/PkgID in the Delivered sub-tree.

Inventory/Delivered/<x>/Data

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne bin No Get, Replace

This leaf node specifies the actual binary data Belivery Package. When using OMA DM for delivetyis node
is targeted with a Replace command containing #te df the Delivery Package to be delivered.

Inventory/Delivered/<x>/InstallParams

Status Tree Occurrence Format Min. Access Type,
Optional ZeroOrOne chr Get

[72)

This leaf node is used with Install or InstalllrngetPrimitives to specify the installation paramstehen installing
the Delivery Package to the device. The formahefibstallation parameters is platform-specific.

Inventory/Delivered/<x>/Name

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne chr Get, Replace

This leaf node specifies the Name of a Deliveryiidge in the Device. The Package Name is providettidy
Device Management System. A Delivery Package MU&Eqrve the same name after a state transition. For
example, the same value of Download/<X>/Name thet used for the Delivery Package while it was & th
Download sub-tree MUST also be used as the valulmfentory/Delivered/<X>/Name node.
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Inventory/Delivered/<x>/Description

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides a description of the DeljiM@ackage. A Delivery Package MUST preserve theesa
description after a state transition. For examble,same value of Download/<X>/Description that wasd for the
Delivery Package while it was in the Download stéetMUST also be used as the value for
Inventory/Delivered/<X>/Description node.

Inventory/Delivered/<x>/EnvType

[72)

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get, Replace

This leaf node specifies the environment type Delivery Package in the Device. The value of En\d@igp
provided by the Device Management System. The vialaa URI [RFC3986] that unambiguously identifies
target environment for the package. Standardiz&cesdor the URI value MUST be registered with OMNA

A Delivery Package MUST preserve the same EnvT¥iee a state transition. For example, the sameevafu
Download/<X>/EnvType that was used for the Deliveackage while it was in the Download sub-tree MA&b
be used as the value for Inventory/Delivered/<X>Bype in the Delivered sub-tree.

As SCOMO applies to Software Components and umikaplete programs and applications, these compsnent
might not be functional without an environment tisaihstalled in the device to allow Software Coments to be
used on the device (in general, this environmentoasist of the OS, frameworks, libraries, or odwdtware
elements). In such a case, the EnvType can betassttress the environment that Software Compdeent
applicable to.

In cases that the Software Component is targeted d@vice that does not support the environmbatdelivery
package MUST be rejected -- meaning that it cabeatstalled or activated in any form.

Inventory/Delivered/<x>/PkgType

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get, Replace

This leaf node specifies the Content Type of a\e)i Package in the Device. The value MUST be a MIM
content type. The PkgType MUST be provided by tlkeeife Management System. A Delivery Package MUST
preserve the same PkgType after a state transkmmexample, the same value of Download/<X>/PkgTymat
was used for the Delivery Package while it wasisnDownload sub-tree MUST also be used as the Vatue
Inventory/Delivered/<X>/PkgType in the Deliveredstiee.

Inventory/Delivered/<x>/MetaData

Status Tree Occurrence Format Min. Access Type,
Required One node Get

[

This interior node specifies Metadata for the Daled Package, providing information such as license
manufacturer, copyright, etc.
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Inventory/Delivered/<x>/MetaData/License

Status

Tree Occurrenc

a)

Format

Min. Access Types

Optional

ZeroOrOne

chr

Get

This leaf node is used to provide license infororafor the Delivery Package. If used, it MUST padwm/ithe license
information or a link to it. The license informatidlescribes the terms and conditions for usind*dekage. The
specific text formatting and value of this nodéef$ to implementation.

Inventory/Delivered/<x>/MetaData/Copyright

Status

Tree Occurrenc

a)

Format

Min. Access Types

Optional

ZeroOrOne

chr

Get

This leaf node provides copyright information fbetDelivered Package. If used, it MUST providedbpyright
information or a link to it.

Inventory/Delivered/<x>/MetaData/ValidityPeriod

Status

Tree Occurrence

Format

Min. Access Type

[72)

Optional

ZeroOrOne

chr

Get

This leaf node specifies the validity period of tieense -- the date up to which the license igvalr the
Delivered Component. The numeric representatich@flate should follow ISO 8601 basic format, ccatepl
representation of a date and time value, as spddifithe [DMTND]. It is up to the implementatiom tise this
information (for example, to notify the user of @ypand the need for update to renew or purchasanalicense).
If the validity period is not available, this valMBJST be an empty string.

Inventory/Delivered/<x>/MetaData/LicensedUserName

Status

Tree Occurrence

Format

Min. Access Type

[72)

Optional

ZeroOrOne

chr

Get

This leaf node specifies authorized licensee(sh@Delivered Package. The specific text formatéind value of

this node is left to implementation.

Inventory/Delivered/<x>/MetaData/Manufacturer

Status

Tree Occurrence

Format

Min. Access Typ

Optional

ZeroOrOne

chr

Get

This leaf node provides a hame of the manufacufrére Delivered Package. The specific text formgtand
value of this node is left to implementation.
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Inventory/Delivered/<x>/MetaData/Creator

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies a creator of the Delivétadkage. In many cases, the creator can be differoem the
manufacturer (which actually releases and disteibtihe package).

Inventory/Delivered/<x>/MetaData/CreationDate

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies a creation date of théeveetd Package. The numeric representation of dte should
follow ISO 8601 basic format, complete represeatatf a date and time value, as specified in thd TND]. If
the creation date is not available, this value MUgTan empty string.

Inventory/Delivered/<x>/MetaData/ReleaseDate

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies a release date of thevBrald Package. The numeric representation of tteestheuld
follow ISO 8601 basic format, complete represeatatf a date and time value, as specified in thd TND]. If
the release date is not available, this value MU&&n empty string.

Inventory/Delivered/<x>/Status

Status Occurrence Format Min. Access Types
Required One int Get

This leaf node specifies the status of Remove stalhPrimitive. This value is set by the SCOMOeRIi and the
possible values are:

Integer Value Status Description
10 Idle / Start The Device has not started the Renoo Install Primitive.
20 Remove failed and the Deployment Component isistilhe

Remove Failed .
Device

30 Remove

. Denotes that Remove has started.
Progressing

40 Install Progressing Denotes that an installaticndtarted.

50 Install Failed with | Install failed and the downloaded package is istithe
data Device.

60 Install Failed

Install failed and the downloaded package is ddlete

without data
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Inventory/Delivered/<x>/State

Status Tree Occurrence Format Min. Access Types
Required One int Get
This leaf node specifies the state of a Delivergk@ge in the Device. The value of this node is afitbe
following:
Integer Value State Description
10 Delivered The Delivery Package is in the DelpeeState.
20 Installed The Delivery Package is in the Insthibtate.

Inventory/Delivered/<x>/Operations

Status Occurrence Format Min. Access Types
Required One node Get

This node is a parent node for Primitives thatlmamxecuted for Delivery Package in the Device.

Inventory/Delivered/<x>/Operations/Install

Status Occurrence Format Min. Access Types
Required ZeroOrOne null Get, Exec

This node is used with the Exec command to startriktall operation. Deployment Component(s) frosingle
Delivery Package are installed in the Active state.

Inventory/Delivered/<x>/Operations/Installlnactive

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne null Get, Exec

[72)

This node is used with the Exec command to startribtallinactive operation. Deployment Componérftem a
single Delivery Package are installed in the Inexcstate.

Inventory/Delivered/<x>/Operations/Remove

[72)

Status Tree Occurrence Format Min. Access Type,
Required ZeroOrOne null Get, Exec

This node is used with the Exec command to starRémove operation to remove the Delivery Packamge the
Device.
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Inventory/Delivered/<x>/Operations/Ext

Status

Tree Occurrenc

1)

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This optional interior node designates a brandhefDelivered operations sub-tree into which platfer vendor
extensions MAY be added, permanently or dynamic&kt sub-trees, such as this one, are includedraius
places in the Software Component Management Otygutovide flexible points of extension for platfioor

implementation-specific parameters. However, vermdensions MUST NOT be defined outside of onédneté
Ext sub-trees.

Inventory/Delivered/<x>/Ext

Status

Tree Occurrence

Format

Min. Access Type

[72)

Optional

ZeroOrOne

node

Get

This optional interior node designates a brancthefDelivery Package parameters sub-tree into whliatiorm or
vendor extensions MAY be added, permanently or dyoally. Ext sub-trees, such as this one, are deduat
various places in the Software Component Managef@bject to provide flexible points of extension fdatform

or implementation-specific parameters. Howevergdegrextensions MUST NOT be defined outside of dndese
Ext sub-trees.

Inventory/Delivered/Ext

Status Tree Occurrence Format
Optional

Min. Access Type,
ZeroOrOne node Get

[72)

This optional interior node designates a brandhefdelivered sub-tree into which platform or venetensions
MAY be added, permanently or dynamically. Ext stdes, such as this one, are included at varioueplia the
Software Component Management Object to providetfle points of extension for platform or implematibn-

specific parameters. However, vendor extensions MNST be defined outside of one of these Ext sebdr

Inventory/Deployed

Status

Tree Occurrence

Format

Min. Access Types

Required

One

node

Get

This node is a parent node of the Deployment Corapiznin the Device. The Client MUST include theoinfiation
of Deployment Components delivered and deploye®@®MO in the Inventory/Deployed sub-tree. The lie
SHALL also include information of Deployment Compmits installed outside of SCOMO in the
Inventory/Deployed sub-tree (for example, at tredey or by the end user).

Inventory/CheckUpdateFreq

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

int

Get

This leaf node specifies the frequency (numberedaysg) of client-initiated check for new versiontioé Deployed

Components.
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Inventory/Deployed/CheckUpdateAlertType

Status Tree Occurrence Format Min. Access Types
Optiona ZeroOrOn int Gel

This leaf node specifies the Alert Type of clienitinted check for new version of the Deployed Comgnts. The

definition of the Alert Type for the client-initie¢l update alert is specified in the section 13. Vdiee of this node
MUST be one of the following values:

Integer Value Alert Type
10 UpdateDeviceRequest
20 CheckVersionDeviceRequest

Inventory/Deployed/<x>

[72)

Status Tree Occurrence Format Min. Access Type
Required ZeroOrMore node Get

This node acts as a placeholder for a Deploymentgoment in the Device. The node name is assignedeby
SCOMO Client.

Inventory/Deployed/<x>/ID

[72)

Status Tree Occurrence Format Min. Access Type
Required One chr Get, Replace

This leaf node specifies the identifier of a deplbyeployment Component in the Device. The ID MWET
provided by the Device Management System and uhjigdentify the Deployment Component within the S@O
tree. The implementation MAY generate executionremment-specific ID for the Deployment Componeutidg

installation in the Device and maintain the mappiith Component ID provided by the Device Managetnen
System.

Inventory/Deployed/<x>/PkgIDRef

[72)

Status Tree Occurrence Format Min. Access Type
Required One chr Get

This leaf node provides the reference to the Dgjfitackage ID as specified in Download and/or Rebd tree in
the Device. The value of this node is the saméeasalue of PkglD for corresponding Delivery Paakighe
Software Component is deployed via SCOMO mechanistine Software Component is deployed using other
mechanisms (such as the user installs an appligatize value of PkglIDRef MUST be *-1'.

Inventory/Deployed/<x>/Name

Status Tree Occurrence Format Min. Access Type,
Optional ZeroOrOne chr Get

[

This leaf node specifies the Name of a Deploymenh@onent in the Device.
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Inventory/Deployed/<x>/Description
Status Tree Occurrenc Format Min. Access Types
Optional ZeroOrOne chr Get

1)

This leaf node provides a description of the Deplesit Component in the Device.

Inventory/Deployed/<x>/Version
Status Tree Occurrence Format Min. Access Type,
Required One chr Get

[72)

This leaf node specifies the Version of a Deployn@mmponent in the Device.

The format of the version string is implementatgpecific and MAY depend on the characteristicdef t
Deployment Component; however, this opaque strii@8LD encapsulate information that can differemtiat
between different versions (for example, differeditions) of the same Deployment Component.

A common and widely accepted version string costaisequence of two or more positive integers,ragghby *.’
Character, for example: “2.1.1".

A Deployment Component that does not have any eeiisiformation at the time of installation MAY uaa empty
string to denote that it is version-less.

Inventory/Deployed/<x>/AvailableVersion
Status Tree Occurrence Format Min. Access Type,
Required One chr Get

[72)

This leaf node specifies the available versiorhefDeployment Component in the Server when dedceaser-
initiated check for new version of the Deploymeoinponent is completed.

The format of the version string is implementatgpecific and MAY depend on the characteristicef t
Deployment Component; however, this opaque strii@8LD encapsulate information that can differemtiat
between different versions (for example, differeditions) of the same Deployment Component.

A common and widely accepted version string costaisequence of two or more positive integers,ragghby *.’
Character, for example: “2.1.1".

When a Software Component is installed for the fime or updated later, the value of the corresiyamn
AvailableVersion node SHOULD be the same as theevaf the Version node.

Inventory/ Deployed/<x>/MetaDat:
Status Tree Occurrence Format Min. Access Type,
Required One node Get

[

This interior node specifies the metadata on thel@ed Component, providing information such asdatd time
of creation, manufacturer, creator of the softwaogyright, etc.
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Inventory/Deployed/<x>/MetaData/License

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides license information of Beployed Component license. If used, it MUST prewide
license information or a link to it. The licensdéarmation describes the terms and conditions forguthe Software
Component. The specific text formatting and valftithis node is left to implementation.

Inventory/Deployed/<x>/MetaData/Copyright

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides the copyright informationtbe Deployed Component. If used, it MUST proide
copyright information or a link to it.

Inventory/Deployed/<x>/MetaData/ValidityPeriod

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies the validity period of tleense -- the date up to which the license ighalr the Deployed
Component. The numeric representation of the datald follow ISO 8601 basic format, complete reprgation
of a date and time value, as specified in the [DNDTNt is up to the implementation to use this imf@tion (for
example, to notify the user of expiry and the nfeedipdate to renew or purchase a new licensé)elfsalidity
period is not available, this value MUST be an gngiting.

Inventory/Deployed/<x>/MetaData/LicensedUserName

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies the authorized license#(#)e Deployed Component. The specific text fdting and
value of this node is left to implementation.

Inventory/Deployed/<x>/MetaData/Manufacturer

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides a hame of the manufacufrére Deployed Component. The specific text fotmgtand
value of this node is left to implementation.
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Inventory/Deployed/<x>/MetaData/Creator

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies a creator of the Deplagedchponent. In many cases, the creator can be elifférom the
manufacturer (which actually releases and disteibtihe component).

Inventory/Deployed/<x>/MetaData/CreationDate

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies a creation date of thel®@go Component. The numeric representation ofldie should
follow ISO 8601 basic format, complete represeatatf a date and time value, as specified in thHd TND]. If
the creation date is not available, this value MUgTan empty string.

Inventory/Deployed/<x>/MetaData/ReleaseDate

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne chr Get

[72)

This leaf node specifies a release date of thedyegl Component. The numeric representation of éite should
follow ISO 8601 basic format, complete represeatatf a date and time value, as specified in thd TND]. If
the release date is not available, this value MU&&n empty string.

Inventory/Deployed/<x>/MetaData/LastUpdated

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the date and time whe#m@oyed Component was last updated. The numeric
representation of the date and time should foll88301 basic format, complete representation otaaad time
value, as specified in the [DMTND]. If the last @#peld date and time is not available, this value M8 an empty
string.
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Inventory/Deployed/<x>/MetaData/ManagementScope
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne int Get

This leaf node specifies the management scopéifoSoftware Component, whether the Software Corapbis
managed through SCOMO or it is an inventory-onlft8are Component. The value of this node is infdivea
The device implementation decides how this valugated. Possible values are:

Integer Value Description
0 Software Component installed using SCOMO (whimplies

managed via SCOMO).

10 Software Component installed using a non-SCOM@hanism.
The Software Component is inventory only.

20 Software Component installed using a non-SCOMO meisim,

but the Software Component MAY be managed throu@®”&0
(for example, factory installed Software Componehtt may be
later managed through SCOMO).

Inventory/Deployed/<x>/MetaData/ComponentOwner
Status Tree Occurrence Format Min. Access Type,
Optional ZeroOrOne chr Get

[72)

This leaf node specifies the owner of the Softwaoenponent. Possible values are: “Operator”, “Devic
Manufacturer”, “Third Party”, and “User”.

Inventory/Deployed/<x>/MetaData/ReleaseNotes
Status Tree Occurrence Format Min. Access Type,
Optional ZeroOrOne chr Get

[72)

This leaf node specifies the release notes forSbfswvare Component.

Inventory/Deployed/<x>/MetaData/lcon
Status Tree Occurrence Format Min. Access Type,
Optional ZeroOrOne node Get

[72)

This interior node is a parent node of the Icorec#d for this Software Component.

Inventory/Deployed/<x>/MetaData/lcon/<x>
Status Tree Occurrence Format Min. Access Type
Required ZeroOrMore node Get

[72)

This interior node acts as a place holder for an esed with the graphical user interface (GUIjhig Software
Component.
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Inventory/Deployed/<x>/MetaData/lcon/<x>/IconFile

Status

Tree Occurrence

Format

Min. Access Typ

Optional

ZeroOrOne

bin

Get, Replace

This leaf node specifies a single icon used asttaphical User Interface (GUI) element for thist®aie
Component. The value of this node is the Iconifilbinary format. The Device Management System M&¥ate
and update icons used with a Software Componentiahformat, size, and usage of icons are execution
environment-dependent and it is left to the implietaton.

Inventory/Deployed/<x>/State

Status Tree Occurrence Format Min. Access Types
Required One int Get
This leaf node specifies the State of a Deployn@rhponent in the Device. The value of this nodanis of the
following:
Integer Value State Description
10 Inactive The Deployment Component is in the tivacState.
20 Active The Deployment Component is in the ActBtate.

Inventory/Deployed/<x>/Status

Status

Tree Occurrence

Format

Min. Access Type,

[72)

Required

One

int

Get

This leaf node specifies the Status of Remove vat#, and Deactivate Primitives. This value isbyethe SCOMO
Client and the possible values are:

Integer Value Status Description

10 Idle / Start The Device has not started the Renoperation.

20 Remove Failed Remove failed and the componestillisn the Device.

30 Remove Progressing Denotes that Remove hasdstart

40 Activate Failed Activate failed and the Softw@emponent is still in the Inactive
state.

50 Activate Progressing Denotes that the Activgteration has started.

60 Deactivate Failed Deactivate failed and thev@&ai® Component is still in the Active
state.

70 Deactivate Progressing  Denotes that the Deaetoferation has started.
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Inventory/Deployed/<x>/Size

Status

Tree Occurrenc

1)

Format

Min. Access Typ

Require(

One

int

Gel

This leaf node specifies the actual installed sizthe Software Components installed.

Inventory/Deployed/<x>/InstalledLocation

Status

Tree Occurrenc

a)

Format

Min. Access Typ

Optiona

ZeroOrOni

chr

Gel

This leaf node specifies the actual installed liocedf the Software Component in the device. ThidenMUST
exist only if the location of Software Componentlie device is unique.

Inventory/Deployed/<x>/EnvType

Status

Tree Occurrenc

1)

Format

Min. Access Typ

Optiona

ZeroOrOni

chr

Gel

This leaf node specifies the environment type bealoyment Component in the Device. The value isf laf
node is an URI [RFC3986], which unambiguously iiferg the target environment that was used forifetion of
the Deployment Component. Standardized valuehfiJRI value MUST be registered with OMNA.

Inventory/Deployed/<x>/ComponentType

Status

Tree Occurrence

Format

Min. Access Type

[72)

Requiret

ZeroOrOni

chr

Gel, Replac

This leaf node specifies the Content Type of aalgga Software Component in the Device. The valueSWille a
MIME content type. The Type MUST be provided by Bevice Management System. A Software Component
MUST preserve the same Type after a state transitio

Inventory/Deployed/<x>/Operations
Status
Required One

Tree Occurrence Format Min. Access Type,

node Get

[72)

This node is a parent node for Primitives thatltamxecuted for a Deployment Component in the @evic

Inventory/Deployed/<x>/Operations/Activate
Status
Optional

Tree Occurrence Format

[72)

Min. Access Type
Get, Exec

ZeroOrOne null

This node is used with the Exec command to starfittivate operation to transfer the Deployment @orrent
from the Inactive state to the Active state.
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Inventory/Deployed/<x>/Operations/Deactivate

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with the Exec command to starDibactivate operation to transfer the Deployn@arhponent
from the Active state to the Inactive state.

Inventory/Deployed/<x>/Operations/Remove

Status Tree Occurrence Format Min. Access Type
Required ZeroOrOne null Get, Exec

[72)

This node is used with the Exec command to starRtmove operation to Remove the Deployment Compione
from the Device. The presence of this node meam®#ployment Component supports the Remove oparatio

Inventory/Deployed/<x>/Operations/Blacklist

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with the Exec command to starBllacklist operation. Successful execution offlkec
command on this node results in updating the ‘DggadéBlacklisted’ and ‘Deployed/Whitelisted’ nodes a
specified. The presence of this node means theopegint Component supports the Blacklist operafitris
operation SHOULD be applicable irrespective of Menagement Scope in the Metadata.

Inventory/Deployed/<x>/Operations/Whitelist

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with the Exec command to starithitelist operation. Successful execution offlkec
command on this node results in updating the ‘DggadéBlacklisted’ and ‘Deployed/Whitelisted’ nodes a
specified. The presence of this node means theopeyant Component supports the Whitelist operafidiis
operation SHOULD be applicable irrespective of Menagement Scope in the Metadata.

Inventory/Deployed/<x>/Operations/Ext

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brancdhefDeployment Component operations sub-tree ifictw
platform or vendor extensions MAY be added, permtger dynamically. Ext sub-trees, such as this,a@re
included at various places in the Software CompbiEmagement Object to provide flexible points xfemsion
for platform or implementation-specific parametétswever, vendor extensions MUST NOT be definedidet of
one of these Ext sub-trees.
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Inventory/Deployed/<x>/MOReferences

Status

Tree Occurrenc

a)

Format

Min. Access Typ

Require(

ZeroOrOni

node

Gel

This node is a parent node to the MO referencethisrdeployed Software Component. MOs associaitdthis
deployed Software Component MUST be specified utiusmode.

Inventory/Deployed/<x>/MOReferences/<x>
Status
Requiret

[72)

Tree Occurrence Format Min. Access Type
OneOrMort node Gel

This node is a placeholder for one instance ofGrgference.

Inventory/Deployed/<x>/MOReferences/<x>/MOID
Status Min. Access Types
Requiret One chr Gel

Tree Occurrence Format

This value of leaf node MUST contain the Managent@nject ID of the associated Management ObjectHier
instance.

Inventory/Deployed/<x>/MOReferences/<x>/MOLocation

Status Tree Occurrence Format Min. Access Types
Require( One chr Gel

The value of this leaf node specifies the locatibthe root node of the corresponding MO in therfaf Uniform
Resource Identifier (URI).

Inventory/Deployed/<x>/Ext
Status
Optional

Tree Occurrence Format

ZeroOrOne

Min. Access Types
node Get

This optional interior node designates a brancthefDeployment Component parameters sub-tree ihtohw
platform or vendor extensions MAY be added, permtger dynamically. Ext sub-trees, such as this,a@re
included at various places in the Software CompbiEmagement Object to provide flexible points xfemsion
for platform or implementation-specific parametétswever, vendor extensions MUST NOT be definedidet of
one of these Ext sub-trees.

Inventory/Deployed/Ext
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefdeployed sub-tree into which platform or venextensions
MAY be added, permanently or dynamically. Ext stdes, such as this one, are included at variougplia the
Software Component Management Object to providetfle points of extension for platform or implematibn-

specific parameters. However, vendor extensions MINST be defined outside of one of these Ext sebdr
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Inventory/Blacklisted

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne chr Get

This node provides a list of Software Componends &ne blacklisted in the device. The value of tiude is a
simple list of component IDs separated by ;. E@ample, ‘id1;id2;id3’. This node is updated tolire a
blacklisted Software Component when the Blacklgtration is successful. When a previously blackdis$oftware
Component is whitelisted, the Software Componergiisoved from the list. When a previously whitielis
Software Component is blacklisted, the componensl&ded to the list. When a previously blackisBoftware
Component is removed from the device, the Softw@mponent MAY be removed from the list. The enwireent
MAY use this information to prevent a user fromessing the Software Component.

Inventory/Whitelisted

Status Tree Occurrencs Format Min. Access Types
Optional ZeroOrOne chr Get

This node provides a list of Software Componends dine whitelisted in the device. The value of tioge is a
simple list of component IDs separated by ‘;’. Egample, ‘id1;id2;id3’. This node is updated tolirte a
whitelisted Software Component when the Whiteljgtmtion is successful. When a previously whitetist
Software Component is blacklisted, the Software Gonent is removed from the list. When a previously
blacklisted Software Component is whitelisted, Stuftware Component is added to the list. When sipusly
whitelisted Software Component is removed fromdbeice, the Software Component MAY be removed fthen
list. The environment MAY use this information tiboav a user to access the blacklisted Software Gorapt.

Inventory/Ext
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefinventory sub-tree into which platform or vendgtensions
MAY be added, permanently or dynamically. Ext stdes, such as this one, are included at variouepla the
Software Component Management Object to providetfle points of extension for platform or implematibn-
specific parameters. However, vendor extensions MINST be defined outside of one of these Ext sebdr

Ext

Status Tree Occurrence Format Min. Access Type
Optional ZeroOrOne node Get

[

This optional interior node designates a branch@fSCOMO root into which platform or vendor exiens MAY
be added, permanently or dynamically. Ext sub-treesh as this one, are included at various plectse Software
Component Management Object to provide flexiblentsof extension for platform or implementation-sfie
parameters. However, vendor extensions MUST NOddfimed outside of one of these Ext sub-trees.
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10.Behavior Associated with the Management Object

In the SCOMO tree, the Exec command is only allotesiérget Primitives under Operations nodes. AdteExec command
to one of the Primitives under Operations node SB®MO Client MUST send a response to the SCOM®eBén either of
the following ways:

1. Asynchronously: If the Exec command is acceptabteexecuted asynchronously.

* The SCOMO Client MUST return status code 202 (‘&uted for processing”) for the Exec command asedfin
[DMREPRQ].

» Upon completion of the asynchronous operation8®MO Client MUST send an alert back to the SCOMO
Server by using the Generic Alert defined in [DMARO

2. Synchronously: If the Exec command is acceptabieexecuted synchronously.

» If the Exec command is performed successfully 3B®©MO Client MUST return SCOMO Result Code 1200
(“Command completed successfully”) for the Exec ouand.

In SCOMO Client’s response message for reportinggaes, the SCOMO Client MUST include the Deliveackage or
Deployment Component information in addition to satus code described above:

* URI(s) of newly created dynamic node(s) <x> foriety Package or Deployment Component as a rekthieo
Primitives executed in <ltem>/<Target> element.

* URI of the Primitive node on which the Exec commawas invoked in <ltem>/<Source> element.

» For asynchronous reporting, Delivery Package PlajfiDeployment Component ID in <ltem>/<Data> element
which format is ‘xml’.

» For asynchronous reporting, SCOMO Result Code®fttimitive executed in <ltem>/<Data> element which
format is ‘xml’.

After an Exec command to one of the Primitives ur@erations node it is the SCOMO Client’s resphoifigi to reflect the
changes in the Inventory sub-tree as follows:

»  After successful installation of Deployment Computsethe SCOMO Client MUST create their nodes iplbged
sub-tree.

* The SCOMO Client MUST create nodes for Deliverykae in the Delivered sub-tree, in case a Download
Primitive was executed successfully.

e The SCOMO Client MUST remove nodes for Delivery lRage in the Delivered sub-tree, in case a Remove
Primitive was executed successfully.

* The SCOMO Client MUST remove nodes for Deploymeot@onent in the Deployed sub-tree, in case a Remove
Primitive was executed successfully.

* The SCOMO Client MAY create nodes for Delivery Pag in the Delivered sub-tree, in case a Downlaadlinor
DownloadInstallinactive Primitive was executed sssfully. In this case, it MAY also remove thesdemafter
Deployment Components were installed successfully.

The detailed Exec command semantics and SCOMO tGhsponsibility are described below.
10.1 Structure Elements of <ltem>/<Data> for Reporting

As described above, the Delivery Package PkglDepl@yment Component ID will be included in XML stture in
<ltem>/<Data> element. The XML structure is defiredow.
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10.1.1 ResultCode

Usage: Specify the SCOMO Result Code of the Primmi¢ixecuted
Parent Elements: none

Restrictions: The Format of this element MUST He in

Content Model: (#PCDATA)

10.1.2 Identifier

Usage: Specify the Delivery Package ID or Deployh@mponent ID
Parent Elements: none
Restrictions: The Format of this element MUST be ch

Content Model: (#PCDATA)

10.2 Exec Command Semantics on Download Sub-tree

Before performing the Exec command, the followimg-ponditions need to be satisfied:

* The dynamic node Download/<X> MUST be created.
e Optionally the value of the Download/<X>/Reboot add set.
* The following nodes MUST be set with appropriatiuea:
o Download/<X>/PkgID
o Download/<X>/PkgURL
» Atleast one Operation sub-node MUST exist underoad/<X>/Operations.

In case the Download/<X>/EnvType is specified anthcompatible with the environment on the devibhe,SCOMO Client
MUST reject the Exec command with a SCOMO ResuleCH413 (Operation rejected — unsupported envirotime

The Exec command targeting a child node of an Qipeianode starts the execution of a chosen Prienifror example:

<Exec>
<CmdID>3</CmdID>
<Iltem>
<Target>
<LocURI>./SCM/Download/Package123/Operations/Dow nloadinstall</LocURI>
</Target>
</ltem>
</Exec>

If the Exec command is targeting any Primitivesemttie Download sub-tree, the SCOMO Client MUSTtdtee download
of the Delivery Package. If the Exec command igeting the DownloadInstall or the DownloadInstalittive Primitive,
after successful download the SCOMO Client MUSTtdtee installation of the Deployment Components.

The SCOMO Client responsibilities are describethanfollowing table. Gray cells describe the case white cells show
the resulting responsibilities:
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Primitive Download DownloadInstall or DownloadlInstall or
DownloadInstalllnactivg DownloadInstalllnactive

download procedure | Succeeds Succeeds Succeeds
installation N/A Fails Succeeds
procedure

Create nodes in MUST MAY MAY

Delivered sub-tree
and send Delivery
Package information
to the SCOMO

Server

Create nodes in the | N/A (no N/A (installation failed) | MUST
Deployed sub-tree installation)

and send Deployment

Component

information to the
SCOMO Server

Remove nodes from | SHOULD MAY SHOULD
the Download sub-
tree

Table 3 — Responsibilities Associated with Exec ddownload Sub-tree

After the nodes are created in the Delivered ofibployed sub-tree as described above, the SCONEDIANUST assign
ACL permissions to the new <x> node and its subesdd ensure the originally authorized DM Servergehthe same
permission to the Delivery Package or Deploymenh@anent as before download or installation.

In addition to applying ACL inheritance rules agided in [DMTND], the SCOMO Client copies permissginto the ACL
property value of new dynamic node <x> and its satles as described below:

 The ACL permissions of parent node <x> of the Piirainode on which the Exec command was invoked are
copied to the new <x> node in Delivered or Deplogab-tree. These copied permissions are addedse th
inherited as per [DMTND].

» The ACL permissions of Primitive node on which Eheec command was invoked are copied to new Primitiv
nodes under new <x>/Operations node in Deliveredaployed sub-tree. These copied permissions ateckid
those inherited as per [DMTND].

» The ACL permissions of other sub-nodes under newnode inherit the ACL permissions from its paneotie
according to ACL inheritance rules as defined ilM[END].

When trying to process an installation requesttheéfDeployment Component ID already exists, th®BIO Client MUST
either replace the value of existing nodes in teplByed sub-tree to avoid ID clashes within SCOM&2 {which implies an
update of an existing Deployment Component) oraedith an appropriate SCOMO Result code to irtdiea error
(which implies that an update is not possible).

10.3 Exec Command Semantics on Delivered

Before performing the Exec command, the followimg-ponditions need to be satisfied:

*  The dynamic node Delivered/<X> MUST be created.

*  The following nodes MUST be set with appropriatiiea:
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o Delivered/<X>/PkgID
o0 Delivered/<X>/Data
» Atleast one Operation sub-node MUST exist unddivBxeed/<X>/Operations.

In case that Delivered/EnvType is specified anidéempatible with the environment on the devibe, BCOMO Client
MUST reject the Exec command with a SCOMO ResulleCb407 (failed package validation).

The Exec command targeting a child node of an Qijpeisanode starts the execution of a chosen Prienifror example:
<Exec>
<CmdID>3</CmdID>
<ltem>
<Target>

<LocURI>./SCM/Inventory/Delivered/Package456/Opera tions/Install</LocURI>
</Target>
</ltem>
</Exec>

If the Exec command is targeting Install Primitiveee SCOMO Client MUST start the installation loé tDeployment
Components.

The SCOMO Client responsibilities in that casedescribed in the following table. Gray cells daserihe case and white
cells show the resulting responsibilities:

Installation procedure succeeds | failed with data (Delivery | failed without data (Delivery,
Package data remains in | Package data lost)
the Device)

Create nodes in the Deployed subt MUST MUST NOT MUST NOT

tree and send Deployment
Component information to the
SCOMO Server

Remove nodes from the Delivered| MAY MUST NOT MUST
sub-tree

Table 4 — Responsibilities Associated with Exec dbelivered Sub-tree

If the Exec command is targeting Remove Primitiveder the Delivered sub-tree, the SCOMO Client MW&Tove the
Delivery Package from the Device. In this caseSE®©MO Client MUST remove nodes of the Delivery Raygkfrom the
Delivered sub-tree.

After the nodes are created in the Deployed subasedescribed above, the SCOMO Client MUST ags{gin permissions
to new <x> node and its sub-nodes to ensure tiginally authorized DM Servers have the same periongs the Delivery
Package or Deployment Component as before instailat

In addition to applying ACL inheritance rules adided in [DMTND], the SCOMO Client copies permissinto the ACL
property value of the new dynamic node <x> andiits-nodes as described below:

* The ACL permissions of the parent node <x> of thiemRive node on which the Exec command was invoes
copied to the new <x> node in the Deployed sub-tree

e The ACL permissions of the Primitive node on whilth Exec command was invoked are copied to the new
Primitive sub nodes under new <x>/Operations nadbeé Deployed sub-tree.
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» The ACL permissions of other sub nodes of the newrode inherit the ACL property value from its @air node
according to ACL inheritance rules as defined iM[IND].

When trying to process an installation requeghefDeployment Component ID already exists, the BOCClient MUST
either replace the value of existing nodes in teplByed sub-tree to avoid ID clashes within SCOM&2 {which implies an
update of an existing Deployment Component) orardpwith an appropriate SCOMO Result code to irntdiea error
(which implies that an update is not possible).

10.4 Exec Command Semantics on Deployed

Before performing the Exec command, the followimg-ponditions need to be satisfied:

*  The dynamic node Deployed/<X> MUST be created.
e The following node MUST be set with an approprie&ie:
o Deployed/<X>/PkgIDRef

0 Atleast one Operation sub-node MUST exist undgyi@ed/<X>/Operations

The Exec command targeting a child node of an Qipeianode starts the execution of a chosen Prienifror example:
<Exec>
<CmdID>3</CmdID>
<Item>
<Target>

<LocURI>./SCM/Inventory/Deployed/Component789/Oper ations/Activate</LocURI>
</Target>

</ltem>
</Exec>

If the Exec command is targeting Remove Primitimeer the Deployed sub-tree, the SCOMO Client MU&Tave the
Deployment Component from the Device and removthallhodes of the Deployment Component from the@ep sub-
tree.

10.5 Use of Synchronous Reporting

If the Exec command is executed synchronously andeeds, the SCOMO Client MUST send Delivery Paglag
Deployment Component information in a <Status> camdnfor Exec command as described below:

* The <Data> element MUST contain a valid SCOMO ReSuobe (Sec 10.7).

» The URI of the Primitive node on which the Exec coamd was invoked — used to identify the source -SWlbe
included in the <Source>/<LocURI> of <Status>/<Iteriement.

* The URI(s) of the newly created dynamic node(s) greer the Delivered or Deployed tree for the Dexlyv
Package or Deployment Component used to identi#yelsult — MUST be included in the <Target>/<LocHRf
<Status>/<Item> element.

In case nodes are created for multiple Deploymem@nents after package installation, they MUSThiesidually
represented in multiple ltem elements in a <Statuseach Item element, the Target/LocURI elementa&ins the URI of
the newly created dynamic node(s) <x> under thd®@ep sub-tree, and the Source/LocURI containdXRéof the
executable Primitive node on which the Exec commaas invoked.

Following is the example message:
<Status>
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<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Exec</Cmd>
<Data>1200</Data> <l-- SCOMO Result Code -->
<ltem>
<Source>
<LocURI>./SCOMO/Download/Packagel/Operations/Downlo adlnstall</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Componentl</LocU RI>
</Target>
</lItem>
<ltem>
<Source>
<LocURI>./SCOMO/Download/Packagel/Operations/Downlo adInstall</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Component2</LocU RI>
</Target>
</ltem>
</Status>

10.6 Use of the Generic Alert

If the Exec command is executed asynchronouslyS®®MO Client MUST send a notification to the SCOMErver about
the outcome of the operation via a Generic AleiMERO] message. The SCOMO Client MAY send the aer$sage
during the same or subsequent DM session. Therakssage includes the following data:

» Delivery Package PkgID or Deployment ComponentriEltem>/<Data> element; format is ‘xml’ (see seuqti
10.1).

* Aninteger Result Code, which is used to repottstaf the operation. The appropriate SCOMO Re3Satte
defined in section 10.7 MUST be included in an Heata element which format is ‘xml’ (see section1)0

« The URI of the Primitive node on which the Exec coamd was invoked — used to identify the source -SNle
included in the Source/LocURI element within then&c Alert.

» The URI(s) of the newly created dynamic node(s) grder the Delivered or Deployed tree for the Detjw
Package or Deployment Component used to identéfyeésult — MUST be included in the Target/LocURthivi the
Generic Alert.

* An alert type — used to identify the operation MU&Tincluded.

Alerts that are reporting an error or failure cdiwti SHOULD report an importance level definedDiMPRO] higher than
Informational in the Mark field of the Meta infortian. If the SCOMO Server needs to retrieve addaldnformation, such
as download or install status described in Downlodd/Status node, then the SCOMO Server MAY quegyDevice for
those specific nodes.

In case nodes are created for multiple Deploymem@nents after package installation, they MUSThidesidually
represented in multiple Item elements in a singt@&ic Alert message. In each Iltem element, thgefArocURI element
contains the URI of the newly created dynamic neJdek> under the Deployed sub-tree, and the Sduoce/RI contains
the URI of the executable Primitive node on whité Exec command was invoked.

Following is the example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!I-- Generic Alert -->
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<Correlator>correlatorl</Correlator>
<ltem>

<Source><LocURI>./SCM/Inventory/Delivered/Package45 6/Operations/Install</LocUR
I></Source>
<Target><LocURI>./SCM/Inventory/Deployed/Comp onentl</LocURI></Target>
<Meta>
<Type xmiIns="syncml:metinf'>
urn:oma:at:scomo:1.0:OperationComplet e
</Type>
<Format xmiIns="syncml:metinf’>text/plain</ Format>
<Mark xmIns="syncml:metinf’>warning</Mark>
</Meta>
<Data>
<I[CDATA[
<ResultCode>1200</ResultCode> <!-- SCOM O Result Code -->
<ldentifier>ComponentliD</Identifier>
11>
</Data>
</ltem>

<ltem>

<Source><LocURI>./SCM/Inventory/Delivered/Package45 6/Operations/Install</LocUR
I></Source>
<Target><LocURI>./SCM/Inventory/Deployed/Comp onent2</LocURI></Target>
<Meta>
<Type xmins='syncml:metinf'>
urn:oma:at:scomo:1.0:OperationComp lete
</Type>
<Format xmiIns="syncml:metinf’>text/plain</ Format>
<Mark xmIns="syncml:metinf’>warning</Mark>
</Meta>
<Data>
<![CDATA[
<ResultCode>1200</ResultCode> <l-- SCOM O Result Code -->
<lIdentifier>Component2ID</Identifier>
]]></Data>
</ltem>
</Alert>

10.7 SCOMO Result Code

The Result Code of the operation MUST be sent astager value in Item/Data element of the Gen&lat [DMPRO)]
message or in response to an Exec command in €ageahronous execution. The Result Code MUST hedadrthe values
defined below:

Result Code Result Message Informative Descriptioaf Status Code Usage

1200 Successful Successful - the Request hasexlmte

1250-1299 Successful — Vendor Specified Succesgidation with vendor specified Result Code.

1400 Client Error Client error — based on User evibe behavior.

1401 User Cancelled User chose not to accept theatipn when prompted.

1402 Download Failed The Software Component dowhfaded.

1403 Alternate Download Authentication was Required but Authentication talwas
Authentication Failure encountered when downloading Software Component.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-SCOMO-V1_1-20111122-C Page 56 (71)

1404 Download Failed Due to Deviceg The download failed due to insufficient memory fie t
being Out of Memory Device to save the Delivery Package.
1405 Install Failed Software Component installafiaited in the Device.
1406 Install Failed Due to Device The install failed because there was not sufficieamory to
being Out of Memory install the Software Component in the Device.
1407 Failed Package Validation Failed to validaggtal signature of the Delivery Package.
1408 Remove Failed The Software Component Remogeatipn failed.
1409 Activate Failed The Software Component Actwaperation failed.
1410 Deactivate Failed The Software Component Desetoperation failed.
1411 Not Implemented The Device does not suppertelquested operation.
1412 Undefined Error Indicates failure not defifgdany other error code.
1413 Operation Rejected — The operation was rejected because the devicerdtes
Unsupported Environment support the target environment type.
1414 Corrupted Package A Delivery Package corroptias detected by, for example,
a failed CRC check.
1415 Component Not Acceptable The Software Comporas not acceptable.
1416 Firmware Update In Progress Operation rejdopeduse a firmware update is in progress.
1450-1499 Client Error — Vendor Specified Clientdgrencountered for operation with vendor specified
Result Code.
1500 Alternate Download Server Error  Alternate Dtnad Server error encountered.
1501 Alternate Download Server The Alternate Download Server was unavailable drmdit
Unavailable respond.
1502 Alternate Download Request | Client encountered a timeout when downloading teivBry
Time-Out Package.
1503 Malformed or Bad URL for The Alternate Download URL provided for alternate
Alternate Download download is either malformed or the response frioenserver
did not match the expected format.
1504 Alternate Download Fails Due | The Alternate Download failed due to network onsjaort
To Network Issues level errors.
1505 Alternate Download Fails Due | The Alternate Download failed due to unknown reason
To Unknown Reason
1506 Blacklist failed The Software Component Bl&tkbperation failed.
1507 Whitelist failed The Software Component Wlistebperation failed.
1550-1599 Alternate Download Server ErrpAlternate Download Server Error encountered withdge-
— Vendor Specified specified Result Code.

Table 5 — SCOMO Result Codes

10.7.1 Alert Types for the Software Component Management Object

The following alert type MUST be used in a Gendtiert [DMPRO] message originating from a Softwarentponent
Management Object. The alert type is used to ifletite operation that was performed on the Device.

e urn:oma:at:scomo::1.1:0OperationComplete
10.8 User Interaction Commands

This section deals with the SCOMO Client behavesoziated with user interaction commands senta®#vice.

The SCOMO Server SHALL support DISPLAY Alert, CON# OR REJECT Alert, and USER CHOICE Alert as
described in [DMPRO].
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The SCOMO Client, when installed on a device thigip®rts user interaction, SHALL support DISPLAY A|eCONFIRM
OR REJECT Alert, and USER CHOICE Alert as descrilned@ MPRO].

10.8.1 Requesting User Confirmation

The SCOMO Server MAY request user confirmation befmerforming SCOMO operations within the Devicewdver, it
is important to ensure that the SCOMO Client suggpitre ability to handle the user confirmation estu

In particular, the SCOMO Client:

* When installed on a device that supports useraotem, SHALL support DISPLAY Aleras described in
[DMPRO].

 When installed on a device that supports useranteEm, SHALL support CONFIRM OR REJECT Alert as
described in [DMPRO].

e SHOULD support USER INPUT Alert as described in [BRIO].

* When installed on a device that supports userantem, SHALL support USER CHOICE Alert as descatilire
[DMPRQ].

In particular, the SCOMO Server:
*  SHALL support triggering of DISPLAY Alert to DM Géint.
*  SHALL support triggering of CONFIRM OR REJECT Aléot DM Client.
*  SHOULD support triggering of USER INPUT Alert to D®lient.

e SHALL support triggering of USER CHOICE Alert to DMlient.

10.9 Check Update

The SCOMO enabler MUST support a mechanism forigarifig the frequency for client-initiated check fiew version of
a Software Component or Firmware. This mechanismpdemented by the configuration of
Inventory/Deployed/CheckUpdateFreq node. If thidenis present, the Client MUST execute the autanthiteck according
to the value of this node, unless there is no athriction based on user choice or policy. Ther@IMUST use Generic
Alert and the Alert Type specified by Inventory/Deyed/CheckUpdateAlertType node.

10.10 Application Blacklisting and Whitelisting

The SCOMO enabler MAY support the blacklisting avtdtelisting of software components. The mecharfism
blacklisting and whitelisting of deployed comporeeist specified in the description of OperationséRlest and
Operations/Whitelist nodes of the Deployed subtBacklisting and whitelising of downloadable delfy packages are
specified in the description of Blacklist and Whgenodes of the Download subtree.
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11.SCOMO Usage (Informative)

This section describes some common flows for thhpqme of Software Component management.

11.1 Delivery of Deployment Components

SCOMO allows a Deployment Component to be deliveitter via OMA DM delivery mechanism or using dtenate
download mechanism such as [DLOTA].

11.1.1 OMA DM Delivery

OMA DM delivery is achieved by the DMS sending goRee command containing the actual Deployment Gorept data
to the /Inventory/Delivered/<X>/Data node. The DMrge Object mechanism MAY be used.

11.1.2 Alternate Download

Step 1: DMS sets the appropriate values in Dowrtto@e/ sub-tree as specified in section 10.2.
Step 2: DMS performs an Exec on one of the noddeniDownload/<X>/Operations.

Step 3: The Device returns an appropriate Gendad Adicating status of the requested operat®apcified in section
10.6 Use of the Generic Alert.

11.2 Installation of Deployment Components

Step 1: The DMS performs an Exec on one of the mtipg installation nodes, such as
Inventory/Delivered/<X>/Operations/Install or Intery/Delivered/<X>/Operations/Installinactive

Step 2: The Deployment Component installation psede initiated on the Device; upon completionappropriate status is
returned to the DMS using a Generic Alert as spetih section 10.6 Use of the Generic Alert.

11.3 Activation/De-activation of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Dggilid/<X>/Operations/Activate or Inventory/Deployed
/<X>/Operations/Deactivate depending on whethewvaitbn or deactivation is desired.

Step 2: The Deployment Component activation or tiletton process is initiated on the Device; upompletion, an
appropriate status is returned to the DMS using@ae@c Alert as specified in section 10.6 Use ef@eneric Alert.

Alternatively, the activation/deactivation proc&$aY be performed synchronously; upon completiogStatus> command
for Exec command indicates the result of the opmnat

11.4 Removal of Software Components

Step 1: The DMS performs an Exec on Inventory/Dggilid/ <X>/Operations/Remove or Inventory/Delivered
/<X>/Operations/Remove.

Step 2: The Deployment Component removal procesdtisted on the Device; upon completion, an appade status is
returned to the DMS using a Generic Alert as spetih section 10.6 Use of the Generic Alert.

11.5 Retrieving Inventory of Deployment Components

Step 1: The DMS performs a GET on the Inventoryén@m the Inventory/Delivered or Inventory/Deployeates directly)
to find out what Software Components are delivenedeployed on the Device.

Step 2: The Device returns the inventory to the DMS
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11.6 Blacklisting/Whitelisting of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Dggdid/ <X>/Operations/Blacklist or Inventory/Deployed
/<X>/Operations/Whitelist.

Step 2: The Deployment Component blacklisting oitelisting is initiated on the Device; upon comjmet an appropriate
status is returned to the DMS using a Generic Alerspecified in section 10.6 Use of the GenerestAl
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12.Security Considerations (Informative)

Security for delivery and management of Softwarem@onents is of paramount importance. It is envisibrihat
authentication mechanisms supported by OMA DM protgDMPRO] will be used to ensure that authengdagntities can
deliver/perform management operations on Softwaym@bnents on the Device. Similarly, authorization fhanagement
operations on Software Components under the puroiethis enabler will be based on the ACL mechasistafined by
OMA DM TND [DMTND].

The SCOMO enabler does not mandate nor restrictraaghanism to guarantee authenticity, confideyiadind integrity of
Software Components delivered to the Device. énigisioned that existing security mechanisms fiw plurpose, such as
Digital Signatures, SSL [SSL3.0], TLS [TLS1.0], gtwan easily work in conjunction with SCOMO.
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13.Client-Initiated Update
13.1 General

This section defines the format of the client-atitid update message and specifies in which cireumoss the device sends
it. The message uses Generic Alert and acts asfecation to the server so that the server shanlgstigate if an update is
available. The client and server initiate apprderiction based on the Alert Type definitions below

13.1.1 Generic Alert

The message MUST follow the Generic Alert format.

13.1.2 Alert Type

The message MUST include an Alert Type identifyting purpose of the request.

The following Alert Types are defined:

Alert Type

Definition

urn:oma:at:scomo:1.1:UpdateDeviceRequest

Devidixiad request for update of a Software Compon
or firmware in the device. The server SHOULD irtgighe
update if there is a new version of the softwarfirotware
identified by the URI. The server MAY query the temts of
the node specified by the URI.

urn:oma:at:scomo:1.1:UpdateUserRequest

User-iedtietquest for update of a Software Componeri
firmware in the device. The server SHOULD initittte
update if there is a new version of the SoftwarenGonent
identified by the URI. The server MAY query the temts of
the node specified by the URI. The server MAY skEisér
Interaction Commands in the same session to infbenuser
how the server will handle the SCOMO/Firmware updat
request. The Server MAY investigate if update isdesl in
the same session, but may also inform the usethbaterver
will investigate this later on.

urn:oma:at:scomo:1.1:CheckVersionDeviceRequest

deeiviitiated check for new version of a Software
Component or firmware. The server SHOULD update the|
AvailableVersion in the Deployed sub-tree if a newsion
of the Software Component or firmware identifiedtbg
URI is available. The device MAY initiate an update

urn:oma:at:scomo:1.1:CheckVersionUserRequest

Usiated check for new version of a Software
Component. The server SHOULD update the
AvailableVersion in the Deployed sub-tree if a newsion
of the Software Component or firmware identifiedtbg
URI is available. The server MAY send User Intei@tt
Commands in the same session to inform the uset &éhe
available version. The device MAY initiate an upaat
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13.1.3 URI

The URI in the alert, if specified, MUST point feetlocation of a Deployed Software Component inRbployment sub-
tree of the SCOMO management tree.

13.1.4 Data

The Data element MUST be included. A client verldérY use the data field to supply implementationfie data. If
there is no implementation-specific data, the valeeds to be left empty.
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14.Release Information

14.1 Supporting File Document Listing

Doc Ref | Permanent Document Reference | Description

Supporting Files

[SCOMODDF] | OMA-SUP-MO_SCOMO-V1_1-20111122-C SCOMQ Device Description File.

Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/omna-
dm_mo-registry.aspx

Table 6 — Listing of Supporting Documents in SCOMQL.1 Release

14.2 OMNA Considerations

The OMNA registry needs to add and maintain thiefahg in the MO registry:

S

IMO Identifier I Description 1Owner 1Version ' MO DDF MO Spec |
1 1] 1 1 |
O R R e i R !
! . . . ] 1 1 1 [}
urn.oma:mo.oma- | SCOMO v1.1 sDMWG , 1.1 ;mo_scomo-vi.l.ddf 1 OMA-ER-SCOMO-V1_1 '
iscomo:1.1 I ’ 1 1 1 1
I Do Lo oo T 1 - ___ ]
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior 1.1 version
A.2 Draft/Candidate Version 1.1 History
Document Identifier Date Sections Description
Draft Versions 10 Jun 2010 All First draft baseline as agreed in OMA-DM-SCOMO-2@D08-
OMA-ER-SCOMO-V1_1 INP_SCOMO_1_1_baseline
03 Aug 2010 51 Incorporated CRs:

OMA-DM-SCOMO0-2010-0012R01-CR_HLR
OMA-DM-SCOMO-2010-0013R01-
CR_HLF_Client_Initiated_Operation
OMA-DM-SCOMO-2010-0014R01-CR_Config_HLR

17 Aug 2010 | 6,6.1,6.2, Section 6 updated incorporating OMA-DM-SCOMO-2011BR01-
6.3 CR_Arch_Section

06 Jan 2011 All Incorporated CRs:
OMA-DM-SCOMO-2010-0018-CR_Import_ MO
OMA-DM-SCOMO-2010-0019R02-CR_Additional_Requirement
OMA-DM-SCOMO-2010-0020R01-
CR_Secure_Server_|Initiated_Download_Requirements
OMA-DM-SCOMO-2010-0021-CR_additional_requirement

OMA-DM-SCOMO-2010-0023R02-CR_CI_Operation_Details

20 Jan 2011 All Editorial clean-up of headers and section crossreetes in the
document
Language set to English UK

30 Mar 2011 All Incorporated CRs:

OMA-DM-SCOMO-2011-0001R01-CR_Reboot_and_Cleanup
OMA-DM-SCOMO-2011-0002-CR_Available_Version
OMA-DM-SCOMO-2011-0003-CR_Client_lInitiated_Operaiso
OMA-DM-SCOMO-2011-0006-CR_Inconsistency_UI_Commands

31 Mar 2011 9.3,94 Incorporated CR:
OMA-DM-SCOMO-2011-0004R01-CR_Deployed_Size

19 May 2011 | 5.1,7.1,9.3, | Incorporated CRs:

9.4,10.7, OMA-DM-SCOMO-2011-0005R01-CR_Firmware_Support

182421: ig:g' OMA-DM-SCOMO-2011-0008R04-CR_Installed_Location
OMA-DM-SCOMO-2011-0011R01-CR_ER_More_Bug_Fixes

OMA-DM-SCOMO-2011-0014R01-CR_Allowed_Blocked_Softea

OMA-DM-SCOMO-2011-0016R01-
CR_Client_Initiated_Retrieving_Available_Softwarerponent

09 Jun 2011 9.4 Incorporated CRs:
OMA-DM-SCOMO0-2011-0019R01-CR_MO_Dependencies
OMA-DM-SCOMO-2011-0020R01-CR_Component_Type

04 Aug 2011 | 5.1,9.3,9.4, | Incorporated CRs:

10.7,109 | OMA-DM-SCOMO-2011-0009R02-CR_Check_Update_Frequ
(new) OMA-DM-SCOMO-2011-0010R05-CR_Check_Update_Frequ
OMA-DM-SCOMO-2011-0013R03-CR_MetaData
OMA-DM-SCOMO-2011-0021-CR_Client_lInitiated_Upda
OMA-DM-SCOMO-2011-0023R01-CR_Download_Failure_U
MO diagram updated.

22 Aug 2011 | 7.2.1,14.1, Incorporated CRs:

14.2,14.3, | OMA-DM-SCOMO-2011-0033-CR_Reboot_Clarification

ﬁggzﬂg:i g OMA-DM-SCOMO-2011-0030-CR_Release_Information
" | OMA-DM-SCOMO-2011-0031-CR_SCR
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Document Identifier Date Sections Description
08 Sep 2011 | 9.4,C.4, C.5,| Incorporated CRs:
C.6,93, OMA-DM-SCOMO-2011-0027R02-

CR_Component_Blacklisting_Whitelisting
OMA-DM-SCOMO-2011-0029R01-CR_Additional_Metadata
OMA-DM-SCOMO-2011-0034R03-CR_SCR_Updates
OMA-DM-SCOMO0-2011-0036R01-CR_MO_Diagram
OMA-DM-SCOMO-2011-0035-CR_Updates_from_Closure_Rewi

12 Sep 2011 93,94 Incorporated CRs:

OMA-DM-SCOMO-2011-0038R03-
CR_Download_Blacklist_Whitelist_Support

15 Sep 2011 All

Incorporated CRs:
OMA-DM-SCOMO-2011-0025R01-CR_HLF_Update
OMA-DM-SCOMO-2011-0028R02-CR_Postponing_Requirement
OMA-DM-SCOMO-2011-0040-CR_Edit_section_reference
OMA-DM-SCOMO-2011-0041R01-
CR_Closure_Review_Comments_Addressed

17 Oct 2011 All

Incorporated CR:
OMA-DM-SCOMO-2011-0042-CR_TechWriter_Review_Update

31 Oct 2011 9.4,10.2,
10.7, 10.9,
11

Incorporated CR:

OMA-DM-SCOMO-2011-0044R01-
CR_Addressing_ CONR_Comments_on_ER

Draft Version 09 Nov 2011 14.1

OMA-ER-SCOMO-V1_1

Updated the SUP file to its latession in the list of documents

Candidate Version 22 Nov 2011 N/A

OMA-ER-SCOMO-V1_1

Status changed to Candidate by TP

Ref # OMA-TP-2011-0410-
INP_SCOMO_V1.1_ERP_and_ETR_for_Candidate_approval
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Appendix B. Use Cases (Informative)

B.1 Check for New Version of a Software

A user has installed several applications availt#ireugh an application store. The user desires¢cthe latest version of
the application. As such he wants to check if a mergion of the application is available and iflse,can initiate the
download at a convenient time.

B.1.1 Short Description

Arnold is a device user and very interested irskatersions of mobile applications. He is subsdhitzethe application store
of “SmartApps Co.” After using an application faw weeks, he is unsure if he is using the latesiae. Arnold wants to
check if his application store offers the lategtsien of the application. If so, he plans to dovaadt at a convenient time.

Arnold initiates check for new version of the apption through the application user interface. @pplication interacts with
the SCOMO client to initiate appropriate Generierko the SCOMO Server. The SCOMO Server procdbsequest and
provides the latest version of the application. @&pplication displays this information to the user.

B.1.2 Market benefits

Improved consumer experience.

B.2 Application Blacklisting

A Management Authority (Enterprise, Operator on&er Provider) wants to ensure that the users aresing harmful
applications in their Devices.

B.2.1 Short Description

ABC Company allows its employees to download arpliagtions they want. The company learns abouttralability
of new free software application that is harmfulsers and the company. The company wants to etigtrasers are not
using this application in the Devices.

At any time, the Management Authority can perfoemote inventory query through the SCOMO Serverratribve the list
of Software Components installed in a device. Tradfjement Authority can initiate remote blackligtation on a
specific component in the device through the SCO8&0ver. In addition, the Management Authority ceovigle a list of all
Blacklisted applications to the Device in caseuker tries to download and install additional blest&d applications.

B.2.2 Market benefits

Improved safety and security of consumers and legsis and cost reduction.
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Appendix C.  Static Conformance Requirements

The notation used in this appendix is specifiefBGRRULES].

C.1 SCR for SCOMO 1.1 Tree Structure

(Normative)

<x>/
Inventory/Delivered/<X
>/Data

Item Function Reference Requirement
SCOMO-T-001-M Use of appropriate Section 9.4
Management Object
identifier for the
SCOMO node
SCOMO-T-002-M Support for Required | Section 9.4
nodes under root node
SCOMO-T-003-0O Support for Optional Section 9.4
nodes
SCOMO-T-004-M Support for Required | Section 9.4
nodes under an Optional
node if the Optional
node is supported
C.2 SCR for SCOMO 1.1 Client
Iltem Function Reference Requirement
SCOMO-C-001-M Support for Download Section 7.2 | SCOMO-C-002-O OR
SCOMO-C-005-0
SCOMO-C-002-O Support for Alternate | Section 7.1.2 | SCOMO-C-026-O AND
Download SCOMO-C-027-0
SCOMO-C-003-0 Support for Add of Section 9.4
<x>/Download/<x>/Pkg
URL
SCOMO-C-004-O0 Support for Replace of| Section 9.4
<x>/Download/<x>/Pkg
URL
SCOMO-C-005-O Support for OMA DM | Section 7.1.2 SCOMO-C-028-O AND
Download based on SCOMO-C-029-0O
Replace mechanism
SCOMO-C-006-O Support for Add of <x>/ Section 9.4
Inventory/Delivered/<X
>/Data
SCOMO-C-007-O Support for Replace of| Section 9.4

SCOMO-C-008-O

Support Inactive State
for Deployment
Component

Section 7.1.1.1

SCOMO-C-009-M

Support Active State fo
Deployment Component

I Section 7.1.1.2

SCOMO-C-010-M

Support Removed Stat
for Deployment
Component

e Section 7.1.1.3

SCOMO-C-011-O

Support Activate

Section 7.1.1.4

Primitive for
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Item

Function

Reference

Requirement

Deployment Component

SCOMO-C-012-0

Support Deactivate
Primitive for
Deployment Component

Section 7.1.1.4

SCOMO-C-013-M

Support Remove
Primitive for
Deployment Component

Section 7.1.1.4

SCOMO-C-014-M

Support Not
Downloaded State for
Delivery Package

Section 7.2.1.1

SCOMO-C-015-O0

Support Delivered Stat
for Delivery Package

e Section 7.2.1.2

SCOMO-C-016-M

Support Installed State
for Delivery Package

Section 7.2.1.3

SCOMO-C-017-M

Support Removed Stat
for Delivery Package

e Section 7.2.1.4

SCOMO-C-018-0

Support Download
Primitive for Delivery
Package

Section 7.2.1.5

SCOMO-C-019-0

Support DownloadInstd
Primitive for Delivery
Package

llSection 7.2.1.5

SCOMO-C-020-O

Support
DownloadInstalllnactive
Primitive for Delivery
Package

Section 7.2.1.5

SCOMO-C-021-0

Support Install Primitivg
for Delivery Package
which is in the Delivered
sub-tree

2 Section 7.2.1.5

SCOMO-C-022-O

Support Installlnactive
Primitive for Delivery
Package

Section 7.2.1.5

SCOMO-C-023-M

Support Remove
Primitive for Delivery
Package

Section 7.2.1.5

SCOMO-C-024-0O Support synchronous | Section 10.5
result reporting

SCOMO-C-025-0 Support asynchronous| Section 10.6
result reporting

SCOMO-C-026-O Support for OMA-DM | Section 10.6 SCOMO-C-003-0 OR
Download using SCOMO-C-004-O
PkgURL node

SCOMO-C-027-0 Support for Primitives | Section 9.4 SCOMO-C-018-M OR

on Download sub-tree

SCOMO-C-019-O OR
SCOMO-C-020-O

SCOMO-C-028-O

Support for OMA-DM
Download using Data
node

Section 11.1.1

SCOMO-C-006-O OR
SCOMO-C-007-O

SCOMO-C-029-0

Support installation
Primitives on Delivered
sub-tree

Section 7.1.2

SCOMO-C-021-O OR
SCOMO-C-022-0O
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Item

Function

Reference

Requirement

SCOMO-C-030-0

After installation reflect
the Deployment
Component metadata
(provided by the DM
System) in
corresponding nodes

under the Deployed subt

tree

Section 7.1

SCOMO-C-031-M

Support state transition
that appear to be atomig
(for Deployment
Component). If a state
transition fails the -
reverse the operation ar
make sure the
Deployment
Components remain in
the previous state

o

sSection 7.1.1

SCOMO-C-032-M

Support state transition
that appear to be atomig
(for Delivery Package).
If a state transition fails
the - reverse the
operation and make surg
the Delivery Package
remains in the previous
state

sSection 7.2.1

SCOMO-C-033-M

Create corresponding
nodes of each
Deployment Component
in the Deployed tree

Section 7.2.1.3

SCOMO-C-034-M

When executing Remo
Primitive of Delivery
Package - delete the
delivery Package from
the Device and delete
corresponding nodes
which represented it in
the Delivered tree

&ection 7.2.1.4

SCOMO-C-035-O0

Support EnvType node

Section 9.4

SCABA036

SCOMO-C-036-0

Reject a Software
Component if its
indicated EnvType is no
supported

[

Section 9.4

SCOMO-C-037-M

When using alternate
download mechanism —
copy the values of leaf
nodes from the
Download sub-tree to th
corresponding leaf node
in the Delivered tree

wn @D

Section 9.4

SCOMO-C-038-M

Support result reporting

Section 10

COB10-C-024 OR
SCOMO-C-025

SCOMO-C-039-M

After successful

Section 10
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Item

Function

Reference

Requirement

installation of
Deployment
Components, create the
nodes in the Deployed
sub-tree

-

SCOMO_C-040-0

Support for reboot
before install, after
install or before and afte
install.

Section 7.2.1

I

SCOMO-C-041-M

Support result reporting
for Firmware Update.

Section 10.7

SCOMO-C-042-M

Support for User

Interaction Commands -

Display Alert, Confirm
or Reject Alert, User
choice Alert.

Section 10.8

SCOMO-C-043-M

Creation of <x> nodes
and sub nodes under
Download Sub-tree
before performing Exec
command.

Section 10.2

SCOMO-C-044-M

Creation of <x> nodes
and sub nodes under
Delivered Sub-tree
before performing Exec
command.

Section 10.3

SCOMO-C-045-M

Creation of <x> nodes
and sub nodes under
Deployed Sub-tree
before performing Exec
command.

Section 10.4

SCOMO-C-046-M

Support the mechanism Section 10.9

for configuring the
frequency for client-
initiated check for new
version of Software
Component or firmware.

Alerts for Client-

Initiated Update

SCOMO_C-047-M Support for firmware | Section 13 SCOMO-C-048-M
update considering
firmware as a software.

SCOMO-C-048-M Support for Generic Section 13.1

C.3 SCR for SCOMO 1.1 Server

Item Function Reference Requirement
SCOMO-S-001-M Support for the SoftwaneSection 9.4
Component Management
Object
SCOMO-S-002-M Support triggering of | Section 10.8,
DISPLAY Alert Section 10.8.1
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Item

Function

Reference

Requirement

SCOMO-S-003-M

Support triggering of
CONFIRM OR REJECT
Alert

Section 10.8.1

SCOMO-S-004-O

Support triggering of
USER INPUT Alert

Section 10.8.1

SCOMO-S-005-M

Support triggering of
USER CHOICE Alert

Section 10.8.1

SCOMO-S-006-O

Support for handling of
Client-Initiated Updates.

Section 13.1

SCOMO-S-007-0

Support for indicating to
the SCOMO Client that
it needs to reboot either
before install, after

install or before and after
install.

Section 7.2.1

C.4 SCR for DM System

uniquely identify the
Deployment Component
within the SCOMO tree

Item Function Reference Requirement

SCOMO-DMS-001-M | Provide metadata with | Section 7.1,
the Deployment section 9.4
Component

SCOMO-DMS-002-M Provide value for PkgID Section 9.4
to uniquely identify the
Delivery Package within
the SCOMO tree

SCOMO-DMS-003-M Provide Package Name Section 9.4

SCOMO-DMS-004-O Provide value for Section 9.4
EnvType

SCOMO-DMS-005-0 Provide value for Section 9.4
PkgType

SCOMO-DMS-006-M Provide value for ID to | Section 9.4
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