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Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavours to inform the Open Mobiledde in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_Smartcard_Web_Server-V1_0-20080421-A Page 3 (24)

Contents

1.
2.

3.

4,
5.

SCOPE (INFORMATIVE) ...ttt ettt ettt ettt ettt e e 1t e e s et e e e e sa et e e s s re et e e e e sbnre e e e s sasreeeennes 6

REFERENGCES ...t h b e e s b e e e e s b b et e e e b b e b e e s s baa e e s s srbe e e e s 7

2.1 NORMATIVE REFERENCES. ...uuittuiittitttiietiettttetestestetaneeteesasetan ettt tsntestesttetaeststttettestessansesntesseesinernrinenen. 7
2.2 I NFORMATIVE REFERENCES . ....ituiituiittttttietteettnettettnesstestesssessnesteestnest et tententesstestastaiessntestsersneesntrenneraesens 7

TERMINOLOGY AND CONVENTIONS ... e 8

3.1 (070] N1V = i 0] N PPN 8
3.2 [T == 1Nl T ] PTRR 8
3.3 ABBREVIATIONS ouuiittieittteettteetsteetetttesstees st seestaesstsesstaneestaeestteessaneestasseessaseesstseestsieersnneessssseesnneessnneesenn 8..

INTRODUCTION (INFORMATIVE).....eeiiitiiiitiie et ettt sttt sttt e e

USE CASES (INFORMATIVE) ...ttt sttt n e e et e e ne e ns 10

5.1 USECASEI&E, QUICK AND SIMPLE ACCESS TO OPERATOR 'S SERVICES.......ccuuiieeeiiiiiieeeeeeiitneeeesennnneeeesessnnnns 10
511 ] aTo ]l B T Yol o o] o S SSPUSPRPPPR
5.1.2 o3 (0] £SO

LT N Vo (o) g o= o ol £ T OO
5.12.2  Actor Specific Benefits
5.1.3 Pre-CoNItIONS ......uuieiiiiei et
5.14 [Ty o oT0] [0 111701 TR
5.1.5 [N Lo g =TI 1101 N

52 USECASE I&E, ACCESS TO OPERATOR S SERVICESOFF-LINE ...uictuiituiittiettieitetierseeteesteesserssaesssieseersnesnneranns 11
5.2.1  Short Description
5.2.2 2 o3 (0] £SO

5221  Actor SPECifiC ISSUES ....cucurererieiiriiererererececese e

5.22.2  Actor Specific Benefits
5.2.3 (g ST o701 [0 11110 3R
524 [0S B ot0 ] 0 [0 11110 ] o
5.2.5 [INTo] 4 =TI 101N

53 USECASE I&E, ENHANCED OPERATOR’S SERVICESINTERFACE .....iituiiitiiitieiieeteieiesitestiestessnessnessneernessniesnns 11
531 ] aToT T Yol o o] o R SURURPRPPPR 11
5.3.2 Ao (0 ] £ TR 12

LT BNt Vo (o) g o= o o £ T OO 12
5.3.2.2  ACION SPECITIC BENEMLS.....ciiiiiteieieieeeiii ettt sttt sttt sttt ettt et ettt et et bbbttt bbbt n bttt 12
5.3.3 Pre-ConditioNS . ... e et
534 Post-conditions
5.35 N LoT o 0 F= 1t 0 L,

5.4 USECASEI&E, CAPTURE AND SECURE CONNECTION WITH A REMOTE SERVER

5.4.1  Short Description

5.4.2 Ao (0 ] £ TR
5421  Actor SPECIfiC ISSUES ....cucurerereeeirieeceeereeceeese e
54.2.2  Actor Specific Benefits
5.4.3 o0 [0 [1 10 o
5.4.4 [Ty o oTo] [0 111701 1R
5.45 L0100 F= 1INt 0 1,2
55 USECASE I&E, SETTING PREFERENCES FOR AN OPERATOR APPLICATION IN THE SMART CARD ...cvvvvvniiiniiinneennns 14
551 Y aTo T B T Y od o o] o S SPSSPRPPPR
5.5.2 Y od (0] £SO
5521  Actor Specific Issues
5.5.2.2  ACIOr SPECITIC BENETILS ......eoeiiieciiicectei ettt sttt s £ s s e b 2R b £ e £ e £ s st E et ettt 14
5.5.3 (g ST o701 [0 11110 3R 14
554 [0S ot 0] 0 [0 1111 ] o 14
55.5 [INTo] 4 =TI 101N 14
5.6 USeECASE I&E, M ANAGING THE SMART CARD WEB SERVER FROM A REMOTE TRU STED APPLICATION ............... 15
5.6.1 ] aToT T Yod o o] o S SSPSRPPPPPI 15
5.6.2 o3 (0] £SO 15

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_Smartcard_Web_Server-V1_0-20080421-A Page 4 (24)

5.6.3  ACLOI SPECIIC ISSUES.....coiiiiiiiiiiiieiie s eeeeee ettt e et e e e e e e e te et eee et aetaaeaesessesaas e ansaaeaeaaeaaeaeeeseesesnnnnnes 15
5.6.4  ACIOr SPECIIC BENETILS ...uuiiiiiiiiiiee ittt e e e e e e s s eeeeaeeeee s e e s nnnntarnneeeneaeeeanan 15
5.6.5 L 1= oo T 11 o] o =S 15
5.6.6 013 oo o 11T o SR 15
5.6.7 NN o g = L o USSR 15
5.7 USECASEI&E, LOADING APPLICATION FROM THE SCWSTO THE ME
571
5.7.2
L A T Yor (0] S =Tl o o1 1R 16
5.7.4  ACIOr SPECIIC BENETIS ...uuuiiiiiiiiie ettt e e e e e e s s eeeaeaeee s e e s nnnstnrnneneeeeeeeeann 16
5.7.5 L 1= o0 T 11 o) o =SS 16
5.7.6 o1 oo 0 To 1110 1< USROS 16
5.7.7 [N o g = L T USSR 16
5.8 USECASEI&E, PIN PROTECTED PAGES IN THE SCWS ... ..ottt e e e 16
5.8.1 Short Description
5.8.2 o1 0] £ TP PSP P U PP PR UORRPPPRN
5.8.3  ACLOI SPECIIC ISSUES.....cciiiiiiiiiii ettt eeeeee ettt e et e e e e e e e te et eee et aeeeaeaessese s tan s e s aaeaeaeeaaeaeeesessesnnnnnes 17
5.8.4  ACtOr SPeCIfiC BENETILS .....ccii i e a e ————— 17
5.8.5 L 1= o0 T 11 o] o =S 17
5.8.6 [0 E oo o 1110 1S3OS UPPUPOPPPRP 17
5.8.7 [N To ¢ 0 F= U [ 1SRRI 17
6. REQUIREMENTS (NORMATIVE).....iuitiiiiiitiieai ittt ettt e ekttt s sttt e ekt e e e ss et e e s sa e e e e e abbe bt e e e aann e e e e e annee s 18
6.1 HIGH -LEVEL FUNCTIONAL REQUIREMENTS .1uiiuuiituiituitttiettteeuieeteeteeteesteesntesttessessstesneseniestesstiessnessnerennenns 18
6.1.1 Y=o Y2 TR 19
6.1.2 L©70] 01 (=] 0| ST PP 20
6.1.3  Administration and CONfIQUIALION ..........iiiieeeciiiiiiiie e r e e e e e e e e e e e e s s s e s e arereeaeeeeenas 21
G ¥ o 1111 78R
6.1.5 LT E=T o] o 1T = o] 111 YOS
6.1.6 L 11772 10 Y2 PRSP S
5.2 SYSTEM ELEMENTS ttuiiiiiitit i e ettt e e e e e ettt e e e e e eebea e s e e et tea e e e e e ee bt e e aaeeetban e e e eeeeaaaaeeeaesbaaneeaeeeabbanseaeesnnnnneeneseen
6.2.1 System Element Browser .....................
6.2.2 System Element Device.........ccccceeennnn.
6.2.3  System Element Smart card
6.2.4 SYSTEM EIEMENT SCWWS.....oieiiiiiiieiiii i ere sttt s s e e s e e e e e e e e e e e e e e e tee et eeesaeeaebeassanaan s e eeeeeeas
APPENDIX A.  CHANGE HISTORY (INFORMATIVE) ......uttiiiiiiiiiiaasiiiae et e e ieee e satee e s sbee e e naeeae e 24
A1l APPROVED VERSION HISTORY ..citttuiiiiiituiaeeeiettiaaeae ettt e e eeeessaasassee st s aaaeeessan s eeaessann s aeeesssnnseeeeennnneeeeesnnnns 24
A.2  DRAFT/CANDIDATE VERSION L1.OHISTORY ....ttiiiiiiiiiiieeiiiiiiieesatiieee s st ee s et e ee s ettt e e e s ssbbr e e e s anbeeeeesanbneeaeeans 24
Tables
Table 1: High-Level FUNCtioNal REQUITEIMENTS ......ccuvuiiiiiiiiiiiiie i ee e e e e e e e e e e eete et eeeseeaeasbeas e aessaeaaeaaaaeteeeseessseennnns 18
Table 2: High-Level Functional Requirements — SECUIY ITEIMS .........uviiiiiieeiiiiiicie e e erce e e e e e e e reeeeee s 20
Table 3: High-Level Functional Requirements — Charf@lg ItEIMS ............oiiviiiiiiiuiuriii s ssses s s e e e e eaeaaseaeesessseerenne 21
Table 4: High-Level Functional Requirements — Admilistration and Configuration Items..............ccoeeveveeiiiiiiicciinnnn, 21
Table 5: High-Level Functional Requirements — Usallity ItEMS ..........ueiiiiiiiiiiiii e 21
Table 6: High-Level Functional Requirements — Intepperability IHEMS ........cccooiiiiiiiiiiii e 21
Table 7: High-Level Functional Requirements — PrIV Y ITEIMS.......cccciiiiiiiiii ettt seeee e s e e e e e e e aaeaaaaeaaens 22
Table 8: SYSIEM EIBMENTS ... ..ot e s e e e e e e e e e e e e ee et aeeaeaeee s eeae s e e aaeaaeas 22
Table 9: Requirements for System EI€MENt BrOWSE ...........coiviiiiiiiiiiiiiiies et e e aa e e e e e e et ee e e aeaaeas 22

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_Smartcard_Web_Server-V1_0-20080421-A Page 5 (24)

Table 10: Requirements for System EI€MENt DEVICE.........uuuuiiiiiiiiiii ettt a e e e e e e e e aaaeaeaaaees 22
Table 11: Requirements for System Element SMart CHE..............oooiiriiiiiiii e e 2.2
Table 12: Requirements for System EIemMent SCWS..... .ot e e e s e e e e e e e s e s s nnnreaneeeeees 23

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_Smartcard_Web_Server-V1_0-20080421-A Page 6 (24)

1. Scope (Informative)

Network operators aim to improve the user expeBemcen using network operator services in the sozd. The OMA-
SEC Smart Card Technology sub-working group (SEQ3J3@s identified these requirements and proposedusion with
the Smart Card Web Server (SCWS).

The SCWS enables smart card issuers to offer statignamic web pages. One network operator ceakaenple could be
pages generated by applications running in thetsraad (e.g. SIM, UICC or R-UIM), enabling accessontent (e.g.
questionnaires, FAQs) or security-oriented serviegsiiring keys that are stored in the smart card.

All these services will be accessible via a welntsr in the device.

This document is a requirement document for thekwtem presented in [SCWS WID].

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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2. References

2.1 Normative References

[HTTP over TLS] “Hypertext Transfer Protocol over TLS protocol”, 2818, May 2000,
URL:http://www.ietf.org/rfc/rfc2818.txt

[HTTP/1.1] “Hypertext Transfer Protocol -- HTTP/1.1", RFC 26T6ine 1999,
URL:http://www.ietf.org/rfc/rfc2616.txt

[HTTPS] “Secure Hypertext Transfer Protocol”, RFC 2660, Asigl 999,
URL:http://www.ietf.org/rfc/rfc2660.txt

[RFC2119] “Key words for use in RFCs to Indicate Requiremeaxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

[TLS] “Security Transport Protcol”, RFC 2246, January4,99
URL:http://www.ietf.org/rfc/rfc2246.txt

[WAPWAE] Wireless Application Environment Specification, @gdobile Alliance™,

OMA-WAP-WAESpec-V2_3-20040815 {-Candidate},
URL:http://www.openmobilealliance.org/

[WP HTTP] Wireless Profiled HTTP, Open Mobile Alliance™, WAR9-HTTP-20010329-a,
URL:http://www.openmobilealliance.org/

2.2 Informative References

[SCWS WID] Smart card web server work item (WID 92)
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be

informative.
3.2 Definitions
Browser A program used to view (x) HTML or other media tygezuments.

Content Provider

Device

Local services

Network Operator

Smart Card

Smart card application
Smart card issuer
User

Web Page

Web server

Web site

An entity that provides data that forms the baéis service.

In this context, a Device is a voice and/or dateieal that uses a Wireless Bearer for data transfe
Device types may include (but are not limited tapbile phones (GSM, CDMA, 3GSM, etc.), data-only
terminals, PDAs, laptop computers, PCMCIA cardsdfaa communication and unattended data-only
Devices (e.g., vending machines). Smart cardsatreansidered as part of the device within the exint
of the Smart Card Web Server.

Services that reside in the smart card web server

An entity that is licensed and allocated frequetacgperate a public mobile wireless telecommuniceti
network for the purpose of providing publicly awdile commercial services.

A portable tamper resistant device with an embeduiedoprocessor chip. A smart card is used forirsgor
data (e.g. access codes, user subscription infanmatecret keys etc.) and performing typicallysig
related operations like encryption and authenticatA smart card may contain one or more network
authentication applications like the SIM, USIM, RMU

An application that executes in the smart card

The entity that gives/sales the smart card to #ee (e.g. mobile operator for a SIM card)
Person who interacts with a user agent to view; bieatherwise use a resource

A document viewable by anyone connected to the'pagever who has a web browser

A server process running at a web site, which sentisreb pages in response to HTTP requests from
remote browsers.

A computer connected to the internet that maintaissries of web pages

3.3 Abbreviations

ME Mobile Equipment

OMA
SCWS

Open Mobile Alliance
Smart Card Web Server

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction (Informative)

The [SCWS WID] proposes to identify requirementshiecture and specifications for the mechanismactcess the smart
card via a WAP/XxHTML browser.

This document discusses the use cases and requaiefoethis WID. The main benefits from this wardm are:
« Allow for quick and simple access via the WAP Brewt the SIM based Operators’ services
« Allow SIM applications to benefit from WAP browssrtich user interface
« Allow Operators services to benefit from SIM setyufeatures

Having identified requirements, specification wavkl be coordinated with external fora (e.g. 3GRB&PP2, ETSI...) in
order to allow a smart card (e.g. SIM, UICC, R-UNIM...) to behave like a web server, offering botatie and dynamic
web pages.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Use Cases (Informative)

This section describes, in the form of user scesathe benefits that users and mobile communicaiperators will have by
the SCWS providing rich-content and operator’s iseshosted in the Smart card.

The purpose of this section is:

* To provide a better understanding of the functibpshat the OMA Smart card Web Server solutionigtigrovide.

* To offer high level descriptions of different OMAenarios against which the formal requirementsCitA-Smart
card Web Server can be checked

* To be a public document that can help to explaint®MA Smart card Web Server is about.

5.1 Use Case I&E, Quick and simple access to operat or’'s
services

5.1.1  Short Description

Martin is now used to browse the Web with his hatidse’s got his favourite links to a news site andeather-forecasting
site that are stored within his handset browser.

Unfortunately, he does not really understand tifferdince between accessing a web service and dmis nétwork
operator’s services. Thus his operator has implésdeMartin’s accessible services on a Web ServearSoard in order
gives him the same access method to these seasdes accesses his internet sites. This wayriansparent for Martin
whether his operator’s services are smart carddoaseot.

5.1.2 Actors
* The user
*  The network operator
5.1.2.1 Actor Specific Issues
The operator is responsible for implementing sewvio the Smart Card Web Server.
5.1.2.2 Actor Specific Benefits

The operator can provide local services to the usig the same browser like for any remote welhiegtn.

5.1.3  Pre-conditions
The operator has issued applications and contehtismart Card Web Server.

The user has an ME that allows him to access thartSbard Web Server URL.

514 Post-conditions

The user will be able to browse the Smart Card Blver content and use the implemented servicikbeibrowser
window.

515 Normal Flow

* The user open the ME Web browser, type in or séecEmart Card Web Server URL and access the page
that propses the list of services and contentaavbe.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5.2 Use Case I&E, Access to operator’s services Off  -line
5.2.1  Short Description

Thomas has got problems using his brand new hgraetgeally he’s got problems establishing a dataneaction for his
Internet browsing.

Fortunately for Thomas and his operator, therefseguently Asked Question web page stored ontharScard and it is
accessible off-line when he launches his browsliis Will probably make Thomas and his operator sala of time and
money as he’s got a way to go forward before agltiis operator’s hotline...

5.2.2 Actors
* The user
* The network operator
5.2.2.1 Actor Specific Issues
The operator is responsible for implementing s&win the Smart Card Web Server.
5.2.2.2 Actor Specific Benefits

The operator can provide local services to the lils=iany remote web application even if theredsconnection to the
network.

5.2.3  Pre-conditions
The operator has issued applications and contehtismart Card Web Server.

The user has an ME that allows him to access thartSbard Web Server URL.

5.2.4 Post-conditions

The user will be able to browse the Smart Card Blver content and use the implemented servicibeibrowser
window.

5.25 Normal Flow

» The user open the ME Web browser, type in or séhecEmart Card Web Server URL and access the page
that propses the list of services and contentdabe.

e The user selects the FAQ link

 The FAQ is displayed formatted for an easy navigati

5.3 Use Case I&E, Enhanced operator’s services Inte  rface
5.3.1 Short Description

Ana most specially enjoys the nice high-resolusoreen she’s got on her handset. That's what nteketeel she’s really
got a nice phone, a device she enjoys to use.

Having rich content interface when accessing opegaservices in the smart card definitely couatstfer.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.3.2 Actors

* The user

* The network operator
5.3.2.1 Actor Specific Issues
The operator is responsible for implementing s&win the Smart Card Web Server.
5.3.2.2 Actor Specific Benefits

The operator can provide local services to the usig rich and attractive user interface like egtyote web application.

5.3.3  Pre-conditions
The operator has issued applications and contehti®mart Card Web Server.

The user has an ME that allows him to access th&tStard Web Server URL.

5.34 Post-conditions

The user will be able to browse the Smart Card Blver content and use the implemented servicikbeibrowser
window.

5.3.5 Normal Flow

» The user open the ME Web browser, type in or séhecEmart Card Web Server URL and access the page
that propses the list of services and contentdabe.

e The content is displayed in the browser window

5.4 Use Case I&E, Capture and Secure connection wit h a remote
server

5.4.1  Short Description

Jack wants to go shopping this afternoon, but eetfoat he would feel more comfortable if he hadckkd the balance of his
bank account.

In fact, getting the balance of his bank accoumt $ervice he'’s got with his mobile phone operakbe service is based on
the security provided by the operator’'s smart gaedent in the handset. So Jack connects to hisvealn site and goes to
his account review service. The bank web site eethrthis request by sending a web page contailimi to the smartcard
web server page which includss some authenticatiwameters and encrypted account data. Jack gties pooposed link
and authenticates himself with his PIN code asestpd by the smartcard web server. The smartcénérticates the bank
request and returns the authentication data tleahen redirected and sent to the bank Web selaek.can now browse his
account data and make some operations on his accoun

The bank server can also send encrypted informatisimedded in the web page which is redirectedeiimart card web
server, decrypted and displayed to the user.

Jack is happy with his operator’s set of secustywies because he no longer needs to remembeole ligt of website
passwords. Moreover, he is confident in the physieaurity provided by his smart card.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_Smartcard_Web_Server-V1_0-20080421-A Page 13 (24)

54.2 Actors

* The user
* The network operator
* The bank
54.2.1 Actor Specific Issues
The operator is responsible for implementing s&wio the Smart Card Web Server.
The bank implements a web application that doesetligection to the Smart Card Web Server for antibation.
5.4.2.2 Actor Specific Benefits

The operator can provide secure and local sertict® user.

5.4.3 Pre-conditions
The operator has issued applications and contehti®mart Card Web Server.
The user has an ME that allows him to access thetSbard Web Server URL.

The bank implements a web application that implemesdirection to the Smart Card Web Server fonautication.

544 Post-conditions

The user will be able to browse the Smart Card ®etver security features while accessing the bankes.

545 Normal Flow

* The user open the ME Web browser, type in or séecEmart Card Web Server URL and access the page
that propses the list of services and contentdabe.

* He then selects the service to access his bankiacco

e The smart card web server returns an xHTML paghb aiit external link to the bank web server which ednarigin
parameters

* The user selects this link

* The bank server returns an xHTML page that embetkdhat is called ‘authentication’ that pointsttee smart
card web server and that also embeds data (epy/$itartcard/authApp?data=x06543D8ABCO)

»  When the user clicks on the ‘authentication’ lihk smart card web server returns an xHTML pageasied the
user for his pin code

*  When the user enters his pin code the SCWS retupagje that contains a link called ‘Continue’ #vaitbeds the
returned authentication data (e.g. http://www.xyzBaom/verifyAuth?auth=0xC567865AB0954D).

* When the user clicks on this link the data is $erhe bank webserver and the user is authenticédetthe sent data

* The user has full access to his bank account

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.5 Use Case I&E, Setting preferences for an Operat or
application in the smart card
5.5.1 Short Description

Thomas has an operator application in his smad et implements some services that require mgert.i

He can access this application with the smart tirt and the application displays a form with poksitonfiguration
parameters. Thomas fills this form and clicks tBelmit” button at the end. The application in th& 8ard is now
configured with the new parameters.

5.5.2 Actors
* The user
* The network operator
5.5.2.1 Actor Specific Issues
The operator is responsible for implementing se&wio the Smart Card Web Server prior to issuiegctrd to the user.
5.5.2.2 Actor Specific Benefits

The operator can provide an easy way of inputtisgy information for a Network Operator service.

5.5.3 Pre-conditions

The operator has issued applications and contehtismart Card Web Server (prior to issuing thrd tathe user for
example).

The user has an ME that allows him to access thartSbard Web Server URL.

554 Post-conditions

The user will be able to browse the Smart Card ®etyer content and set personal parameters impletinented services

via the browser window.

55.5 Normal Flow

» The user open the ME Web browser, type in or séhecEmart Card Web Server URL and access the page
that propses the list of services and contentdabe.

» The user selects an application, which then dispdagenu that includes a link called “configure”.
*  When clicking on it a form with possible configuoat parameters is displayed.
*  The user fills this form and clicks the “Submit”than at the end.

e The application in the SIM card is now configureithvthe new parameters.
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5.6 Use Case I&E, Managing the smart card web serve rfrom a
remote trusted application

5.6.1 Short Description

Ana uses an e-commerce service that is partialpfdmented in the smart card web server. She atlissservice with a
URL that points to the smart card web server ansl ge XHTML page with some external links to themgpor’s trusted
server to perform some e-commerce operations.

After performing the needed operations the opesasmrver may detect that there is a need to ugdate-commerce
application in the smart card web server to upgtagenew version. In this case it returns an xHTpélge that suggests
updating her application. When Ana accepts thisestithe remote server will establish a mutualbhenticated HTTPS
connection with the smart card web server and @pithet web application in the smart card web sefgis operation can
only be done by an authorized remote applicatinnesthe smart card web server will accept updatbsfrom an
authenticated remote application based on credgiiat are already provisioned in the smart card.

Ana will now have an upgraded ecommerce applicdtiahincludes new features.

56.2 Actors

e The user

» The network operator

5.6.3  Actor Specific Issues

The operator is responsible for implementing sewin the Smart Card Web Server and the remotécafiph to administer
it.

5.6.4  Actor Specific Benefits

The operator can provide secure and local servicd®g user like any remote web application andcatpd with new
versions.

5.6.5 Pre-conditions

The operator has issued applications and conteghti®mart Card Web Server and the administragarote application to
update it.

The user has an ME that allows him to access thartSbard Web Server URL.

5.6.6 Post-conditions

The user will be able to browse the Smart Card Blver content and use the implemented servicikeibrowser
window.

5.6.7 Normal Flow

» The user opens the ME Web browser, type in or stiecSmart Card Web Server URL and access the page
that propses the list of services and contentaavbe.

» The returned xXHTML page contains an external It is called “update application version”.

* When the user clicks on this link it invokes a réenadministration application that establishescaigeHTTPS link
with the smart card web server with mutual authoetiton.

» The authenticated remote application checks thgiamiof internal files and updates them if needed.
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5.7 Use Case I&E, Loading Application from the SCWS  to the
ME
5.7.1  Short Description

James has aquired a new handset and SIM supp8&@igS containing a set of ME applications providgdhis Operator.
When James installs his SIM in the handset heroamediately start browsing his SCWS and load antglinglE
applications that he likes. Some time later whemltieel like changing handset, by simply shiffithe SIM from the old
phone to the new one, he will be able to instalME applications to his new phone.

57.2 Actors

e The user

*  The network operator

5.7.3  Actor Specific Issues

The operator is responsible for providing ME apgttiiens to download from the Smart Card Web Server.

5.7.4  Actor Specific Benefits

The operator can provide data and ME applicatioriztdownloaded from the smart card web server.

57.5 Pre-conditions

The operator has issued content in the Smart Caatol 8érver that includes ME applications that caddvenloaded into the
ME.

The user has an ME that allows him to access th&tStard Web Server URL.

5.7.6 Post-conditions

The user will be able to download ME applicatiorestf the Smart Card Web Server.

57.7 Normal Flow

» The user opens the ME Web browser, type in or stiecSmart Card Web Server URL and access the page
that propses the list of services and contentdabe.

» The returned xXHTML page contains a list of ME apafiions to download and install in the ME (e.g. @andava
MiIDlets etc.)

* When the user clicks on a chosen ME applicatiamdiownloaded and installed in the ME.

* The user can invoke the ME application in the MH age it.

5.8 Use Case I&E, PIN protected pages in the SCWS
5.8.1  Short Description

Bill has stored in his SCWS a set of personal miion (Phonebook, contacts, adresses, passwodds oo other private
information) to which access is protected by a PANsome point he needed to retrieve a passwotchthases for accessing
his favourite web sites. He starts his browseremtdrs his private section in the SCWS. The SCVWKS hisn for a PIN entry
prior to displaying the protected information. Hi#l then browse the content of all PIN protectedgsat will.
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5.8.2 Actors

e The user

* The network operator

5.8.3  Actor Specific Issues

The operator is responsible for providing applimasi (e.g. servelets) to mange private sectionsarSmart Card Web
Server.

5.8.4  Actor Specific Benefits

The operator can provide secure smart card sertodbe user.

5.8.5 Pre-conditions
The operator has issued applications and contehtismart Card Web Server.

The user has an ME that allows him to access th&tStard Web Server URL.

5.8.6 Post-conditions

The user will be able to securely store and redrigrtvate information in the Smart Card Web Server.

5.8.7 Normal Flow

» The user opens the ME Web browser, type in or stiecSmart Card Web Server URL and access the page
that propses the list of services and contentaavbe.

* The returned xXHTML page that contains a link totker’s private section
*  When the user clicks on the above link the SCWSeanka page that asks for user’s PIN.
* The user enters his PIN and clicks the ‘submittdout

* The SCWS returns the xHTML pages with the privafermation
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6. Requirements

(Normative)

6.1 High-Level Functional Requirements
Requirement Related Requirement Enabler
number Use-case Release
REQ-FCT-1 | All A URL to access the SCWS SHALL beided in this enabler 1.0
REQ-FCT-2 | All The solution SHALL aim to minimize rdification or adaptation of the web browser1.0
in the device
REQ-FCT-3 | <Access tq It SHALL be possible to access the SCWS when tlvicdas off-line (i.e. when 1.0
card network connection is not available)
issuer’'s
services
Off-line>
REQ-FCT-4 | < Quick The SCWS SHALL be able to serve static and dynaoitent to the web browser in 1.0
and simple | the device
access to
card
issuer’s
services >
REQ-FCT-5 | < Quick The SCWS SHALL implement a default home page thall e returned whenno | 1.0
and simple | specific page is given with the URL
access to
card
issuer's
services >
REQ-FCT-6 | <Setting | It SHALL be possible to provide data (such as qgrparameters, etc.) in the URL|td..0
preference | access smartcard entities or applications
s for a card
issuer
application
in the
smart
card>
REQ-FCT-7 | <Enhanced It SHALL be possible for the SCWS to invoke smantccapplications. The SCWS | 1.0
card shall be able to forward parameters to a smart @gptication and return the smart
issuer’s card application response. The sent URL SHALL idenhe smart card application.
services
Interface>
REQ-FCT-8 | All The SCWS architecture SHALL allow tineplementation of different mechanisms| 1.0

for the transport of data, in particular HTTP anfTi?S messages, between the
SCWS and the device.

Table 1: High-Level Functional Requirements
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6.1.1

Security

Requirement
number

Related Use-
case

Requirement

Enabler
Release

REQ-SEC-
1.1

<PIN
protected
pages in the
SCWS>

It SHALL be possible to authenticate a user to arsward application using the
SCWS

1.0

REQ-SEC-
1.2

<Capture
and Secure
connection
with a
remote
server>

It SHALL be possible to authenticate a principaatesmart card application using
the SCWS (principal as defined in OMA dictionary)

1.0

REQ-SEC-2

<PIN
protected
pages in the
SCWS>

<Capture
and Secure
connection
with a
remote
server>

The SCWS SHALL support a mechanism so the brovesablie to indicate to the
user that the SCWS is being used

Future

REQ-SEC-3

<PIN
protected
pages in the
SCWS>

<Capture
and Secure
connection
with a
remote
server>

The SCWS enabler SHALL provide a mechanism to obaizcess of applications
to the SCWS

1.0

REQ-SEC-4

<PIN
protected
pages in the
SCWS>

<Capture
and Secure
connection
with a
remote
server>

Access control rights to the SCWS SHALL be indiddtg the smart card.

1.0
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Requirement | Related Use- Requirement Enabler
number case Release

REQ-SEC-5| <PIN Access control rights to the SCWS SHALL deal with: 1.0

protected - preinstalled device browsers and applicatiors (lelivered by the device

pages in the | manufacturer)

SCWS>

- other device applications (e.g. based on théjiroor user decision)

<Capture

and Secure

connection

with a

remote

server>
REQ-SEC- | <Managing | It SHALL be possible to manage the SCWS by a rereatity that establish an end 1.0
6.a the smart to end secure session with mutual authentication

card web

server from @

remote

trusted

application>
REQ-SEC- | <Managing | It SHALL be possible to browse the SCWS by a reneotiity that establish an end Future
6.b the smart to end secure session with mutual authentication.

card web

server from @

remote

trusted

application>
REQ-SEC-7| Alluse cases There SHALL be a clearrs¢ipa between the interface to the SCWS and the | 1.0

interface to other applications in the smart card
REQ-SEC-8| Alluse cases Denial of service atta¢k®SLD be addressed 1.0
Table 2: High-Level Functional Requirements — Sectity Items
6.1.2 Content
Requirement | Related Use- Requirement Enabler
number case Release

REQ- <Enhanced | It SHALL be possible to serve xXHTML content fronetSCWS 1.0
CONT-1 card issuer’s

services

Interface>
REQ- <Enhanced | It SHALL be possible to serve all the media contdzfined in WAPWAE 1.0
CONT-2 card issuer’'s| specification from the SCWS

services

Interface>
REQ- <Enhanced | It SHALL be possible for the SCWS to allow browsiofgsmart card files if 1.0
CONT-3 card issuer’'s| authorized by the smart card issuer

services

Interface>
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Requirement | Related Use- Requirement Enabler
number case Release
REQ- <Loading The SCWS SHALL allow the download of device applimas 1.0
CONT-4 Application
from the
SCWS to the
ME>
Table 3: High-Level Functional Requirements — Chargng Items
6.1.3  Administration and Configuration
Requirement Related Requirement Enabler
number Use-case Release
REQ-ADM-1 | <Managing| The smart card issuer or anf§} Barty authorised by the smart card issuer SHALL|HEO
the smart | able to control what content and smart card apgpdica can be accessed via the
card web SCWS
server from
a remote
trusted
application
>
Table 4: High-Level Functional Requirements — Admitistration and Configuration Items
6.1.4  Usability
Requirement Related Requirement Enabler
number Use-case Release
REQ-USB-1 <Loading 1.0
Application ] ] . . .
from the It SHALL be possible to identify a resource in ®€WS using an URL
SCWS to
the device>
Table 5: High-Level Functional Requirements — Usaltity Items
6.1.5 Interoperability
Requirement | Related Use- Requirement Enabler
number case Release
REQ-IOP-1 All The SCWS SHALL support URLs withenbth of at least 1024 characters 1.0
REQ-IOP-2 | <managing| The SCWS SHALL implement standardised commandedd veb pages, or relatedl.0
the smart resources, into the SCWS
card web
server>

Table 6: High-Level Functional Requirements — Inteoperability Items
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6.1.6  Privacy
Requirement | Related Use- Requirement Enabler
number case Release
REQ-PRV-1| <PIN The SCWS SHALL be able to protect access to usearwlih a user PIN code 1.0
protected
pages in the
SCWS>

Table 7: High-Level Functional Requirements — Privay Iltems

6.2 System Elements

The following section gives requirements on the camication mechanisms between the different sysiements.

System Element

Browser:

The device's web browser or applications that ie@dnnect to the
SCWS

System Element

Device:

See the definition section

System Element

Smart card:

See the definition section

System Element

SCWS:

Web server implemented in the smart card

6.2.1

System Element Browser

Table 8: System Elements

Requirement number

Requirement

REQ-BRW-1 The browser SHALL be able to connechim $CWS
Table 9: Requirements for System Element Browser
6.2.2 System Element Device

Requirement number

Requirement

REQ-DEV-1 The device SHALL provide the interfacesatcess the SCWS
REQ-DEV-2 The device SHOULD support the existinggamtive command issued by the smart card to launch
the device's web browser.
Table 10: Requirements for System Element Device
6.2.3  System Element Smart card

Requirement number

Requirement

REQ-SC-1

The smart card SHALL provide the commuidcechannel(s) to access the SCWS

REQ-SC-2

The smart card SHALL provide the neededukces to execute a SCWS, related applications and
needed data storage

Table 11: Requirements for System Element Smart cadr
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6.2.4  System Element SCWS

Requirement number | Requirement

REQ-SCWS-1 It SHALL be possible to serve conteoitrfithe SCWS using [HTTP/1.1] and [WP HTTP], or b-s
profiles of these protocols.

REQ-SCWS-2 It MAY be possible to serve content ftbien SCWS using [HTTPS] or [HTTP over TLS]

Table 12: Requirements for System Element SCWS
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