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Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéesioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

This specification defines the interfaces to an RBErver in a smart card (i.e. Smart Card Web $emvhich is embedded
in a mobile device (e.g. SIM, (U)SIM, UICC, R-UINLSIM). These interfaces cover the following aspects

 The URL to access the Smart Card Web Server (SCWS)

» The transport protocol that is used to enable ¢mencunication between HTTP applications in the devnd the
Smart Card Web Server

» The HTTP profile that the Smart Card Web Servedsde implement
» A secure remote administration protocol for the 8r@ard Web Server
e User, or principal, authentication with the Smaar@CWeb Server and related security protocols

It is important to note that the Smart Card Wehv8ecan be administrated only by the smart cankisée.g. Mobile
Network Operator) or a delegated authorized erifitys clearly sets the scope of ownership and rfolethe remote
administration and services that are deployedheéaSmart Card Web Server.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.
3.2 Definitions
Application An application that is invoked by the SCWS and thay generate dynamic content can implement its
authentication own user or principal authentication scheme. WEthed authentication “Application authentication”.
BIP Bearer Independent Protocol as defined in ETSIT03223].
BIP gateway BIP implementation in the terminal as defined iI$[T02 223].
Browser A program used to view (x) HTML or other media tygezuments.
CSIM A Cdma2000 Subscriber Identify Module is an appiaadefined in [3GPP2 C.S0065] residing on the
UICC to register services provided by 3GPP2 mahéevorks with the appropriate security.
HTTPS A short term for HTTP over TLS.
ISIM An IP Multimedia Services Identity Module is an &pgtion defined in [3GPP TS 31.103] residing ie th

Network Operator

Proactive UICC session

ProactiveHandler

R-UIM

SCWS proactive session

SIM

Smart card

Smart card application
Smart card issuer

Terminal (or device)

uiCC

memory of the UICC, providing IP service identifice, authentication and ability to set up Multirreed
IP Services.

An entity that is licensed and allocated frequetacgperate a public mobile wireless telecommuniceti
network for the purpose of providing publicly aedile commercial services.

A “Proactive UICC session” is a sequence of rel@&d commands and responses which start with the
status response '91XX' (proactive command pendind)ends with a status response of '90 00" (normal
ending of command) after Terminal Response as el@fim[TS 102223].

A ProactiveHandler is a smart card entity thahisharge of managing Proactive UICC sessions. Only
one Proactive UICC session can be active at a dimen

A Removable User Identity Module is a standaloneat@defined in [3GPP2 C.S0023] to register
services provided by 3GPP2 mobile networks withapgropriate security.

A “SCWS proactive session” &proactive UICC session that has been openedSGVES and is
maintained by a SCWS.

A Subscriber Identity Module is a standalone modig@fined in [3GPP TS 51.011] to register services
provided by 2G mobile networks with the approprisgeurity.

This is a portable tamper resistant device witle@bedded microprocessor chip. A smart card is faed
storing data (e.g. access codes, user subscripfirmation, secret keys etc.) and performing tgflic
security related operations like encryption andhantication. A smart card may contain one or more
network authentication applications like the SIMI§Scriber Identification Module), USIM, R-UIM
(Removable — User Identification Module), CSIM (CBNSIM).

An application that executes in the smart card.
The entity that gives/sales the smart card to fee (e.g. network operator for a SIM card).

A voice and/or data terminal that uses a Wirelesar® for data transfer. Terminal types may inelud
(but are not limited to): mobile phones (GSM, CDMBGSM, etc.), data-only terminals, PDAs, laptop
computers, PCMCIA cards for data communication amattended data-only terminals (e.g., vending
machines).

UICC is the smart card defined for the ETSI stadd@&6 102 221]. It is a platform to resident
app