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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

This document defines the entities needed to implement the SIP Push protocol and how to integrate them to create a SIP Push
based service. The architecture is based on the requirements in the SIP Push Requirement Document [PushSIP-RD].

The definition of SIP Push entities and the description of SIP/IP Core features needed to enable a SIP Push based service are
in scope of this document.

In the definition of the entire OMA push solution this architecture specification co-exists and references the work of the
OMA Push 2.1 Enabler Release [PUSH2.1].

In order to facilitate integration with other OMA enablers this document deals with entities of the general push architecture
that are significantly affected by the introduction of a SIP based push mechanism.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [Error! Reference
source not found.].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

Application-Level The ability to address Push Content between a particular user agent on a client and push initiator.
Addressing

Application Server A functional entity that implements the service logic for SIP sessions.

Push Access Protocol A protocol used for conveying content that should be pushed to a client, and push related control

information, between a Push Initiator and a Push Proxy Gateway.

Push Content Content, metadata and application level control information that has a shared interpretation by both Push
Sender Agent and Push Receiver Agent.

Push Proxy Gateway A proxy gateway that provides push proxy services.

Push Receiver Agent A logical entity that uses the SIP Push procedure to receive Push Content, and generate a response to the
Push Sender Agent request.

Push Sender Agent A logical entity that creates a push request, and then uses the SIP Push procedure to send Push Content.

3.3 Abbreviations

IMS IP Multimedia Subsystem

MMD Multimedia Domain

OMA Open Mobile Alliance

SIP Session Initiation Protocol

URL Uniform Resource Locator

3GPP 3rd Generation Partnership Project
3GPP2 3rd Generation Partnership Project 2

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

In the "normal" client/server model, a client requests a service or information from a server, which then responds in
transmitting information to the client. This is known as “pull” technology: the client “pulls” information from the server.
Browsing the World Wide Web is a typical example of pull technology, where a browser submits a URL (the request) that is
sent to a server, and the server answers by sending a Web page (the response) to the browser.

In contrast, the “push” technology, which is also based on the client/server model, does not require an explicit request from
the client before the server transmits its content.

SIP Push Enabler defines the protocol that will be used to implement a SIP Push based service. A SIP Push based service
allows the client to receive content in a communication initiated by the server, or ‘pushed’ over the SIP/IP Core. The
particular content being pushed is not defined by this enabler and is not restricted by this enabler.

This architecture document introduces the fundamental entities to build a SIP Push based service: the Push Sender Agent and
Push Receiver Agent that act as the interface points to the SIP/IP Core as shown in Figure 1.

P-3
Y Y
> >
3 - 3
g |laZo SIP/IP 2eo | §
2 |8 8 G fe—P-1—» - P-2 S35l | &
3 3<% Core 207 o
=} f_Q = =}
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Figure 1: SIP Push Architectural model

Those entities need to be associated with or within another enabler to build a SIP Push based service and applications may
run on top of those enablers utilising SIP Push as described below. The dotted box shown in Figure 2 as resources relates to a

push resource of an implementing enabler:

2]
Push 2 Push
Resources S »1 Enabler Receiver » U = Sender Enabler > Resources
agent [« agent
o
@

Figure 2: SIP Push based service
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In this example model, the Push Content is sent from the Push Initiator to the Push Proxy Gateway using the Push Access
Protocol. The Push Proxy Gateway as Push Sender Agent sends the content to the Push Receiver Agent on the terminal
which will forward the content to the Push application.

The application on the client side is primarily responsible for processing received Push Content based on specific application
semantics.

In the scope of this architecture will be the functions required from the SIP/IP Core in order that the Push Sender Agent and
Push Receiver Agent can provide the features required by applications on the server and client to enable a SIP Push based
service. This architecture document identifies the functionality of the SIP/IP Core and the features of the Push Sender Agent
and the Push Receiver Agent at a high level.

4.1 Planned Phases

No additional phases are planned beyond this architecture.

4.2 Security Considerations
421 General

The SIP Push Enabler will rely on security features and mechanisms provided by the underlying SIP/IP Core, as identified in
section 5.1.1 to e.g. secure the service environment and authenticate users. It is assumed that the security is provided by the
SIP/IP Core to support the integrity and confidentiality protection of SIP signalling and to authenticate the address of Push
Receiver Agent in order to prevent spoofing attacks.

The Push Sender Agent and the Push Receiver Agent will rely on the authentication and confidentiality mechanisms provided
by the underlying SIP/IP Core to accomplish user identity verification.

In order to protect user communication against eavesdropping, modification and spoofing, the user plane for SIP Push
communication between Push Receiver Agent and Push Sender Agent should be protected to support the integrity and
confidentiality subject to service provider policies.

The SIP Push trust model may be service specific. The specific model may be based, for example, on the SIP/IP Core trusted
network model for SIP signalling with hop-by-hop security and proxy authentication and/or based on an end to end model.

When the SIP/IP Core corresponds to 3GPP IMS/3GPP2 MMD in the case where the intra domain security is insufficient,
Push Sender Agents will authenticate and secure communication to Proxies/Push Receiver Agents, as per IMS Network
Security [IMSArch]. In the case of inter-domain security, Push Sender Agents will rely on communication channels that are
protected according to IMS Network Security [IMSArch].

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. SIP Push Architectural Model

The SIP Push Enabler leverages the SIP/IP Core by transferring the Push Content from the Push Sender Agent to the Push
Receiver Agent using Session Initiation Protocol (SIP) [RFC3261] methods. The SIP Push Enabler provides analogous
function as Push OTA [PushOTA], using SIP as the underlying transport mechanism. Support for SIP Push is dependent on
the availability of SIP/IP Core capabilities in both the network and the client.

The Push Sender Agent and Push Receiver Agent are logical entities, which interact with the SIP/IP Core to fulfil SIP Push
based service. In the case where SIP Push is utilized with [PUSH2.1], the Push Proxy Gateway acts as the Push Sender Agent
when delivering SIP Push Content and the client acts as a Push Receiver Agent to receive SIP Push Content.

5.1 Dependencies
5.1.1  SIP/IP Core

The SIP/IP Core is a network of servers, such as proxies and/or registrars that perform a variety of services.
The SIP Push Enabler requires the SIP/IP Core to perform at least the following functions:
*  Access level security

e  Authentication and authorization of Push Sender Agent and Receiver Agent based on application and user’s service
profile

*  Confidentiality protection of SIP signalling

»  SIP registration and routing functionalities

The SIP/IP Core in the SIP Push enabler architecture is not limited to the 3GPP IMS and 3GPP2 MMD, and is open to other
SIP/TP Cores. In the context of IMS [IMSArch], the the capabilities of 3GPP IMS and 3GPP2 MMD are utilized as specified
in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A]. Alternatively, other SIP/IP Cores may be utilized as long as they perform
at least the aforementioned functionality.

In the context of IMS [IMSArch] (3GPP IMS and 3GPP2 MMD networks) SIP Push as defined in [Error! Reference source
not found.] should be used for push-based services.

5.1.2 [OMA-UAProf] Enabler

This enabler may be used by the Push Sender Agent to retrieve the Push Receiver capabilities when applicable.

5.2 SIP Push Features

SIP Push Enabler utilises SIP for over-the-air communication between the Push Sender Agent and the Push Receiver Agent
and is hence primarily to be used in conjunction with a SIP/IP Core, such as IMS [IMSArch].

The SIP Push Enabler supports the following features:
*  Making the SIP/IP Core aware of the supported push resources at the Push Receiver Agent
*  The Push Receiver Agent can provide its capability information
*  The Push Sender Agent initiates push request to the Push Receiver Agent
e The Push Sender Agent and Receiver Agent can support large content delivery
*  The Push Sender Agent and Receiver Agent can support Application-Level Addressing

*  Exchanging push control information between the Push Sender Agent and Push Receiver Agent

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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*  Authorizing push request at Push Receiver Agent

*  Providing SIP Push delivery status information

5.3 SIP Push Functional Components and Interfaces

5.3.1  Push Sender Agent Functional Component

The Push Sender Agent is part of an Application Server that supports various SIP Push features as described in Section 5.2.
It creates push requests, and follows the SIP Push procedure to send them. It may receive a responses to those push requests
and handle them accordingly.

Push Content delivery may be triggered by content subscription and may depend on the Push Receiver Agent’s capabilities in
the [OMA-UAProf].

The Push Sender Agent supports the following functions:
1. Discovering the Push Receiver Agent through its Registration with the SIP/IP Core.

2. Receiving, storing, and sharing the capabilities information of the Push Receiver Agent, such as application type or
push characteristics.

3. Selecting the type of push mode to send Push Content to the Push Receiver Agent, depending on the supported
capabilities and application push request.

4. Creating push request to deliver the Push Content to the Push Receiver Agent.
5. Requesting delivery reports from Push Receiver Agent.

6. Mapping of SIP Push delivery status to application level status information for communication to the initiator of the
push.

7. Delivering Push Content to all or subset of the terminals associated with the same user.

When SIP Push is realized using 3GPP IMS/3GPP2 MMD the Push Sender Agent will follow [3GPP TS 23.228] and [3GPP2
X.S0013-002-A], respectively.

5.3.2 Push Receiver Agent Functional Component

The Push Receiver Agent is a logical entity that supports the various SIP Push features as described in Section 5.2. It receives
Push Content according to the SIP push procedures from the Push Sender Agent.

Push Receiver Agent supports the following functions:

1. Registering with a SIP/IP Core.
2. Publishing its push capabilities information.
3. Sending the list of available push resources.

4. Receiving and acknowledging Push Content from Push Sender Agent.

When SIP Push is realized using 3GPP IMS/3GPP2 MMD, the Push Receiver Agent will follow [3GPP TS 23.228] and
[3GPP2 X.S0013-002-A], respectively.

5.3.3  Reference Point P-1: Push Receiver Agent — SIP/IP Core

The P-1 reference point, as described in Figure 1, supports the communication between the Push Receiver Agent and the
SIP/IP Core. The protocol for the P-1 reference point is SIP [RFC3261].

The P-1 reference point provides the following functions:

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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*  Asynchronous reception of Push Content representing a push event,

*  Push session signaling between the Push Receiver Agent and the Push Sender Agent,
* Discovery and address resolution services,

e  Authentication and authorization of the Push Receiver Agent ,

»  Registration of the Push Receiver Agent,

*  Making the SIP/IP Core aware of the supported push resources,

»  Capability and resource negotiation with Push Sender Agent.

5.3.4  Reference Point P-2: Push Sender Agent — SIP/IP Core

The P-2 reference point supports the communication between the Push Sender Agent and the SIP/IP Core. The protocol for
the P-2 reference point is SIP [RFC3261].

The P-2 reference point provides the following functions:
*  Sending asynchronous Push Content representing push events,
*  Reception of push capabilities and registration information of Push Receiver Agents,
*  Push session signaling between the Push Sender Agent and the Push Receiver Agent,
*  Provides discovery and address resolution services,
*  Authentication and authorization of the Push Sender Agent,

*  Provides the Push Sender Agent registration.

5.3.5 Reference Point P-3: Push Sender Agent — Push Receiver Agent

The P-3 reference point supports the direct communication between the Push Sender Agent and the Push Receiver Agent.
The protocol for the P-3 reference point is MSRP [RFC4975].

The P-3 reference point provides the following functions:
e Direct Push of any non-streaming media independent of size

e Client having more then one push connection simultaneously.

* Sending asynchronous Push Content representing push events

5.3.6  Push Capability Discovery

The Push Receiver Agent may provide its SIP Push capabilities such as acceptable content types . This function is based on
the OMA [OMA-UAProf] reference. When receiving this reference URL the Push Sender Agent will be able to retrieve the
capabilities by downloading the [OMA-UAProf] document from the server as described in Figure 3

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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Figure 3: Interaction with OMA UA-Prof Enabler

The interface between the Push Sender Agent and the [OMA-UAProf] server is out of scope of the SIP Push Enabler. The
application level semantics (presentation, storage and processing of Push Content) is also beyond the scope of this enabler.

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5.4 Flows
541 SIP Push flow for small content

The following example describes the interactions between the Push Sender Agent and the Push Receiver Agent for Push
Sender Agent initiated small content

Push Sender Agent SIP/IP Core Push Receiver Agent

~——Register:

OK——»
Message——»|
Message———»
-«—OK
«—OK

Figure 4: SIP Push flow for small content

1. The Push Receiver Agent (and the potential applications) registers with the SIP/IP Core
2. The SIP/IP Core sends an "OK" response to the Push Receiver Agent as a registration confirmation

3. When a new content is available, the Push Sender Agent sends a MESSAGE to the SIP/IP Core with the content or a
reference to it

4. The SIP/IP Core forwards the MESSAGE to the appropriate Push Receiver Agent
5. The Push Receiver Agent sends an "OK" response to the SIP/IP Core
6. The SIP/IP Core forwards the "OK" response to the Push Sender Agent

5.4.2  SIP Push flow for large content

The following example describes how the Push Sender Agent pushes large content to a Push Recever Agent

© 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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Push Sender Agent SIP/IP Core Push Receiver Agent
<«—Register:
OK——»
Invite——»
Invite————»
«—OK
-«—OK
Content >
- O|K
Bye——»
Bye———»
«—OK
«—OK

Figure 5: SIP Push flow for large content

1. The Push Receiver Agent (and the potential applications) registers with the SIP/IP Core
2. The SIP/IP Core sends an "OK" response to the Push Receiver Agent as a registration confirmation

3. The Push Sender Agent wants to push a large content to the Push Receiver Agent and thus sends an INVITE request
to the SIP/IP Core to establish a MSRP session with the Push Receiver Agent to send this content.

4. The SIP/IP Core forwards the INVITE request to the Push Receiver Agent.

hd

The Push Receiver Agent accepts the establishment of the MSRP session by sending an "OK" response back to the
SIP/IP Core.

The SIP/IP Core forwards the "OK" response to the Push Sender Agent.
The Push Sender Agent sends the Push Content directly to the Push Receiver Agent through this MSRP session.
The Push Receiver Agent confirms with a “OK” to the Push Sender Agent through this MSRP session

A e

When the Message session is not needed anymore, the Push Sender Agent sends a BYE to SIP/IP Core to end the
MSRP session with the Push Receiver Agent.

10. The SIP/IP Core forwards the BYE request to the Push Receiver Agent.
11. The Push Receiver Agent confirms the Message session termination by sending a “OK” to the SIP/IP Core.
12. The SIP/IP Core forwards the “OK” response to the Push Sender Agent.
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12 Jun 2008 22 Incorporated agreed change:

OMA-CD-PUSH-2008-0029R02-CR_References_in Chapter 2
Editorial fixes:
- 2008 template and copyright
- cross-references fixed

- history box fixed
24 Jul 2008 4 Incorporate OMA-CD-PUSH-2008-0071-
CR_Proposed_changes to AD_resulting_from comment B238 in CONRR
24 Jul 2008 2,535 Incorporate OMA-CD-PUSH-2008-0069-

CR_Add missing_references _to_section_2 _of AD

24 Jul 2008 52,533, Incorporate OMA-CD-PUSH-2008-0067-
5.3.4,5.3.6, | CR _remove config framework from AD
54.1
31 Jul 2008 53.1,53.2 | OMA-CD-PUSH-2008-0108R02-

CR_Incorporate_section_5_of the TS into the AD

31 Jul 2008 33 OMA-CD-PUSH-2008-0109-
CR_Remove OMNA_from AD_definitions_section
31 Jul 2008 5 OMA-CD-PUSH-2008-0110-
CR_Remove reference_to IMSArch from section 5 of the AD
15 Aug 2008 4.2 OMA-CD-PUSH-2008-0073R01-CR _the_security section_in_ AD
15 Aug 2008 532 OMA-CD-PUSH-2008-0114-

CR_Remove May from bullets_in 5.3.2_of the AD
15 Aug 2008 52,531 OMA-CD-PUSH-2008-0118-CR_AD_section_5 3 1
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Document Identifier Date Sections Description

15 Aug 2008 All Editorial changes according to CONRR

A-CRO88-1: Push Receiver agent -> Push Receiver Agent
A-CRO88-2: Push Sender agent -> Push Sender Agent

A-CRO088-3: sender and receiver agents -> Push Sender Agent and Push
Receiver Agent

A-CRO088-4: Push Proxy/Gateway -> Push Proxy Gateway

A-CRO88-5: Push Sender and Receiver agents -> Push Sender Agent and Push
Receiver Agent, Push Proxy Gateway (PPG) -> Push Proxy Gateway

A-CRO088-6: Push Sender and Receiver agents -> Push Sender Agent and Push
Receiver Agent

A-CRO88-7: Push Sender and Receiver agents -> Push Sender Agent and Push
Receiver Agent

A-CRO088-8: push content -> Push Content
A-CR088-9: Use SIP/IP Core consistently

26 Aug 2008 All Editorial changes based on OMA-CD-PUSH-2008-0126-CR-AD-update
08 Sep 2008 54.1 Editorial fixes:
542 Figure numbers in titles
Figure index
History box
Candidate Version: 02 Dec 2008 All Status changed to Candidate by TP:
OMA-AD-SIP_Push-V1 0 OMA-TP-2008-0439-INP_SIP Push V1 0 ERP for Candidate Approval
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