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THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
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1. Scope

The scope of OMA “Secure Removable Media” is tobémghe use of the Secure Removable Media baséiecOMA
DRM version 2.0. This specification defines mecbarg and protocols necessary to implement the S&ammvable Media
and the extended part of the OMA DRM version 2 $teay to enable the use of the Secure RemovableaMedi
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Composite Object

Device

DRM Agent

Local Rights
Consumption

Media Object

Move

Handle

Operation Log

Permission
DRM Content
Rights

Rights Issuer
Rights Object

Secure Authenticated

Channel

Secure Removable

Media
SRM Agent

User

A content object that contains one or more Medige€ib by means of inclusion. (From [OMADRMv2])

A Device is the entity (hardware/software or conalion thereof) within a user equipment that impletae
DRM Agent. The Device is also conformant to the OMRM specifications. The Device may include a
smartcard module (e.g. a SIM) or not depending upqementation.

The entity in the Device that manages Permissiondiedia Objects on the Device. (From [OMADRMv2])

Operations in which Rights stored in SRMs are fiemed for use by the recipient Device for a lirditgeriod
of time for rendering purposes.

A digital work e.g. a ringing tone, a screen saaetava game or a Composite Object (From [OMADRMv2]

To make Rights existing initially on a source Devar SRM fully or partially available for use byexipient
Device or SRM, such that the Rights or parts thfetfest become usable on the recipient Device or SRM
no longer be used on the source Device or SRM.

A random number generated by the DRM Agent, whictared in the SRM and in the Operation Log (kept
in the Device) used for associating the DRM Agergpecific Rights for the Move or Local Rights
Consumption operation.

A secure file, kept in a Device, in which entriestaining transaction information (e.g. ROID, Hax)dire
stored until corresponding transactions are coragleEhe information in an entry is relevant for teeovery
procedures used by a DRM Agent when a transactiaoticompleted.

Actual usages or activities allowed (by the Rigetier) over DRM Content. (From [OMADRMv2])
Media Obijects that are consumed according to efg&ermissions in a Rights Object. (From [OMADRMy2]

Rights are the collection of permissions and carsts defining under which circumstances accegsaisted
to DRM Content. For the purposes of this documiights consist of a Rights Object, its associatatesand
other related information.

An entity that issues Rights Objects to OMA DRM favmant Devices. (From [OMADRMv2])
A collection of Permissions and other attributesolvtare linked to DRM Content. (From [OMADRMv2])

A logical channel that provides message integrity eonfidentiality.

A removable media that implements means to pratgainst unauthorized access to its internal data an
includes an SRM Agent. (e.g. secure memory cardrtseard)

A trusted entity embodied in Secure Removable MeHis entity is responsible for storing and renngyi
Rights Objects in Secure Removable Media, for @eiing Rights Objects from/to a DRM Agent in a secur
manner, and for enforcing permissions and condgaimcluding securely maintaining state informatfor
stateful rights. The SRM Agent is a part of SedReenovable Media.

The human user of a Device. The User does notearly own the Device. (From [OMADRMv2])

3.3 Abbreviations

AES
BCAST

Advanced Encryption Standard

Mobile Broadcast Services
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CBC
CEK
CRL
DER
DRM
HMAC
HTTP

KDF
LAID
MAC
MAKE
MK
OCSP
OMA
OMNA
PKCS
REK
REL
RFC
RI

RN
ROID
RO
ROAP
RSA
RSA-OAEP
RSA-PSS
R-UIM
SAC
SCR
SD
SHA1
SK
S-MMC
SIM
SRM
URI
URL
USIM

Cipher Block Chaining

Content Encryption Key

Certificate Revocation List
Distinguished Encoding Rules
Digital Rights Management
Keyed-Hash Message Authentication Code
Hyper Text Transfer Protocol
Initialisation Vector

Key Derivation Function

List of Asset Identifier

Message Authentication Code
Mutual Authentication and Key Exchange
MAC Key

Online Certificate Status Protocol
Open Mobile Alliance

Open Mobile Naming Authority
Public Key Cryptography Standards
Rights Encryption Key

Rights Expression Language
Request For Comments

Rights Issuer

Random Number

Rights Object Identifier

Rights Object

Rights Object Acquisition Protocol

Rivest-Shamir-Adelman public key algorithm

RSA encryption scheme - Optimal Asymmetric EncryptiPadding

RSA Probabilistic Signature Scheme
Removable User Identity Module
Secure Authenticated Channel
Static Conformance Requirement
Secure Digital

Secure Hash Algorithm

Session Key

Secure MultiMediaCard
Subscriber Identity Module
Secure Removable Media
Uniform Resource Indicator
Uniform Resource Locator

Universal Subscriber Identity Module
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WBXML Wireless Binary XML

3.4 Notations

The following notation is used in this specificatio

XY Concatenation ok andY
E(K,M) The result of encrypting messalgleusing the RSA kel
H (X) The result of computing a hash ¥n

HMAC (K, X) The result of computing an HMAC ofiusing the ke

The following typographical conventions are usethmbody of the texBi nar yDat aSt r uct ur eVari abl es,
Message Fields, <XML Elements>

3.5 Binary Structures

This document uses a “C” like language to desdfileebinary data structures used. The details anéged in Appendix B.
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4. Introduction

Secure Removable Media (SRM) is a removable médiimplements the means to protect against unasémbaccess to
its internal data and includes an SRM Agent. Exaspf SRM are the secure memory card and the seuatt

The secure memory card has an embedded microposassis capable of storing Rights and DRM Conieiat secure
manner (e.g. S-MMC, SD). The smart card also haanavedded microprocessor and is capable of stadogss codes, user
subscription information, secret keys, DRM Cont&ights etc (e.g. SIM, USIM, R-UIM). Differentlydm the secure
memory card, the smart card enables Users to maeghone call by using the Devices and is issyeal mobile network
operator.

If a User has a Device with a physical interfacatdSRM, the User can use the SRM as means ofisiogethe storage
space for DRM Content and for the portability ofRis.

The SRM Enabler provides a mechanism to write,,rdalbte and update Rights in SRM in a secure miannealise the
use cases defined in the OMA SRM requirements deatif$RM-RD]. The architecture, security considerat, and trust
model requirements for OMA SRM are specified in@dA SRM architecture document [SRM-AD].

While the OMA DRM version 2.0 [OMADRMvV2] defines @amd-to-end system for DRM Content and Rights Qbjec
distribution among the Device, the Rights Issuet tne Content Issuer, this specification defineshmeisms and protocols
to extend OMA DRM version 2.0 to allow Users to MdRights between the Device and the SRM and tournaskights
stored in the SRM.

4.1 Component and Interface Deployment

Rights Issuer
ROAP (OMA DRM V2.0)
i 4 U U
| I R4 !
CorTTT : ’ I
! | ,/ ( ) .
| I f LT I
| DRM Agent  f«— +—p»| SRMAgent |= »  Ssecure !
I | ! Storage I
i : | |
: I - — T :
| : | |
: I . S .
I | I ( ) I
i : | P |
! 44] —————————————————————————————————————————————— » Mass i
! Operating System | : L\:;Storag?‘ B i
| | .
L Device ! i Secure Removable Media |
L 1 c____
Trusted Entity User Equipment Out of Scope

Figure 1: Secure Removable Media System - Componeanhd Interface
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The Secure Removable Media system is a set of énties: Rights Issuer, DRM Agent and SRM Agent.

The Rights Issuer and DRM Agent communicate wittheather by the ROAP protocol as defined in [OMAD®R The
DRM Agent and SRM Agent exchange messages as iukiifsection 6.

The SRM Agent has an internal secure communicatitinthe secure storage. The implementation ottiramunication is
out of scope of this specification. For the comgbeiss of the security in the Secure Removable Maditem, this
specification assumes the follows:

- Only the SRM Agent can access the secure storagehe DRM Agent cannot directly access the sestorage).

- To perform an action on information in the secuoeagye, the DRM Agent requests the action to thil 2igent. After
performing the action, the SRM Agent passes thatre§the action to the DRM Agent (i.e. the DRM &g cannot
receive information from the secure storage, ifittiermation is not produced by the SRM Agent.).

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Secure Removable Media Overview
This specification defines actions and interfadethe Rights Issuer, DRM Agent, and SRM Agent.

5.1 Information Structure

5.1.1 Rights

This section specifies Rights exchanged with SRMRgJhts may be stored in SRM(s) by being prelogdeiér to [SRM-
AD]) or Moved from a Device by the Move Permissgmanted by Rights Issuers. Rights consist of Rijeta Data, Rights
Object Container, State Information and REK. XMeraknts and attributes referred to in this sectrerspecified in
[OMADRMvV2].

The Rights MUST be securely stored in the SRM.

5.1.1.1 Rights Meta Data

Rights Meta Dataconsists of following information:

* Rights Object Version
* RO Alias
* Rl Identifier
* RIURL
* RIAlias
 RITime Stamp
Appendix C.2.5.1 specifies the data structure efRights Meta Data.

5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions atiier attributes which are linked to DRM Content{d)e Rights Object is
stored in an SRM in the format of tRéghts Object Container. The SRM Agent treats the Rights Object Contafsean
opague object, i.e. the SRM does not parse thetfRkighject Container.

Consistent with the structure of a DRM 2.0 or 2igh&s Object, the Rights Object Container consisthe<rights>
element and thesignature>element in the RO payload. The contents oktlights> element of the Rights Object
Container MUST be canonicalised as Exclusive CaraM{ML format, as specified in [XC14N]. The RI-sigture (i.e.
<signature>element in the RO payload) MUST be present irRighits Object Container. The RI-signature is crede a
Rights Issuer that is identified by tkelD> element in the RO payload. The SRM Agent does/enty the RI-signature.

It is RECOMMENDED that the Rights Issuer not getemRights Object (in XML format) larger than 408@es if the
Rights Object may be stored in an SRM. Appendix®&2specifies the data structure of the Righte€@hfontainer.

DRM Agents MAY compact the Rights Object Containsing WBXML (as defined in section 7) before tramghg Rights
from the Device to the SRM. The DRM Agent SHOULDmaact the Rights Object Container if it is lardest 4096 bytes.

5.1.1.3 State Information

State Information is the current state (e.g. remaining counts, vatiestart date) of each stateful permission withistateful
Rights Object. This is present in Rights if the R&gObject is stateful. Appendix C.2.5.3 speciffesdata structure of the
State Information in detail.

5.1.1.4 REK

REK is Rights Object Encryption Key (REK) in binaryiio, i.e. no base64 encoding. Appendix C.2.5.5 $igsdhe data
structure of the REK.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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51.2 RI Certificate Chain

If the SRM Agent supports storage of RI CertificBteains as indicated in the SrmHelloResponse, Rigl Bgent
SHOULD send to the SRM the RI Certificate Chairet thre required to verify the signature of the Rightransfers to an
SRM Agent (refer to section 6.8.7).

A trust model’s policy may determine whether theNDRgent is required to verify the RI-signature whée Rights are
installed in the Device as a part of the Rights M@Refer to section 6.6). The default behaviotihé the DRM Agent
MUST verify the RI-signature and its RI certificatieain.

When Rights in the SRM are used for the Local Rigtdnsumption (refer to section 6.7), the DRM Ag8HOULD verify
the RI-signature.

If RI-signature verification is required and theNMSEoes not provide the RI certificate chain, thevibe MUST get the
certificate chain (if it does not have it alreadiyle DRM Agent can acquire the RI certificate chama DRM v2.0 RI
Registration or via other methods outside of ROARe DRM Agent is not required to check the RI reat@n status and Rl
certification chain expiration during RI-signatwrerification.

513 Handle

TheHandle is a random number generated by a DRM Agent aad tesidentify Rights on the SRM that the DRM Agent
intends to access for the Move or Local Rights Qomngtion operation. The Handle is stored in the Siid in the
Operation Log of a Device.

When sending the initial message of Move or Lodagh® Consumption, the DRM Agent MUST generate adfiaand
send it to the SRM.

The usage of the Handle is specified in the sestionMove and Local Rights Consumption.

5.1.4  Rights Object Identifier

TheRights Object Identifier (ROID) uniquely identifies a Rights Object. Thisthe value of theuid> element in the
<context>element that is a child of theights> element in the Rights Object.

515 Asset |dentifier

TheAsset Identifier (AssetID) is included in a Rights Object and idiiegg a DRM Content. The identification may be
equivalent to a subscription identifier or a GraDgfor a corresponding group of DRM Contents, Se®ADRMv2].

Devices and SRMs MUST support AssetIDs of at |1286tbytes. It is RECOMMENDED that a content authat use an
AssetlD larger than 256 bytes if the Rights mayristalled in an SRM.

5.1.6  Rights Information
Rights Information consists of Rights Meta Data, Rights Object Comgiand State Information. This does not incldae t

REK. The State Information is present in the Ridhfermation if the Rights Object in the Rights @bj Container is
stateful. Appendix C.2.5.4 specifies the data stmecof the Rights Information.

51.7 List of Asset Identifier

TheList of Asset Identifier (LAID) is a list that identifies DRM Content whidh associated with a Rights Object. Appendix
C.3 specifies the data structure of the LAID. Tisedomprises the hashes of AssetIDs.

5.1.8 Handle List

Handle List consists of the Handles of a group of enabled Righan SRM. Appendix C.4 specifies the data stinecof the
Handle List.
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5.1.9 Rights Information List

Rights Information List consists of one or multiple Rights Information.pimdix C.2.6 specifies the data structure of the
Rights Information List.

5.2 Security Algorithms

The following cryptographic algorithms are usedhiis specification. The following algorithms MUSE Bupported by all
DRM Agents and SRM Agents.

Hash algorithms:

SHA-1 [SHA1]

MAC algorithms:

HMAC-SHA-1 [HMAC]
Symmetric encryption algorithms:
AES-128-CBC [AES]
Asymmetric encryption algorithms;
RSA-OAEP (v2.1) [PKCS-1]
Signature algorithms:

RSA-PSS (v2.1) [PKCS-1]

5.3 DRM Agent — SRM Agent Communications

A DRM Agent communicates to an SRM Agent over agitgl communications channel. How this communicatbannel
is established is beyond the scope of this docunitestpresumed that the DRM Agent can use theises of the underlying
operating system to discover and to establish hlaamel. Once this physical channel has been esftablj one or more
logical channels can be established, dependingha kind of information needs to be exchanged awd tmany trust
models are supported by the SRM Agent.

5.4 Client — Server Model

The model used for the communications between Rl Bgent and the SRM Agent is a client — server eioiihe DRM
Agent is always the client and the SRM Agent isagisvthe server. The SRM Agent does not act byfitsenly acts when
it receives a request from a client (a DRM Agemk) ¢hen responds to that request.

In addition, it is always the DRM Agent that estslbés the physical and logical communication chinne

5.5 Recovery Procedures
This section defines the process of exception lagdl

5.5.1 Exception Handling

During the execution of access protocols betweerDfRM Agent and SRM Agent as specified in secti®bs 6.6, and 6.7,
exception handling may become necessary. Exceptiasas are, for example, the unexpected unpluggfittge SRM or
Device power-off. In particular, during Move or laidRights Consumption various exceptions can ottiatrmust be
handled properly. The appropriate recovery stepeaplained in the subsections of sections 6.5,ah6 6.7. This section
defines an Operation Log and the Handle concefthndre needed for the recovery process.
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This specification makes the following assumptions:

» If any exception occurs during the Local Rights Slanption in section 6.7, then the Device will stiging the
associated DRM Content.

* In some cases, recovery may involve User intemactio
5.5.2  Operation Log

An Operation Log is a secure file, that MUST be kept by the Devigeayhich entries containing information about a
transaction are stored until the transaction isgletad. It is used for recovery procedures.

A “transaction” is a complete set of message pghmsmust be exchanged between a DRM Agent andRdh Agent in
order to perform a particular SRM operation. Théfeing transactions are defined:

* Movement of Rights from a Device to an SRM (sectds)
* Movement of Rights from an SRM to a Device (sect)
» Local Rights Consumption (section 6.7)

After a Secure Authenticated Channel is establistsespecified in section 6.2, the DRM Agent chegksther there is an
entry in the Operation Log associated with the SRjént.

If any Operation Log entry exists, recovery progedunay be necessary. The DRM Agent analyses altafipn Log
entries (associated with the SRM Agent) in ordetdtermine appropriate recovery actions. Detailtherrecovery
procedure are part of the description of each fandn sections 6.5, 6.6, and 6.7.

If no Operation Log entry exists, the DRM Agent MU&reate an entry upon starting a Move or LocahRigCconsumption
transaction with the SRM as specified in sectioBs 6.6, and 6.7. When a transaction is succegsfathpleted, the DRM
Agent SHOULD remove the entry.

An entry in the Operation Log is specified in Talble

Table 1: Operation Log Entry

Log Description
SRM ID This identifies an SRM that the Device is intenagtwith.
ROID This identifies the Rights Object that is the tamfea transaction. Refer to section 5.1.4
Handle This is generated by the DRM Agent and ifieatRights in the SRM.

o

Transaction Identifier This identifies the transaction that the DRM Agant SRM Agent are performing. This fiel
is fixed for the duration of the transaction. It AH. be possible to use this field to determine
which entry is the oldest in the Operation Log.

Current Step This represents the current execstemof a transaction as identified by the functio
identifier and also records whether the transadi@uccessfully completed or not.

If the function identifier refers to “Movement ofdghts from Device to SRM”, then the DRM
Agent makes a record after starting one of the¥dhg steps:

* Installation Setup Message

* Rights Disablement in Device

* Rights Installation Message

* Rights Removal in Device
If the function identifier refers to “Movement ofghts from SRM to Device”, then the DRM
Agent makes a record after starting one of the¥dhg steps:

* Rights Retrieval Message
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Log

Description

If the function identifier refers to “Local Righ@onsumption”, then the DRM Agent makes

Rights Installation in Device

Rights Removal Message

record after starting one of the following steps:

REK Query Message

Rights Enablement Message

If the Operation Log is full, before a new entryadded, the oldest entry, based on the Transactantifier, SHALL be
removed. Note that removing an entry will prevemy eecovery procedure associated with the entnjilé\the size of the
Operation Log is not specified in this documenshibuld be large enough to minimise the effeceaiaving entries for

incomplete transactions.

5.6 Notations of Messages

This section presents notations used in this spatifin.

5.6.1 Messages

A message is data sent between a DRM Agent andRBh/gent in this specification. The communicatisrbased on a
request-response mechanism, e.qg. first the DRM fggmds a request message, and the SRM Agent pescit®® message
and then sends back a response with the resyfi®oéssing the request.

{message name}Req

uest

{message name}Response

——— g

Figure 2: Notation of Message

————— el Y

In Figure 2, the solid line from the DRM Agent teetSRM Agent denotes a request and the solid loma the SRM Agent
to the DRM Agent denotes a response. The DRM Agendls the request to the SRM Agent to perform eifspaction.
After this, the SRM Agent sends the response bathe DRM Agent.

Names of requests and responses are ended wikritig “Request” and “Response” (eRjghtsl nstallationRequest and

Rightsl nstallationResponse).

This notation is used for all messages in this i§ipation.

a
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56.2 Actions

An action is a specific operation of the DRM Agenthe SRM Agent. The DRM Agent performs a spedafition
independently, but the SRM Agent performs a speeiftion by a request from the DRM Agent. For eaction in the SRM,
the SRM Agent sends a response to the DRM Agent.

Entity

{action name}

Figure 3: Notation of Action

In Figure 3, the curved line denotes an action. iitéy (DRM Agent or SRM Agent) performs an acti@ach action has a
name (e.gRightsinstallationinSRM ). All action names are ended with the strihg{Place}”, in case that the action is
performed in the Plac€'.

5.6.3 Fields

A field is a data unit within a message which isge from an entity to the other entity to makeréuogpient entity perform
an action based on the value of the field.

Messages in this specification carry a set of §idldm the DRM Agent to the SRM Agent or vice verBlae fields are
denoted by using a table as Table 2 below. A raqresresponse have their own field tables (i.e.faid table for the
request and one field table for the response).

Table 2: Notation of Fields

Fields Protection Requirement Description
A Integrity
B Confidentiality
C Integrity & Confidentiality
D No

The Table 2 shows that a message carries 4 fielkd$B+ C, and D. TheProtection Requirement’ column denotes the
security properties provided by the Secure Autlwaitid Channel. Thedescription” column describes the fields.

5.6.4 Message Format

Some messages between the DRM Agent and SRM Ageptatected by an HMAC and some are not. See Tafde
which messages are protected by an HMAC.

Messages between the DRM Agent and SRM Agent teatat protected by an HMAC have the following genéormat:
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MessageFormat ()

messageldentifier 7 bslbf
messageType 1 bslbf
MessageBody()

ExtensionsContainer()

}
Messages between the DRM Agent and SRM Agent tegbratected by an HMAC have the following genéoitnat:

ProtectedMessageFormat() {

MessageFormat()

Hmac() /I Defined in Appendix C.1
}

The fields are defined as follows:

 nessagel denti fier - This field defines the identifier of messagemfeommunicated. This is defined in
Table 3

« nessageType - This flag is set to ‘0’ if this is a request finahe DRM Agent to SRM Agent. In case of a
response, it is set to ‘1’.

» MessageBody - This field contains fields of a message. MessageBody is specified in each sub-section
in section 6.

« Extensi onsCont ai ner - This field can be used to include extensionfsiiare versions of the SRM
enabler. See section 5.6.5 for more details.

* Hmac - HMAC overMessageFor mat , generated with the current MAC Key (MK). Thisléienly exists for
messages that are integrity protected by an HMAdbIg 3 indicates which messages are protected by an

HMAC.
Table 3: Message Identifier
Identifier Value Description Protection Mandatory/Optional
Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent
HMAC HMAC

0 SRM Hello NO NO M M

1 Authentication NO NO M M

2 Key Exchange NO NO M M

3 CRL Information Exchange NO NO M M

4 OCSP Nonce NO NO 0] 0]

5 OCSP Process NO NO O 0]

6 CRL Update NO NO M M

7 CRL Retrieval NO NO M M

8 Installation Setup YES YES M M

9 Rights Installation YES YES M M

10 Rights Retrieval YES YES M M

11 REK Query YES YES M M

12 Rights Info Query YES YES M M

13 Handle List Query NO NO M M

14 Handle Removal YES YES M M

15 Rights Enablement YES YES M M
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Identifier Value Description Protection Mandatory/Optional

Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent

HMAC HMAC

16 Rights Removal YES YES M M

17 RI Certificate Store NO NO (0] 0]

18 RI Certificate Query NO NO 0] 0]

19 RI Certificate Removal NO NO @) O

20 Dynamic Code Page Query NO NO M (0]

21 Dynamic Code Page Update NO NO (0] (0]

22 Rights Info List Query NO YES (0] (0]

23 Change SAC NO NO 0] 0]

24 ~ 127 Reserved For Future Use

In Table 3, ‘M’ denotes that the DRM or SRM AgeMbBIST support the messages, and ‘O’ denotes thadbats MAY
support the messages.

5.6.5

All messages between a DRM Agent and an SRM Agemiiain anExt ensi onsCont ai ner () structure. This structure
has the following format:

ExtensionsContainer() {

Extensibility of Binary Messages

nbrOfExtensions 8 uimsbf

for(i=0 ;i< nbrOfExtensions ; i++){
extensionType 8 uimsbf
size 16 uimsbf
Extension()

}

}

Thenbr OF Ext ensi ons field indicates how many extensions follow. Instkiersion of the specification, the
nbr Of Ext ensi ons field SHALL contain a value 0. In future versiathgs field may contain another value.

For each extension tl&xt ensi onsCont ai ner () structure contains the following fields:

« extensionType - an 8-bit integer signalling the type of the exien. Each extension shall have a unique
extensionType.

* size -a 16-bit integer specifying the size of the egten, i.e. the size of tHext ensi on field in bytes. If the
receiver of the message does not know the extegien this field can be used to skip to the nexeémsion.

« Ext ensi on - this structure contains the fields of the extemsThe content of the structure depends on the
particular extension and is to be defined in fuspecifications.

Unknown extensions SHALL be ignored by the recg(DRM or SRM) Agent.

5.6.5.1 Application of Extensibility in Future Spec ifications (informative)

Future specifications can use tBet ensi onsCont ai ner () mechanism to expand messages. When an extension is
specified in a future specification, it can eitberincluded in all messages independent of theéoreds the involved
SRM/DRM Agents or only included when communicatibmiween agents of appropriate versions occursdéhision on
where and when a certain extension is to be indusléo be taken when the new specification is made

Extensions can be mandated in future specificatibhis means DRM/SRM Agents conformant to thoseiigations must
include the extensions, even though older SRM/DRjéms will ignore it. The extensions have to beagtesd in such a
way that this does not open an attack opportunity.
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5.6.6 Status

Each response (i.eessageType is setto 1) has & at us field (see Appendix C.2.2) indicating whether its
corresponding request (i:essageType is set to 0) was successfully processed or ndtleTalists the integer values
assigned to each status code.

Table 4: Status Code Values

Value Status Name
0 Success
1 Unknown Error
2 Trust Anchor Not Supported
3 Device Certificate Chain Verification Failed
4 Field Decryption Failed
5 SRM Random Number Mismatched
6 Version Mismatched
7 SAC Not Established
8 Old CRL
9 OCSP Response Verification Failed
10 Invalid OCSP Nonce
11 CRL Verification Failed
12 CRL Not Found
13 Field Integrity Verification Failed
14 Duplicate Handle
15 Not Enough Space
16 Handle Not Found
17 Handle Not Removed
18 Request Not Supported
19 RI Certificate Chain Not Found
20 Dynamic Code Pages Not Found
21 Handles In-consistent
22 Parameter Failed
23 Unexpected Request
24 AssetID List Too Long
25 ~ 65535 Reserved For Future Use

In section 6, for each description of a requegifvase message pair, a list of valid status vakispecified. Should a DRM
Agent receive a status value not specified forriquaar response message, the DRM Agent SHAL Lt tifea status as
having receivedJnknown Error.

SRM Agent MUST return “Request Not Supported” Stalode in case it receives a request message vesisdde
Identifier of “Reserved For Future Use” (definedTiable 3).
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6. DRM Agent — SRM Agent Protocol

6.1 SRM Hello

The SRM Hello message pair is used by the DRM Agendtthe SRM to exchange information about eachroth

6.1.1 Hello

SrmHelloRequest

SrmHelloResponse

e e L

————— el Y

Figure 4: Sequence Diagram — SRM Hello

6.1.1.1 Description of Messages

The DRM Agent sends the SrmHelloRequest to inittakegical channel with the SRM Agent. The fieldsle request are

defined in Table 5.

Table 5: Fields of SrmHelloRequest

Fields

Protection Requirement

Description

Version

No

Version is a <major.minor> representation of the highest
SRM protocol version number supported by the DRM
Agent.

For this version of the protocolersion SHALL be set to
1.0.

Trust Anchor And
Device ID Pair List

No

Trust Anchor And Device ID Pair List contains the list of
trust anchor and Device ID pairs for the Devicee Thust
anchor identifies the trust model. If the Device hzore than
one Device ID under a trust model, then only onei€lD

under the trust model MUST be present in this list.

Upon receiving the SrmHelloRequest, the SRM Agetdgds a protocol version supported by the SRM.

After completing this step, the SRM Agent sendsShaHelloResponse to the DRM Agent. The fieldshef tesponse are

defined in Table 6.

Table 6: Fields of SrmHelloResponse

Fields

Protection Requirement

Description

Status

No

The result of processing the SrmHelloRstgmessage. The
Satus values are specified in Table 7.

If Status contains any error, only this field is presenthia
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Fields Protection Requirement Description

SrmHelloResponse.

Selected Version No The protocol version seleciethe SRM Agent. The
Selected Version will be min(DRM Agent suggested versior
highest version supported by the SRM Agent). irih&gA,B)
= A where A <=B.

Trust Anchor And SRM 1D No Trust Anchor And SRM ID Pair List contains the list of trust
Pair List anchor and SRM ID pairs for the SRM. The trust anch
identifies the trust model. The trust anchors MUf&Tone of
the trust anchors in thErust Anchor And Device ID Pair

List in the SrmHelloRequest. For example, if Tirest
Anchor And Device ID Pair List has trust anchors A, B and
C and the SRM supports trust anchors B, C and &, the
Trust Anchor And SRM ID Pair List would only contain trust
anchors B and C. If the SRM has more than one SBRM |
under a trust model, then only one SRM ID undettithst
model MUST be present in this list.

Peer Key Identifier List No Peer Key Identifier List contains a list of Device IDs stored
by the SRM. If any of the identifiers match the @eviDs in
the Trust Anchor and Device ID Pair List in the preceding
SrmHelloRequest, it means the SRM has alreadyigdrihe
corresponding Device’s certificate chains, and thatDRM
Agent does not need to send any of those certfichains in
a later message. If the SRM has verified the Dévice
certificate chain, based on tfieust Anchor and Device ID
Pair List in the SrmHelloRequest, then the SRM Agent
MUST include this field in the SrmHelloResponse.

Max Number Of AssetIDs| No This field contains thaximum number of H(AssetID)s
that can be processed by the SRM Agent in the
HandleListQueryRequest (see sectitimor! Reference
source not found).

Optional Messages No This field indicates which optional messagessaigported
Supported by the SRM.

Table 7: Status of Srm Hello Message

Status Value Description
Success The request was successfully processed
Parameter Failed A field in the request has anliehv@ngth or structure.
Unknown Error Other errors

Upon receiving the SrmHelloResponse &alus is Success, the DRM Agent continues with the MAKE processéttion
6.2.

6.1.1.2 Format of Messages

The message formadtssageBody) of the SrmHelloRequest is specified as followsefessageType is set to ‘0’ and
the message is not protected by an HMAC.
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Entityld() {
/l SHA-1 of the DER-encoded
Il subjectPublicKeyIlnfo component
I of the Entity's certificate
Hash()

Deviceld() {
Entityld()
}

TrustAnchor(){
/I SHA-1 of root public key
Entityld()

}

TrustAnchorAndDeviceldPairList() {
/I There MUST be at least one pair
nbrOfPairs 8
for (i=0;i<nbrOfPairs ; i++){

TrustAnchor()

/I Defined in Appendix C.1

uimsbf

/I The Device’s ID under the Trust Anchor a

Deviceld()

}
}

MessageBody() {
Version()
TrustAnchorAndDeviceldPairList()

}

The fields are defined as follows:

/I Defined in Appendix C.2.1

 Version -Versionfield in Table 5

 Trust Anchor AndDevi cel dPai r Li st —Trust Anchor and Device ID Pair List field in Table 5

bove

The message formatssageBody) of the SrmHelloResponse is specified as follolte nessageType is set to ‘1’
and the message is not protected by an HMAC.

SelectedVersion() {
Version()

}

Srmld(){
Entityld()
}

/I Defined in Appendix C.2.1
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TrustAnchorAndSrmlidPairList() {
/l There MUST be at least one pair
nbrOfPairs 8 uimsbf
for (i=0;i<nbrOfPairs ; i++) {
TrustAnchor()
/l The SRM’s ID under the Trust Anchor abov e
Srmid()
}
}

PeerKeyldentifier() {
Entityld()
}

PeerKeyldentifierList() {
nbrOfPeerKeyldentifiers 8 uimsbf
for (i =0 ;i< nbrOfPeerKeyldentifiers ; i++ ) {
PeerKeyldentifier()
}
}

OptionalMessages() {
ocspSupported 1 bslbf
rightsinfoListSupported 1 bslbf
riCertificateStorageSupported 1 bslbf
riCertificateRemovalSupported 1 bslbf
dynamicCodePageSupported bslbf
changeSacSupported bslbf
rfu 10 bslbf

[

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
SelectedVersion()
TrustAnchorAndSrmidPairList()
PeerKeyldentifierList()
maxNbrOfAssetlds 16 uimsbf
OptionalMessages()
}
}

The fields are defined as follows:

St atus - Satusfield in Table 6
 Sel ect edVer si on - Selected Version field in Table 6

e Trust Anchor AndSr m dPai r Li st —Trust Anchor And SRM ID Pair List field in Table 6
 PeerKeyldentifierlList —PeerKeyldentifierList field in Table 6
«  maxNbr OF Asset | ds — Max Number of AssetlDs field in Table 6

e Optional Messages — Optional Messages Supported field in Table 6. The contained flags have meamigg

follows:
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0 ocspSupported—if ‘0, the OCSP Nonce and OCSP Process messagestion 6.4.2 and 6.4.3 are
not supported by the SRM Agent. If ‘1’, the messagee supported by the SRM Agent.

0 rightslnfolListSupported-if ‘0", the Rights Info List Query message ircgen 6.8.3 is not
supported by the SRM Agent. If ‘1’, the messagsuigported by the SRM Agent.

o riCertificateStorageSupported—if‘0,the RI Certificate Store and RI Certifite Query
messages in section 6.8.7 and 6.8.8 are not s@gploytthe SRM Agent. If ‘1’, the messages are sttppo
by the SRM Agent.

o ricCertificateRenoval Supported —if ‘0’, the RI Certificate Removal message icts@n 6.8.9 is
not supported by the SRM Agent. If ‘1’, the messegsupported by the SRM Agent.

o dynam cCodePageSupport ed —if ‘0’, the Dynamic Code Page Query and Dyna@axe Page
Update messages in section 6.8.10 and sectionlGaglnot supported by the SRM Agent. If ‘1’, the
messages are supported by the SRM Agent.

0o changeSacSupport ed - if ‘0’, the ChangeSac messages in section && 5ot supported by the SRM
Agent. If ‘1, the messages are supported by th¥ 3gent.

6.1.1.3 Exception Handling

There may be an unexpected exception during theH&iio message pair processing as specified inosebt5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates communication by discgrdimy existing SAC context with the SRM Agent. Theer may be
informed of this exception.

6.2 MAKE (Mutual Authentication and Key Exchange) P rocess

E
:

AuthenticationRequest

AuthenticationResponse

KeyExchangeRequest

KeyExchangeResponse

Y Y N
—————— e N ____

Figure 5: Sequence Diagram — MAKE Process

As shown in Figure 5, the MAKE Process is comprisktivo request/response message pairs: Autheioticatessage pair
and Key Exchange message pair. The Authenticatessage pair SHOULD be followed by the Key Exchamgssage pair.
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If an SRM Agent receives any request message tibharKeyExchangeRequest following receipt of the
AuthenticationRequest, the SRM Agent SHOULD retunexpected Request in theStatus field of the response message.

6.2.1 Authentication

The DRM Agent sends the AuthenticationRequestédRM Agent to start the MAKE process. This reqeggresses
Device information and preferences. The Authenticiesponse expresses SRM information and prefeseiitie DRM
Agent and SRM Agent may also exchange their cesti§ chains and verify them.

6.2.1.1 Description of Messages

The DRM Agent sends the AuthenticationRequestit@mte a MAKE process. The fields of the requestdefined in Table

8.

Table 8: Fields of AuthenticationRequest

Fields

Protection Requirement

Description

Trust Anchor

No

Trust Anchor preferred by the DRM Agent. The trust anch
MUST be selected frorfirust Anchor And SRM ID Pair List
in the SrmHelloResponse. Selection of the trushanc
implicitly selects both the Device ID and the SRM |

or

Device Certificate Chain

No

A certificate chain fbe Device under the selected trust
anchor. The chain MUST NOT include the root ceréife.
The Device Certificate MUST come first in the liBach
following certificate MUST directly certify the one
preceding it. Refer to Appendix F.1
If the Peer Key Identifier List field is present in the
SrmHelloResponse and the list contains the Dece |
corresponding to the Device Certificate Chain, tthes field
need not be sent in the AuthenticationRequest.

Peer Key Identifier

No

An SRM ID under the trusthor indicated by th&rust
Anchor field in this message. If the Device has already
verified the corresponding SRM Certificate Chahert this
field SHOULD be present. This informs the SRM ta no
send the SRM’s certificate chain in the
AuthenticationResponse.

Supported Algorithms

No

Supported Algorithms identifies the cryptographic
algorithms (hash algorithms, MAC algorithms, sigmat
algorithms, asymmetric encryption algorithms, syrrine
encryption algorithm, and key derivation functiotigt are
supported by the DRM Agent.

Use of algorithms not listed in section 5.2 and6i8
optional. Since all DRM Agents and all SRM Agentssin
support the default algorithms, they need not In¢ isethis
field. Only identifiers for algorithms that are rarte of the
defaults need to be sent in the AuthenticationRsigque

Upon receiving the AuthenticationRequest, the SRt MUST perform the following prodecure:

1. Check if it supports thérust Anchor. If not, setStatus to Trust Anchor Not Supported and send the
AuthenticationResponse.

2. If present, verify théevice Certificate Chain. If the verification is good, then continue witieg 5. Otherwise, set
Satus to Device Certificate Chain Verification Failed and send the AuthenticationResponse.

3. If the Device Certificate Chain is not present, do the following:

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve

d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20080128-C

Page 33 (138)

A. If the SrmHelloResponse did not include Beer Key Identifier List, setSatus to Device Certificate Chain
Verification Failed and send the AuthenticationResponse.

B. If the SrmHelloResponse did include theer Key Identifier List, then check whether tHeust Anchor
matches any trust anchor in theer Key Identifier List. If it does not, then s&atus to Device Certificate
Chain Verification Failed and send the AuthenticationResponse.

4. Check thePeer Key Identifier and determine whether or not to send the SRM'ficate chain under th@rust

Anchor.

5. Select the algorithms to use from Bgported Algorithms.

After these steps, the SRM Agent sends the Autt@iinResponse to carry the result of the actitve. flelds of the
response are defined in Table 9.

Table 9: Fields of AuthenticationResponse

Fields

Protection Requirement

Description

Status

No

The result of processing the Authentio®equest messag
The Satus values are specified in Table 10.
If Status contains any error, only this field is presenthia
AuthenticationResponse.

SRM Certificate Chain

No

The SRM'’s certificate ahander the trust anchor sent in
the preceding request. The chain MUST NOT inclinde t
root certificate. The SRM Certificate MUST comestim
the list. Each following certificate MUST directbertify the
one preceding it. Refer to Appendix F.1.

If the Peer Key Identifier field was present in the preceding
request, then this field SHOULD NOT be present.

Encrypted AuthResp
Data

No

E (PuKey, AuthRespData) where AuthRespData =N
Version | Selected Algorithms | H(Supported Algorithms)

RNs is a random number generated by the SRM Agent.
Version is copied from th&ersion field in the
SrmHelloRequest.

Selected Algorithms specifies the cryptographic algorithms|
selected by the SRM Agent.

H(Supported Algorithms) is the hash, using the selected hg
algorithm, of theSupported Algorithms field in the
AuthenticationRequest.

AuthRespData is encrypted with the Device’s public key
(PuKey) under the trust anchor specified in the
AuthenticationRequest.

ash

Table 10: Status of Authentication Message

Status Value

Description

Success

The request was successfully processed.

Trust Anchor Not Supported

Trust Anchor in the request is not supported by the SRM Agent

Failed

Device Certificate Chain Verification

The SRM Agent failed to verify th@evice Certificate Chain.

Parameter Failed

A field in the request has anlieh@ngth or structure.

Unexpected Request

This request was received agioqpfence or is otherwise not allowed.

Unknown Error

Other errors
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Upon receiving the AuthenticationResponse &atlis is Success, the DRM Agent verifies th8RM Certificate Chain if the
certificate chain is present. If the DRM Agent dint send @eer Key Identifier in the AuthenticationRequest and the
certificate chain is not present, then the DRM AgdlJST terminate communications with the SRM. Aftiee verification,
the DRM Agent decryptBNs, Version, Selected Algorithms, and HSupported Algorithms) with the Device’s private key
(under the trust anchor sent in the Authenticatiemkest).

The DRM Agent comparegersion to theVersion field sent in the SrmHelloRequest, and validates it supports the
Selected Algorithms. If the Selected Algorithms are not supported, then the DRM Agent MUST tertgic@mmunications
with the SRM. Otherwise, using the selected hagbrihm, the DRM Agent validates the $8fpported Algorithms). If valid,
the DRM Agent continues with section 6.2.2.

6.2.1.2 Format of Messages

The message format#ssageBody) of the AuthenticationRequest is specified aswfel. ThemessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceCertificateChain() {
CertificateChain() /I Defined in Appendix C.1

}

AlgorithmList() {
/I If number of algorithms is zero,
I/ then the default algorithm is used

nbrOfAlgorithms 8 uimsbf
for (=0 ;i< nbrOfAlgorithms ; i++) {

Algorithm() /IDefined in Appendix C.1
}

}

SupportedAlgorithms() {
// Hash algorithms
AlgorithmList()

/I HMAC algorithms
AlgorithmList()

/I Symmetric algorithms
AlgorithmList()

Il Asymmetric algorithms
AlgorithmList()

/I KDF algorithms
AlgorithmList()

MessageBody() {
TrustAnchor() /I Defined in section 6.1.1.2
DeviceCertificateChain()
PeerKeyldentifier() // Defined in section 6.1. 1.2
SupportedAlgorithms()

}

The fields are defined as follows:
e Trust Anchor —Trust Anchor field in Table 8

» DeviceCertificat eChai n —Device Certificate Chain field in Table 8
« PeerKeyldentifier —Peer Key Identifier field in Table 8
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e SupportedAl gorithns —Supported Algorithms field in Table 8

The message format#ssageBody) of the AuthenticationResponse is specified dofd. ThemessageType is set to
‘1’ and the message is not protected by an HMAC.

SelectedAlgorithms() {
// Hash algorithms
AlgorithmList()
/I HMAC algorithms
AlgorithmList()
/I Symmetric algorithms
AlgorithmList()
/Il Asymmetric algorithms
AlgorithmList()
/l KDF algorithms
AlgorithmList()

HashOfSupportedAlgorithms() {
// Hash of SupportedAlgorithms from the
/I AuthenticationRequest, using the
// hash from SelectedAlgorithms

Hash() /I Defined in Appendix C.1
}
SrmCertificateChain() {
CertificateChain() [/l Defined in Appendix C.1
}
AuthRespData() {
RandomNumber() /I Defined in Appendix C.1
Version() /I Defined in Appendix C.2.1
SelectedAlgorithms()
HashOfSupportedAlgorithms()

}

EncryptAuthRespData() {
I/l Contains the encrypted AuthRespData
EncryptedData() /I Defined in Appendix C.1

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
SrmCertificateChain()
EncryptedAuthRespData()
}
}

The fields are defined as follows:

* Aut hRespDat a — AuthRespData value ofEncrypted AuthResp Data field in Table 9

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20080128-C Page 36 (138)

« RandomNunber —RNs value ofEncrypted AuthResp Data field in Table 9
* Ver si on -Version value ofEncrypted AuthResp Data field in Table 9
» Sel ect edAl gorit hns — Selected Algorithms value ofEncrypted AuthResp Data field in Table 9

* HashOf Support edAl gorit hnms — H(Supported Algorithms) value ofEncrypted AuthResp Data field in
Table 9

e St atus - Satusfield in Table 9
e SrnCertificateChai n—SRM Certificate Chain field in Table 9
 Encrypt edAut hRespDat a — Encrypteddut hRespDat a field in Table 9

6.2.1.3 Exception Handling

There may be an unexpected exception during theeltication Message processing as specified imosest5.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus, fails to verify theSRM Certificate Chain,
or fails to decrypt th&ncrypted AuthResp Data, then the DRM Agent regards it as an exceptiontarrdinates
communication by discarding any existing SAC conteith the SRM Agent. The User may be informedhi$ exception.

6.2.2 Key Exchange
This step performs the key exchange and key coafion.

6.2.2.1 Description of Messages

The DRM Agent generates a random numbergREind encrypts it with the SRM’s public key. Aidlstep, the DRM Agent
also encrypts the hash of the SRM Random Numbeg)(Rideived in the AuthenticationResponse.

Then the DRM Agent sends the KeyExchangeRequestdoange keys with the SRM Agent. The fields ofrétpiest are
defined in Table 11.

Table 11: Fields of KeyExchangeRequest

Fields Protection Requirement Description
Encrypted KeyEx Data No E (PukeyKeyExData) where KeyExData = BNIH(RNs)
| Selected Version
Selected Version is identical to thé&elected Version received
by the DRM Agent in the SrmHelloResponse.
KeyExData is encrypted with the SRM’s public key
(PuKey) under the trust anchor sent in the
AuthenticationRequest.

Upon receiving the KeyExchangeRequest, the SRM AdecryptsEncrypted KeyExData with the SRM's private key
(under the trust anchor sent in the Authenticatekest).

The SRM Agent compares the decrypted H{RW the hash of the random number grithat the SRM Agent sent in the
AuthenticationResponse. The hash is computed tsagegotiated algorithm. The SRM Agent also compéne decrypted
Selected Version to theSelected Version field sent in the SrmHelloResponse.

After this action, the SRM Agent sends the KeyExgeResponse to carry the result of the action fiehis of the response
are defined in Table 12
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Table 12: Fields of KeyExchangeResponse

Fields Protection Requirement

Description

Status No

The result of processing the KeyExchargaBst message
The Satus values are specified in Table 13.
If Status contains any error, only this field is presenthia
KeyExchangeResponse.

Hash Of RanNum Data No

H(RanNumbData) where RanNUmB&N, | RNs.
RanNumData is hashed by the selected hash algorithm

Table 13: Status of Key Exchange Message

Status Value

Description

Success

The request was successfully processed.

Field Decryption Failed

The SRM Agent fails to dgatrthe encrypted fields.

SRM Random Number Mismatched

value in the SRM.

The SRM Random Nurfnber the DRM Agent is not identical to its original

Version Mismatched

Theelected Version received in KeyExchagenRequest is not matched tvégh
original value sent in the SrmHelloResponse.

Parameter Failed

A field in the request has anlieh@ngth or structure.

Unexpected Request

This request was received @gtgpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving the KeyExchangeResponse3atilis is Success, the DRM Agent confirms whether the hash of the
concatenation of the Device Random Number {R&hd the SRM Random Number (Mnatches the corresponding hash
of the random numbers exchanged in the KeyExchaemge#st and AuthenticationResponse respectively.

After the key exchange and key confirmation aresssfully finished, the DRM Agent and SRM Agent @ette security
elements by using the Key Derivation Function a#jed in section 6.3.1.

6.2.2.2 Format of Messages

The message format#ssageBody) of the KeyExchangeRequest is specified as folloMenessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceRandomNumber() {
RandomNumber()

}

SrmRandomNumber() {
RandomNumber()

}

HashOfSrmRandomNumber() {
Hash()

}

SelectedVersion() {
Version()

}

/I Defined in Appendix C.1

/I Defined in Appendix C.1

/I Defined in Appendix C.1

/I Defined in Appendix C.2.1
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KeyExData() {
DeviceRandomNumber()
HashOfSrmRandomNumber()
SelectedVersion()

}

EncryptedKeyExData() {
EncryptedData() /I Defined in Appendix C.1

}

MessageBody() {
EncryptedKeyExData()

}
The fields are defined as follows:
 KeyExDat a —KeyExData value ofEncrypted KeyEx Data field in Table 11
» Devi ceRandomNunber —RNp value ofEncrypted KeyEx Data field in Table 11
* SrnRandomNunber —RNsvalue ofEncrypted KeyEx Data field in Table 11
» Sel ected Version —Sdected Version value ofEncrypted KeyEx Data field in Table 11
* HashO SrmRandomNunber — Hash of thé&sr mRandomNunber using the selected hash algorithm
» Encrypt edKeyExDat a —KeyExDat a encrypted with the SRM’s public key

The message format#ssageBody) of the KeyExchangeResponse is specified as felldaenmessageType is set to
‘1’ and the message is not protected by an HMAC.

RanNumData() {
DeviceRandomNumber()
SrmRandomNumber()

}

HashOfRanNumData() {
Hash() /I Defined in Appendix C.1

}

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
HashOfRanNumbData()

}
}

The fields are defined as follows:

. RanNunDat a — RanNumData value ofHash Of RanNum Data field in Table 12

. Devi ceRandomNunber —RNp value ofHash Of RanNum Data field inTable 12

. SrmRandomNunber — RNg value ofHash Of RanNum Data field in Table 12

e  Status -Satusfield in Table 12

. HashOf RanNunDat a — Hash ofRanNunDat a field in Table 12 using the selected hash algorith
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6.2.2.3 Exception Handling

There may be an unexpected exception during theBgeltange Message processing as specified in segfol. If the

DRM Agent fails to receive the response, finds mareby referring to th&atus, or fails to verify the random numbers, then
the DRM Agent regards it as an exception and teatesicommunication by discarding any existing SA@text with the
SRM Agent. The User may be informed of this exaapti

6.3 Secure Authenticated Channel

Whenever sensitive information, such as cryptog@kéys, needs to be transferred between the DR¥hAgnd SRM
Agent, a Secure Authenticated Channel (SAC) nexts uised. A SAC is a logical channel that providessage integrity
and optionally message confidentiality. A SAC netxbe established using credentials from a truglehunder which the
sensitive information was created. Therefore,éffrevice and SRM support than one trust model mroon, then multiple
Secure Authenticated Channels can be establishegplewating the MAKE process.

6.3.1  Key Derivation Function

After the MAKE process is completed, both the DRIgeft and the SRM Agent have mutually authenticateth other and
have exchanged secret random numbers that arérugederating key materials (Session Key and MA®@)K&he keys are
used in the SAC.

The Key Derivation Function (KDF) is the same as KIDF specified in section 7.1.2 of the OMA DRM @2pecification
[OMADRMV2]. A trust model may use a different KDFhe following key material in Table 14 is derivedrh the KDF.
When using the KDF, e = RN, | RNs, otherinfo = Supported Algorithms | Selected Algorithms, andkLen is 36 bytes (the
total size of the key materials in Table 14).

Table 14: Key Materials

Fields Size Description Nomenclature
MAC Key 160 bits HMAC-SHAL Key: The first 20 octed$ T as the derived key MK
Session Key 128 bits AES Key: The next 16 octefE a$ the derived key SK

By default, the DRM Agent and SRM Agent support At€5128-CBC mode. The padding is performed as pdadn
[RFC2630].

6.3.2 SAC Context

Once a SAC has been established, a logical SAGxbwill exist. The context consists of the follawgiinformation:

 MAC Key - this key gets updated as specified inisa®.3.4.
» Session Key — this key does not change for thetiduraf the SAC.
» Selected Algorithms — the algorithms that were tiegged during the MAKE process.

» Trust Anchor — the trust anchor under which the S¥G established. Used when multiple SACs are atvailand
the Device wants to switch to a different SAC asc#fed in section 6.3.5

» Entity ID — for the Device, this contains the SRNDs(under the trust anchor); for the SRM, this teams the
Device’s ID (under the trust anchor).

The SAC context exists until a new SAC with the edbevice and SRM, under the same trust modeltabkshed. By
using the SRM Hello message pair, a DRM Agent aerdhine if it communicating with the same SRMhé DRM Agent
reuses the SAC context, sends a secure messagetaruhck &ield Integrity Verification Failed error, this probably
indicates that the SAC context is no longer valide DRM Agent SHOULD establish a new SAC.
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6.3.3 Secure Message

Once the SAC has been established, two types afigeare provided. The first type is integrity peotion and the other
type is confidentiality protection. The integrityopection is performed by generating HMAC (using tregotiated HMAC
algorithm) over fields using the current MAC KeyKWin the SAC Context. The confidentiality protexstiis performed by
encrypting fields using the current Session Key)(8Kd the negotiated symmetric encryption algorithm

6.3.4 Message Replay Protection

Replay protection is provided by using a differBtRC Key for every request or response message doglires integrity
protection. After the SRM Agent sends a resporigbeirequest or the response required integritygation, then the SRM
Agent MUST generate a new MK. After the DRM Ageateives a response, if the request or the respegaged integrity
protection, the DRM Agent MUST generate a new MKobe sending a request needing integrity protectigsing the SAC
Context, a new MK is generated as follows:

MK.1 = H(MK ;), where H is the negotiated hashing algorithm
6.3.5 Changing SAC

The DRM Agent changes to a different SAC as illaistd in the following Figure 6:

ChangeSacRequest

ChangeSacResponse

————— Y

Figure 6: Sequence Diagram — Change SAC

If an SRM supports multiple trust models, then &M MAY implement the Change SAC message paihiff inessage
pair is supported, this is indicated in the SrméRR#sponse (see section 6.1). If this messagespadrtisupported, then the
DRM Agent MUST use the MAKE process to change tliffierent SAC. Note that the DRM Agent can use3fM Hello
message pair to determine if it is communicatintpwhie same SRM.

6.3.5.1 Description of Messages

If the SRM supports multiple trust models and tHeMDAgent has established multiple SACs (as desdribeection 6.3),
the DRM Agent can send the ChangeSacRequest sthéh8RM Agent can change to a different SAC. Téles of the
request are defined in Table 15.

Table 15: Fields of ChangeSacRequest

Field Protection Requirement Description
Trust Anchor No The Trust Anchor under which a SA&s established.

Upon receiving the ChangeSacRequest, the SRM Agaks that it has established a SAC under thefigaketrust anchor.
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The SRM Agent sends the ChangeSacResponse tatltamgsult of the processing the request. Uponisgride
ChangeSacResponse and if 8tetus is Quccess, the SRM Agent MUST change to the SAC identifigdie trust anchor
and start using that SAC context. The fields ofrésponse are defined in Table 16.

Table 16: Fields of ChangeSacResponse

Field Protection Requirement Description
Status No The result of processing the ChangeSacReqessage.
The Satus values are specified in Table 17.
Table 17: Status of Change SAC Message
Status Value Description
Success The request was successfully handled.

SAC Not Established

A SAC under the trust anchaerr@t been established.

Request Not Supported

The SRM only supports orst inodel and hence does not support this requg

pSt.

Unknown Error

Other errors

Upon receiving the ChangeSacResponseSatds is Success, the DRM Agent MUST change to the SAC and starigus

that SAC context.

6.3.5.2 Format of Messages

The message format#ssageBody) of the ChangeSacRequest is specified as folldlwsnessageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
TrustAnchor()

}

The fields are defined as follows:

/I Defined in section 6.1.1.2

e Trust Anchor —the Trust Anchor field in Table 15.

The message formatssageBody) of the ChangeSacResponse is specified as follbhesressageType is set to ‘1’
and the message is not protected by an HMAC.

MessageBody() {
Status()

}

The fields are defined as follows:

e St at us — Status field in Table 16.

6.3.5.3 Exception Handling

There may be an unexpected exception during theggh8AC message pair processing as specified filoséc5.1. If the
DRM Agent fails to receive the response or findsJaknown Error by referring to th&tatus, then the DRM Agent regards
it as an exception and terminates communicatiodisgarding any existing SAC context with the SRMeAy The User

may be informed of this exception.
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6.4 Revocation Status Checking

Revocation status checking between the SRM Agemtlaa DRM Agent is a necessary procedure that MO&r before
exchanging any message over the SAC. During matuthlentication between the DRM Agent and SRM Ageawpcation
status checking is performed locally by using ehedcCertificate Revocation List (CRL). A DRM Agevit’ST cache a
CRL that contains revocation status about SRMs tla@a@®RM Agent MUST cache a CRL that contains ration status
about Devices. If the connected SRM or Device, getpely, is on the CRL then the SAC MUST be teraérl.
Furthermore, the SAC MUST be terminated if the SR information that the DRM Agent has been revqked section
6.4.3). The validity dates for the cached CRL (Wieetn the DRM Agent or the SRM Agent) does notdieebe checked
for revocation status checking. The CRL update deleeand CRL distribution and thereby criteriadasuring valid CRLs
are beyond the scope of this specification. Thitige specifies protocols that relevant trust medehy require to
implement revocation checking.

Note: This Enabler does not require revocatiorustahecking of the RI certificate chain when venifyRI signatures during
Move or Local Rights Consumption. However, Devib#3ST follow [OMADRMv2.1] requirements when perforng
ROAP.

For a DRM Agent and an SRM Agent to update an ¢k @ith a newer CRL, this document specifies protsdor the
following purposes:

* CRL Information Exchange (Refer to section 6.4.1)

The DRM Agent and SRM Agent exchange CRL numbewsder to determine if CRL(S) in the Device supdese
CRL(s) in the SRM or vice versa.

» OCSP Nonce (Refer to section 6.4.2)

The DRM Agent requests a nonce from the SRM Ageimé. DRM Agent uses the nonce for the OCSP requoest s
that the SRM Agent can be provided with the curi2RM time and check the revocation status of theiae

* OCSP Response Processing (Refer to section 6.4.3)

The DRM Agent passes an OCSP response to the SRivitAlgat includes the revocation status of the DRjédnt
and the DRM time.

e CRL Delivery from Device to SRM (Refer to sectiod &)

The DRM Agent sends its CRL(s) to the SRM Agente BRM Agent replaces the CRL(s) stored in the SR w
the received CRL(S).

* CRL Delivery from SRM to Device (Refer to sectiod &)
The DRM Agent retrieves CRL(s) in SRM, and replatestored CRL(s) with the retrieved CRL(S).

Some trust models may use an OCSP responder t@prine revocation status of Devices. To enableSiRB! Agent to use
OCSP to check the revocation status of DevicesDiRK Agent SHOULD support the following:

OCSP communication protocol between an OCSP regpamtl the DRM Agent as specified in [OCSP-MP]
 OCSP Nonce request in section 6.4.2
* OCSP request generation with the nonce providetidBpRM Agent
* OCSP Response Processing between the DRM AgergRkdAgent in section 6.4.3
In order to use OCSP to check the revocation std#tevices, the SRM Agent SHOULD also supportftiowing:

* OCSP Nonce request in section 6.4.2
* OCSP Response Processing in section 6.4.3

The CRL(s) are updated by the following procedure.
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The CRL information exchange function in sectiof.B.is executed.

If the DRM Agent supports the OCSP responder — DRJdnt communication, then the DRM Agent MAY pass @CSP
response to the SRM Agent by using the OCSP Nagueest function in section 6.4.2 and OCSP respprseessing
function in section 6.4.3.

If the CRL information exchange function finds tiGRL(s) must be updated, then the CRL delivery fi@ncin section 6.4.4
or 6.4.5 is used.

To minimize the impact of not checking the CRL dély dates, the following procedure is introduced

* Event Counting with a threshold as specified in éqqtix H

The DRM Agent and the SRM Agent count events unfitedefined threshold is reached, upon whicheshft
CRL is required. Support for Event Counting is OBNIAL; relevant trust models may mandate the usbefvent
counting mechanism.

6.4.1 CRL Information Exchange

The DRM Agent reads an SRM’s CRL information listorder to determine if CRL(S) in the Device supdesCRL(s) in the
SRM or if CRL(s) in the SRM supersede CRL(s) infrevice as illustrated in Figure 7.

DRM Agent RM Agen

CRLInformationExchangeRequest

CRLInformationExchangeResponse

——————l ¥y _____

g ————

Figure 7: Sequence Diagram — CRL Information Exchage

6.4.1.1 Description of Messages

The DRM Agent sends the CRLInformationExchangeRetjieeread the CRL Information List from the SRMeT
CRLInformationExchangeRequest has no fields.

Upon receiving the CRLInformationExchangeRequést,3RM Agent sends the CRLInformationExchangeResptmthe
DRM Agent. The fields of the response are defimedable 18.

Table 18: Fields of CRLInformationExchangeResponse

Fields Protection Requirement Description

Status No The result of processing the
CRLInformationExchangeRequest message. Jateis
values are specified in Table 19.

If Satus contains any error, only this field is presenthia
CRLInformationExchangeResponse.

CRL Information List No CRL Information is a paif GRL Issuer ID and CRL
Number. TheCRL Information List contains CRL
Information of all CRLs in the SRM.
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Fields Protection Requirement Description

CRL Issuer ID is the 160-bit SHA-1 hash of the jpukky
corresponding to the private key used to sign tRé C.e.
the keyldentifier field of the authorityKeyldentfi
component in the CRL).

The CRL Number is the value contained in the CRinber
extension of the referenced CRL. This value is used
determine when a particular CRL supersedes anQRér

Table 19: Status of CRL Information Exchange Messag

Status Value Description
Success The request was successfully processed.
Parameter Failed A field in the request has anlieh@ngth or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error The SRM Agent fails to read the CRformation.

Upon receiving the CRLInformationExchangeRespotiseDRM Agent checks thgatus field. If Satus is Success, the
DRM Agent compares each element in @RL Information List received from the SRM with the Device’s list. it CRL
Issuer IDs are identical, then the CRL numberscarepared to determine if the SRM’s CRL superselde<RL stored in
the Device or if the Device’s CRL supersedes thé 6Rred in the SRM.

If the DRM Agent finds that CRL(s) in the Devicepsusedes CRL(s) in the SRM from the same CRL issherDRM
Agent MUST transfer the new CRL(s) to the SRM ughng CRLUpdateRequest as specified in section 6l#tHdere are
multiple CRL(s) to be updated, the DRM Agent repeghe CRL update request.

If the DRM Agent finds that CRL(s) in the SRM supeie CRL(S) in the Device from the same CRL issherDRM Agent
MUST retrieve the new CRL(s) from the SRM Agentngsihe CRLRetrievalRequest as specified in se@idrb. If there
are multiple CRL(S) to be updated, the DRM Agepieias the CRL retrieval request.

6.4.1.2 Format of Messages

The message format#ssageBody) of the CRLInformationExchangeRequest is emptye MassageType is set to'0’
and the message is not protected by an HMAC.

The message format#ssageBody) of the CRLInformationExchangeResponse is speat#ifollows. The
nessageType is set to ‘1’ and the message is not protectedrbMAC.

Crlissuerld() {
OctetString8() /I Defined in Appendix C.1

}

CrINumber() {
OctetString8() /I Defined in Appendix C.1

}

CrlInformation() {
CrlIssuerld()
CrINumber()

}
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CrlinformationList() {
nbrOfCrlinformation 8 uimsbf
for (i=0 ;i< nbrOfCrlinformation ; i++) {
Crlinformation()
}
}

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
CrlinformationList()

}
}

The fields are defined as follows:

 Status -Satusfield in Table 18
e CrllnformationLi st —CRL Information List field in Table 18

6.4.1.3 Exception Handling

There may be an unexpected exception during the IGRkmation Exchange Message processing as spéddifisection
5.5.1. If the DRM Agent fails to receive the respemr finds an error by referring to tBatus, then the DRM Agent regards
it as an exception and terminates communicatiodi®¥garding any existing SAC context with the SRMeAg The User

may be informed of this exception.

6.4.2 OCSP Nonce

This section is valid only for DRM Agents that soppcommunications with an OCSP Responder. If sttpddoy the SRM
Agent, a DRM Agent can get a nonce, for use in &5P Request, from an SRM Agent as illustrated gui€ 8.

DRM Agent RM Agen

OCSPNonceRequest

OCSPNonceResponse

g ————

Figure 8: Sequence Diagram — OCSP Nonce

6.4.2.1 Description of Messages

The DRM Agent sends the OCSPNonceRequest to retieeSIRM Agent to generate a nonce. There areetdsfincluded
in this request.
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Upon receiving the OCSPNonceRequest, the SRM Agemeérates a nonce (i.e. OCSP Nonce) and returnalhe by
sending the OCSPNonceResponse to the DRM Agent.

If the SRM Agent does not support the OCSP resppreeessing, it MUST return the error codeequest Not Supported.
The fields of the response are defined in Table 20.

Table 20: Fields of OCSPNonceResponse

Fields Protection Requirement Description
Status No The result of processing the OCSPNonasg&tgnessage.
The Status values are specified in Table 21.

If Status contains any error, only this field is presenthia

OCSPNonceResponse.
OCSP Nonce No This is a number randomly generatedebSRM Agent.
OCSP Responder Key | No This field identifies a trusted OCSP respondgyr $tored in
Identifier the SRM. If the identifier matches the key in tleetiicate

used by the Device’s OCSP responder, the DRM Agent
MAY remove the OCSP Responder certificate chaimfro
the OCSP response before providing the OCSP resftons
the SRM.

Table 21: Status of OCSP Nonce Message

Status Value Description
Success The request was successfully processed.
Request Not Supported The SRM Agent does not stifpOCSP response processing.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agigqpfence or is otherwise not allowed.
Unknown Error The SRM Agent fails to generate @@SP Nonce.

Upon receiving the respons&dtus is Quccess), the DRM Agent generates a nonce based OCSPsefquéts own
certificate (using the OCSP nonce provided by tRM3gent) and sends it to the OCSP responder.G®8P Nonce is
identified by the object identified-pkix-ocsp-nonce, while theextnValue is the value of the nonce.

6.4.2.2 Format of Messages

The message format#ssageBody) of the OCSPNonceRequest is specified as folldlhemressageType is set to’0’
and the message is not protected by an HMAC. Thissage does not include fields.

The message format#ssageBody) of the OCSPNonceResponse is specified as folldlwsnessageType is set to ‘1’
and the message is not protected by an HMAC.

OcspNonce() {
/I The length of the nonce MUST be
/I at least 14 bytes and no more than 32 bytes
OctetString8() /I Defined in Appendix C.1

}

OcspResponderKeyldentifier() {
OctetString8() /I Defined in Appendix C.1
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MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
OcspNonce()
OcspResponderKeyldentifier()

}
}

The field is defined as follows:

* Status - Satusfield in Table 20
e (OcspNonce —OCSP Noncefield in Table 20
* (OcspResponder Keyl denti fi er —OCSP Responder Key Identifier field in Table 20

6.4.2.3 Exception Handling

There may be unexpected exceptions during the QG8iee Message processing as specified in secttoh. 3f the DRM
Agent fails to receive the response or receivesreor in theStatus field (other tharRequest Not Supported), then the DRM
Agent regards it as an exception and terminatesraowcation by discarding any existing SAC contekhwhe SRM Agent.
The User may be informed of this exception.

6.4.3 OCSP Response Processing

This section is valid only for DRM Agents that soppcommunications with an OCSP responder. If sugpdoy the SRM
Agent, the DRM Agent sends an OCSP Response t8RIM Agent as illustrated in Figure 9.

OCSPProcessRequest

OCSPProcessResponse

————— el Y

Figure 9: Sequence Diagram — OCSP Processing

6.4.3.1 Description of Messages

Upon receiving the OCSP response from the OCSPnegp, the DRM Agent sends the OCSPProcessRequeass the
response to the SRM Agent. The fields of the relqalesdefined in Table 22.
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Table 22: Fields of OCSPProcessRequest

Fields Protection Requirement Description
OCSP Response No OCSP Response contains the revocation status of the DRM
Agent, the time at which the OCSP Response wagdjgn
and theOCSP Nonce transferred by the
OCSPNonceResponse as specified in section 6.4.2.

Upon receiving the OCSPProcessRequest, the SRMtAgeifies theOCSP Response. The SRM Agent MUST verify that
the OCSP-provided status of all revocable certifisan the Device Certificate Chaingsod (refer to [OCSP-MP]). If the
status igevoked, the SRM Agent SHOULD keep a record of that stébuguture use (refer to section 6.4). The SRM #Aige
MUST be able to detect that an OCSP respondeficatéi is non-revocable through the use ofithpkix-ocsp-nocheck
extension as specified in [OMADRMvV2]. The deterntioa of which certificates in a Device Certificaidain are revocable
is deemed to be part of the trust model of the odttust of that chain. In case the root of trdsés not specify such a
policy, the SRM SHALL assume a default model. la tlefault model only the Device Certificate is reafole and requires
an OCSP response to prove its status.

SRM Agents MUST be able to match a nonce sent @8R purposes in the OCSPNonceResponse (in secli@) @ith a
nonce in the received OCSP Response.

With the OCSP response, the SRM Agent is able ttilyvde revocation status of the Device Certifecauring the MAKE
process in section 6.2 and can check the fresloig3RL(s) based on tharoducedAt time in the OCSP response.

The SRM Agent then sends the OCSPProcessRespdreséells of the response are defined in Tabldf2ZBe SRM Agent
does not support the OCSP response processing)®TMeturn the error codeRequest Not Supported.

Table 23: Fields of OCSPProcessResponse

Fields Protection Requirement Description

Status No The result of processing the OCSPProeegsRt message
The Satus values are specified in Table 24.

Table 24: Status of OCSP Process Message

Status Value Description
Success The request was successfully processed.
OCSP Response Verification Failed The SRM Agent fails to verify th@CSP Response.
Invalid OCSP Nonce The OCSP nonce in the OCSP nssgpis not identical with the OCSP nonce
generated by the SRM Agent.
Request Not Supported The SRM Agent does not suipOCSP response processing.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionstatus = Success or Request Not Supported), the OCSP Process Message processing is completed

6.4.3.2 Format of Messages

The message formatssageBody) of the OCSPProcessRequest is specified as fallbhsmessageType is set to’'0’
and the message is not protected by an HMAC.

OcspResponse() {
OctetString16() I/l Defined in Appendix C.1

}
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MessageBody() {
OcspResponse()

}

The field is defined as follows:

e (OcspResponse —OCSP Response field in Table 22

The message formatssageBody) of the OCSPProcessResponse is specified as fllbhenessageType is set to
‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2

The field is defined as follows:

« Status -Satusfield in Table 23

6.4.3.3 Exception Handling

There may be an unexpected exception during thePRO@8cess Message processing as specified ins&cld. If the
DRM Agent fails to receive the response, or findseor by referring to th&atus (exceptRequest Not Supported), then the
DRM Agent regards it as an exception and termined@smunication by discarding any existing SAC cahteith the SRM
Agent. The User may be informed of this exception.

6.4.4 CRL Delivery from Device to SRM

DRM Agent RM Agen

CRLUpdateRequest

CRLUpdateResponse

——_——,— Yy _____

———— g —————

Figure 10: Sequence Diagram — CRL Delivery from Ddge to SRM

6.4.4.1 Description of Messages

The DRM Agent sends the CRLUpdateRequest to repleceurrent CRL in the SRM with the CRL in the &v The
fields of the request are defined in Table 25.
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Table 25: Fields of CRLUpdateRequest

Fields Protection Requirement Description
CRL No Certificate Revocation List (CRL) contaimvocation status
information for Device Certificates and/or SRM Gfecates.
Refer to Appendix F.2

Upon receiving the CRLUpdateRequest, the SRM Agerifies the signature over ti@RL. If the signature of th€RL is
valid, and the receive@RL is newer than the CRL of the SRM, then the SRMmgeplaces the current CRL in the SRM
with the receiveRL. The CRL numbers are compared to determine ifeheivedCRL supersedes the CRL stored in the
SRM.

The SRM Agent can recognize the CRL issuer by riefgito theauthorityKeyldentifier component in th€RL.
The SRM Agent then sends the CRLUpdateResponsefiditie of the response are defined in Table 26.

Table 26: Fields of CRLUpdateResponse

Fields Protection Requirement Description

Status No The result of processing the CRLUpdataB&ignessage.
The Satus values are specified in Table 27.

Table 27: Status of CRL Update Message

Status Value Description
Success The request was successfully processed.
Old CRL CRL in the request is older than the CRL in SRM.
CRL Verification Failed The verification of the signature ov€RL is failed.
Trust Anchor Not Supported The issuer of the CRthimrequest is not supported by the SRM Agent.
Parameter Failed A field in the request has anliehe@ngth or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

6.4.4.2 Format of Messages

The message format#ssageBody) of the CRLUpdateRequest is specified as follolle nessageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
Crl() I/l Defined in Appendix C.1
}

The field is defined as follows:

e Crl -CRL field in Table 25

The message format#ssageBody) of the CRLUpdateResponse is specified as folldenessageType is set to ‘1’
and the message is not protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2

}

The field is defined as follows:

« Status -Satusfield in Table 26

6.4.4.3 Exception Handling

There may be an unexpected exception during the @ptlate Message processing as specified in seettoh. If the DRM
Agent fails to receive the response or finds aardry referring to th&atus, then the DRM Agent regards it as an exception
and terminates communication by discarding anytiegjsSAC context with the SRM Agent. The User mayitformed of

this exception.

6.4.5 CRL Delivery from SRM to Device

DRM Agent SRM Agent

CRLRetrievalRequest

CRLRetrievalResponse

——_——,— Yy _____

———— g —————

Figure 11: Sequence Diagram — CRL Delivery from SRMo Device

6.4.5.1 Description of Messages

The DRM Agent sends the CRLRetrievalRequest toenetrthe CRL in the SRM. The fields of the requastdefined in
Table 28.

Table 28: Fields of CRLRetrievalRequest

Fields Protection Requirement Description
CRL Issuer ID No The 160-bit SHA-1 hash of the pukEy corresponding to
the private key used to sign the CRL (i.e. the #epntifier
field of the authorityKeyldentifier component ireticRL).

Upon receiving the CRLRetrievalRequest, the SRMgetrieves the CRL stored in the SRM that coresis to theCRL
Issuer ID.

The SRM Agent then sends the CRLRetrievalRespansarty the result of the action. The fields of theponse are defined
in Table 29.
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Table 29: Fields of CRLRetrievalResponse

Fields Protection Requirement Description
Status No The result of processing the CRLRetrRegliest message)
The Satus values are specified in Table 30.
If Status contains any error, only this field is presenthia
CRLRetrievalResponse.
CRL No Certificate Revocation List (CRL) contairvocation status
information for Device Certificates and/or SRM Gfécates.
Refer to Appendix F.2

Table 30: Status of CRL Retrieval Message

Status Value Description
Success The request was successfully processed.
CRL Not Found There is no CRL corresponding toGRe Issuer ID.
Parameter Failed A field in the request has anlieh@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the CRLRetrievalResponse, the DRMmgerifies the signature over t6&L. If the signature of th€ERL

is valid, and the retrievedRL is newer than the CRL of the Device, then the DR@#nt replaces the current CRL in the
Device with the retrieve@RL. The CRL numbers are compared to determine ifeheivedCRL supersedes the CRL stored
in the Device.

6.4.5.2 Format of Messages

The message formatssageBody) of the CRLRetrievalRequest is specified as foloWwhenessageType is set to ‘0’
and the message is not protected by an HMAC.

Crlissuerld() {
OctetString8() /I Defined in Appendix C.1
}

MessageBody() {
Crlissuerld()

}

The field is defined as follows:

e Crllssuerld-—CRLIssuer ID field in Table 28

The message format#ssageBody) of the CRLRetrievalResponse is specified as fadloThenmessageType is set to
‘1’ and the message is not protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
Crl() /I Defined in Appendix C.1
}
}

The fields are defined as follows:

 Status -Satusfield in Table 29
e Crl -CRL field in Table 29

6.4.5.3 Exception Handling

There may be an unexpected exception during the R&tieval Message processing as specified inaebtb.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus or fails the CRL verification, then the DRM
Agent regards it as an exception and terminatesraoncation by discarding any existing SAC contekhwhe SRM Agent.
The User may be informed of this exception.

6.5 Movement of Rights from Device to SRM

Rights are Moved from a Device to an SRM as illtstd in Figure 12. As shown in Figure 12, this $eagtion is comprised
of two request/response message pairs: Install&sdnp message pair and Rights Installation megsaigeThe Installation
Setup message pair SHOULD be followed by the Rigtgtallation message pair. If an SRM Agent receiary request
message other than the RightsinstallationRequéstviog receipt of the InstallationSetupRequest, 8RM Agent
SHOULD returnUnexpected Request in theSatus field of the response message.
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DRM Agent RM Agen

InstallationSetupRequest

InstallationSetupInSRM
InstallationSetupResponse

RightsDisablementInDevice

RightsInstallationRequest

RightsInstallationInSRM
RightsInstallationResponse

RightsRemovalInDevice

Y N A N Y A A N

Figure 12: Sequence Diagram — Movement of Rightsdm Device to SRM

Before sending the InstallationSetupRequest mestag®RM Agent MUST check the following in the Rtg Object that
will be Moved:

1) Check if the Rights Object has the <move> permisdithere is no <move> permission, then do nefqm the
Move transaction.

2) Check if the <move> permission has a <system> cainst If there is no <system> constraint, procedti sending
the InstallationSetupRequest; else check the <gbntehild element(s) of the <system> constrainarf <context>
child element identifies the SRM protocol, thenqaed with sending the InstallationSetupRequest; adsnot
perform the Move transaction.

Before sending the RightsinstallationRequest mesdhg DRM Agent MUST check the following in thegRis Object that
will be Moved:

1) Check if the <move> permission has a <count> caimdtrlf there is a <count> constraint, then chinekcurrent
count value in the state information. If the cutreount is 0, then do not perform the Move trarisactOtherwise
(current count > 0), decrement current count value.
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6.5.1 Installation Setup

6.5.1.1 Description of Messages

The DRM Agent sends the InstallationSetupRequeisitiate a Move to the SRM. The fields of the requare defined in

Table 31.
Table 31: Fields of InstallationSetupRequest
Fields Protection Requirement Description
Handle Integrity & Confidentiality] Thelandle identifies the Rights while stored in the SRMisla 10

byte random value generated by the DRM Agent fisr KMove
transaction. Refer to section 5.1.3.

Size of Rights

Integrity

Size of Rights in byte$iginforms the SRM Agent the size of Righ
that will be installed in the SRM as specified atson 6.5.3.

Szeof Rights = Length ofRi ght sl nf or mati on.
Ri ght sl nf or mat i on is specified in sectio&rror! Reference
source not found.

Upon receiving the InstallationSetupRequest, thM3gent MUST perform the following procedure:
1. Verify the integrity of the fields
2. Decrypt theHandle with the Session Key

3. The SRM Agent MUST check if the SRM already hasslime Handle. If yes, the SRM Agent s&ttus to Duplicate
Handle and the SRM Agent sends the InstallationSetupResspas described below.

4. The SRM Agent checks if the SRM has space for gve Rights. If not, the SRM Agent se&lstus to Not Enough
Foace. Otherwise, the SRM Agent stores thandle in the SRM securely. Thdandle is not included in the Handle List
until the Move transaction is completed.

The SRM Agent sends the InstallationSetupRespanearty the result of the procedure. The fieldthefresponse are

defined in Table 32.

Table 32: Fields of InstallationSetupResponse

Fields Protection Requirement Description
Status Integrity The result of processing the lfetitanSetupRequest
message. Th&atus values are specified in Table 33.
Table 33: Status of Installation Setup Message
Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed

The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Duplicate Handle

The SRM already has the Handleitanmbrresponding Rights.

Not Enough Space

The SRM does not have enough spat@re Rights having the same size as
Sze of Rights.

Parameter Failed

A field in the request has anlishength or structure.

Unexpected Request

This request was received @gtgpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving