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1. Scope (Informative)

This document defines specifies the requiremerdselated use cases for the OMA DRM based SecumoRable Media
(SRM) 1.1 with the goal to extend the OMA DRM eralib allow use of the Secure Removable Media fanaging DRM
protected contents and the Rights in a secure maonsistent to other OMA DRM technologies.
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URL:http://www.openmobilealliance.org/

[SCE 1.0] “OMA Secure Content Exchange Specification”, Opeobife Allianceél, OMA-ERP-SCE-V1_0,
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2

Backup

Billing Service Provider

Composite Object

Consume
Content
Constraint
Content Issuer
Content Provider

Copy

Device

Direct Provisioning of
Rights

Direct Rendering

DRM Agent
DRM Content
Enable

Execute
Media Object

Move

Network Service
Provider

OMA DRM Conformant
Device

Permission

Definitions

Defines an action for duplicating a Media Objaatl/or Rights Object and transferring them to agoth
location that is not a Device.

The entity responsible for collecting payment frardser.

A Media Object that contains one or more Media ©tsjey means of inclusion e.g. DRM messages, zip
files.

To Play, Display, Print or Execute DRM Content oDevice.

One or more Media Objects

A restriction on the Permission over DRM Content

The entity making content available to the DRM Agéime entity whose Content is being Protected.
An entity that is either a Content Issuer or a Righsuer.

To make a perfect reproduction of DRM Content &ights Object, or to make Rights existing on a
source Device or SRM available for use by a reaqipi@evice or SRM, without affecting availability on
the source Device or SRM. Rights may be restriotethe recipient Device or SRM.

A Device is the entity (hardware/software or conaltion thereof) within a user equipment that
implements a DRM Agent. The Device is also confartia the OMA DRM specifications. The Device
may include a smartcard module (e.g. a SIM) ordegtending upon implementation.

Issuing, downloading and installing the Rights frarRights Issuer to a SRM. The Rights are issuz fr
the Rights Issuer and cryptographically bound t&ISR

Operations in which Rights stored in SRMs are fiemed for use by the recipient Device for a lirdite
period of time for rendering purposes.

The entity in the Device that manages Permissiondiedia Objects on the Device.
Media Objects that are consumed according to ef$eermissions in a Rights Object.

To make a resource (Media Object) capable of bieiregacted with. When applied to a digital resource
Enable results in a change in an existing resasuich that it becomes capable of being read, writienr
executed. Enabling MAY be partial and/or contextu@&@rom [MPEG21 RDD])

To execute a software programme
A digital work e.g. a ringing tone, a screen saaefava game or a Composite Objec

To make Rights existing initially on a source Devar SRM fully or partially available for use by a
recipient Device or SRM, such that the Rights atgthereof that become usable on the recipientdeev
or SRM can no longer be used on the source DeviG&RM.

The entity providing network connectivity for a ni@bDevice.

A Device that will work interoperably with other OMDRM Conformant Devices and some or all of the
following; Billing Service Providers, Content Prders and Network Service Providers. It will alsalgie
DRM Content on the Device only if the Device possssa valid Rights Object (or implied Rights Object
for that instance of DRM Content and only accordmghe Permissions defined in the Rights Object fo
that instance of DRM Content.

Actual usages or activities allowed (by the Righ&ier) over DRM Content.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Play

Restore

Rights

Rights Issuer
Rights Object

Secure Memory Card

Secure Removable
Media

Smart Card

SRM Agent

Stateless Rights
Stateful Rights

User

Token

To create a transient, perceivable rendition afsmurce (From [MPEG21 RDD])

Transferring the Protected Content and/or Righte@$ from an external location back to the Device
from which they were backed up.

Rights are the collection of permissions and caists defining under which circumstances access is
granted to DRM Content.

An entity that issues Rights Objects to OMA DRM @wmant Devices.
A collection of Permissions and other attributesoltare linked to DRM Content.

A portable tamper resistant Device with an embeddiedoprocessor chip and a secure storage area. A
Secure Memory Card is used for securely storing (&g. contents, rights etc.) and for performing
security related operations like encryption andhentication.

A removable media that implements means to pratgainst unauthorized access to its internal
Data and includes a SRM Agent (e.g. Secure Memard CSmart Card)

A portable tamper resistant Device with an embeddiedoprocessor chip and a secure storage area. A
Smart Card is used for securely storing data éegess codes, user subscription information, skegest,
contents, rights etc.) and performing securityteelaperations like encryption and authenticatfon.
Smart Card may contain one or more network autbativin applications like the SIM, USIM, R-UIM.

A trusted entity embodied in Secure Removable MeThiés entity is responsible for storing and renngyi
Rights Objects in Secure Removable Media, for eeiing Rights Objects from/to a DRM Agent in a
secure manner, and for enforcing permissions andtants, including securely maintaining state
information for stateful rights. The SRM Agent ipart of Secure Removable Media.

Stateless Rights are Rights Objects for which tbei@ does not have to maintain state information.

Stateful Rights are Rights Objects for which theibe has to explicitly maintain state informatiso,

that the constraints and permissions expressdtiRO can be enforced correctly. An RO containimg a
of the following constraints is considered Stat@ights: <interval>, <count>, <timed-count>, or
<accumulated>. Additionally an RO with <export>mpeéssion and mode attribute of "move" is Stateful
Rights.

The human user of a Device. The User does notsearly own the Device.

Token is a credit which can be exchanged for teanyaaccess to a service. Tokens are purchasedeby us
from a service provider and stored at user’s devioken management is explained in [DRMXBS 1.1]

3.3 Abbreviations

OMA Open Mobile Alliance

MMC Multi Media Card

MPEG Moving Picture Expert Group

PC Personal Computer

ROAP Rights Object Acquisition Protocol
SIM Subscriber Identity Module

SRM Secure Removable Media

USIM Universal Subscriber Identity Module

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

The Secure Removable Media (SRM) is a the portabléce medium such as memory card or smart cargpleaewith
secure storage area that is protected againsthor&aéd access. By specifying the SRM Agent, wiigca trusted entity
embedded in the SRMs, and related protocols, th& OBAcure Removable Media” (SRM) addresses thesidemands
for DRM portability through the SRMs: it enableg t8RMs to acquire, move, and consume the RightsdBbin a secure

manner.

Finally, the SRM 1.1 will strive to keep track bietlatest OMA DRM technologies and maintain backix@mpatibility
with the SRM 1.0 technical specifications.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. SRM1.1 release description (Informative)

The purpose of this section is to provide overaidiptions for each OMA SRM release in terms ofunctions, usability,
and compatibility with other releases and DRM técalnspecifications.

In OMA SRM 1.0, the framework for the OMA SRM enabhas been provided, in a manner compatible vifterdOMA
DRM technologies, by specifying the SRM Agent aadaus interfaces between the SRM and device. WaHramework,
the OMA SRM 1.0 extends OMA DRM version 2.0 to allasers to transfer Rights between the device laa&RM and to
consume Rights stored in the SRM without generatimijmanaging complex groups of devices in a Domain

While OMA SRM 1.0 provides the framework enablihg portability of Rights through the SRM, it wag possible for the
Content Provider to issue the Rights to the SRMhanfirst place, the use case so called “DirectBioning of Rights.”
Delivering technical specifications to realize thigfulfilled use case is the primary objective lod OMA SRM 1.1.

This new function is depicted in the following figy together with those provided by OMA SRM 1.0figure 1, the Rights
is issued to the SRM being cryptographically botmthe SRM, and then consumed on the hosting devitmnsferred to
other devices.

Contents Rights

Server ot Issuer

Profectad

ﬁ SREM v1.1
Protectad
Contents g
RO
chatographic
ally haund fo
SRM

ﬁjifil@@ “Playback”

=

“Move” SRMv1.0

Figure 1: Direct Provisioning of Rights and its mlérelationship with the OMA SRM 1.0 functions.

Also in OMA SRM 1.1, some other new functions sastRights transfer between two SRMs and the SRMtRigpgrade
will be provided. See the following sub-sectionsrwre details.

5.1 Version 1.0

Apart from defining the SRM Agent, OMA SRM 1.0 pides the following list of major features that ctituge the general
framework of the OMA SRM enabler (please note thit is not the exhaustive list).

» Mutual Authentication and Key Exchange between Siid Device

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2

SRM to Device Rights Move and vice versa

Local Rights Consumption

Compatibility and Supports for the OMA DRM 2.0 [DR2/0].

Version 1.1

The followings are the main features of the OMA SRM release.

Direct Provisioning of Rights to the SRM
Rights Move between two SRMs

SRM Rights Upgrade
SRM Extensions for BCAST Service Support
Compatibility and Supports for the OMA DRM 2.1 [DR21] and the OMA SCE 1.0 [SCE 1.0]

Backward Compatibility to the OMA SRM 1.0 [SRM 1.0]

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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6. Requirements

6.1

(Normative)

Modularisation

This section depicts the whole release as a culecf different functional modules where each @ne group of
requirements identified as related with the offgraf functionality.

The defined functional modules are as follows:

SRM to SRM Rights Move:the functional module to Move the Rights directigrh one SRM to another SRM.
Provisioning: the functional module to provision the Rights dilgto the SRM
SRM Rights Upgrade:the functional module for upgrading the Rights &6

Local Rights Consumption:the functional module to consume the SRM RightshenDevice without incurring
Move of the Rights.

= Broadcast RO Move:the functional module for Moving the Broadcast Réiveeen SRM and Device.

= Token Management:the functional module to facilitate Token managenieciuding but not limited to Token
transfer and Token consumption.

= Rights Move between SRM and Devicehe functional module for Moving the Rights betweRM and Device.

= General: Some requirements are intended to affect all thetfanal modules, and therefore are marked in the
functional module column of the requirement's tadeGeneral”.

6.2 High-Level Functional Requirements
Label Description Release AEanE]
module
SRM-HLF-001 The DRM Agent SHALL be able to transiights to the SRM SRM V1.0 | Rights Move
Agent. between SRM
and Device
SRM-HLF-002 The SRM Agent SHALL be able to trandReghts to the DRM SRM V1.0 | Rights Move
Agent. between SRM
and Device
SRM-HLF-003 The DRM Agent SHALL be able to use Rgtvhich are transferred SRM V1.0 | Rights Move
from the SRM Agent. between SRM
and Device
SRM-HLF-004 The DRM Agent SHALL be able to use Rigthat are stored in the SRM V1.0 | Local Rights
SRM and update state information in the SRM fore$ta rights. Consumption
SRM-HLF-005 SRM enabler SHALL ensure that only amsance of the Rights SRM V1.0 | General
Object is usable at any time.
SRM-HLF-006 The DRM agent on the Device SHALL emstirat Rights that are | SRM V1.0 | Rights Move
Moved from the Device to a SRM can no longer balusethe between SRM
Device. and Device
SRM-HLF-007 Rights Issuer SHALL be able to indictitat the Rights MUST be | SRM V1.0 | Provisioning
stored in the Secure Removable Media.
SRM-HLF-008 Rights Issuer SHALL be able to resttiw number of times the SRM V1.0 | Rights Move
Rights are transferred between the Device and 8dtemovable between SRM
Media. and Device

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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SRM-HLF-009 The communication protocol betweenBlezice and the SRM SRM V1.0 | General
Agents (Memory Card, Smart Card ...) SHALL be indejsant of
the physical layer.
SRM-HLF-010 It SHALL be possible for the user tocRap Stateless Rights Future General
Objects from the SRM to a local PC, a remote sesvether local
mass memory media, and subsequently restore thights ®bjects
for usage to the user’s SRM
SRM-HLF-011 The DRM Agent SHALL be able to read Riyfrom the Secure SRM V1.0 | Rights Move
Removable Media after the successful mutual avitegign with the between SRM
SRM Agent. and Device
SRM-HLF-012 The DRM Agent SHALL be able to writegRts on the Secure SRM V1.0 | Rights Move
Removable Media after the successful mutual avitegign with the between SRM
SRM Agent. and Device
SRM-HLF-013 The DRM Agent SHALL be able to removigiirs from the Secure| SRM V1.0 | Rights Move
Removable Media after the successful mutual avitegign with the between SRM
SRM Agent. and Device
SRM-HLF-014 The DRM Agent SHALL be able to updatghirRs Object states on | SRM V1.0 | General
the Secure Removable Media after the successfulahut
authentication with the SRM Agent.
SRM-HLF-015 The SRM enabler SHALL allow the dirgights transfer from one| SRM V1.1 | SRM to SRM
SRM Agent to another SRM Agent. Rights Move
SRM-HLF-016 It SHALL be possible to support the sciiption model for DRM SRM V1.1 | Provisioning
contents service based on the SRMs, i.e. subsaévds.
SRM-HLF-017 It SHALL be possible for the User taass the DRM contents SRM V1.1 | Provisioning
service continuously and seamlessly from differesst Devices as
long as the SRM is attached to the Device.
Informational Note: It includes not just contents consumption, but
also contents purchase from different Devices uiergsame
subscription or billing information stored in th&S.
SRM-HLF-018 It SHALL be possible to issue the Rigfdr the SRMs, download | SRM V1.1 | Provisioning
and install it into the SRMs directly.
SRM-HLF-019 When the User purchases contents, tmetit Provider MUST be | SRM V1.1 | Provisioning
able to determine whether it is going to createRlghts for the
SRM and trigger subsequent acquisition procedures.
SRM-HLF-020 Both separate delivery and combinedsdg} for the Contents and | SRM V1.1 | Provisioning
Rights SHALL be supported.
SRM-HLF-021 The solution SHALL be easily, widelypigable to the media with | SRM V1.1 | Provisioning
severe resource constraints, such as computingrgovdememory.
SRM-HLF-022 SRM enabler SHALL allow Rights Issuercreate upgraded Rights SRM V1.1 | SRM Rights
for SRM corresponding to the request. Upgrade
SRM-HLF-023 SRM enabler SHALL allow a Device tortsmit to RI the request | SRM V1.1 | SRM Rights
for upgrading the rights installed in SRM. Upgrade
SRM-HLF-024 SRM enabler SHALL allow a Device tortsait the upgraded rights SRM V1.1 | SRM Rights
to SRM. Upgrade
SRM-HLF-025 It SHALL be possible to upgrade the existing Rightgalled in SRM V1.1 | SRM Rights
SRM with the upgraded Rights issued by RI. Upgrade
SRM-HLF-0% The SRM enabler SHALL allow certain Rights Objetctbe SRM V1.1 | Local Rights

consumed only when the SRM containing those Rigitjgcts is
present in the device.

Consumption
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SRM-HLF-0%7 The SRM enabler SHALL enable an indication in RigBbjects SRM V1.1 | Local Rights
that mandates that they can be consumed only wieeSRM Consumption
containing those Rights Objects is presented irdewce.

SRM-HLF-08 The SRM enabler SHALL enable restricting Move aftaim Rights | SRM V1.1 | Local Rights
Objects in the SRM. Consumption

SRM-HLF-02 The SRM enabler SHALL enable the DRM Agent to Move SRM V1.1 | Broadcast RO
Broadcast RO (BCRO) to the SRM. Move
Informational note: BCRO is defined in [DRMXBS 1.1]

SRM-HLF-030 The SRM enabler SHALL enable the SRMeAto Move BCRO to] SRM V1.1 | Broadcast RO
the Device. Move

Table 1: High-Level Functional Requirements
6.2.1  Security
Label Description Release H e
module

SRM-SEC-001 The DRM Agent SHALL be able to autheatt the SRM Agent. SRM V1.0 General

SRM-SEC-002 The SRM Agent SHALL be able to autteatd the DRM Agent. SRM V1.0 General

SRM-SEC-003 A Backed Up Rights Object SHALL NOTMeved. SRM V1.0 | General

SRM-SEC-004 The mutual authentication between fRigl 3gent and a DRM SRM V1.0 | General
Agent SHALL be secure, e.g. against replay attacks.

SRM-SEC-005 Rights or parts thereof in use by ai@e8HALL NOT SRM V1.0 | General
simultaneously be available for use by a SRM thavipled such
Rights to that Device.

SRM-SEC-006 If an SRM Agent provides Rights to aMDRgent, then any SRM V1.0 | General
reverting back of the Rights or parts of the Rightthe SRM Agent
SHALL be accomplished via a secure method.

SRM-SEC-007 Protocol between the DRM Agent and3R& Agent SHALL SRM V1.0 | General
allow recovery from an unexpected communicatioariuipt.

SRM-SEC-008 Rights Object SHALL not be exposed ssigoon request from theg SRM V1.0 | General
SRM agent.

SRM-SEC-009 The SRM enabler SHALL ensure the Cemtlidlity of any Content| SRM V1.0 | General
Encryption Key (CEK) in the Rights Object, in a man
independent of the transport mechanism betweeSi Agent
and the DRM Agent such that the CEK can only bel dsethe
DRM Agent.

SRM-SEC-010 The SRM enabler SHALL enstlre Integrity of the Rights Object, SRM V1.0 | General
in a manner independent of the transport mechabetmeen the
SRM Agent and the DRM Agent.

SRM-SEC-011 Devices and SRM SHALL be able to ugeaation information as | SRM V1.0 | General
part of ensuring a secure mechanism between DRMt&gnd
SRM Agents.

SRM-SEC-012 The SRM enabler SHALL enstlre Integrity of the Rights Object| SRM V1.1 | SRM to SRM
in a manner independent of the transport mechabetmeen the Rights Move
SRM Agent and another SRM Agent.

SRM-SEC-013 Both SRMs SHALL be able to use revoeaiiformation as part off SRM V1.1 | SRM to SRM
ensuring a secure mechanism for SRM to SRM righasev Rights Move

SRM-SEC-014 The SRM 1.1 enabler SHALL ensure thdidentiality of the SRM V1.1 | Provisioning
Rights Object, in a manner independent of the frarisnechanism
between the SRM Agent and the Rights Issuer.
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SRM-SEC-015 The SRM 1.1 enabler SHALL ensure thegitity of the Rights SRM V1.1 | Provisioning
Object, in a manner independent of the transpochaigism
between the SRM Agent and the Rights Issuer.
SRM-SEC-016 It SHALL be possible for the Rightsulssto authenticate the SRM V1.1 | Provisioning
identity of the SRM Agent that is requesting thgiiRs Object.
Table 2: High-Level Functional Requirements — Sectity Items
6.2.1.1 Authentication
Label Description Release ATEaTE]
P module
SRM-SEC-ATT- | The Rights Issuer MUST be able to authenticatdRigbts SRM V1.1 | Provisioning
001 acquisition request using the SRM'’s certificate.
SRM-SEC-ATT- | It SHALL be possible to authenticate on the recipsde the Right§ SRM V1.1 | Provisioning
002 and message transmitted by the Rights Issuer.
Table 3: High-Level Functional Requirements — Authatication Items
6.2.1.2 Data Integrity
Label Description Release AT
module
SRM-SEC-DIT- | SRM 1.1 MUST provide the mechanism to protect dzttgrity SRM V1.1 | Provisioning
001 over the course of the Rights acquisition to thiMSRm the Rights
Issuer.
Table 4: High-Level Functional Requirements — Datdntegrity Items
6.2.1.3 Confidentiality
Label Description Release HUETeLE]
module
SRM-SEC-CON- | The Rights issued for the SRMs SHALL be cryptogieglhy bound | SRM V1.1 | Provisioning
001 to the SRMs.
SRM-SEC-CON- | Over the course of the Rights acquisition to th&/SFRm the SRM V1.1 | Provisioning
002 Rights Issuer, the contents keys SHALL NOT be egpds the
intermediaries.
Table 5: High-Level Functional Requirements — Confilentiality ltems
6.2.2 Charging
Label Description Release HLmEeE]
module
SRM-CHG-001 It MUST be possible to charge basetherservices provided to the SRM V1.1 | Provisioning
SRM.

Table 6: High-Level Functional Requirements — Chargng Items
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6.2.3  Administration and Configuration

Label Description Release Functional
module

SRM-ADM-001 When the host Device is changed, it MU possible that the SRM V1.1 | Provisioning
system be automatically set up so as to providé&Jdsr with
continuous access to the service from the UsersDevice without
requiring the User’s intervention, e.g. manuallipim the Contents
Provider of the Device change.

Table 7: High-Level Functional Requirements — Admilistration and Configuration Items

6.2.4  Usability

Label Description Release pUnEtongl
module

SRM-USE-001 When the User attaches the SRM toferdift host Device, the UserSRM V1.1 | Provisioning
SHALL be able to access the services seamlesshoutitmanual re-
configuration or registration of the new Devicedltie portal.

Table 8: High-Level Functional Requirements — Usaltity Items

6.2.5 Interoperability

Label Description Release H e
module

SRM-INT-001 The SRM enabler SHALL be backward cotiipp@ with OMA SRM V1.1 | SRM to SRM
DRM v2.1, SRM v1.0. Rights Move

SRM-INT-002 The SRM enabler SHALL be able to MovigiRs Object that is SRM V1.1 | SRM to SRM
consistent to SCE REL. Rights Move

SRM-INT-003 The Rights acquisition for the direcbypisioning of the Rights SRM V1.1 | Provisioning
MUST be backward compatible with SRM 1.0 and DRW. 2.

SRM-INT-004 The SRM enabler SHOULD provide exteiigjbmechanisms in SRM V1.1 | General

messages and data structures to be used by fyteedications
extending SRM v1.1.

SRM-INT-005 The upgrade for SRM rights SHALL be kaard compatible with | SRM V1.1 | SRM Rights
RO upgrade protocol from SCE 1.0. Upgrade

Table 9: High-Level Functional Requirements — Inteoperability Items

6.2.6 Token management

Label Description Release HLmEeE]
module
SRM-TMN-001 The DRM Agent SHALL be able to transfekens and the related | SRM V1.1 | Token
token information to the SRM Agent. Management
SRM-TMN-002 The SRM Agent SHALL be able to trangigens and the related | SRM V1.1 | Token
token information to the DRM Agent. Management

SRM-TMN-003 The SRM enabler SHALL ensure that etaten is used by only oneSRM V1.1 | Token
Device at one time. Management
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Appendix A. Change History (Informative)
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Appendix B. Use Cases (Informative)

This section is intended to describe in the formissr scenarios the types of services which custowid require when
they come to use OMA DRM based Secure Removableavi€tle scenarios are based upon a teenager dftmoaigy of the
principles will apply to older users and potentiath younger ones as well.

Simply, the purpose of this section is:

* To provide a better understanding of the functibtypahat the OMA DRM based Secure Removable Medicul
provide.

* To be a public document that can help to explaiatv®@MA SRM Document Package provides.

For the Use Cases within this section, the follgnémtities will be introduced:
- SRM Agent

See definition in the section 3.2.

- DRM Agent (from [OMADRMV2])

A DRM Agent embodies a trusted entity in a Devigdis entity is responsible for enforcing permissicend
constraints associated with DRM Contents, contrgliiccess to DRM Contents, etc. In this specificatthe DRM
Agent is also responsible for enforcing permissiand constraints of Rights Objects in Secure Refvleviledia by
interfacing with SRM Agent.

- Rights Issuer (from [OMADRMv2])

The rights issuer is an entity that assigns peionssand constraints to DRM Contents, and geneRitgsts Objects.

A Rights Object is an XML document expressing pemitns and constraints associated with a piece RI¥1D
Contents. Rights Objects govern how DRM Contenty fm@ used — DRM Content cannot be used without an
associated Rights Object, and may only be usegedfed by the Rights Object. The Rights Object atso govern
how the Rights Object itself is moved from a DRMefagjto a SRM Agent and vice versa.

- Content Issuer (from [OMADRMvV2])

The content issuer is an entity that delivers DRéhi€nt. OMA DRM defines the format of DRM Contemtidered
to DRM Agents, and the way DRM Content can be fparted from a content issuer to a DRM Agent usiififggiabnt
transport mechanisms. The content issuer may dadtual packaging of DRM Content itself, or it mageive pre-
packaged content from other source. The DRM Cordamtbe delivered to Secure Removable Media also.

- User (based on [OMADRMvV2])

A user is the human user of DRM Content. Usersardyp access DRM Content though a DRM Agent. Usars ¢
choose Secure Removable Media as a secondary stofaeir Devices and enable the flexibility of vimg and
consuming of DRM Content or Rights Objects in otbewices.

B.1 Upgrade from old Devices to new Devices by using the
Secure Removable Media

B.1.1 Short Description

Alice has collected various music files and musitew clips since she had purchased her old. Sy®duew mobile phone
and would like to transfer her digital music cotlen from her old phone to the new one using Se®amovable Media.

Once she has done this, Alice can enjoy her digitaic collection on her new mobile phone.
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B.1.2 Actors
B.1.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact with eatier to transfer DRM Contents and Rights Objects.
B.1.2.2 Actor Specific Benefits

It is possible for a user to Consume previously&egl DRM Contents and Rights Objects on the Useis Device using
the Secure Removable Media.

B.1.3 Pre-conditions
The User has acquired various DRM Contents andtRiQbjects, these are installed on the User’s adid2.

The User’s old Device and User’s new Device supferture Removable Media.

B.1.4 Post-conditions

DRM Contents and Rights Objects can be Consumebeblser's new Device.
The user can't access its DRM Contents on its bishp anymore.

B.1.5 Normal Flow

1. The User has purchased and downloaded DRM Corttahtid stored in the User’s old Device, the assedi&Rights
Obijects are installed on User’s old Device. Therldsald Device supports Secure Removable Media.

2. User has purchased new Device embedding a DRM AgiémiSRM Agent support.
3. The DRM Content stored on the old Device is tramefefrom the User’s old Device to the Secure Resihtser Media.

4. The DRM Agent on the User’s old Device transfergh®& Objects to the SRM Agent only after the susftggnutual
authentication between DRM Agent and SRM Agent.

5. The DRM Content stored on the Secure Removable Mediransferred from the Secure Removable Medith¢o
User’s new Device.

6. The SRM Agent transfers Rights Objects to the ssagéw Device only after the successful mutual aibation
between DRM Agent and SRM Agent.

7. The User can Consume the transferred DRM Contexarding to the specified Rights in the Rights Otgec

B.1.6 Alternate flow

If there are no remaining Rights or the Rights heaxpired for the transferred DRM Content, the Usam not Consume
DRM Content which was transferred from the uselts@evice.

If the mutual authentication is failed, the tramsfeRights Objects SHALL be prevented.

B.2 Provisioning of Rights Object in the Smart Card
B.2.1 Short Description

Alice owns a state of the art mobile phone and fisithful subscriber enjoying the multitude of sees that her Network
Service Provider offers. Alice wants to use theasmbed features of her mobile phone but is reludtatearn complicated
technical topics. She wants a service that allogrsté» download music, and the associated Righta,9eamless manner. In
fact, Alice does not know what Rights Objects and does not want to know how to “move” these “Reggbtbjects”. She
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wants to surf to her Network Service Provider'stabrchoose the music that she likes, downloagaiy, for the transaction
and then just use it with the minimum of ease.

Alice accepts that her Smart Card, which includesea telecom account details, can be used te@ $ights . Alice acquires
a new mobile phone and wants to have her existiggtRtransferred to the new mobile phone alony Wér account details.
She just wants to be able to plug her Smart Caleirmobile phone, or any new mobile phone in theré, and

immediately be able to Consume the music for wkioh has acquired the Rights.

B.2.2 Actors
B.2.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact with eatier to transfer Rights Objects.
B.2.2.2 Actor Specific Benefits

The User can purchase DRM Content, along with fise@ated Rights Objects, and know that she cathis®RM
Content as long as her Smart Card is plugged imodile phone. When she wants to change to a nelifferent mobile
phone she just needs to plug her Smart Card ingtaemobile phone.

B.2.3 Pre-conditions

The User has acquired various DRM Contents andtRigbjects using her mobile phone.

B.2.4 Post-conditions

DRM Content is delivered to the OMA conformant melghone while the Rights Objects are delivereddiy to her Smart
Card that is plugged in the mobile phone.

B.2.5 Normal Flow

1. The User has purchased and downloaded DRM Congémg tner mobile phone that contains a Smart Cagl (e
SIM with SRM Agent embedded)

2. The downloaded Rights Objects are installed diydatithe user's Smart Card or are seamlessly tearesf by the
mobile phone DRM Agent, only after successful mutughentication between DRM Agent and SRM Ageat, t
the Smart Card.

3. The User can Consume the acquired DRM Content ditgpto the specified Rights in the Rights Objecttalled
in her Smart Card.

B.2.6 Alternate flow

If there are no remaining Rights or the Rights heaxpired for the transferred DRM Content, the Usam not Consume
DRM Content which was transferred from the useltsevice.

If the mutual authentication is failed, the tramsf€Rights Objects SHALL be prevented.

B.3 Using Contents in Multiple Devices by using the Secure
Removable Media

B.3.1 Short Description

Alice has music files in the form of DRM Content lo@r Device. David would like to borrow these mutes from Alice
for his party on weekend.
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The DRM Content can be Consumed immediately orother OMA DRM conformant Devices using the SecueenBvable
Media when the Permissions to do so are includékddrassociated Rights Object.

B.3.2 Actors
B.3.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact with eatier to transfer DRM Contents and Rights Objects.
B.3.2.2 Actor Specific Benefits

It is possible for a User to allow a friend to @iseir DRM Contents by using the Secure Removabldide

B.3.3 Pre-conditions

The User has acquired various DRM Content thabied on the User's Device, the associated Righjedds are installed
in the User’s Device. The User has transferredRilgats Objects and DRM Contents to the Secure RafrleMMedia to
allow their friends to borrow the DRM Contents.

The User’s Device and the User’s friend’s Devicemut Secure Removable Media and both Devices kA ORM
conformant.

B.3.4 Post-conditions

DRM Contents can be Consumed on the friend’s Device

B.3.5 Normal Flow

Up-to 4" step, case 1 and case 2 has the same flow. Atef'tstep, the DRM Contents and Rights Objects are
stored/installed on the Secure Removable Mediae Camd case 2 differ in how the DRM Contents aigihtR Objects are
Consumed.

Case 1:

1. The User has purchased and downloaded DRM Corttahtig stored in the User’'s Device the associatightR
Objects are installed in User’s Device which supptite Secure Removable Media.

2. The DRM Content is transferred from the User’s Bewio the User's Secure Removable Media.

3. The DRM Agent on the User’'s device transfers thghRi Objects to the User's SRM Agent only after the
successful mutual authentication between DRM Agewt SRM Agent.

4. The User's friend borrows the User’s Secure Remlevitedia.
5. The DRM Contents are transferred from the Securadvable Media to the User’s friend’s Device.

6. The SRM Agent transfers Rights Objects to the Wséiend’'s DRM Agent only after the successful nalitu
authentication between DRM Agent and SRM Agent.

7. The User's friend can Consume the DRM Content an Slecure Removable Media according to the Rights
specified in the Rights Objects which are instatbedhe User’'s Secure Removable Media.

Case 2:

1. The User has purchased and downloaded DRM Contantis stored in the User’'s Device, the associ&ights
Objects are installed in the User’'s Device whichmarts the Secure Removable Media.

2. The DRM Content is transferred from the User’s Bewuo the User's Secure Removable Media.

3. The DRM Agent on the User’s Device transfers thghi& Objects to the SRM Agent only after the susftgsnutual
authentication between DRM Agent and SRM Agent.
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4. The User's friend borrows the User’'s Secure Remievistedia.

5. The SRM Agent allows DRM Content to be rendered édiately by the User’'s friend’s Device only aftéret
successful mutual authentication between DRM Agedt SRM Agent.

6. The User’s friend can Consume the DRM ContentsherSecure Removable Media according to the Riglasied in
Rights Objects which are installed on the User'sute Removable Media.

B.3.6 Alternate flow

If there are no remaining Rights or Rights haveirexpfor the DRM Content on the Secure Removablei&lehe User’s
friend can not Consume the corresponding DRM Cdnten

If the mutual authentication between the User's SRyknt and the friend’s DRM Agent fails, the Useffiend can not
Consume the DRM Contents which are stored on tleg’&)Secure Removable Media.

B.4 Transfer Contents and Rights Objects among OMA
Conformant Devices by using the Secure Removable Media

B.4.1 Short Description

Alice has acquired DRM Content and Rights Objeattier PC and would like to transfer them to heribewsing the
Secure Removable Media.

B.4.2 Actors
B.4.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact to eatteoto transfer DRM Contents and Rights Objects.
B.4.2.2 Actor Specific Benefits

It is possible for the User to Consume purchase®ntents on any OMA conformant Device using tkelBe
Removable Media.

B.4.3 Pre-conditions

The User has acquired various DRM Content thabied on the User’'s PC, the associated Rights @bgre installed in the
User’'s PC.

The User’s Device and PC support the Secure Renmléddia and both Devices are OMA DRM conformant.
B.4.4 Post-conditions

The DRM Contents can be Consumed on the User’'sdesvi

B.4.5 Normal Flow

1. The User has purchased and downloaded DRM Cornttantig stored in the User's PC, the associated tRigh
Objects are installed in User's PC. The User’s Bgpsrts Secure Removable Media..

2. The DRM Contents are transferred from the User'dd’the Secure Removable Media.

3. The DRM Agent on the User's PC transfers Rightse®tgj to the SRM Agent only after the successfulualut
authentication between DRM Agent and SRM Agent.

4. The DRM Contents are transferred from the Securadvable Media to the User’s Device.
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5. The SRM Agent transfers Rights Objects to the UsBRM Agent only after the successful mutual autication
between DRM Agent and SRM Agent.

6. The User can Consume the transferred DRM Conteartrding to the Rights specified in the transferRights
Objects.

B.4.6 Alternate flow

If there are no remaining Rights or the Rights hexgired for the DRM Content on the Secure Remavaiédia, the User
can not Consume the corresponding DRM Content.

If the mutual authentication is failed, the tramsfeRights Objects SHALL be prevented.

B.5 Direct Rendering of DRM Contents by using the Secure
Removable Media

B.5.1 Short Description

Alice would like to view a movie that’s stored oartSecure Removable Media (in the form of DRM Caotjten her friend’s
big plasma-screen.

B.5.2 Actors

B.5.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact to eatteoto enable the User to Consume the DRM Contirestly on
User’s friend’s rendering Device.

B.5.2.2 Actor Specific Benefits

It is possible for a user to Consume previously&egl DRM Contents and Rights Objects on the Usesis Device using
the Secure Removable Media.

B.5.3 Pre-conditions

It is possible for the User to Consume the purcth&M Contents on other OMA conformant renderinyibes using the
Secure Removable Media.

B.5.4 Post-conditions
OMA DRM conformant rendering Devices can render@RM Contents which is stored on the Secure Renlevdledia.

B.5.5 Normal Flow

1. The SRM Agent allows DRM Contents to be Consumenhédiately by other OMA DRM conformant rendering
Devices only after the successful authenticatidwben DRM Agent and SRM Agent s.

B.5.6 Alternate flow

If there are no remaining Rights or Rights haveirexpfor the DRM Content on the Secure Removabldillehe User can
not Consume the corresponding DRM Content.

If the authentication between the Secure Removitddia and the rendering Device fails, the DRM Cahtean not be
Consumed by the rendering Device
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B.6 Backup of Rights Object in the Smart Card
B.6.1 Short Description

Alice owns a state of the art mobile phone and faithful subscriber enjoying the multitude of see/that her Network
Service Provider offers. Alice has purchased DRMtent and the associated Rights Objects are iadtall her Smart Card.
She has subscribed to an operator’'s a servicalloats her to Backup her Rights Object automatjcaith just a press of a
key.

Alice accepts that her Smart Card can be usedltbies music Rights Object because it already ¢ostall her telecom
account details. She will never use a “move” openadf these Rights Objects but she wants to be @bBackup them in the
case that she looses her mobile phone. The Bagienation will allow her to choose which Rights Qitgeto keep in the
Smart Card and which to extract, while doing thekggp, in order to free some space for new Righte@b.

B.6.2 Actors

B.6.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact with eattrer to transfer Rights Objects. The Rights Oljétstalled in the
Smart Card are marked as non-movable to other Bsyviut can be Backed up and extracted in a peatestnner. These
Rights Objects can then only be Restored to theesamart Card.

B.6.2.2 Actor Specific Benefits

Users can purchase DRM Content and the associagbtsFObjects, and know that they can Backup &lirtRights Objects.
If they loose their Device, their Network Servic®®der can provide her another Smart Card to witiehBacked up Rights
Objects can be Restored.

B.6.3 Pre-conditions

The User has acquired various DRM Contents thesstared on her mobile phone, the associated R@hjexcts are
installed in her Device. She is doing regular Backtiher Rights Objects with a service that is i&fteby her Network
Service Provider or with a PC software that is fted by her Network Service Provider. She can aewitlich Rights
Objects she wants to keep in the Smart Card andhnwdries she wants to extract in order to free spaee.

B.6.4 Post-conditions

The user is able to Restore the Backed up RighfsaBito the same Smart Card or to a new one trdtlatwork Service
Provider may provide her in the future.

B.6.5 Normal Flow

1. The User has purchased and downloaded DRM Contehthee associated Rights Objects using her mobitae that
contains a Smart Card (e.g. SIM). The Rights Objémt this DRM Content are installed in the SmaatdC

2. The User is doing regular Backups of her Rightse@tsj using a simple user interface or a PC softwereided by her
Network Service Provider.

3. The User can Backup the Rights Objects or can Bathe Rights Objects while extracting them from 8meart Card to
free some space.

4. The User is able to Restore the Backed up RighjedBbin her Smart Card, or to a new one that retwhirk Service
Provider may provide in the future

B.6.6 Alternate flow

If there are no remaining Rights or the Rights hawpired for the DRM Content on the Smart Card, thser cannot
Consume the corresponding DRM Content.
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If mutual authentication fails the Consumption & Contents/Rights Objects SHALL be prevented

B.7 Pre-Loading of Rights Objects by using the Smart Card
B.7.1 Short Description

A Network Service Provider is providing a brand nawsic services for teenagers when they purchassvanetwork
subscription.

In order to deploy exclusive contents, the Netw®ekvice Provider provisions DRM Content on the rrephone or a
removable media if available (e.g. MMC, Smart Caril Finally, the corresponding set of Rights Olgeate installed in the
Smart Card at the factory during the personalimatio

Wendy subscribes to this new service, she putSthart Card into her handset, switches on the haadseenjoys her new
content without any network interaction.

For sure, this new use case is not replacing thedard way to provision Rights Objects by using OQ[DVer The Air)
process through ROAP.

This is just a way that can be used by a Networki&e Provider to attract new subscribers by prongpfree and DRM
contents.

B.7.2 Actors
B.7.2.1 Actor Specific Issues

The DRM Agent and the SRM Agent interact with eatier to transfer DRM Contents and Rights Objects.
B.7.2.2 Actor Specific Benefits

It is possible for the Device issuer (e.g. a Nekw®ervice Provider) to deploy exclusive contentd Bights Objects to new
Users by simply using the Smart Card.

B.7.3 Pre-conditions
The User has acquired new services and in doiggss access to various DRM Content and Rightsdibje

The User’'s new mobile phone supports the Smart.Card

B.7.4 Post-conditions
The DRM Content can be used at the User’'s new mghibne.

B.7.5 Normal Flow

1. The service issuer (e.g. a Network Service Proyiidewilling to deploy new services with exclusigentents to attract
new customers.

2. The service issuer (e.g. a Network Service Proyiteroffering DRM Content stored into the mobileople or a
removable media is available (e.g. MMC, Smart Cardl,

3. The service issuer (e.g. a Network Service Proyitlas provisioning Rights Objects in the Smart Cduding the
personalization phase

4. The User has purchased a new service subscriptiih&ir mobile phone supports the Smart Card.

5. The User is switches the mobile phone on
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6. The SRM Agent transfers Rights Objects to the ssaew mobile phone DRM Agent after mutual authesion
between the DRM Agent and the SRM Agent.

7. The User can Consume transferred Rights Objects.

8. The User enjoys the exclusive DRM Contents proviokethe Network Service Provider

B.7.6 Alternate flow

If there are no Rights Objects provisioned in theag Card for the DRM Content, then the User cawrdoad them
according to the information stored into the DRVnGmt.

If there are no remaining Rights or the Rights hexpired for the transferred DRM Content, the Ussrtnot Consume the
Protected Content.

If mutual authentication fails, the transfer of Rig)Objects SHALL be prevented

B.8 SRM to SRM Rights Move

For the Devices inserted with dual or multiple SRMsthis Use Case, User can move rights betweerSRMs.

B.8.1 Short Description

Xiaoming is a modern college student. His mobilerghhas two SRM slots.

Formerly, Xiaoming just has one SRM in his mobit@pe. With his gradually buying many ROs, this SRMImost fully
occupied. So he inserts the second SRM into thelenpbone.

Two SRMs( SRM-1 and SRM-2) inside the mobile phareeaccessible by the host mobile phone simultastgou

Xiaoli is Xiaoming's girlfriend and will go back mee for the summer vacation. She asks Xiaoming lgaresome digital
songs, along with the associated Rights Objectsnjoy during the vacation. So Xiaoming just tramsfsome ROs between
his two SRMs. Some songs and their associated RO®@ved from SRM-1 to SRM-2. Then Xiaoming pullg 8RM-2
from his mobile phone and gives it to Xiaoli.

Xiaoli inserts SRM-2 into her own mobile phone gtalys the songs in SRM-2 at home.

B.8.2 Market benefits

The rights Move between two SRMs ("S2S Move") ieesy popular operation as well as the Move betw#eM and
Device

This operation would be similar as the file transfetween two U-disks in a PC and would be muctvenient to the User.
So the User would more like to use SRM and wouldentie to buy the SRM product and service.
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B.9 Seamless Service Access from Multiple Devices

Omline Contents
Forial

B.9.1 Short Description

Joe subscribes to an online contents service, Whioh he watches or purchases various contentsdirg films and music.
A day before his business trip to Paris, he boaghktdownloaded several movies and music into thHd 8Rt is attached to
the Set-Top-Box, watching one of them on TV. Onkhisiness trip, he is carrying the SRM with him. @@ airplane he
inserts the SRM into his laptop and watches theratiiovies he bought the other day. Now he is giftina nice restaurant in
Paris. Over the wireless he accesses the servital pad watches his favourite TV show on his lapfdext morning in the
hotel fithess centre, he is listening to the miigiaght the other day from his music phone as he oarthe treadmill. He
downloads some more free songs from his phoneoAgh free to download, those songs are DRM pradecte

B.9.2 Market Benefits

» It allows the User to seamlessly and continuoustess the online contents service from any Deacelsfrom
anywhere as long as he carries the SRM, therebgneig the user experience and increasing the nuafiservice
access.

» It provides the DRM contents portability througle tBRM as the Rights moves along with the SRM.

» It supports the subscription model and DRM conteptsability at the same time through the SRM focalled triple
screen services.
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B.10 DRM Service Subscription through the Cards
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B.10.1 Short Description

Jane subscribes to a mobile operator for variongcgs including the contents service, and receilresubscriber card with
the necessary subscription information alreadyestodane attaches the subscriber card to his mphsite, and using them
she accesses the online contents portal to dowsloaa free contents, DRM protected, and purchasefatourite songs.
In the mean time, the Rights for the DRM conteméscelivered and installed into her subscriber cAfter enjoying the
service from her music phone for quite a while.eJaants to use the movie service provided by theesaperator. She buys
a state-of-the-art multimedia phone that suppodsiendownloads and streaming. Jane attaches hscréioér card into her
new phone, and she is all set to access the samentgortal to use its movie services. Besidesptd DRM contents she
purchased from her old music phone are immediatedylable at her new phone as soon as they areadopiher new phone
or memory card.

B.10.2 Market Benefits

» It supports the subscription model through the siiber card for the mobile operator’'s convergedises including the
DRM contents services as bundled with the otherilmaperator services.

» It provides the DRM contents portability from one\ie to another enabling seamless access to liser#ioed contents
services and the painless, continuous use of th®BIM contents on her new Device as the subscsivéches her
mobile phone.

» It provides improved functionality and flexibiligompared to the Conditional Access System (CAS).

B.10.3 Issues

» The DRM contents or services can be offered orbaaiption basis to the subscriber who holds thesstiber cards.
»  Without the subscriber cards, the DRM contentsisemust not be provided.

» The solution must be applicable to the resouréekstn media, such as ordinary smartcards wideljlale in the
market, in order for the solution to be readily pidal by the market.
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» For strong data confidentiality and minimal segurisks, the contents keys or service keys musbaaxposed to the
intermediaries over the course of the Rights piowiag to the subscriber card as well as duringcthrents migration
from the old Device to the new one.

B.11 SRM Rights Upgrade
B.11.1 Short Description

Xiaoming owns a mobile phone which is inserted vaitBRM. All the rights he bought for songs aredhstl on the SRM.

Xiaoming's friend Xiaoli finds a song she favousiteuch when playing Xiaoming’s mobile phone, therefXiaoming
decides to give it to her as a gift.

But right then, the rights of that song can noMmered since Xiaoming has not ever purchased thedf@rmission for it.
Xiaoming at once applies the Move permission fr@mvise provider for rights of that song. After sassful application, the
rights of that song is upgraded with new Move psgioin Xiaoming pulls SRM out from his mobile pharel subsequently
inserts it in Xiaoli's mobile phone.

That song and its rights as well are Moved sucadiggfom Xiaoming's SRM to Xiaoli’'s mobile phone.

B.11.2 Market benefits

This kind of flexible consuming experience is vagjpful for the users and content providers.

B.12 SRM extensions for BCAST service support

B.12.1 Short description of use case 1

Alice possesses the SRM card which contains rights permissions (i.e. Rights Object) for consun®@AST services.
Alice inserts the card in her mobile device andtstaiewing BCAST contents. She may continue corisgnthe service
until the Rights Object permits her to do so andevBRM card is inserted in the device. In the ¢\wde removes SRM card,
device will stop rendering broadcast contents.

In the above description, Rights Object will halre following properties:

» ltis cryptographically bound to the SRM card.
» It cannot be moved or copied to a device’s intemeaimory or another SRM card.
* It can be pre-provisioned on the card at the mora&htiying the card.

e It can be directly provisioned from the Rights ksisu
B.12.2 Short description of use case 2

Alice subscribed for BCAST service using her braat@nly device (as defined in [DRMXBS 1.1]). Sheyda new device
and would like to continue enjoying broadcast cotgdut on that new device. For that, she insetsSiRM card to the old
device and moves BCAST service associated riglgsRroadcast Rights Objects, BCRO) to the carénTAlice inserts this
card to the new device, accesses rights storedeocard and starts consuming BCAST service on éerdevice.

B.12.3 Short description of use case 3

Tokens are the kind of electronic money that candssl for purchasing of rights for accessing braatiservices. Alice buys
tokens from a service provider and stores themesmiobile device. In order to transfer tokens betwbker devices, Alice
first moves them to her SRM card. Then she canieeqecessary amount of tokens from SRM on anyc#e\BRM card

can be used as the permanent storage of Alice&tok
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B.12.4 Market benefits

»  First scenario meets business rules of some coptewiders by binding the rights to a physical nueali

» Second scenario provides rights portability for B&EIAservice, and allows enjoying broadcast contemtany device
anywhere, where SRM card is carried.

» Third scenario introduces a concept of SRM-basedmlnic wallet, which (together with rights poritéi) greatly
benefits to user experience and brings additiomamue to service and content providers:

i. User will perform token-based service consumptiorapy device, anywhere by carrying his SRM cardhwim
and while he has enough number of tokens (crealitdhe card.

ii. Service providers will sell SRM cards with pre-pigiened number of tokens on it.

iii. User will be able to increase a number of tokeaseston the card by purchasing additional tokeosmfservice
provider and transferring them to device

iv. User will be able to give tokens to his relativesriends (as a gift) using his SRM card.
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