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1. Scope

The scope of OMA “Secure Removable Media” is tobémghe use of the Secure Removable Media baséiecOMA

DRM version 2.0, DRM version 2.1, OMA DRM XBS [DRMBSV1.1] and OMA SCE 1.0 (especially the SCE DRM and
SCE REL) specifications. This specification defim@schanisms and protocols necessary to implemergelcure
Removable Media and the extended parts of the ONRMand the OMA SCE system to enable the use obtwire
Removable Media.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 14 (222)

2. References

2.1 Normative References

[AES]

[BCAST1.1-SPCP]

[CertProf]

[DRMXBSv1.1]

“NIST FIPS 197: Advanced Encryption Standard (AES)dvember 2001.
URL: http://csrc.nist.gov/publications/fips/fips197/fifh97.pdf

“Service and Content Protection for Mobile Broad@ervices”, version 1.1, Open Mobile
Alliancell, OMA-BCAST-SvcCntProtection-V1_1.
URL: http://www.openmobilealliance.org/

“Certificate and CRL Profiles”. Open Mobile Alliadd . OMA-Security-CertProf-vl_1.
URL: http://www.openmobilealliance.org

“OMA DRM v2.0 Extensions for Broadcast Support”.rgien 1.1. Open Mobile Alliance™.
OMA-TS-DRM_XBS-V1_1.
URL: http://www.openmobilealliance.org/

[HMAC] “REC 2104HMAC: Keyed-Hashing for Message Authentication’.ktawczyk, M. Bellare,
and R. Canetti. February 1997.
URL: http://www.ietf.org/rfc/rfc2104.txt

[IOPPROC] “OMA Interoperability Policy and Process”. Versiarl. Open Mobile Alliance™. OMA-IOP-
Process-V1_1.
URL: http://www.openmobilealliance.org/

[1S08601] “Data elements and interchange formats -- Inforamatinterchange -- Representation of dates
and times”. ISO 8601:2004.
URL: http://www.iso.org

[OCSP] “REC 2560 Internet X.509 Public Key Infrastructure: Onli@ertificate Status Protocol —
OCSP”. Myers, M., Ankney, R., Malpani, A., Galperth and C. Adams. June 1999.
URL: http://www.ietf.org/rfc/rfc2560.txt

[OCSP-MP] “OMA Online Certificate Status Protocol (profile @CSP])”". Version 1.0. Open Mobile

[OMADRMV2.0]

[OMADRMV2.1]

Alliance™.
URL: http://www.openmobilealliance.org/

“Digital Rights Management”. Version 2.0. Open MebAllianced. OMA-DRM-DRM-V2_0.
URL: http://www.openmaobilealliance.org/

“Digital Rights Management”. Version 2.1. Open MebAllianced]. OMA-DRM-DRM-V2_1.
URL: http://www.openmobilealliance.org/

[PKCS-1] “PKCS #1 v2.1: RSA Cryptography Standard”. RSA Latories. June 2002.
URL: http://www.rsasecurity.com/rsalabs

[RFC2119] “Key words for use in RFCs to Indicate Requiremiezxiels”. S. Bradner. March 1997.
URL: http://www.ietf.org/rfc/rfc2119.txt

[RFC2234] “REC 2234:Augmented BNF for Syntax Specifications: ABNF". Crocker, Ed., P. Overell.
November 1997.
URL: http://www.ietf.org/rfc/rfc2234.txt

[RFC2396] “REC 2396:Uniform Resource Identifiers (URI): Generic Syritak Berners-Lee, R.

Fielding, L. Masinter. August 1998.
URL: http://www.ietf.org/rfc/rfc2396.txt

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 15 (222)

[RFC2630] “REC 2630Cryptographic Message Syntax”. R. Housley. Jurg919
URL: http://www.ietf.org/rfc/rfc2630.txt

[RFC3280] "REC 3280internet Public Key Infrastructure - CertificatedaCertificate Revocation List
(CRL) Profile". R. Housley, W. Polk, W. Ford, and $olo. April 2002.
URL: http://www.ietf.org/rfc/rfc3280.txt

[SCE-DRM] “DRM Specification — SCE Extensions, Draft Versio@pen Mobile Alliancél. OMA-TS-
SCE_DRM-V1_0-D.
URL: http://www.openmobilealliance.org/

[SCE-REL] “DRM Rights Expression Language — SCE ExtensiomaftD/ersion”. Open Mobile
Alliancel. OMA-TS-SCE_REL-V1_0-D.
URL: http://www.openmobilealliance.org/

[SHA1] “NIST FIPS 180-2: Secure Hash Standard”. Augus®2200
URL: http://csrc.nist.gov/publications/fips/fips180-p&il 80-2withchangenotice. pdf

[WBXML] “Binary XML Content Format Specification”. WAP Fanid . WAP-192-WBXML.
URL: http://www.openmobilealliance.org/

[XC14N] “Exclusive XML Canonicalization: Version 1.0". Jof&oyer, Donald E. Eastlaké’znd
Joseph Reagle. W3C Recommendation. 18 July 2002.
URL: http://www.w3.0rg/TR/xml-exc-c14n/

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 16 (222)

2.2 Informative References

[HTTP] “REC 2616 Hypertext Transfer Protocol — HTTP/1.1”. J. Gsfty. Mogul, H. Frystyk, L.
Masinter, P. Leach, T. Berners-Lee. June 1999.
URL: http://www.ietf.org/rfc/rfc2616.txt

[ISO/IEC13818-1] “ISO/IEC 13818-1, Information technology - Genecading of moving pictures and associated
audio information - Part 1: Systems”. December 2000
URL: http://www.iso.org

[SRM-ADv1.1] “OMA Secure Removable Media Architecture”. Open MeRllianced . OMA-AD-SRM-
Vi_1.
URL: http://www.openmobilealliance.org/

[SRM-RDv1.1] “OMA Secure Removable Media Requirements”. Open iMobllianceld . OMA-RD-SRM-
V1 1.

URL: http://www.openmobilealliance.org/

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc

Page 17 (222)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

BCAST Rights

BCAST Token

BCAST Token
Container

Broadcast Rights

Broadcast Rights
Object

Broadcast RO Move
Composite Object

Device

DRM Agent
DRM Content
Local Rights

Consumption

Media Object

Move

Move Count

Generalised Rights
Object

Handle

Operation Log

BCAST Rights are the collection of permissions eonstraints governing access to DRM Content in Mobi
Broadcast Services (see DRM profile of the BCASivi8e and Content Protection Specification
[BCAST1.1-SPCP]). BCAST Rights are identical to iR&jin the context of this specification. Encodafg
the RO is specified in [OMADRMv2.0], and some extiems are specified in [DRMXBSv1.1]

A virtual currency used for token based consumptibBCAST content. It is the same as the token from
[DRMXBSv1.1].

A collection of BCAST Tokens that can be transférfrem one Device to another.

Broadcast Rights govern access to DRM Content esdelivered to the Device using the broadcast mélan
(see [DRMXBSV1.1]). For the purpose of this speeifion, Broadcast Rights consist of a BroadcastiRO,
associated state, and other related information.

This is a Rights Object used by the DRM profileélt Service and Content Protection specificatiofO
BCAST-SCP]. BCRO is delivered over a broadcast nbarEncoding of the BCRO is specified in Section 8
of the XBS specification [DRMXBSv1.1].

To Move the Broadcast RO between SRM and Device.
A content object that contains one or more Medig€@b by means of inclusion. (From [OMADRMv2.0])

A Device is the entity (hardware/software or conalion thereof) within a user equipment that impletae
DRM Agent. The Device is also conformant to the OMRM specifications. The Device may include a
smartcard module (e.g. a SIM) or not depending upgementation.

The entity in the Device that manages Permissiondedia Objects on the Device. (From [OMADRMv2.0])

Media Objects that are consumed according to afge¢rmissions in a Rights Object. (From
[OMADRMv2.1])

Operations in which Rights stored in SRMs are fiemed for use by the recipient Device for a lidifgeriod
of time for rendering purposes.

A digital work e.g. a ringing tone, a screen saaefava game or a Composite Object (From
[OMADRMv2.0])

To make Rights existing initially on a source Devar SRM fully or partially available for use byexipient
Device or SRM, such that the Rights or parts theireat become usable on the recipient Device or SaM
no longer be used on the source Device or SRM.

Counter for the number of Moves that still can kefgrmed. The Move Count only exists for a Move
permission/action with a count constraint, sinagedfiher permissions/actions there is no need totaiai a
Move Count.

This term is used in this document as a more gehemin whenever an RO or a BCRO is meant.

A random number generated by the DRM Agent, wiscstared in the SRM and in the Operation Log (kept
in the Device) used for associating the DRM Agerdpiecific Rights for the Move or Local Rights
Consumption operation.

A secure file, kept in a Device, in which entriesitaining transaction information (e.g. ROID, Ha)dire
stored until correspoling transactions are completed. The informatioarirentry is relevant for the recove
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Permission

Provisioning

Rights

Rights Issuer

Rights Move between
SRM and Device

Rights Object

Secure Authenticated
Channel

Secure Removable
Media

SRM Agent

SRM Rights Upgrade

SRM to SRM Rights
Move

User

procedures used by a DRM Agent when a transactiaoti completed.
Actual usages or activities allowed (by the Rigstier) over DRM Content. (From [OMADRMv2.1])
To provision Rights directly to an SRM.

Rights are the collection of permissions and caists defining under which circumstances accegsasted
to DRM Content. For the purposes of this documRights consist of a Rights Object, its associatatbsand
other related information.

An entity that issues Rights Objects to OMA DRM favmant Devices. (From [OMADRMv2.1])
To Move the Rights between SRM and Device.

A collection of Permissions and other attributeschtare linked to DRM Content. (From [OMADRMv2.1])
An RO is delivered over an interaction channel. €heoding of the RO is specified in [DRMDRMv2.1].

A logical channel that provides message integrity eonfidentiality.

A removable media that implements means to preigainst unauthorized access to its internal data an
includes an SRM Agent. (e.g. secure memory cardytstard)

A trusted entity embodied in Secure Removable Meltigs entity is responsible for storing and renngyi
Rights Objects in Secure Removable Media, for éelirg Rights Objects from/to a DRM Agent in a secur
manner, and for enforcing permissions and congsaimcluding securely maintaining state informatfor
stateful rights. The SRM Agent is a part of Sedveenovable Media.

To upgrade Rights on an SRM with additional permissand constraints.

To Move the Rights directly from one SRM to anotB&M.

The human user of a Device. The User does notearly own the Device. (From [OMADRMv2.1])

3.3 Abbreviations

AES Advanced Encryption Standard

BCAST Mobile Broadcast Services

BCRO Broadcast Rights Object

CBC Cipher Block Chaining

CEK Content Encryption Key

CRL Certificate Revocation List

DER Distinguished Encoding Rules

DRM Digital Rights Management

HMAC Keyed-Hash Message Authentication Code
HTTP Hyper Text Transfer Protocol

1\ Initialisation Vector

KDF Key Derivation Function

LAID List of Asset Identifier

MAC Message Authentication Code

MAKE Mutual Authentication and Key Exchange
MK MAC Key

OCSP Online Certificate Status Protocol

OMA Open Mobile Alliance
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OMNA
PKCS
REK
REL
RFC

RI

RN
ROID
RO
ROAP
RSA
RSA-OAEP
RSA-PSS
R-UIM
SAC
SCR

SD
SHA1
SK
S-MMC
SIM
SRM
URI
URL
USIM
WBXML

Open Mobile Naming Authority
Public Key Cryptography Standards
Rights Object Encryption Key
Rights Expression Language
Request For Comments

Rights Issuer

Random Number

Rights Object Identifier

Rights Object

Rights Object Acquisition Protocol

Rivest-Shamir-Adelman public key algorithm

RSA encryption scheme - Optimal Asymmetric EncryptiPadding

RSA Probabilistic Signature Scheme
Removable User Identity Module
Secure Authenticated Channel
Static Conformance Requirement
Secure Digital

Secure Hash Algorithm

Session Key

Secure MultiMediaCard

Subscriber Identity Module

Secure Removable Media

Uniform Resource Indicator

Uniform Resource Locator

Universal Subscriber Identity Module
Wireless Binary XML

3.4 Notations

The following notation is used in this specificatio

XY

E (K, M)

H (X)
HMAC (K , X)

The following typographical conventions are usethmbody of the texBinaryDataStructureVariables

Concatenation oX andY

The result of encrypting messalgeusing the RSA kel

The result of computing a hash ¥n

The result of computing an HMAC ofiusing the ke

Message Fields, <XML Elements>
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3.5 Binary Structures

This document uses a “C” like language to desdtikeebinary data structures used. The details anéged in Appendix D.
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4. Introduction

Secure Removable Media (SRM) is a removable médiimplements the means to protect against unasémbaccess to
its internal data and includes an SRM Agent. Exaspf SRM are the secure memory card and the seuatt

The secure memory card has an embedded micropos@ssis capable of storing Rights and DRM Coniteiat secure
manner (e.g. S-MMC, SD). The smart card also haanamedded microprocessor and is capable of stadogss codes, user
subscription information, secret keys, DRM Cont&ights etc (e.g. SIM, USIM, R-UIM). Differentlydm the secure
memory card, the smart card enables Users to maeghone call by using the Devices and is issyeal mobile network
operator.

If a User has a Device with a physical interfacatdSRM, the User can use the SRM as means ofasiogethe storage
space for DRM Content and for the portability ofRis.

The SRM Enabler provides a mechanism to write,,rdalbte and update Rights in SRM in a secure miannealise the
use cases defined in the OMA SRM requirements deatifRM-RDv1.1]. The architecture, security coesidions, and
trust model requirements for OMA SRM are specifiethe OMA SRM architecture document [SRM-ADv1.1].

4.1 Version 1.0

While the OMA DRM version 2.0 [OMADRMv2.0] and véos 2.1 [OMADRMv2.1] define an end-to-end system BiRM
Content and Rights Obiject distribution among theiBe the Rights Issuer and the Content Issuer, IIBM..0 defines
mechanisms and protocols to extend OMA DRM ver&dnto allow Users to Move Rights between the Dewand the
SRM and to consume Rights stored in the SRM. Eafigcthe definition of Rights format is compliatast OMA DRM REL
2.0and 2.1.

4.2 \Version1.1

Based on the new Use Cases and requirements ptbipogee SRM 1.1 RD, the SRM 1.1 TS defines sevextnsions to
the SRM 1.0 TS. The security mechanism is condistéh SRM v1.0 and the definition of the Rightsrfmat is compliant to
both the OMA DRM v2.1 and the SCE REL.
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4.3 Component and Interface Deployment

Rights Issuer

SRM.DRM-ROAP
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Figure 1: Secure Removable Media System - Componeand Interface

The Secure Removable Media system is a set of #ntities: Rights Issuer, DRM Agent and SRM Agent.

The Rights Issuer and DRM Agent communicate wittheather by the ROAP protocol as defined in [OMAD®RM)],
[OMADRMv2.1], [SCE-DRM]. The DRM Agent and SRM Ageexchange messages as specified in section 6.

The SRM Agent has an internal secure communicatitinthe secure storage. The implementation ottiramunication is
out of scope of this specification. For the comgretss of the security in the Secure Removable Maditem, this
specification assumes the follows:

- Only the SRM Agent can access the secure storagehe DRM Agent cannot directly access the sestorage).

- To perform an action on information in the secuoeagye, the DRM Agent requests the action to thil 2igent. After
performing the action, the SRM Agent passes thatrethe action to the DRM Agent (i.e. the DRM &g cannot
receive information from the secure storage, ifittiermation is not produced by the SRM Agent.).
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5. Secure Removable Media Overview
This specification defines actions and interfadethe Rights Issuer, DRM Agent, and SRM Agent.

5.1 Information Structure

5.1.1 Rights

This section specifies Rights exchanged with SRMRgJhts may be stored in SRM(s) by being prelogdeiér to [SRM-
AD v1.1]) or Moved from a Device by the Move Persiig granted by Rights Issuers. Rights consistigifR Meta Data,
Rights Object Container, State Information and REKIL elements and attributes referred to in thistiem are specified in
[OMADRMv2.0].

The Rights MUST be securely stored in the SRM.

5.1.1.1 Rights Meta Data

Rights Meta Dataconsists of following information:

* Rights Object Version
* RO Alias
* Rl Identifier
* RIURL
* RIAlias
 RITime Stamp
Appendix E.2.5.1 specifies the data structure efRights Meta Data.

5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions atiier attributes which are linked to DRM Content{d)e Rights Object is
stored in an SRM in the format of tRéghts Object Container. The SRM Agent treats the Rights Object Contafsean
opague object, i.e. the SRM does not parse thetfRkighject Container.

Consistent with the structure of a DRM 2.0 or 2igh®&s Object, the Rights Object Container consisthe<rights>
element and thesignature>element in the RO payload. The contents oktlights> element of the Rights Object
Container MUST be canonicalised as Exclusive CaraM{ML format, as specified in [XC14N]. The RI-sigture (i.e.
<signature>element in the RO payload) MUST be present irRighits Object Container. The RI-signature is credig a
Rights Issuer that is identified by tkelD> element in the RO payload. The SRM Agent does/enty the RI-signature.

It is RECOMMENDED that the Rights Issuer not getemRights Object (in XML format) larger than 408@es if the
Rights Object may be stored in an SRM. AppendixE2specifies the data structure of the Righte€@tfontainer.

DRM Agents MAY compact the Rights Object Containsing WBXML (as defined in section 7) before tramghg Rights
from the Device to the SRM. The DRM Agent SHOULDmguact the Rights Object Container if it is lardest 4096 bytes.

5.1.1.3 State Information

State Information is the current state (e.g. remaining counts, vatiestart date) of each stateful permission withistateful
Rights Object. This is present in Rights if the R&gObject is stateful. Appendix E.2.5.3 speciffessdata structure of the
State Information in detail.

5.1.1.4 REK

REK is Rights Object Encryption Key (REK) in binaryio, i.e. no base64 encoding. Appendix E.2.5.5 §ipsdhe data
structure of the REK.
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51.2 RI Certificate Chain

If the SRM Agent supports storage of RI CertificBteains as indicated in the SrmHelloResponse, Rigl Bgent
SHOULD send to the SRM the RI Certificate Chairet thre required to verify the signature of the Rightransfers to an
SRM Agent (refer to section 6.12.7).

A trust model’s policy may determine whether theNDRgent is required to verify the RI-signature whée Rights are
installed in the Device as a part of the Rights M@Refer to section 6.6). The default behaviotihé the DRM Agent
MUST verify the RI-signature and its RI certificatieain.

When Rights in the SRM are used for the Local Rigtdnsumption (refer to section 6.7), the DRM Ag8HOULD verify
the RI-signature.

If RI-signature verification is required and theNMSEoes not provide the RI certificate chain, thevibe MUST get the
certificate chain (if it does not have it alreadiyjle DRM Agent can acquire the RI certificate chama DRM v2.0 RI
Registration or via other methods outside of ROARe DRM Agent is not required to check the RI reat@n status and Rl
certification chain expiration during RI-signatwrerification.

513 Handle

TheHandle is a random number generated by a DRM Agent aad tesidentify Rights on the SRM that the DRM Agent
intends to access for the Move or Local Rights Qomngtion operation. The Handle is stored in the Siid in the
Operation Log of a Device.

When sending the initial message of Move or Lodagh® Consumption, the DRM Agent MUST generate adfiaand
send it to the SRM.

The usage of the Handle is specified in the sestionMove and Local Rights Consumption.

5.1.4  Rights Object Identifier

TheRights Object Identifier (ROID) uniquely identifies a Rights Object. Thisthe value of theuid> element in the
<context>element that is a child of theights> element in the Rights Object.

515 Asset |dentifier

TheAsset Identifier (AssetID) is included in a Rights Object and idiiegg a DRM Content. The identification may be
equivalent to a subscription identifier or a GraDgfor a corresponding group of DRM Contents, Se®MADRMv2.0].
When an RO contains Service Encryption Key (SEKPargram Encryption Key (PEK) used by BCAST Enakdee
[SRM-ADvL1.1)), the AssetID will be service_CID orqgram_CID defined in [DRMXBSv1.1].

Devices and SRMs MUST support AssetIDs of at |1286tbytes. It is RECOMMENDED that a content authat use an
AssetlD larger than 256 bytes if the Rights mayristalled in an SRM.

5.1.6  Rights Information

Rights Information consists of Rights Meta Data, Rights Object Comgiand State Information. This does not incldae t
REK. The State Information is present in the Righfermation if the Rights Object in the Rights ®&bj Container is
stateful. Appendix E.2.5.4 specifies the data stmecof the Rights Information.

51.7 List of Asset Identifier

ThelList of Asset Identifier (LAID) is a list that identifies DRM Content whigh associated with a Rights Object. Appendix
E.3 specifies the data structure of the LAID. Tisedomprises the hashes of AssetIDs.
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51.8 Handle List

Handle List consists of the Handles of a group of enabled Righan SRM. Appendix E.4 specifies the data stmecof the
Handle List.

5.1.9 Rights Information List

Rights Information List consists of one or multiple Rights Information.p&mdix E.2.6 specifies the data structure of the
Rights Information List.

5.1.10 BCAST Tokens

TheBCAST Token Containercontains BCAST Tokens and is represented by aa@h of metadata consisting of the
following attributes:

- RI'ID: Rights Issuer identifier which identifies Tokessuier (authorizing RI). Appendix E.2.5 specifiesada
structure of this attribute.

- Service ID/Program IDs one or more identifiers of services and/or praggdor which the BCAST Tokens can be
used.

- Movable: indicates whether the Token can be moved or not.

- Domain IDs: indicates that whether BCAST Token can be sharedng members of the specific Broadcast
Domain(s) defined in [DRMXBS 1.1].

- Token Delivery ID: identifies the BCAST Token in a similar fashianthe way an RO ID identifies a RO.
- Reporting Information is the compound attribute which consist of

0 Token Reporting URL: the presence of this parameter indicates thatwaption of this BCAST Token
must be reported. The parameter defines the URthioh the ROAPTokenConsumptionReport message
should be sent.

0 Latest Token Consumption Time after the date/time indicated in this parametes,device SHALL NOT
use any BCAST Tokens which have been received thigdlast ROAP-TokenDeliveryResponse message
which includes a token reporting URL. If reporte &eing made on time by the device, this date is
constantly being updated and therefore consumptionld never be blocked. This field should only be
defined when a token reporting URL is defined.

o0 Earliest Reporting Time: the device should report consumption after thitand before the latest
reporting time.

0 Latest Reporting Time: the device should report consumption beforetitie and after the earliest
reporting time.

- Token Quantity: contains the number of BCAST Tokens in the BCA®Ken Container.
Appendix E.2.10 specifies the data structures ®BBAST Token Container attributes.

5.1.11 Broadcast Rights

This section specifies Broadcast Rights exchangdd$RM(s). Broadcast Rights may be Moved from &ibeif
permission is granted by the Rights Issuer. BrostdRights consist of a Broadcast Rights Object (BERase, BCRO
Assets, State Information and Signature.

Broadcast Rights MUST be securely stored in the SRM
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51.111 BCRO Base

BCRO Baseis the OMADRMBroadcastRightsObjectBase() objectro=f in [DRMXBSv1.1]. It contains permissions and
constraints associated to broadcast contents.

Appendix E.2.11 specifies the data structure oBBRO Base.
5.1.11.2 BCRO Assets

BCRO Assetscontains Program Encryption Authentication Key ARE;, Service Encryption Authentication Key (SEAK) o
Content Encryption Key (CEK), Asset Index and Bin@ontent Identifier (BCI) (see [DRMXBSv1.1] for meinformation).

 PEAK and SEAK are used to authenticate and encrypt BCAST trafiizryption keys (see [DRMXBSv1.1]).
» CEK is used for direct encryption of broadcast content
* Asset Indexis an internal identifier of the asset.

« BClis an identifier of associated broadcast (DRMtontent.

Appendix E.2.11 specifies the data structure oBB&RO Assets.
5.1.11.3 BCRO State Info

BCRO State Info contains state information if the BCRO is stateful
Appendix E.2.11 specifies the data structure oBBRO State Info.
5.1.11.4 BCRO Signature

BCRO Signatureis an optional element and contains OMADRMBroatRaghtsObjectSigned() object excluding
OMADRMBroadcastRightsObjectBase() object whichrémsferred and stored separately.

Appendix E.2.11 specifies the data structure oBBRO Signature.

5.2  Security Algorithms

The following cryptographic algorithms are usedhiis specification. The following algorithms MUSE Bupported by all
DRM Agents and SRM Agents.

Hash algorithms:

SHA-1 [SHA1]

MAC algorithms:

HMAC-SHA-1 [HMAC]
Symmetric encryption algorithms:
AES-128-CBC [AES]
Asymmetric encryption algorithms:
RSA-OAEP (v2.1) [PKCS-1]
Signature algorithms:

RSA-PSS (v2.1) [PKCS-1]

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 27 (222)

5.3 DRM Agent — SRM Agent Communications

A DRM Agent communicates to an SRM Agent over agitgl communications channel. How this communicatbannel
is established is beyond the scope of this docunitestpresumed that the DRM Agent can use theiees of the underlying
operating system to discover and to establishla@mel. Once this physical channel has been esttahlj one or more
logical channels can be established, dependinghat kind of information needs to be exchanged awd tmany trust
models are supported by the SRM Agent.

5.4 Client — Server Model

The model used for the communications between Rkl B\gent and the SRM Agent is a client — server atofihe DRM
Agent is always the client and the SRM Agent isagisvthe server. The SRM Agent does not act byfitsenly acts when
it receives a request from a client (a DRM Agemk) ¢hen responds to that request.

In addition, it is always the DRM Agent that estslhés the physical and logical communication chenne

5.5 Recovery Procedures
This section defines the process of exception lagd|

5.5.1  Exception Handling

During the execution of access protocols betweerDRM Agent and SRM Agent as specified in secti®bsto 6.10,
exception handling may become necessary. Exceptiasas are, for example, the unexpected unplugtfittte SRM or
Device power-off. In particular, during Move or ladidRights Consumption various exceptions can ottatrmust be
handled properly. The appropriate recovery stepeaplained in the subsections of sections 6.510. & his section defines
an Operation Log and the Handle concept, whiclnaeegled for the recovery process.

This specification makes the following assumptions:

« If any exception occurs during the Local Rights €lanption in section 6.7, then the Device will stging the
associated DRM Content.

* In some cases, recovery may involve User interactio
5.5.2  Operation Log

An Operation Log is a secure file, which MUST be kept by the Deyinevhich entries containing information about a
transaction are stored until the transaction isgletad. It is used for recovery procedures.

A “transaction” is a complete set of message pghms must be exchanged between a DRM Agent andRdh Agent in
order to perform a particular SRM operation. Théfeing transactions are defined:

* Movement of Rights from a Device to an SRM (sectds)
* Movement of Rights from an SRM to a Device (sects)
» Local Rights Consumption (section 6.7)

» Direct Provisioning of Rights to the SRM (sectiaB)6
 SRM Rights Upgrade (section 6.9)

e S2S Rights Move (section 6.10)

After a Secure Authenticated Channel is establistsesbecified in section 6.2, the DRM Agent chegksther there is an
entry in the Operation Log associated with the SRiént.
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If any Operation Log entry exists, recovery progedunay be necessary. The DRM Agent analyses altafipn Log
entries (associated with the SRM Agent) in ordetdtermine appropriate recovery actions. Detailtherrecovery
procedure are part of the description of each fandn sections 6.5 to 6.10.

If no Operation Log entry exists, the DRM Agent MU&eate an entry upon starting a Move or LocahRigCconsumption
transaction with the SRM as specified in sectiobst6é 6.10. When a transaction is successfully detad, the DRM Agent
SHOULD remove the entry.

An entry in the Operation Log is specified in Talble

Table 1: Operation Log Entry

Log Description
SRM ID This identifies an SRM that the Device is intenagtwith.
ROID This identifies the Rights Object that is the tamfea transaction. Refer to section 5.1.4
Handle This is generated by the DRM Agent and ifieatRights in the SRM.

Transaction ldentifier

This identifies the transaction that the DRM Agant SRM Agent are performing. This fiel
is fixed for the duration of the transaction. It/ AH. be possible to use this field to determin
which entry is the oldest in the Operation Log.

Current Step

This represents the current execstigmof a transaction as identified by the functio
identifier and also records whether the transadi@uccessfully completed or not.

If the function identifier refers to “Movement ofdhts from Device to SRM”, then the DRM
Agent makes a record after starting one of thevalg steps:

* Installation Setup Message

* Rights Disablement in Device

* Rights Installation Message

* Rights Removal in Device
If the function identifier refers to “Movement ofdghts from SRM to Device”, then the DRM
Agent makes a record after starting one of the¥dhg steps:

* Rights Retrieval Message

» Rights Installation in Device

* Rights Removal Message
If the function identifier refers to “Local Righ@onsumption”, then the DRM Agent makes
record after starting one of the following steps:

* REK Query Message

* Rights Enablement Message
If the function identifier refers to “Direct Proviming of Rights to the SRM”, then the DRM
Agent makes a record after starting one of th@valg steps:

» Signature Query Message

» Provisioning Setup Message

» Rights Provisioning Message

* Rights Removal Message

If the function identifier refers to “SRM Rights ggade”, then the DRM Agent makes a
record after starting one of the following steps:

a
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Log Description

» Upgrade Rights Retrieval
* RO Upgrade

If the function identifier refers to “S2S Rights M&J', then the DRM Agent makes a record
after starting one of the following steps:

* S2S Move Initiation
» Installation Setup

* Rights Installation

* Rights Removal

If the Operation Log is full, before a new entryadded, the oldest entry, based on the Transacteniifier, SHALL be
removed. Note that removing an entry will prevemy eecovery procedure associated with the entnjilé\the size of the
Operation Log is not specified in this documenshibuld be large enough to minimise the effeceaiaving entries for
incomplete transactions.

5.5.3  Operation Log Extensions for BCAST

The operations described in section 5.5.2 app§RM extensions for BCAST. This section defines seagy extensions to
support the following transactions and procedures:

* Movement of BCAST Tokens from Device to SRM (settfl1.1)
Movement of BCAST Tokens from SRM to Device (settfoll.2)
* Local BCAST Token Consumption (section 6.11.3)

» BCAST Token Upgrade on the SRM procedure (sectiath.6)

* Movement of BCRO from Device to SRM (section 6.31.7

»  Movement of BCRO from SRM to Device (section 6.11.8

* Local BCAST Rights Consumption (section 6.11.9)

The DRM Agent MUST create a Log entry upon startanyy of these transactions. When a transactiorugsessfully
completed, the DRM Agent SHOULD remove the entry.

The DRM Agent that supports Token related operat®HALL use Extended Operation Log.
An entry in the Extended Operation Log is specifredable 2.

Table 2: Extended Operation Log Entry

Log Description
Entry Type This indicates a type of log entry. Tiypes are currently defined:
- Rights Object Transaction Log Entry
- BCAST Token Transaction Log Entry
Entry Contents IEntry Type field indicates “Rights Object Transaction Log Bfitcontents of this field will
be operation log entry defined in section 5.5.2.
If Entry Typefield indicates “BCAST Token Transaction Log Entgdntents of this field arg
defined in Table 3.
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Table 3: BCAST Token Transaction Log Entry

Log Description
SRM ID This identifies an SRM that the Device is intenagtwith.
RI'ID This identifies the Rights Issuer that issued tABT Token under consideration

Token Delivery ID

This together with RI ID uniquelyentifies BCAST Tokens/BCAST Token Container stbr
on the SRM.

Transaction ldentifier

This identifies the transaction that the DRM Agantd SRM Agent are performing. This fiel
is fixed for the duration of the transaction. It AH. be possible to use this field to determin
which entry is the oldest in the Operation Log.

Current Step

This represents the current execstigmof a transaction as identified by the functio
identifier and also records whether the transadi@uccessfully completed or not.

If the function identifier refers to “Movement ofBA\ST Tokens from Device to SRM”, then
the DRM Agent makes a record after starting ontheffollowing steps:

o BCAST Token Disablement in Device

» BCAST Token Installation Request

» BCAST Token Installation Response
If the function identifier refers to “Movement ofB\ST Tokens from SRM to Device”, then
the DRM Agent makes a record after starting ontheffollowing steps:

« BCAST Token Retrieval Request

» BCAST Token Installation in Device

» BCAST Token Removal Request
If the function identifier refers to “Local Tokero@sumption”, then the DRM Agent makes
record after starting one of the following steps:

« BCAST Token Consumption Request

 BCAST Token Enablement Request
If the function identifier refers to “BCAST Tokenpdrade”, then the DRM Agent makes a
record after starting one of the following steps:

« BCAST Token Upgrade Request
» BCAST Token Disablement in Device

Operation Log Entry specified in section 5.5.2 SHAdupport the following transactions:

*  Movement of BCRO from Device to SRM (section 6.11.7
*  Movement of BCRO from SRM to Device (section 6.11.8

* Local BCAST Rights Consumption (section 6.11.9)
In order to support these transactions, the folhguéxtensions are defined:

« If the function identifier refers to “Movement of RO from Device to SRM”, then the DRM Agent MUST
make a record after starting one of the followiteps:

(o]

(o]

(o]

Installation Setup Message
BCRO Asset Disablement in Device

Broadcast Rights Installation Message

o
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0 Broadcast Rights Removal in Device
« If the function identifier refers to “Movement of RO from SRM to Device”, then the DRM Agent MUST
make a record after starting one of the followiteps:

0 Broadcast Rights Retrieval Message
0 Broadcast Rights Installation in Device
0 Broadcast Rights Removal Message

e The function identifier of Local BCAST Rights Comsption transaction MUST equal to the function idifgst
of Local Rights Consumption transaction.

5.6 Notations of Messages
This section presents notations used in this Spatifn.

5.6.1 Messages

A message is data sent between a DRM Agent andREh/gent in this specification. The communicatisrbased on a
request-response mechanism, e.g. first the DRM Agemds a request message, and the SRM Agent pesci® message
and then sends back a response with the resyfi®oéssing the request.

{message name}Request

{message name}Response

————— el Y

Figure 2: Notation of Message

In Figure 2, the solid line from the DRM Agent teetSRM Agent denotes a request and the solid lora the SRM Agent
to the DRM Agent denotes a response. The DRM Agendls the request to the SRM Agent to perform eifépaction.
After this, the SRM Agent sends the response bathe DRM Agent.

Names of requests and responses are ended wilkritig “Request” and “Response” (eRjghtsl nstallationRequest and
Rightsl nstallationResponse).

This notation is used for all messages in this i§ipation.

5.6.2 Actions

An action is a specific operation of the DRM Agenthe SRM Agent. The DRM Agent performs a spedifition
independently, but the SRM Agent performs a speeifition by a request from the DRM Agent. For eadtion in the SRM,
the SRM Agent sends a response to the DRM Agent.
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{action name}

Figure 3: Notation of Action

In Figure 3, the curved line denotes an action. iitéy (DRM Agent or SRM Agent) performs an acti@ach action has a
name (e.gRightsinstallationinSRM ). All action names are ended with the strihg{Place}”, in case that the action is
performed in the Plac€'.

5.6.3 Fields

A field is a data unit within a message which isge from an entity to the other entity to makeréuogpient entity perform
an action based on the value of the field.

Messages in this specification carry a set of §idfldm the DRM Agent to the SRM Agent or vice verBlae fields are
denoted by using a table as Table 4 below. A raqresresponse have their own field tables (i.e.faid table for the
request and one field table for the response).

Table 4: Notation of Fields

Fields Protection Requirement Description
A Integrity
B Confidentiality
C Integrity & Confidentiality
D No

The Table 4 shows that a message carries 4 fielkd$B+ C, and D. TheProtection Requirement’ column denotes the
security properties provided by the Secure Autlwaéid Channel. TheDescription” column describes the fields.

5.6.4 Message Format

Some messages between the DRM Agent and SRM Ageptatected by an HMAC and some are not. See Tafue
which messages are protected by an HMAC.

Messages between the DRM Agent and SRM Agent teatat protected by an HMAC have the following genéormat:

MessageFormat ()

messageldentifier 7 bslbf
messageType 1 bslbf
MessageBody()

ExtensionsContainer()

}
Messages between the DRM Agent and SRM Agent tegiratected by an HMAC have the following gendoitnat:
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ProtectedMessageFormat() {
MessageFormat()

Hmac()

}

/I Defined in Appendix E.1

The fields are defined as follows:

messageldentifier
Table 5

- This field defines the identifier of messagesmbe&ommunicated. This is defined in

messageType - This flag is set to ‘0’ if this is a requestiindhe DRM Agent to SRM Agent. In case of a
response, it is set to ‘1’.

MessageBody - This field contains fields of a message. MessageBody is specified in each sub-section
in section 6.

ExtensionsContainer - This field can be used to include extensionfsiinre versions of the SRM
enabler. See section 5.6.5 for more details.

Hmac- HMAC overMessageFormat , generated with the current MAC Key (MK). Thislfienly exists for
messages that are integrity protected by an HMA&DIE'5 indicates which messages are protected by an
HMAC.

Table 5: Message Identifier

Identifier Value Description Protection Mandatory/Optional
Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent
HMAC HMAC
0 SRM Hello NO NO M M
1 Authentication NO NO M M
2 Key Exchange NO NO M M
3 CRL Information Exchange NO NO M M
4 OCSP Nonce NO NO 0] (0]
5 OCSP Process NO NO O 0]
6 CRL Update NO NO M M
7 CRL Retrieval NO NO M M
8 Installation Setup YES YES M M
9 Rights Installation YES YES M M
10 Rights Retrieval YES YES M M
11 REK Query YES YES M M
12 Rights Info Query YES YES M M
13 Handle List Query NO NO M M
14 Handle Removal YES YES M M
15 Rights Enablement YES YES M M
16 Rights Removal YES YES M M
17 RI Certificate Store NO NO (0] (0]
18 RI Certificate Query NO NO 0] 0]
19 RI Certificate Removal NO NO (@] O
20 Dynamic Code Page Query NO NO M (0]
21 Dynamic Code Page Update NO NO (0] (0]
22 Rights Info List Query NO YES (0] (0]
23 Change SAC NO NO 0] (0]
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Identifier Value Description Protection Mandatory/Optional
Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent
HMAC HMAC
24 Signature Query YES YES M M
25 Provisioning Setup YES YES M M
26 Rights Provisioning YES YES M M
27 Upgrade Rights Retrieval YES YES M M
28 Rights Upgrade YES YES M M
29 S2S Move Initiation YES YES M M
30 BCAST Token Installation YES YES 0] 0]
31 BCAST Token Retrieval YES YES (0] (0]
32 BCAST Token Removal YES YES (0] 0]
33 BCAST Token Consumption YES YES (0] 0]
34 BCAST Token Enablement YES YES (0] 0]
35 BCAST Token Information YES YES 0] @]
36 BCAST Token Upgrade YES YES 0] (0]
37 Broadcast Rights Installation YES YES 0] (0]
38 Broadcast Rights Retrieval YES YES (0] O
39 SRM Ping YES YES (0] (0]
40 BCRO Information Retrieval YES YES (0] (0]
41 BCRO Information List YES YES (0] 0]
Retrieval
42 ~ 127 Reserved For Future Use

In Table 5, ‘M’ denotes that the DRM or SRM AgeMbBIST support the messages, and ‘O’ denotes thadbats MAY
support the messages.

5.6.5 Extensibility of Binary Messages
All messages between a DRM Agent and an SRM Agemiiain anExtensionsContainer() structure. This structure

has the following format:
ExtensionsContainer() {

nbrOfExtensions 8 uimsbf
for(i=0 ;i< nbrOfExtensions ; i++){
extensionType 8 uimsbf
size 16 uimsbf
Extension()
}
}

ThenbrOfExtensions field indicates how many extensions follow

Each extension thiextensionsContainer() structure contains the following fields:

» extensionType - an 8-bit integer signalling the type of the exien. Each extension SHALL have a unique
extensionType. Table 7 specifies the values oettiensionType.

* size - a 16-bitinteger specifying the size of the egien, i.e. the size of tHextension field in bytes. If the
receiver of the message does not know the extegien this field can be used to skip to the nexeémsion.

« Extension - this structure contains the fields of the extemsThe content of the structure depends on the
particular extension and is to be defined in fuspecifications.
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Table 6: extensionType Values

Value Description
0 BCAST extension to Handle List Query (see Sedsidri.10.1)
1 BCAST extension to Rights Enablement (see Seétibh.10.4)
2-255 Reserved

Unknown extensions SHALL be ignored by the recgj\iDRM or SRM) Agent.

5.6.5.1 Application of Extensibility in Future Spec ifications (informative)

Future specifications can use tBetensionsContainer field within theMessageFormat structure to expand
messages. When an extension is specified in agfgfpecification, it can either be included in aflssages independent of
the version of the involved SRM/DRM Agents or omgluded when communication between agents of gpjai® versions
occurs. The decision on where and when a certaansion is to be included is to be taken when #he specification is
made.

Extensions can be mandated in future specificatibhis means DRM/SRM Agents conformant to thosei§igations must
include the extensions, even though older SRM/DRi¢ s will ignore it. The extensions have to beglesd in such a
way that this does not open an attack opportunity.

In SRM v1.1, extensibility of thdetaData , PermissionState andConstraintState structures has been
specified by including an ExtensionsContainer fi@ee section E.2.5.1 and E.2.5.3).

Even though SRM v1.0 supports tleegth field in theRightsMetaData  structure, it is not specified if and how the
DRM and SRM Agents behave when it receives an eei@ietaData structure. Therefore, usifgetaData extensions
in the future could lead to incompatibilities wiBtRM v1.0.

A similar reasoning holds for tHeermissionState andConstraintState structures, although these structures do
not have an associatehgth field. Using theExtensionsContainer field in these structures would also lead to
incompatibilities with SRM v1.0.

Since SRM v1.0 supports thxtensionsContainer in theMessageFormat structure, it is recommended to use that
extensibility option when possible. However, ifexsion of theMetaData , PermissionState and

ConstraintState structures cannot be done through extendindviegsageFormat structure, it is best to use the
ExtensionsContainer mechanism iMetaData , PermissionState andConstraintState structures.
Extending the structures in another way will ndiyaesult in incompatibility with SRM v1.0, but asvith SRM v1.1.

Using theExtensionsContainer mechanism at least guarantees backward compgtiwith SRM v1.1.

5.6.6 Status

Each response (i.messageType is setto 1) has @tatus field (see Appendix E.2.2) indicating whether its
corresponding request (i)/essageType is set to 0) was successfully processed or ndtleTalists the integer values
assigned to each status code.

Table 7: Status Code Values

Value Status Name
Success

Unknown Error

Trust Anchor Not Supported

Device Certificate Chain Verification Failed
Field Decryption Failed

SRM Random Number Mismatched

G WIN(F| O
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Value Status Name
6 Version Mismatched
7 SAC Not Established
8 Old CRL
9 OCSP Response Verification Failed
10 Invalid OCSP Nonce
11 CRL Verification Failed
12 CRL Not Found
13 Field Integrity Verification Failed
14 Duplicate Handle
15 Not Enough Space
16 Handle Not Found
17 Handle Not Removed
18 Request Not Supported
19 RI Certificate Chain Not Found
20 Dynamic Code Pages Not Found
21 Handles In-consistent
22 Parameter Failed
23 Unexpected Request
24 AssetID List Too Long
25 Signature Scheme Not Supported
26 Storage Reservation Failed
27 Disablement Failed
28 Insufficient Amount of Tokens
29 Invalid Token Amount
30 Token Not Found
31 Remove Failed
32 Not an RORequest
33 ~ 65535 Reserved For Future Use

In section 6, for each description of a requegiitase message pair, a list of valid status vakiepécified. Should a DRM
Agent receive a status value not specified forriquaar response message, the DRM Agent SHAL Lt tifea status as
having receivedJnknown Error.

SRM Agent MUST return “Request Not Supported” Stalode in case it receives a request message veisisade
Identifier of “Reserved For Future Use” (definedTiable 5) or if the request is not supported. Thes$age Identifier of the
response SHALL be equal to the Message Identifienerequest. The response MUST only con&titus field and
SHALL be protected by an HMAC.
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6. DRM Agent — SRM Agent Protocol

6.1 SRM Hello

The SRM Hello message pair is used by the DRM Agendtthe SRM to exchange information about eachroth

6.1.1 Hello

SrmHelloRequest

SrmHelloResponse

e e L

————— el Y

Figure 4: Sequence Diagram — SRM Hello

6.1.1.1 Description of Messages

The DRM Agent sends the SrmHelloRequest to inittakegical channel with the SRM Agent. The fieldsle request are

defined in Table 8.

Table 8: Fields of SrmHelloRequest

Fields

Protection Requirement

Description

Version

No

Version is a <major.minor> representation of the highest
SRM protocol version number supported by the DRM
Agent.

For this version of the protocolersion SHALL be set to
1.1.

Trust Anchor And
Device ID Pair List

No

Trust Anchor And Device ID Pair List contains the list of
trust anchor and Device ID pairs for the Devicee Thust
anchor identifies the trust model. If the Devices hzore than
one Device ID under a trust model, then only ongi&®ID
under the trust model MUST be present in this list.

Upon receiving the SrmHelloRequest, the SRM Agetdgds a protocol version supported by the SRM.

The SRM Agent checks to see if it supports anyefttust anchors in therust Anchor And Device ID Pair List. If not, set
Satus to Trust Anchor Not Supported and send the SrmHelloResponse.

After completing this step, the SRM Agent sendsShaHelloResponse to the DRM Agent. The fieldshef tesponse are

defined in Table 9.

Table 9: Fields of SrmHelloResponse

| Fields

Protection Requirement

Description
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Fields

Protection Requirement

Description

Status

No

The result of processing the SrmHelloRstgmessage. The
Satus values are specified in Table 10.
If Satus contains any error, only this field is presenthia
SrmHelloResponse.

Selected Version

No

The protocol version seleciethe SRM Agent. The
Selected Version will be min(DRM Agent suggested versiof
highest version supported by the SRM Agent). A, B)
= A where A <=B.

Trust Anchor And SRM ID
Pair List

No

Trust Anchor And SRM ID Pair List contains the list of trust
anchor and SRM ID pairs for the SRM. The trust anch
identifies the trust model. The trust anchors MUf&Tone of
the trust anchors in thErust Anchor And Device ID Pair

List in the SrmHelloRequest. For example, if Trest
Anchor And Device ID Pair List has trust anchors A, B and
C and the SRM supports trust anchors B, C and & the
Trust Anchor And SRM ID Pair List would only contain trust
anchors B and C. If the SRM has more than one SBRM |
under a trust model, then only one SRM ID undertthst
model MUST be present in this list.

Peer Key Identifier List

No

Peer Key Identifier List contains a list of Device IDs stored
by the SRM. If any of the identifiers match the @eviDs in
the Trust Anchor and Device ID Pair List in the preceding
SrmHelloRequest, it means the SRM has alreadyigdrihe
corresponding Device's certificate chains, and thatDRM
Agent does not need to send any of those certfichains in
a later message. If the SRM has verified the Dévice
certificate chain, based on thieust Anchor and Device ID
Pair List in the SrmHelloRequest, then the SRM Agent
MUST include this field in the SrmHelloResponse.

Max Number Of AssetIDs

No

This field contains thaximum number of H(AssetID)s
that can be processed by the SRM Agent in the
HandleListQueryRequest (see section 6.12.1.1).

Optional Messages
Supported

No

This field indicates which optional messagessagported
by the SRM.

Table 10: Status of Srm Hello Message

Status Value

Description

Success

The request was successfully processed

Trust Anchor Not Supported

Trust Anchor in the request is not supported by the SRM Agent

Parameter Failed

A field in the request has anlish@ngth or structure.

Unknown Error

Other errors

Upon receiving the SrmHelloResponse &alus is Success, the DRM Agent continues with the MAKE processéttion

6.2.

6.1.1.2

Format of Messages

The message formatiessageBody ) of the SrmHelloRequest is specified as followlsefhessageType is setto ‘0’ and
the message is not protected by an HMAC.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc

Page 39 (222)

Entityld() {
/l SHA-1 of the DER-encoded
Il subjectPublicKeyIlnfo component
I of the Entity's certificate
Hash()

Deviceld() {
Entityld()
}

TrustAnchor(){
/I SHA-1 of root public key
Entityld()

}

TrustAnchorAndDeviceldPairList() {
/I There MUST be at least one pair
nbrOfPairs 8
for (i=0;i<nbrOfPairs ; i++){

TrustAnchor()

/I Defined in Appendix E.1

uimsbf

/I The Device’s ID under the Trust Anchor a

Deviceld()

}
}

MessageBody() {
Version()
TrustAnchorAndDeviceldPairList()

}

The fields are defined as follows:

/I Defined in Appendix E.2.1

 Version -Versionfieldin Table 8

»  TrustAnchorAndDeviceldPairList

—Trust Anchor and Device ID Pair List field in Table 8

The message formatiessageBody ) of the SrmHelloResponse is specified as follolte messageType is set to ‘1’
and the message is not protected by an HMAC.

SelectedVersion() {
Version()

}

Srmld(){
Entityld()
}

/I Defined in Appendix E.2.1
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TrustAnchorAndSrmlidPairList() {
/l There MUST be at least one pair
nbrOfPairs 8 uimsbf
for (i=0;i<nbrOfPairs ; i++) {
TrustAnchor()
/l The SRM’s ID under the Trust Anchor abov e
Srmid()
}
}

PeerKeyldentifier() {
Entityld()
}

PeerKeyldentifierList() {
nbrOfPeerKeyldentifiers 8 uimsbf
for (i =0 ;i< nbrOfPeerKeyldentifiers ; i++ ) {
PeerKeyldentifier()
}
}

OptionalMessages() {
ocspSupported 1 bslbf
rightsinfoListSupported 1 bslbf
riCertificateStorageSupported 1 bslbf
riCertificateRemovalSupported 1 bslbf
dynamicCodePageSupported bslbf
changeSacSupported bslbf
rfu 10 bslbf

[

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0) {
SelectedVersion()
TrustAnchorAndSrmidPairList()
PeerKeyldentifierList()
maxNbrOfAssetlds 16 uimsbf
OptionalMessages()
}
}

The fields are defined as follows:

e Status - Satusfield in Table 9

» SelectedVersion - Selected Version field in Table 9
*  TrustAnchorAndSrmldPairList —Trust Anchor And SRM ID Pair List field in Table 9
» PeerKeyldentifierList — PeerKeyldentifierList field in Table 9

maxNbrOfAssetlds — Max Number of AssetlDs field in Table 9

* OptionalMessages — Optional Messages Supported field in Table 9. The contained flags have meamigg

follows:
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0 ocspSupported —if ‘0’, the OCSP Nonce and OCSP Process messagestion 6.4.2 and 6.4.3 are
not supported by the SRM Agent. If ‘1’, the messagee supported by the SRM Agent.

0 rightsinfoListSupported —if '0’, the Rights Info List Query message irc8en 6.12.3 is not
supported by the SRM Agent. If ‘1’, the messagsuigported by the SRM Agent.

o0 riCertificateStorageSupported —if ‘0, the RI Certificate Store and RI Certifite Query
messages in section 6.12.7 and 6.12.8 are not degpdwy the SRM Agent. If ‘1’, the messages are
supported by the SRM Agent.

o riCertificateRemovalSupported —if ‘0, the RI Certificate Removal message ictimn 6.12.9 is
not supported by the SRM Agent. If ‘1’, the messegeupported by the SRM Agent.

o0 dynamicCodePageSupported - if ‘0’, the Dynamic Code Page Query and Dyna@ade Page
Update messages in section 6.12.10 and sectiorilé.&Pe not supported by the SRM Agent. If ‘1’, the
messages are supported by the SRM Agent.

0 changeSacSupported - if ‘0’, the ChangeSac messages in section &&5ot supported by the SRM
Agent. If ‘1, the messages are supported by th¥ 3igent.

6.1.1.3 Exception Handling

There may be an unexpected exception during theH&iio message pair processing as specified inosebt5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates communication by discgrdimy existing SAC context with the SRM Agent. Theer may be
informed of this exception.

6.2 MAKE (Mutual Authentication and Key Exchange) P rocess

AuthenticationRequest

AuthenticationResponse

KeyExchangeRequest

KeyExchangeResponse

Y Y A
—————— b N _____

Figure 5: Sequence Diagram — MAKE Process
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As shown in Figure 5, the MAKE Process is comprisktivo request/response message pairs: Autheioticatessage pair
and Key Exchange message pair. The Authenticatiessage pair SHOULD be followed by the Key Exchamgssage pair.
If an SRM Agent receives any request message tibharKeyExchangeRequest following receipt of the
AuthenticationRequest, the SRM Agent SHOULD retunexpected Request in theStatus field of the response message.

6.2.1 Authentication

The DRM Agent sends the AuthenticationRequestédIRM Agent to start the MAKE process. This reqeegresses
Device information and preferences. The AuthenticiResponse expresses SRM information and prefeseiitie DRM
Agent and SRM Agent may also exchange their cesti§ chains and verify them.

6.2.1.1 Description of Messages

The DRM Agent sends the AuthenticationRequestit@ate a MAKE process. The fields of the request@defined in Table
11.

Table 11: Fields of AuthenticationRequest

Fields Protection Requirement Description
Trust Anchor No Trust Anchor preferred by the DRM Agent. The trust anchpr
MUST be selected fromirust Anchor And SRM ID Pair List
in the SrmHelloResponse. Selection of the trushanc
implicitly selects both the Device ID and the SRM |

Device Certificate Chain| No A certificate chain fbhe Device under the selected trust
anchor. The chain MUST NOT include the root certife.
The Device Certificate MUST come first in the ligach
following certificate MUST directly certify the one
preceding it. Refer to Appendix H.1

If the Peer Key Identifier List field is present in the
SrmHelloResponse and the list contains the Device |
corresponding to the Device Certificate Chain, tties field
need not be sent in the AuthenticationRequest.

Peer Key ldentifier No An SRM ID under the trusthar indicated by thérust
Anchor field in this message. If the Device has already
verified the corresponding SRM Certificate Chaen this
field SHOULD be present. This informs the SRM td no
send the SRM’s certificate chain in the
AuthenticationResponse.

Supported Algorithms No Supported Algorithms identifies the cryptographic
algorithms (hash algorithms, MAC algorithms, sigmat
algorithms, asymmetric encryption algorithms, syrtrine
encryption algorithm, and key derivation functiotist are
supported by the DRM Agent.

Use of algorithms not listed in section 5.2 and6i8
optional. Since all DRM Agents and all SRM Agentssin
support the default algorithms, they need not In¢ isethis
field. Only identifiers for algorithms that are rarte of the
defaults need to be sent in the AuthenticationRsigque

Upon receiving the AuthenticationRequest, the SR§érwt MUST perform the following procedure:

1. Check if it supports thérust Anchor. If not, setSatus to Trust Anchor Not Supported and send the
AuthenticationResponse.

2. If present, verify théevice Certificate Chain. If the verification is good, then continue witleg 5. Otherwise, set
Satus to Device Certificate Chain Verification Failed and send the AuthenticationResponse.

3. If the Device Certificate Chain is not present, do the following:
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A. If the SrmHelloResponse did not include Beer Key Identifier List, setSatus to Device Certificate Chain
Verification Failed and send the AuthenticationResponse.

B. If the SrmHelloResponse did include theer Key Identifier List, then check whether tHeust Anchor
matches any trust anchor in theer Key Identifier List. If it does not, then s&atus to Device Certificate
Chain Verification Failed and send the AuthenticationResponse.

4. Check thePeer Key Identifier and determine whether or not to send the SRM'ficate chain under th@rust

Anchor.

5. Select the algorithms to use from Bgported Algorithms.

After these steps, the SRM Agent sends the Autt@iinResponse to carry the result of the actitve. flelds of the
response are defined in Table 12.

Table 12: Fields of AuthenticationResponse

Fields

Protection Requirement

Description

Status

No

The result of processing the Authentio®equest messag
The Satus values are specified in Table 13.
If Satus contains any error, only this field is presenthia
AuthenticationResponse.

SRM Certificate Chain

No

The SRM'’s certificate ahander the trust anchor sent in
the preceding request. The chain MUST NOT inclinde t
root certificate. The SRM Certificate MUST comesfim
the list. Each following certificate MUST directbertify the
one preceding it. Refer to Appendix H.1.

If the Peer Key Identifier field was present in the preceding
request, then this field SHOULD NOT be present.

Encrypted AuthResp
Data

No

E (PuKey, AuthRespData) where AuthRespData =N
Version | Selected Algorithms | H(Supported Algorithms)

RNs is a random number generated by the SRM Agent.
Version is copied from th&ersion field in the
SrmHelloRequest.

Selected Algorithms specifies the cryptographic algorithms|
selected by the SRM Agent.

H(Supported Algorithms) is the hash, using the selected hg
algorithm, of theSupported Algorithms field in the
AuthenticationRequest.

AuthRespData is encrypted with the Device’s public key
(PuKey) under the trust anchor specified in the
AuthenticationRequest.

ash

Table 13: Status of Authentication Message

Status Value

Description

Success

The request was successfully processed.

Trust Anchor Not Supported

Trust Anchor in the request is not supported by the SRM Agent

Failed

Device Certificate Chain Verification

The SRM Agent failed to verify th@evice Certificate Chain.

Parameter Failed

A field in the request has anliehv@ngth or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

Other errors
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Upon receiving the AuthenticationResponse &atlis is Success, the DRM Agent verifies th8RM Certificate Chain if the
certificate chain is present. If the DRM Agent dint send @eer Key Identifier in the AuthenticationRequest and the
certificate chain is not present, then the DRM AgdlJST terminate communications with the SRM. Aftiee verification,
the DRM Agent decryptBNs, Version, Selected Algorithms, and HSupported Algorithms) with the Device’s private key
(under the trust anchor sent in the Authenticatiemkest).

The DRM Agent comparegersion to theVersion field sent in the SrmHelloRequest, and validates it supports the
Selected Algorithms. If the Selected Algorithms are not supported, then the DRM Agent MUST tertgic@mmunications
with the SRM. Otherwise, using the selected hagbrihm, the DRM Agent validates the $8fpported Algorithms). If valid,
the DRM Agent continues with section 6.2.2.

6.2.1.2 Format of Messages

The message formatiessageBody ) of the AuthenticationRequest is specified asfei. ThemessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceCertificateChain() {
CertificateChain() /I Defined in Appendix E.1

}

AlgorithmList() {
/I If number of algorithms is zero,
I/ then the default algorithm is used

nbrOfAlgorithms 8 uimsbf
for (=0 ;i< nbrOfAlgorithms ; i++) {

Algorithm() /IDefined in Appendix E.1
}

}

SupportedAlgorithms() {
// Hash algorithms
AlgorithmList()

/I HMAC algorithms
AlgorithmList()

/I Symmetric algorithms
AlgorithmList()

Il Asymmetric algorithms
AlgorithmList()

/l KDF algorithms
AlgorithmList()

MessageBody() {
TrustAnchor() /I Defined in section 6.1.1.2
DeviceCertificateChain()
PeerKeyldentifier() // Defined in section 6.1. 1.2
SupportedAlgorithms()

}

The fields are defined as follows:

e TrustAnchor —Trust Anchor field in Table 11
» DeviceCertificateChain — Device Certificate Chain field in Table 11

» PeerKeyldentifier — Peer Key Identifier field in Table 11
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e SupportedAlgorithms — Supported Algorithms field in Table 11

The message formatiessageBody ) of the AuthenticationResponse is specified defd. ThemessageType is set to
‘1’ and the message is not protected by an HMAC.

SelectedAlgorithms() {
// Hash algorithms
AlgorithmList()
/l HMAC algorithms
AlgorithmList()
/I Symmetric algorithms
AlgorithmList()
I/l Asymmetric algorithms
AlgorithmList()
/l KDF algorithms
AlgorithmList()

HashOfSupportedAlgorithms() {
/l Hash of SupportedAlgorithms from the
/I AuthenticationRequest, using the
// hash from SelectedAlgorithms

Hash() /I Defined in Appendix E.1
}
SrmCertificateChain() {
CertificateChain() // Defined in Appendix E.1
}
AuthRespData() {
RandomNumber() /I Defined in Appendix E.1
Version() /I Defined in Appendix E.2.1
SelectedAlgorithms()
HashOfSupportedAlgorithms()

}

EncryptAuthRespData() {
I/l Contains the encrypted AuthRespData
EncryptedData() /I Defined in Appendix E.1

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0) {
SrmCertificateChain()
EncryptedAuthRespData()
}
}

The fields are defined as follows:

 AuthRespData - AuthRespData value ofEncrypted AuthResp Data field in Table 12
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RandomNumber— RNs value ofEncrypted AuthResp Data field in Table 12
» Version -Version value ofEncrypted AuthResp Data field in Table 12

» SelectedAlgorithms — Selected Algorithms value ofEncrypted AuthResp Data field in Table 12
» HashOfSupportedAlgorithms — H(Supported Algorithms) value ofEncrypted AuthResp Data field in
Table 12

 Status - Satusfield in Table 12
* SrmCertificateChain — SRM Certificate Chain field in Table 12
*  EncryptedAuthRespData — EncryptedduthRespData field in Table 12

6.2.1.3 Exception Handling

There may be an unexpected exception during theeltication Message processing as specified imosest5.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus, fails to verify theSRM Certificate Chain,
or fails to decrypt th&ncrypted AuthResp Data, then the DRM Agent regards it as an exceptiontarrdinates
communication by discarding any existing SAC conteith the SRM Agent. The User may be informedhi$ exception.

6.2.2 Key Exchange
This step performs the key exchange and key coafion.

6.2.2.1 Description of Messages

The DRM Agent generates a random numberg)REnd encrypts it with the SRM’s public key. Atdlstep, the DRM Agent
also encrypts the hash of the SRM Random Numbeg)(Rideived in the AuthenticationResponse.

Then the DRM Agent sends the KeyExchangeRequestdoange keys with the SRM Agent. The fields ofrétpiest are
defined in Table 14.

Table 14: Fields of KeyExchangeRequest

Fields Protection Requirement Description
Encrypted KeyEx Data No E (PuKeyKeyExData) where KeyExData = BNH(RNs)
| Selected Version
Selected Version is identical to th&elected Version received
by the DRM Agent in the SrmHelloResponse.
KeyExData is encrypted with the SRM’s public key
(PuKey) under the trust anchor sent in the
AuthenticationRequest.

Upon receiving the KeyExchangeRequest, the SRM AdecryptsEncrypted KeyExData with the SRM's private key
(under the trust anchor sent in the Authenticatiemkest).

The SRM Agent compares the decrypted H{RW the hash of the random number grithat the SRM Agent sent in the
AuthenticationResponse. The hash is computed tisagegotiated algorithm. The SRM Agent also compdne decrypted
Selected Version to theSelected Version field sent in the SrmHelloResponse.

After this action, the SRM Agent sends the KeyExgeResponse to carry the result of the action fiehis of the response
are defined in Table 15
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Table 15: Fields of KeyExchangeResponse

Fields Protection Requirement Description
Status No The result of processing the KeyExchargaBst message
The Satus values are specified in Table 16.
If Status contains any error, only this field is presenthia
KeyExchangeResponse.
Hash Of RanNum Data No H(RanNumbData) where RanNUmB&N, | RNs.
RanNumData is hashed by the selected hash algorithm

Table 16: Status of Key Exchange Message

Status Value Description
Success The request was successfully processed.
Field Decryption Failed The SRM Agent fails to dgatrthe encrypted fields.

SRM Random Number Mismatcheg The SRM Random Nurinber the DRM Agent is not identical to its original
value in the SRM.

Version Mismatched Theelected Version received in KeyExchagenRequest is not matched tvéh
original value sent in the SrmHelloResponse.

Parameter Failed A field in the request has anliehe@ngth or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the KeyExchangeResponse3atilis is Success, the DRM Agent confirms whether the hash of the
concatenation of the Device Random Number {R&hd the SRM Random Number (Mnatches the corresponding hash
of the random numbers exchanged in the KeyExchaemge#st and AuthenticationResponse respectively.

After the key exchange and key confirmation aresssfully finished, the DRM Agent and SRM Agent @ette security
elements by using the Key Derivation Function a#jed in section 6.3.1.

6.2.2.2 Format of Messages

The message formatiessageBody ) of the KeyExchangeRequest is specified as folloMemessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceRandomNumber() {
RandomNumber() /I Defined in Appendix E.1
}

SrmRandomNumber() {
RandomNumber() /I Defined in Appendix E.1
}

HashOfSrmRandomNumber() {
Hash() /I Defined in Appendix E.1
}

SelectedVersion() {
Version() /I Defined in Appendix E.2.1
}
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KeyExData() {
DeviceRandomNumber()
HashOfSrmRandomNumber()
SelectedVersion()

}

EncryptedKeyExData() {
EncryptedData() /I Defined in Appendix E.1

}

MessageBody() {
EncryptedKeyExData()

}
The fields are defined as follows:
 KeyExData —KeyExData value ofEncrypted KeyEx Data field in Table 14
» DeviceRandomNumber —RNp value ofEncrypted KeyEx Data field in Table 14
» SrmRandomNumber— RNs value ofEncrypted KeyEx Data field in Table 14
» Selected Version — Sdected Version value ofEncrypted KeyEx Data field in Table 14
* HashOfSrmRandomNumber — Hash of th&&rmRandomNumberusing the selected hash algorithm
» EncryptedKeyExData —KeyExData encrypted with the SRM’s public key

The message formatiessageBody ) of the KeyExchangeResponse is specified as felldlaemessageType is set to
‘1’ and the message is not protected by an HMAC.

RanNumData() {
DeviceRandomNumber()
SrmRandomNumber()

}

HashOfRanNumData() {
Hash() /I Defined in Appendix E.1

}

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0){
HashOfRanNumbData()

}
}

The fields are defined as follows:
. RanNumbData — RanNumData value ofHash Of RanNum Data field in Table 15
. DeviceRandomNumber —RNp value ofHash Of RanNum Data field inTable 15
. SrmRandomNumber— RNg value ofHash Of RanNum Data field in Table 15
e Status - Satusfield in Table 15
. HashOfRanNumbData — Hash ofRanNumData field in Table 15 using the selected hash algorith
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6.2.2.3 Exception Handling

There may be an unexpected exception during theBgeltange Message processing as specified in segfol. If the

DRM Agent fails to receive the response, finds mareby referring to th&atus, or fails to verify the random numbers, then
the DRM Agent regards it as an exception and teatesicommunication by discarding any existing SA@text with the
SRM Agent. The User may be informed of this exaapti

6.3 Secure Authenticated Channel

Whenever sensitive information, such as cryptogabéys, needs to be transferred between the DRhAgnd SRM
Agent, a Secure Authenticated Channel (SAC) nexts ised. A SAC is a logical channel that providessage integrity
and optionally message confidentiality. A SAC netxbe established using credentials from a trutehunder which the
sensitive information was created.

In the SRM 1.0, if the DRM Agent and SRM Agent sogipnore than one trust model in common, then plgtSACs can
be established by repeating the MAKE process.

In the SRM 1.1, if the DRM Agent and SRM Agent sogipnore than one trust model in common, then éstiag SAC
SHALL be replaced by a SAC using another suppdriest model by executing a new MAKE process.

6.3.1  Key Derivation Function

After the MAKE process is completed, both the DRigeAat and the SRM Agent have mutually authenticatesh other and
have exchanged secret random numbers that arérugederating key materials (Session Key and MA®@)K&he keys are
used in the SAC.

The Key Derivation Function (KDF) is the same asKIDF specified in section 7.1.2 of the OMA DRM @2pecification
[OMADRMv2.0]. A trust model may use a different KDFhe following key material in Table 17 is deriviedm the KDF.
When using the KDF, leZ = RNy | RNs(RNp and RN include the length fields.ptherinfo = Supported Algorithms |
Selected Algorithms, andkLen is 36 bytes (the total size of the key material$able 17).

Table 17: Key Materials

Fields Size Description Nomenclature
MAC Key 160 bits HMAC-SHAL Key: The first 20 octed$ T as the derived key MK
Session Key 128 bits AES Key: The next 16 octefE a$ the derived key SK

By default, the DRM Agent and SRM Agent support At€5128-CBC mode. The padding is performed as pddn
[RFC2630].

The formats of RN and RN, are specified in section 6.2.2 RgviceRandomNumberandSrmRandomNumber) and the
formats ofSupported Algorithms andSel ected Algorithms are specified in section 6.2.1 2upportedAlgorithms and
SelectedAlgorithmg.

6.3.2 SAC Context

Once a SAC has been established, a logical SAGxbwill exist. The context consists of the follawgiinformation:

* MAC Key - this key gets updated as specified inisa®.3.4.
» Session Key — this key does not change for thetiduraf the SAC.
» Selected Algorithms — the algorithms that were tiegged during the MAKE process.

» Trust Anchor — the trust anchor under which the S¥G established. Used when multiple SACs are atvailand
the Device wants to switch to a different SAC asc#fed in section 6.3.5
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» Entity ID — for the Device, this contains the SRNDs (under the trust anchor); for the SRM, this tedms the
Device’s ID (under the trust anchor).

The SAC context exists until a new SAC with the edbevice and SRM, under the same trust modeltabkshed. By
using the SRM Hello message pair, a DRM Agent &erthine if it communicating with the same SRMhé DRM Agent
reuses the SAC context, sends a secure messagetaruhck &ield Integrity Verification Failed error, this probably
indicates that the SAC context is no longer valide DRM Agent SHOULD establish a new SAC.

6.3.3  Secure Message

Once the SAC has been established, two types afigeare provided. The first type is integrity peotion and the other
type is confidentiality protection. The integrityopection is performed by generating HMAC (using ttregotiated HMAC
algorithm) over fields using the current MAC KeyKWin the SAC Context. The confidentiality protexstiis performed by
encrypting fields using the current Session Key)(8Kd the negotiated symmetric encryption algorithm

6.3.4 Message Replay Protection

Replay protection is provided by using a differst&C Key for every request or response message doglires integrity
protection. After the SRM Agent sends a resporigbeirequest or the response required integritygation, then the SRM
Agent MUST generate a new MK. After the DRM Ageateives a response, if the request or the respegaged integrity
protection, the DRM Agent MUST generate a new MKobe sending a request needing integrity protectigsing the SAC
Context, a new MK is generated as follows:

MK.1 = H(MK ;), where H is the negotiated hashing algorithm
6.3.5 Changing SAC

The DRM Agent changes to a different SAC as illaistd in the following Figure 6:

ChangeSacRequest

ChangeSacResponse

———— Y]

g

Figure 6: Sequence Diagram — Change SAC

If an SRM supports multiple trust models, then &M MAY implement the Change SAC message paihi#f message
pair is supported, this is indicated in the Srméfefsponse (see section 6.1). If this messagespadatisupported, then the
DRM Agent MUST use the MAKE process to change tliffierent SAC. Note that the DRM Agent can use3iM Hello
message pair to determine if it is communicatinthwliie same SRM.

6.3.5.1 Description of Messages

If the SRM supports multiple trust models and tHeMDAgent has established multiple SACs (as desdribeection 6.3),
the DRM Agent can send the ChangeSacRequest stheh8RM Agent can change to a different SAC. Téle$ of the
request are defined in Table 18.

Table 18: Fields of ChangeSacRequest
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Field

Protection Requirement Description

Trust Anchor

No The Trust Anchor under which a SA&s established.

Upon receiving the ChangeSacRequest, the SRM Adeztks that it has established a SAC under thefigabtrust anchor.

The SRM Agent sends the ChangeSacResponse tatleamysult of the processing the request. Uponisgrte
ChangeSacResponse and if Stetus is Quccess, the SRM Agent MUST change to the SAC identifigdite trust anchor
and start using that SAC context. The fields ofrésponse are defined in Table 19.

Table 19: Fields of ChangeSacResponse

Field Protection Requirement Description
Status No The result of processing the ChangeSaeRemessage.
The Satus values are specified in Table 20.
Table 20: Status of Change SAC Message
Status Value Description
Success The request was successfully handled.

SAC Not Established

A SAC under the trust ancherrat been established.

Request Not Supported

The SRM only supports orst tnodel and hence does not support this requg

pSt.

Unknown Error

Other errors

Upon receiving the ChangeSacResponseSatds is Success, the DRM Agent MUST change to the SAC and starigus

that SAC context.

6.3.5.2 Format of Messages

The message formatliessageBody ) of the ChangeSacRequest is specified as folldlwvsmessageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
TrustAnchor()

}

/I Defined in section 6.1.1.2

The fields are defined as follows:

 TrustAnchor —the Trust Anchor field in Table 18.

The message formatiessageBody ) of the ChangeSacResponse is specified as follbhesmessageType is setto ‘1’
and the message is not protected by an HMAC.

MessageBody() {
Status()

}

The fields are defined as follows:

e Status - Status field in Table 19.
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6.3.5.3 Exception Handling

There may be an unexpected exception during theggh8AC message pair processing as specified filoséc5.1. If the
DRM Agent fails to receive the response or findsJaknown Error by referring to th&tatus, then the DRM Agent regards
it as an exception and terminates communicatiodisgarding any existing SAC context with the SRMeAy The User
may be informed of this exception.

6.3.6  Maintenance of Multiple SACs

For “S2S Rights Move” transaction, the two SACsnmztn DRM Agent and two SRMs SHALL be set up sudadigs
before DRM Agent initiates the “S2S Rights Move”ilelduring the transaction changing SAC is normatiwducted when
it is needed.

6.4 Revocation Status Checking

Revocation status checking between the SRM Agemtlam DRM Agent is a necessary procedure that MO&r before
exchanging any message over the SAC. During maluthlentication between the DRM Agent and SRM Ageawycation
status checking is performed locally by using ehedcCertificate Revocation List (CRL). A DRM Agevit/ST cache a
CRL that contains revocation status about SRMs tlaa@GRM Agent MUST cache a CRL that contains ration status
about Devices. If the connected SRM or Device,&eBgely, is on the CRL then the SAC MUST be teraérl.
Furthermore, the SAC MUST be terminated if the SR information that the DRM Agent has been revqked section
6.4.3). The validity dates for the cached CRL (wleetn the DRM Agent or the SRM Agent) does notcheebe checked
for revocation status checking. The CRL update deleeand CRL distribution and thereby criteriadasuring valid CRLs
are beyond the scope of this specification. Thitige specifies protocols that relevant trust meadehy require to
implement revocation checking.

Note: This Enabler does not require revocatiorustahecking of the RI certificate chain when venifyRI| signatures during
Move or Local Rights Consumption. However, Devib#3ST follow [OMADRMv2.1] requirements when perforng
ROAP.

For a DRM Agent and an SRM Agent to update an ¢il @ith a newer CRL, this document specifies protsdor the
following purposes:

* CRL Information Exchange (Refer to section 6.4.1)

The DRM Agent and SRM Agent exchange CRL numbersder to determine if CRL(S) in the Device supdese
CRL(s) in the SRM or vice versa.

* OCSP Nonce (Refer to section 6.4.2)

The DRM Agent requests a nonce from the SRM Ageimé. DRM Agent uses the nonce for the OCSP requoest s
that the SRM Agent can be provided with the curf2RM time and check the revocation status of theize

» OCSP Response Processing (Refer to section 6.4.3)

The DRM Agent passes an OCSP response to the SRivitAlgat includes the revocation status of the DiRiént
and the DRM time.

e CRL Delivery from Device to SRM (Refer to sectiod &)

The DRM Agent sends its CRL(s) to the SRM Agente BRM Agent replaces the CRL(s) stored in the SR w
the received CRL(S).

* CRL Delivery from SRM to Device (Refer to sectiod &)
The DRM Agent retrieves CRL(s) in SRM, and replatestored CRL(s) with the retrieved CRL(S).
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Some trust models may use an OCSP responder t@prine revocation status of Devices. To enableSiRB! Agent to use
OCSP to check the revocation status of DevicesDiRK Agent SHOULD support the following:

*  OCSP communication protocol between an OCSP regpamd the DRM Agent as specified in [OCSP-MP]
» OCSP Nonce request in section 6.4.2
* OCSP request generation with the nonce providatdpRM Agent
» OCSP Response Processing between the DRM Ager8RRdAgent in section 6.4.3
In order to use OCSP to check the revocation sti#tevices, the SRM Agent SHOULD also supportftiwing:

 OCSP Nonce request in section 6.4.2
* OCSP Response Processing in section 6.4.3

The CRL(s) are updated by the following procedure.

The CRL information exchange function in sectiof.B.is executed.

If the DRM Agent supports the OCSP responder — DRJédnt communication, then the DRM Agent MAY pass @CSP
response to the SRM Agent by using the OCSP Nageest function in section 6.4.2 and OCSP respprseessing
function in section 6.4.3.

If the CRL information exchange function finds tiGRL(s) must be updated, then the CRL delivery fi@ncin section 6.4.4
or 6.4.5 is used.

To minimize the impact of not checking the CRL délj dates, the following procedure is introduced

» Event Counting with a threshold as specified in éqtix J

The DRM Agent and the SRM Agent count events unfitedefined threshold is reached, upon whicheshft
CRL is required. Support for Event Counting is OBNIAL; relevant trust models may mandate the usb®event
counting mechanism.

6.4.1 CRL Information Exchange

The DRM Agent reads an SRM’s CRL information listorder to determine if CRL(s) in the Device supdessCRL(S) in the
SRM or if CRL(s) in the SRM supersede CRL(s) inBrevice as illustrated in Figure 7.

CRLInformationExchangeRequest

CRLInformationExchangeResponse

——————l ¥y _____

g ————

Figure 7: Sequence Diagram — CRL Information Exchage
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6.4.1.1 Description of Messages

The DRM Agent sends the CRLInformationExchangeRetjieeread the CRL Information List from the SRMeT
CRLInformationExchangeRequest has no fields.

Upon receiving the CRLInformationExchangeRequést,SRM Agent sends the CRLInformationExchangeResptmthe
DRM Agent. The fields of the response are defime@iable 21.

Table 21: Fields of CRLInformationExchangeResponse

Fields Protection Requirement Description
Status No The result of processing the
CRLInformationExchangeRequest message. Jateis
values are specified in Table 22.

If Satus contains any error, only this field is presenthia
CRLInformationExchangeResponse.

CRL Information List No CRL Information is a paif GRL Issuer ID and CRL
Number. TheCRL Information List contains CRL
Information of all CRLs in the SRM.

CRL Issuer ID is the 160-bit SHA-1 hash of the pukky
corresponding to the private key used to sign tRé (C.e.
the keyldentifier field of the authorityKeyldentfi
component in the CRL).

The CRL Number is the value contained in the CRinber
extension of the referenced CRL. This value is used
determine when a particular CRL supersedes anQRér

Table 22: Status of CRL Information Exchange Messag

Status Value Description
Success The request was successfully processed.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error The SRM Agent fails to read the CREormation.

Upon receiving the CRLInformationExchangeRespotiseDRM Agent checks th#&atus field. If Status is Success, the
DRM Agent compares each element in @RL Information List received from the SRM with the Device’s list. et CRL
Issuer IDs are identical, then the CRL numberscarepared to determine if the SRM’s CRL superselde<RL stored in
the Device or if the Device’'s CRL supersedes thé 6Rred in the SRM.

If the DRM Agent finds that CRL(s) in the Devicepsusedes CRL(s) in the SRM from the same CRL issherDRM
Agent MUST transfer the new CRL(s) to the SRM ughng CRLUpdateRequest as specified in section 6l#tHdere are
multiple CRL(s) to be updated, the DRM Agent repghe CRL update request.

If the DRM Agent finds that CRL(s) in the SRM supede CRL(s) in the Device from the same CRL isgsherDRM Agent
MUST retrieve the new CRL(s) from the SRM Agentngsihe CRLRetrievalRequest as specified in se@idrb. If there
are multiple CRL(s) to be updated, the DRM Agepieias the CRL retrieval request.

6.4.1.2 Format of Messages

The message formatliessageBody ) of the CRLInformationExchangeRequest is emptye MlessageType is set to'0’
and the message is not protected by an HMAC.

The message formatliessageBody ) of the CRLInformationExchangeResponse is speat#iefollows. The
messageType is set to ‘1’ and the message is not protectedrbMAC.
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Crlissuerld() {
OctetString8() /I Defined in Appendix E.1

}

CrINumber() {
OctetString8() /I Defined in Appendix E.1

}

CrlInformation() {
CrlIssuerld()
CrINumber()

}

CrlinformationList() {
nbrOfCrlinformation 8 uimsbf
for (=0 ;i< nbrOfCrlinformation ; i++) {
Crlinformation()
}
}

MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0) {
CrlinformationList()
}
}

The fields are defined as follows:

e Status - Satusfield in Table 21
e CrlinformationList —CRL Information List field in Table 21

6.4.1.3 Exception Handling

There may be an unexpected exception during the I6Rkmation Exchange Message processing as spéddifisection
5.5.1. If the DRM Agent fails to receive the respewr finds an error by referring to tBatus, then the DRM Agent regards
it as an exception and terminates communicatiodisgarding any existing SAC context with the SRMeAy The User

may be informed of this exception.

6.4.2 OCSP Nonce

This section is valid only for DRM Agents that soppcommunications with an OCSP Responder. If sttpddoy the SRM
Agent, a DRM Agent can get a nonce, for use in @8P Request, from an SRM Agent as illustrated e 8.
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DRM Agent

OCSPNonceRequest

OCSPNonceResponse

———— g —————

——_——,— Yy _____

Figure 8: Sequence Diagram — OCSP Nonce

6.4.2.1 Description of Messages

The DRM Agent sends the OCSPNonceRequest to retieeSIRM Agent to generate a nonce. There areetdsfincluded

in this request.

Upon receiving the OCSPNonceRequest, the SRM Agemeérates a nonce (i.e. OCSP Nonce) and returnalhe by

sending the OCSPNonceResponse to the DRM Agent.

If the SRM Agent does not support the OCSP resppremessing, it MUST return the error codeequest Not Supported.

The fields of the response are defined in Table 23.

Table 23: Fields of OCSPNonceResponse

Fields

Protection Requirement

Description

Status

No

The result of processing the OCSPNonasf&tgnessage.
The Status values are specified in Table 24.
If Status contains any error, only this field is presenthia
OCSPNonceResponse.

OCSP Nonce

No

This is a number randomly generatedebSRM Agent.

OCSP Responder Key
Identifier

No

This field identifies a trusted OCSP respondgyr $tored in
the SRM. If the identifier matches the key in tlegtificate
used by the Device’s OCSP responder, the DRM Agent
MAY remove the OCSP Responder certificate chaimfro
the OCSP response before providing the OCSP resftons
the SRM.

Table 24: Status of OCSP Nonce Message

Status Value

Description

Success

The request was successfully processed.

Request Not Supported

The SRM Agent does not suipOCSP response processing.

Parameter Failed

A field in the request has anliehe@ngth or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

The SRM Agent fails to generate @@SP Nonce.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve

d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-SRM-V1_1-20110816-A.doc Page 57 (222)

Upon receiving the respons&dtus is Quccess), the DRM Agent generates a nonce based OCSPsefquéts own
certificate (using the OCSP nonce provided by tRM3Agent) and sends it to the OCSP responder.G®8P Nonce is
identified by the object identified-pkix-ocsp-nonce, while theextnValue is the value of the nonce.

6.4.2.2 Format of Messages

The message formatiessageBody ) of the OCSPNonceRequest is specified as folldlemessageType is set to’0’
and the message is not protected by an HMAC. Thissage does not include fields.

The message formatiessageBody ) of the OCSPNonceResponse is specified as folldltwsmessageType is set to ‘1’
and the message is not protected by an HMAC.

OcspNonce() {
/I The length of the nonce MUST be
/I at least 14 bytes and no more than 32 bytes
OctetString8() /I Defined in Appendix E.1

OcspResponderKeyldentifier() {
OctetString8() /I Defined in Appendix E.1

}

MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0){
OcspNonce()
OcspResponderKeyldentifier()

}
}

The field is defined as follows:
e Status - Satusfield in Table 23

» OcspNonce —OCSP Nonce field in Table 23
* OcspResponderKeyldentifier —OCSP Responder Key Identifier field in Table 23

6.4.2.3 Exception Handling

There may be unexpected exceptions during the QG8iee Message processing as specified in secttoh. 3f the DRM
Agent fails to receive the response or receivesreor in theSatus field (other tharRequest Not Supported), then the DRM
Agent regards it as an exception and terminatesragrication by discarding any existing SAC conteithwhe SRM Agent.
The User may be informed of this exception.

6.4.3 OCSP Response Processing

This section is valid only for DRM Agents that soppcommunications with an OCSP responder. If sugpdoy the SRM
Agent, the DRM Agent sends an OCSP Response t8RIM Agent as illustrated in Figure 9.
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OCSPProcessRequest

OCSPProcessResponse

————— el Y

Figure 9: Sequence Diagram — OCSP Processing

6.4.3.1 Description of Messages

Upon receiving the OCSP response from the OCSPnegp, the DRM Agent sends the OCSPProcessRequeass the
response to the SRM Agent. The fields of the relqaesdefined in Table 25.

Table 25: Fields of OCSPProcessRequest

Fields Protection Requirement Description
OCSP Response No OCSP Response contains the revocation status of the DRM
Agent, the time at which the OCSP Response wagdjgn
and theOCSP Nonce transferred by the
OCSPNonceResponse as specified in section 6.4.2.

Upon receiving the OCSPProcessRequest, the SRMtAgeifies theOCSP Response. The SRM Agent MUST verify that
the OCSP-provided status of all revocable certifisan the Device Certificate Chaingsod (refer to [OCSP-MP]). If the
status igevoked, the SRM Agent SHOULD keep a record of that st&buduture use (refer to section 6.4). The SRM Age
MUST be able to detect that an OCSP respondeficatéi is non-revocable through the use ofithpkix-ocsp-nocheck
extension as specified in [OMADRMvV2.0]. The deteration of which certificates in a Device CertifieaChain are
revocable is deemed to be part of the trust mofdisleoroot of trust of that chain. In case the robtrust does not specify
such a policy, the SRM SHALL assume a default modethe default model only the Device Certificeeevocable and
requires an OCSP response to prove its status.

SRM Agents MUST be able to match a nonce sent 08P purposes in the OCSPNonceResponse (in sedli@®) @ith a
nonce in the received OCSP Response.

With the OCSP response, the SRM Agent is able tilywihe revocation status of the Device Certifecauring the MAKE
process in section 6.2 and can check the frestuig3RL(s) based on tharoducedAt time in the OCSP response.

The SRM Agent then sends the OCSPProcessRespdreséells of the response are defined in Tabldf2ZBe SRM Agent
does not support the OCSP response processing)®TMeturn the error codeRequest Not Supported.

Table 26: Fields of OCSPProcessResponse

Fields Protection Requirement Description

Status No The result of processing the OCSPProeegs3t message
The Satus values are specified in Table 27.
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Table 27: Status of OCSP Process Message

Status Value Description
Success The request was successfully processed.
OCSP Response Verification Failed The SRM Agent fails to verify th©@CSP Response.
Invalid OCSP Nonce The OCSP nonce in the OCSP nsgpis not identical with the OCSP nonce
generated by the SRM Agent.
Request Not Supported The SRM Agent does not suipOCSP response processing.
Parameter Failed A field in the request has anlieh@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionstatus = Success or Request Not Supported), the OCSP Process Message processing is completed

6.4.3.2 Format of Messages

The message formatiessageBody ) of the OCSPProcessRequest is specified as fallblhasmessageType is set to’0’
and the message is not protected by an HMAC.

OcspResponse() {
OctetString16() // Defined in Appendix E.1

}

MessageBody() {
OcspResponse()

}

The field is defined as follows:

* OcspResponse —OCSP Response field in Table 25

The message formatiessageBody ) of the OCSPProcessResponse is specified as fllbhemessageType is set to
‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2
}

The field is defined as follows:

e Status -Satusfield in Table 26

6.4.3.3 Exception Handling

There may be an unexpected exception during theFRO@8cess Message processing as specified ins&chHd. If the
DRM Agent fails to receive the response, or findseor by referring to th&atus (exceptRequest Not Supported), then the
DRM Agent regards it as an exception and termined@smunication by discarding any existing SAC cahteith the SRM
Agent. The User may be informed of this exception.
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6.4.4 CRL Delivery from Device to SRM

DRM Agent RM Agen

CRLUpdateRequest

CRLUpdateResponse

——_——,— Yy _____

———— g —————

Figure 10: Sequence Diagram — CRL Delivery from Ddue to SRM

6.4.4.1 Description of Messages

The DRM Agent sends the CRLUpdateRequest to repleceurrent CRL in the SRM with the CRL in the &v The
fields of the request are defined in Table 28.

Table 28: Fields of CRLUpdateRequest

Fields Protection Requirement Description
CRL No Certificate Revocation List (CRL) contaimvocation status
information for Device Certificates and/or SRM Gfichtes.
Refer to Appendix H.2

Upon receiving the CRLUpdateRequest, the SRM Agerifies the signature over ti@RL. If the signature of th€RL is
valid, and the receive@RL is newer than the CRL of the SRM, then the SRMmgeplaces the current CRL in the SRM
with the receivedRL. The CRL numbers are compared to determine ifeheivedCRL supersedes the CRL stored in the
SRM.

The SRM Agent can recognize the CRL issuer by riefgto theauthorityKeyldentifier component in th€RL.
The SRM Agent then sends the CRLUpdateResponsefiditie of the response are defined in Table 29.

Table 29: Fields of CRLUpdateResponse

Fields Protection Requirement Description

Status No The result of processing the CRLUpdataB&ignessage.
The Satus values are specified in Table 30.

Table 30: Status of CRL Update Message

Status Value Description
Success The request was successfully processed.
Old CRL CRL in the request is older than the CRL in SRM.
CRL Verification Failed The verification of the signature ov€RL is failed.
Trust Anchor Not Supported The issuer of the CRthimrequest is not supported by the SRM Agent.
Parameter Failed A field in the request has anlieh@ngth or structure.
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Status Value Description
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

6.4.4.2 Format of Messages

The message formatiessageBody ) of the CRLUpdateRequest is specified as follolwe messageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
Crl() // Defined in Appendix E.1

}

The field is defined as follows:

e Crl -CRL field in Table 28

The message formatiessageBody ) of the CRLUpdateResponse is specified as follGemessageType is set to ‘1’
and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 29

6.4.4.3 Exception Handling

There may be an unexpected exception during the @ptlate Message processing as specified in seettoh. If the DRM
Agent fails to receive the response or finds aardry referring to th&atus, then the DRM Agent regards it as an exception
and terminates communication by discarding anytiexjsSAC context with the SRM Agent. The User mayitiformed of

this exception.
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6.4.5 CRL Delivery from SRM to Device

DRM Agent RM Agen

CRLRetrievalRequest

CRLRetrievalResponse

——_——,— Yy _____

———— g —————

Figure 11: Sequence Diagram — CRL Delivery from SRMo Device

6.4.5.1 Description of Messages

The DRM Agent sends the CRLRetrievalRequest toeretrthe CRL in the SRM. The fields of the requaestdefined in
Table 31.

Table 31: Fields of CRLRetrievalRequest

Fields Protection Requirement Description
CRL Issuer ID No The 160-bit SHA-1 hash of the pukEy corresponding to
the private key used to sign the CRL (i.e. the #epntifier
field of the authorityKeyldentifier component ireticRL).

Upon receiving the CRLRetrievalRequest, the SRMmgetrieves the CRL stored in the SRM that coresis to theCRL
Issuer ID.

The SRM Agent then sends the CRLRetrievalRespansarty the result of the action. The fields of theponse are defined
in Table 32.

Table 32: Fields of CRLRetrievalResponse

Fields Protection Requirement Description
Status No The result of processing the CRLRetrRegliest message)
The Satus values are specified in Table 33.
If Satus contains any error, only this field is presenthia
CRLRetrievalResponse.
CRL No Certificate Revocation List (CRL) contairvocation status
information for Device Certificates and/or SRM Gféectites.
Refer to Appendix H.2

Table 33: Status of CRL Retrieval Message

Status Value Description
Success The request was successfully processed.
CRL Not Found There is no CRL corresponding toGRe Issuer ID.
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the CRLRetrievalResponse, the DRMmgerifies the signature over t6&L. If the signature of th€ERL

is valid, and the retrievedRL is newer than the CRL of the Device, then the DR@4nt replaces the current CRL in the
Device with the retrieve@RL. The CRL numbers are compared to determine ifebeivedCRL supersedes the CRL stored
in the Device.

6.4.5.2 Format of Messages

The message formatiessageBody ) of the CRLRetrievalRequest is specified as foloWwhemessageType is set to ‘0’
and the message is not protected by an HMAC.

Crlissuerld() {
OctetString8() /I Defined in Appendix E.1

}

MessageBody() {
Crlissuerld()

}

The field is defined as follows:

e Crllssuerld —CRL Issuer ID field in Table 31

The message formatiessageBody ) of the CRLRetrievalResponse is specified as ¥mloThemessageType is set to
‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0) {
Crl() /I Defined in Appendix E.1
}

The fields are defined as follows:

e Status - Satusfield in Table 32
e Crl -CRL field in Table 32

6.4.5.3 Exception Handling

There may be an unexpected exception during the R&tieval Message processing as specified in@ebtb.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus or fails the CRL verification, then the DRM
Agent regards it as an exception and terminatesraoncation by discarding any existing SAC contekhwhe SRM Agent.
The User may be informed of this exception.
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6.5 Movement of Rights from Device to SRM

Rights are Moved from a Device to an SRM as illatstd in Figure 12. As shown in Figure 12, this $eagtion is comprised
of two request/response message pairs: Install&sdnp message pair and Rights Installation megsaigeThe Installation
Setup message pair SHOULD be followed by the Rigtgtallation message pair. If an SRM Agent receiary request
message other than the RightsinstallationRequéstviog receipt of the InstallationSetupRequest, 8RM Agent
SHOULD returnUnexpected Request in theStatus field of the response message.

InstallationSetupRequest

InstallationSetupInSRM
InstallationSetupResponse

RightsDisablementInDevice

RightsInstallationRequest

RightsInstallationInSRM
RightsInstallationResponse

RightsRemovalInDevice

Y Y A A R Y A S
N N
__________________7______L_________________7______L_____

Figure 12: Sequence Diagram — Movement of Rightsdm Device to SRM

Before sending the InstallationSetupRequest mestag®RM Agent MUST check the following in the Rtg Object that
will be Moved:

1) Check if the Rights Object has the <move> permisdicthere is no <move> permission, then do nofque the
Move transaction.

2) Check if the <move> permission has a <system> cainst If there is no <system> constraint, procedti sending
the InstallationSetupRequest; else check the <gbntdhild element(s) of the <system> constrainarf <context>
child element identifies the SRM protocol, thengaed with sending the InstallationSetupRequest; adsnot
perform the Move transaction.

Before sending the RightsinstallationRequest messtag DRM Agent MUST check the following in thegRis Object that
will be Moved:
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1) Check if the <move> permission has a <count> caimgtrlf there is a <count> constraint, then chéekcurrent
count value in the state information. If the cutreount is 0, then do not perform the Move trarisactOtherwise
(current count > 0), decrement current count value.

6.5.1 Installation Setup

6.5.1.1 Description of Messages

The DRM Agent sends the InstallationSetupRequeisiitiate a Move to the SRM. The fields of the requare defined in
Table 34.

Table 34: Fields of InstallationSetupRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality] Thélandle identifies the Rights while stored in the SRMisla 10
byte random value generated by the DRM Agent fisr Move
transaction. Refer to section 5.1.3.

Size of Rights Integrity Size of Rights in bytefiginforms the SRM Agent the size of Rights
that will be installed in the SRM as specified atson 6.5.3.

Sze of Rights = Length ofRightsinformation
Rightsinformation is specified in section 6.5.3.2.

Upon receiving the InstallationSetupRequest, thM$gent MUST perform the following procedure:
1. Verify the integrity of the fields
2. Decrypt theHandle with the Session Key

3. The SRM Agent MUST check if the SRM already hasdlume Handle. If yes, the SRM Agent s&ttus to Duplicate
Handle and the SRM Agent sends the InstallationSetupResspas described below.

4. The SRM Agent checks if the SRM has space for #ve Rights. If not, the SRM Agent sedstus to Not Enough
Soace. Otherwise, the SRM Agent stores thandle in the SRM securely. Thdandle is not included in the Handle List
until the Move transaction is completed.

The SRM Agent sends the InstallationSetupRespanearty the result of the procedure. The fieldthefresponse are
defined in Table 35.

Table 35: Fields of InstallationSetupResponse

Fields Protection Requirement Description

Status Integrity The result of processing the lfstianSetupRequest
message. Th8atus values are specified in Table 36.

Table 36: Status of Installation Setup Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Duplicate Handle The SRM already has the Handleitarebrresponding Rights.

Not Enough Space The SRM does not have enough gpat@re Rights having the same size as the
Sze of Rights.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agiqpfence or is otherwise not allowed.
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Status Value Description
Unknown Error Other errors

Upon receiving the response, the DRM Agent verififesintegrity of fields in the response.
If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.5.2.
6.5.1.2 Format of Messages

The message formatliessageBody ) of the InstallationSetupRequest is specifiedodlewis. ThemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.8
sizeOfRights 16 uimsbf

}

The fields are defined as follows:
« Handle —Handlefield in Table 34

» sizeOfRights —Sze Of Rightsfield in Table 34
 EncryptedHandle - EncryptedHandle with the current Session Key (SK)

The message formatiessageBody ) of the InstallationSetupResponse is specifiebbews. ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 35

6.5.1.3 Exception Handling

There may be unexpected exceptions during thellasbta Setup Message processing as specifieddtiose5.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the InstallationSetupRaspawvith a&atus other tharSuccess. (i.e. the Handle was not
stored by the SRM Agent)

Case 2 The Installation Setup Message processing icowipleted for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent atés a recovery procedure for each type of exaepisdfollows.

For Case 1, the Move is terminated without recoviétye response contaimuplicate Handle, then the DRM Agent may
start the Move transaction with a different Handle.
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For Case 2, the DRM Agent sends the HandleRemowyalke& as specified in section 6.12.4 in order noonee the Handle.
The Handle recorded in the Operation Log for thizvBltransaction MUST be used in this request.df th
HandleRemovalResponse contains eithecess, Handle Not Found or Handle Not Removed in theSatus field, then the
Move is terminated.

When the Move is terminated, the entry for the Mra@saction is removed from the Operation Log.

If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalthen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRaliRequest
when a new MAKE process is executed. To resumatioeted recovery, the DRM Agent refers to the Otmnd_og as
specified in section 5.5.2.

6.5.2  Rights Disablement in Device

6.5.2.1 Action Description

The DRM Agent disables the Rights. The disablech®igannot be used for the other purposes exceiitient Move
transaction. After disabling the Rights, the DRMefstycontinues with section 6.5.3.

6.5.2.2 Exception Handling

There may be unexpected exceptions as specifigeliion 5.5.1 when disabling Rights. This exceptianses the
disablement processing to not complete.

When the exception occurs, the DRM Agent SHOULD ediately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed. The recovery is same as the procedutbd@xceptional Case 2 of the Installation Set@gsddge processing
specified in section 6.5.1.3.

6.5.3  Rights Installation

6.5.3.1 Description of Messages

The DRM Agent sends the RightsinstallationRequestdtall the Rights in the SRM. The fields of tieguest are defined in
Table 37.

Table 37: Fields of RightsinstallationRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Same as the Hendlansmitted by the
InstallationSetupRequest in Table 34. Refer toiged.1.3.
REK Integrity & Confidentiality Refer to section151.4
LAID Integrity Refer to 5.1.7. This contains theshavalue of AssetIDs that
are associated with the Rights.
Rights Information Integrity Refer to section 5.1.6

Upon receiving the RightsinstallationRequest, tRMSAgent installs the Rights in the SRM. For thstallation, the SRM
Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt theHandle andREK with the Session Key

3. Compare thédandle with theHandle in the InstallationSetupRequest

4. Install theRights Information andREK at a space associated with thandle.

The SRM Agent sends the RightsinstallationResptmsarry the result of the procedure. The fieldthefresponse are
defined in Table 38.

Table 38: Fields of RightsiInstallationResponse
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Fields Protection Requirement Description

Status Integrity The result of processing the RifgtgtallationRequest
message. Th8atus values are specified in Table 39.

Table 39: Status of Rights Installation Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Handles In-consistent The Handle in this requedifisrent from theHandle in the
InstallationSetupRequest.

Not Enough Space The sizeRifjhts Information exceedsSze of Rightsin Table 34.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.5.4.

6.5.3.2 Format of Messages

The message formatiessageBody ) of the RightsinstallationRequest is specifiedaisws. ThemessageType is setto
‘0’ and the message is protected by an HMAC.

HandleRek() {
Handle() /I Defined in E.2.4
Rek() /I Defined in E.2.5.5

}

EncryptedHandleRek() {
I/l Contains the encrypted Handle and REK

EncryptedData() // Defined in E.1
}
MessageBody() {
EncryptedHandleRek()
Laid() /I Defined in Appendix E.3
Rightsinformation() /I Defined in Appendix E.2 5.4
}

The fields are defined as follows:

* HandleRek —Handle andREK fields in Table 37
 EncryptedHandleRek  — EncryptedHandleRek with the current Session Key (SK)
* Laid —LAID field in Table 37

* Rightsinformation — Rights Meta Data, Rights Object Container, State Information fields in Table 37
(Refer to Appendix E.2.5.4)
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The message formatiessageBody ) of the RightsinstallationResponse is specifietbiews. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 38

6.5.3.3 Exception Handling

There may be unexpected exceptions during the Righktallation Message processing as specifieddtian 5.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsinstallationRese containing &atus of Handle Not Found (This case will
not happen if the Move transaction is properly exed as illustrated in Figure 12)

Case 2 The Rights Installation Message processing is $eiction is not completed for any reason other Gase 1.

When the exception occurs, the DRM Agent SHOULD edrately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent attg a default recovery procedure for each typxodéption as follows.
For Case 1, the Move is terminated without recavery

For Case 2, the DRM Agent sends the HandleRemowyalke& as specified in section 6.12.4 in order noonee the Handle.
The Handle recorded in the Operation Log for thizvBltransaction MUST be used in this request.df th
HandleRemovalResponse contaBuscess in theSatus field, then the Move is terminated.

When the Move is terminated, the Rights in the seibevice MUST be enabled (i.e. the Rights candeel fior any
purpose) and the entry for the Move transactioeisoved from the Operation Log. In addition, if fRights contain a
<move> permission with a <count> constraint, tHendurrent count value MUST be incremented.

In Case 2, if the HandleRemovalResponse contaBatas of eitherHandle Not Removed or Handle Not Found, then the
DRM Agent continues the Move using the Rights Reah@v Device processing defined in section 6.9¥até This result
implies that the Rights were installed successfinllihe SRM by the incomplete Rights Installatioeddage processing. In
the case oHandle Not Found, after the installation, it implies the Rights weemoved from the SRM or the corresponding
Handle was updated to use the Rights.)

If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalihen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRaliRequest
when a new MAKE process is executed. To resumegit@very, the DRM Agent refers to the Operation bsgspecified in
section 5.5.2.

If the DRM Agent fails more than once to receiveraperSatus from the Handle Removal Message processing duhieg
recovery of the Rights Installation Message prdogs§.e. fails to receive the response or failgaafy the integrity of the
response) and then finally receiiéandle Not Found in theStatus field of the HandleRemovalResponse, it is posditde
the Handle was successfully removed from the SRM pyevious incomplete Handle Removal Message psiog In this
case, if the DRM Agent continues the Move with tights Removal in Device processing as specifigtlimsection, then
the User will lose the Rights.
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The default behaviour is that the Move is termidatéhout further recovery procedures and the efaryhe Move
transaction is removed from the Operation Log {he.Rights in the source Device stay in a disabtatk). A trust model
may define other procedures to handle the disdRighits.

6.5.4 Rights Removal in Device
6.5.4.1 Action Description

The DRM Agent removes the Rights from the sourceié@epermanently. When the Rights Removal in Deypigeessing is
completed, the Move is terminated and the entrytferMove transaction is removed from the Operatiog.

6.5.4.2 Exception Handling

There may be unexpected exceptions as specifigeliion 5.5.1 when removing Rights. The excepteurses the removal
processing to not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a ndAKE process is
executed. The DRM Agent recovers from the exceptipexecuting the Rights Removal in Device processi

If the recovery fails, the DRM Agent MAY resume ttezovery by removing the Rights from the Deviceewla new MAKE
process is executed. To resume the recovery, thid Bient refers to the Operation Log as specifiedéntion 5.5.2.
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6.6 Movement of Rights from SRM to Device

Rights are Moved from an SRM to a Device as ilistd in Figure 13. As shown in Figure 13, this $eattion is comprised
of two request/response message pairs: RightseRatinessage pair and Rights Removal messageTpaiRRights
Retrieval message pair SHOULD be followed by thghf®&§ Removal message pair. If an SRM Agent recengsequest
message other than the RightsRemovalRequest folfpreiceipt of the RightsRetrievalRequest, the SR SHOULD
returnUnexpected Request in theStatus field of the response message.

RightsRetrievalRequest

RightsRetrievalInSRM
RightsRetrievalResponse

RightsInstallationInDevice

RightsRemovalRequest

RightsRemovalInSRM
RightsRemovalResponse

I Y R N A S .

Figure 13: Sequence Diagram — Movement of Rightsdm SRM to Device

6.6.1 Rights Retrieval

6.6.1.1 Description of Messages

The DRM Agent sends the RightsRetrievalRequestitiaie the Move of the Rights from the SRM. Thelds of the request
are defined in Table 40.

Table 40: Fields of RightsRetrievalRequest

Fields Protection Requirement Description
Handle Integrity This identifies Rights that wikMoved from the SRM to
the Device. Refer to section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Move transaction.

Upon receiving the RightsRetrievalRequest, the SRjdnt MUST perform the following procedure:
1. Verify the integrity of the request fields
2. Find Rights corresponding to thtandle
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3. If found, then decrypt theew Handle with the Session Key

4. Check if the SRM already has the same Handle Matli Handle. If yes, the SRM Agent se&atus to Duplicate
Handle. If no, overwrite thedandle in the SRM with théNew Handle, and disable the Rights.

The SRM Agent sends the RightsRetrievalResponsarty the result of the procedure. The fields eftbsponse are
defined in Table 41.

Table 41: Fields of RightsRetrievalResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RiRetrievalRequest
message. Th&atus values are specified in Table 42.

If Status contains any error, only this field is presenthia
RightsRetrievalResponse.

Rights Information Integrity Refer to section 5.1.6
REK Integrity & Confidentiality Refer to section51.4

Table 42: Status of Rights Retrieval Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Duplicate Handle The SRM already has Mesv Handle and its corresponding Rights.
Parameter Failed A field in the request has anliehe@ngth or structure.

Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response
2. DecryptREK with the Session Key

If no errors or exceptionsatus = Success), the DRM Agent continues with section 6.6.2.
6.6.1.2 Format of Messages

The message formatiessageBody ) of the RightsRetrievalRequest is specified aw¥m. ThemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix E.2.4
EncryptedNewHandle() /I Defined in Appendix E. 2.9
}

The fields are defined as follows:

* Handle —Handlefield in Table 40
» EncryptedNewHandle —New Handle field in Table 40 encrypted with the current Sesdtey (SK)

The message formatliessageBody ) of the RightsRetrievalResponse is specified Hevis. ThemessageType is set to
‘1’ and the message is protected by an HMAC.
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MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0) {
Rightsinformation() /I Defined in Appendix E.254
EncryptedRek() /I Defined in Appendix E.2. 7
}
}

The fields are defined as follows:

* Rightsinformation — Rights Meta Data, Rights Object Container, Sate Information fields in Table 41
(Refer to Appendix E.2.5.4)

» EncryptedRek —REK fieldin Table 41 Rek in Appendix E.2.5.5) encrypted with the currensSen Key
(SK)

e Status -Satusfield in Table 41

6.6.1.3 Exception Handling

There may be unexpected exceptions during the Kigatrieval Message processing as specified imsest5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsRetrievalRespamish aStatus other tharBuccess.
Case 2 The Rights Retrieval Message processing in #itien is not completed for any reason other thaseC.

When the exception occurs, the DRM Agent SHOULD edrately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent attg a recovery procedure for each type of exaepisdollows.

For Case 1, the Move is terminated without recoviéhe response contaixuplicate Handle, then the DRM Agent may
start the Move transaction with a different Handle.

For Case 2, the DRM Agent sends the RightsEnablt#Regpiest as specified in section 6.12.5 in ordentible the Rights.
TheNew Handle recorded in the Operation Log for this Move trarigen MUST be used in this request. If the
RightsEnablementResponse contair@atus of eitherSuccess or Handle Not Found, then the Move is terminated.

When the Move is terminated, the entry for the Mtremsaction is removed from the Operation Log.

If the Rights Enablement Message processing isomipleted for any reason other than those spedafede, then the
recovery procedure is aborted. The DRM Agent MAXurae the aborted recovery by sending the RightdEmentRequest
when a new MAKE process is executed. To resumesit@very, the DRM Agent refers to the Operation bBsgpecified in
section 5.5.2.

6.6.2  Rights Installation in Device

6.6.2.1 Action Description
The DRM Agent performs the following procedure:

1. The RI-signature of the Rights SHOULD be verifi@dte that this requirement MAY not be required urmbgtain
trust models as described in section 5.1.2). Ifvér#fication fails, the DRM Agent MUST re-enabhetRights on
the SRM as described in section 6.12.5 and termithet Move transaction.
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2. In case of stateful Rights, the State Informati6tO®/LD be checked that it is consistent with thrgghts>
element. If the State Information is inconsistent, the DRlent MUST re-enable the Rights on the SRM as
described in section 6.12.5 and terminate the Mamsaction.

3. The DRM Agent MUST check that the Rights haven@ove>permission. If there is nomove>permission, the
DRM Agent MUST re-enable the Rights on the SRM escdbed in section 6.12.5 and terminate the Move
transaction.

4. The DRM Agent MUST check if themove>permission has |count> constraint. If there is necount>
constraint, continue with step 5. Otherwise, theMDRgent MUST check if the remaining count is notadf not
zero, the DRM Agent MUST decrement the remainingn¢@nd continue with step 5. Otherwise (the reingin
count is zero), the DRM Agent MUST re-enable thghf& on the SRM as described in section 6.12.5 and
terminate the Move transaction.

5. The DRM Agent MUST check if themove>permission has asystem>constraint. If there is nesystem>
constraint, continue with step 6. Otherwise, theMDRgent MUST check if theccontext> child element of the
<system>constraint identifies the SRM protocol. If it dpesntinue with step 6. Otherwise, the DRM Agent
MUST re-enable the Rights on the SRM as describeg¢tion 6.12.5 and terminate the Move transaction

6. Install the Rights with the following conditions:

A. Rights received via the Move protocol SHALL NOT tegected based on the content of any DRM V2.0
replay cache. The replay cache is specified in@e&4 of  OMADRMv2.0].

B. The Rights SHALL NOT be installed if a Rights Oljedth the same ROID is already installed. If dwert
the DRM Agent MUST re-enable the Rights on the S&Miescribed in section 6.12.5 and terminate the
Move transaction.

C. Ifthe <GUID, RITS> pair for the Rights is alreaidythe Move Cache, then this <GUID, RITS> pair MUST
be removed from the Move Cache after installatibthe Rights. (See section 9).

After the Rights installation, the DRM Agent contas with section 6.6.3.

6.6.2.2 Exception Handling

There may be unexpected exceptions as specifigeliion 5.5.1 when installing Rights. The exceptianses the
installation to not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed. The recovery is same as the procedutkd@xception in Case 2 of the Rights Retrievasdage processing
specified in section 6.6.1.3.

6.6.3  Rights Removal

6.6.3.1 Description of Messages

The DRM Agent executes the Rights Removal Messageepsing as specified in section 6.12.6 in ordeeinove the
original Rights from the SRM.

TheHandle in the RightsRemovalRequest MUST be identicahtdNew Handle in the previous RightsRetrievalRequest
specified in section 6.6.1.1.

! For example, if the Rights have a <count> constraii 5 but the State Information indicates that temaining count is 10,
the State Information is inconsistent.
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When the Rights Removal Message processing is atath&atus = Success), the Move is terminated and the entry for the
Move transaction is removed from the Operation Log.

6.6.3.2 Format of Messages

Refer to section 6.12.6.2.

6.6.3.3 Exception Handling

There may be unexpected exceptions during the Kigamoval Message processing as specified in segtfol. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsRemovalResponséining é&atus of Handle Not Found. (This case will not
happen if the Move transaction is properly execatedlustrated in Figure 13)

Case 2 The Rights Removal Message processing is not sagpfor any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Completion of Move]
To complete the Move transaction, the DRM Agenivates a recovery procedure for each exception agofellows.
For Case 1, the Move is terminated without recavery

For Case 2, the DRM Agent sends the RightsRemogai€s as specified in section 6.12.6 in order toore the Rights
from the SRM. ThéNew Handle recorded in the Operation Log for this Move tramisen MUST be used in this request. If
the RightsRemovalResponse contair@atus of eitherSuccess or Handle Not Found, then the Move is terminated.

When the Move is terminated, the entry for the Mre@saction is removed from the Operation Log.

If the Rights Removal Message processing for tleegtkon recovery is not completed for any reastwerothan those
specified above, then the recovery procedure istatboThe DRM Agent MAY resume the aborted recoumrgending the
RightsRemovalRequest when a new MAKE process iswggd. To resume the recovery, the DRM Agent refethe
Operation Log as specified in section 5.5.2.

6.7 Local Rights Consumption

[Initiation of Local Rights Consumption]

To use a DRM Content by consuming its associatgtitRi the DRM Agent may collect Rights Informatessociated with
the DRM Content from the SRM (Refer to section &1&hd section 6.12.3). If there are more thanamseciated Rights in
the SRM, the DRM Agent may perform it multiple tisae

The DRM Agent selects one of the Rights for condiimngby referring to permissions and constraintthia Rights
Information (refer to section 6.7.1). After the Rig selection, the DRM Agent reads the REK of #lected Rights and
disables the Rights (refer to section 6.7.2).

[Local Rights Consumption]

A DRM Content is used by consuming Rights from &M as specified in section 6.7.3. Local Rights €Lonption is
illustrated in Figure 14.
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Figure 14: Sequence Diagram — Local Rights Consumipn

6.7.1  Rights Selection in Device

For a particular DRM Content, both the SRM andDeeice may have Rights associated with it. TherIRM Agent
selects one of the Rights. It is assumed that fRRBIAgent may read associated Rights Informatiomftbe SRM as
specified in section 6.12.2 and section 6.12.3. Sdiection may be achieved by the DRM Agent itaetfording to the rights
evaluation order as specified in [OMADRMv2.0] oryrreeed User interaction.
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If the DRM Agent selects Rights from the Devices ttonsumption of the Rights is performed as spetifi
[OMADRMv2].

If the DRM Agent selects Rights from the SRM, ttle@ DRM Agent continues with the REK Query Messpgeessing as
specified in section 6.7.2.

6.7.2 REK Query

The DRM Agent receives the REK of Rights from thMBAgent as illustrated in Figure 15.

REKQueryRequest

REKQueryResponse

g
——_———— Yy ]

Figure 15: Sequence Diagram — REK Query

6.7.2.1 Description of Messages

The DRM Agent sends the REKQueryRequest for the 2ht to read an REK and disable its corresponBigdts in the
SRM. The fields of the request are defined in Talde

Table 43: Fields of REKQueryRequest

Fields Protection Requirement Description
Handle Integrity This identifies Rights whose REK# be transferred from
the SRM to the Device. Refer to section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Local Rights Consumption trartsat.

Upon receiving the REKQueryRequest, the SRM AgebtSVl performs the following procedure:
1. Verify the integrity of the request fields
2. Find Rights corresponding to thtandle

3. If found, then decrypt thiew Handle with the Session Key, read REK of the Rights, awite theHandle in the SRM
with theNew Handle, and disable the Rights

4. Check if the SRM already has the same Handle Métki Handle. If yes, the SRM Agent se&atus to Duplicate
Handle. If no, read REK of the Rights, overwrite tHandle in the SRM with théNew Handle, and disable the Rights

A trust model may decide that the disabled Rightsemabled automatically when a new Device — SRMoHocessing
(specified in section 6.1) is executed. Defaultayébur is that the disabled Rights SHALL NOT be lged without a
request from the DRM Agent that disabled the Rights

The SRM Agent sends the REKQueryResponse to daeriesult of the procedure. The fields of the raspaare defined in
Table 44.
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Table 44: Fields of REKQueryResponse

Fields Protection Requirement Description

Status Integrity The result of processing the REEQRequest message.
The Satus values are specified in Table 45.

If Status contains any error, only this field is presenthia
REKQueryResponse.

REK Integrity & Confidentiality Refer to section51.4

Table 45: Status of REK Query Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Duplicate Handle The SRM already has the New Haadtkits corresponding Rights.
Handle Not Found The Handle in the request doegxist in the SRM.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response
2. DecryptREK with the Session Key

If no errors or exceptionSatus = Success), the DRM Agent completes the REK Query Messagegssing.
6.7.2.2 Format of Messages

The message formatiessageBody ) of the REKQueryRequest is specified as followse MmessageType is set to '0’
and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix E.2.4
EncryptedNewHandle() /I Defined in Appendix E. 2.9
}

The fields are defined as follows:

* Handle —-Handlefield in Table 43
» EncryptedNewHandle —New Handle field from Table 43 encrypted with the current Ses Key (SK)

The message formatiessageBody ) of the REKQueryResponse is specified as follolWe messageType is setto ‘1’
and the message is protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0) {
EncryptedRek() /I Defined in Appendix E.2. 7
}
}

The fields are defined as follows:

* EncryptedRek —REK field in Table 44 Rek in Appendix E.2.5.5) encrypted with the currensSen Key
(SK)

e Status - Satusfield in Table 44

6.7.2.3 Exception Handling

There may be unexpected exceptions during the RE&rQMessage processing as specified in sectiof.5The exception
is classified into one of the following cases.

Case 1 The DRM Agent receives the REKQueryResponse aviitatus other tharSuccess.
Case 2 The REK Query Message processing is not completeany reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure]
The DRM Agent activates a recovery procedure faheaception type as follows.

For Case 1, the Local Rights Consumption is terteshaithout recovery. If the REKQueryResponse dostaStatus of
Handle Not Found, the DRM Agent may restart the Local Rights Congtiom with the Rights Selection in Device
processing in section 6.7.1.

For Case 2, the DRM Agent sends the RightsEnabltRegiest as specified in section 6.12.5 in ordentible the Rights
and to update the State Information, if necesSdrgNew Handle recorded in the Operation Log for this Local Right
Consumption transaction MUST be used in this reqifethe RightsEnablementResponse contaiSafas of eitherSuccess
or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transactionrisiteated, the entry for the transaction is remdverh the Operation
Log.

If the Rights Enablement Message processing isomoipleted for any reason other than those spedafede, then the
recovery procedure is aborted. The DRM Agent MAXurae the aborted recovery by sending the RightdEmentRequest
when a new MAKE process is executed. To resumegit@very, the DRM Agent refers to the Operation bsgpecified in
section 5.5.2.

6.7.3  Rights Consumption and Release

The DRM Agent performs the following steps befaredlly consuming Rights in the SRM in order to aseassociated
DRM Content:
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In case of stateful Rights, the DRM Agent SHOULDifyethat the State Information is consistent wiitle <rights>
element. If the State Information is inconsistent, the DRent MUST re-enable the Rights on the SRM asritest in
section 6.12.5 and terminate local consumption.

The DRM Agent SHOULD verify the RI signature oveetkrights> element (note that this requirement MAY not be
required under certain trust models as describsedtion 5.1.2). If the signature verification $ailhe DRM Agent MUST
re-enable the Rights on the SRM as described tinge6.12.5 and terminate local consumption.

After the DRM Agent retrieves the REK (as specifiedection 6.7.2), the DRM Agent SHALL locally caime the Rights
as if the Rights are locally installed in the Deviapdating the state as specified in [OMADRMv2A4dter local
consumption, the DRM Agent SHALL update the Staferimation (for stateful Rights) in the SRM whemdteases the
Rights as specified in this section.

Note that a trust model may define different timaofghe Rights Enablement Message activation fohemnstraint. Default
behaviour is that the Rights Enablement Messageepging is executed after consumption.

6.7.3.1 Description of Messages

The DRM Agent releases the Rights using Rights Emaént Message as specified in section 6.12.5f@&EK MUST be
removed after Rights Enablement Message processsugcessfully executed.

The State Information field MUST be present whdeasing Stateful Rights.

6.7.3.2 Format of Messages

Refer to section 6.12.5.2.

6.7.3.3 Exception Handling

There may be unexpected exceptions during the Righablement Message processing as specifiedtiorsécs.1. If the
DRM Agent fails to receive the response, receivesreor in theStatus field, or fails to verify the message integritgththe
DRM Agent regards it as an exception.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Agddails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure]

The DRM Agent sends the RightsEnablementRequestN@&v Handle recorded in the Operation Log for this Local Rgyht
Consumption transaction MUST be used in this refqifethe RightsEnablementResponse contaiSafas of eitherSuccess
or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transactionrisiteated, the entry for the transaction is remdverh the Operation
Log.

If the Rights Enablement Message processing foexiception recovery is not completed for any reastber than those
specified above, then the recovery procedure istetboThe DRM Agent MAY resume the aborted recoumrgending the
RightsEnablementRequest when a new MAKE processdsuted. To resume the recovery, the DRM Agemrtrseb the
Operation Log as specified in section 5.5.2.

2 For example, if the Rights have a <count> constraii 5 but the State Information indicates that temaining count is 10,
the State Information is inconsistent.
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6.8 Direct Provisioning of Rights to the SRM

The protocols specified in this section providegssary functions that are used for Direct Provisigof Rights to the SRM
transaction.

The Figure 16 describes overall flow for how Rights downloaded and installed to the SRM. As shioviigure 16, this
transaction is comprised of the 2-pass ROAP witggér between RI and DRM Agent and three requesgitnese message
pairs between DRM Agent and SRM Agent: Signaturer@message pair, Provisioning Setup and Rightgi§toming
message pair.

RORemovallnDevice

Rights Issuer DRM Agent SRM Agent
| | |
| | |
I I I
| ROAP Trigger | |
it — |
I I I
| | |
| |
I I I
: : GenerateRORequest :
| | |
: : SignatureQueryRequest :
| | "
| | |
: : : SignatureGenerationInSRM
: L SignatureQueryResponse |
| " |
! RO Request ! !
|< ] I
| | |
| | |
I I I
: RO Response : :
1 o 1
i ’i ProvisioningSetupRequest i
I T =|
I I I
: : : ProvisioningSetupInSRM
: : ProvisioningSetupResponse :
| h N
| | |
I I
I I I
| | |
: : ROVerificationInDevice :
| | |
: : RightsProvisioningRequest :
| i g
| | |
| | | RightsProvisioningInSRM
| L RightsProvisioningResponse |
| < &
I I I
| | |
| |
I I I
| | |
| | |
I I I
| | |
| |
I I I
| | |
I I I
I I I

Figure 16: Sequence Diagram — Direct Provisioningfdrights to the SRM
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The description for overall flow is as follows:

1.

N o g &

6.8.1

The RI MAY send an ROAP RO Acquisition Trigger tdRM Agent. If the DRM Agent receives the RO
Acquisition Trigger, it processes the trigger mgssas specified in the section 6.8.1. The DRM AdéAY also
initiate the Direct Provisioning transaction onatsn accord.

The DRM Agent SHALL generate the RO Request messegspecified in the section 6.8.2.

The DRM Agent SHALL execute the SignatureQuery @eot with the SRM Agent, as specified in the settio
6.8.3.

The DRM Agent SHALL execute ROAP RO Acquisition frool with the RI, as specified in the section 5.8.
The DRM Agent SHALL execute ProvisioningSetup pootowith the SRM Agent, as specified in the sectaB.6
The DRM Agent SHALL verify the RO for the SRM Ageiats specified in the section 6.8.6.

The DRM Agent SHALL execute RightsProvisioning matl with the SRM Agent, as specified in the settio
6.8.7.

The DRM Agent SHALL remove corresponding RO, asHjeal in the section 6.8.8.

RO Acquisition Trigger

6.8.1.1 Action Description

When the DRM Agent receives an RO Acquisition Teiggt processes the trigger message as follows:

1.

It checks if the trigger is for Direct Provisioni§ Rights to the SRM. The DRM Agent SHALL checleth
presence of the <trustAnchorAndsrmIDPair> elemeithe trigger, and if the element is present thévD&Ryent
determines that the trigger is for Direct Provismgnof Rights to the SRM.

If the trigger has the <trustAnchorAndsrmIDPaireraknt, the DRM Agent SHALL compare the <trustAnchor
element and <srmID> element in the <trustAnchorAmdBPair> element with the Trust Anchor and SRMI&irp
of the SAC Context in an SRM attached Device. Tlaeestwo possible outcomes of this comparison:

A. If the <trustAnchor> element and the <srmID> eletgir in the <trustAnchorAndsrmIDPair> element
matches with any Trust Anchor and SRMID pair of 8&C Context in the DRM Agent, continues with seati
6.8.2.

B. If none of the <trustAnchor> and <srmID> elemeairp match a Trust Anchor and SRMID pair of the SAC
Context in the DRM Agent, the DRM Agent SHALL pemfo the following procedure:

i If any <trustAnchorAndsrmIDPair> element in theyger matches one of the Trust Anchor and SRM ID
pairs in theTrust Anchor And SRM ID Pair List returned in the SRMHelloResponse message, the DRM
Agent SHALL initiate the MAKE procedure. The AuthiEation Request SHALL include the Trust
Anchor that was supported by DRM Agent and incluithetthe trigger. After receiving the Authentication
Request, the SRM Agent SHALL perform the Authentaaprocedure starting from checking the Trust
Anchor in the Authentication Request as follows:

[ If the SRM Agent supports the Trust Anchor receiireduthentication Request, the SRM Agent
SHALL continue the remaining Authentication procezl(see the section 6.2.1.1). If the
Authentication procedure is completed successftlil,SRM Agent SHALL send the
Authentication Response to the DRM Agent with tBaccess’ status and proceed to the Key
Exchange procedure (see the section 6.2.2). IKéheExchange procedure is completed
successfully, the DRM Agent continues with secdB2 otherwise it determines this transaction
as failure and terminates the Direct Provisioniags$action.

[ If the SRM Agent does not support the Trust Anateeived in Authentication Request, the SRM
Agent SHALL send the Authentication Response toDRM Agent with the error (‘Trust Anchor
Not Supported’) status. Upon receiving an Authetion Response with error status, the DRM
Agent considers this transaction as failed anditeatas the Direct Provisioning transaction.
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ii. If no <trustAnchorAndsrmIDPair> element in theggéer matches any of the Trust Anchor and SRM ID
pairs in theTrust Anchor And SRM ID Pair List returned in the SRMHelloResponse message, the DRM
Agent considers this transaction as failed anditeatas the Direct Provisioning transaction.

3. If the trigger does not have the <trustAnchorAnd&Ruir> element, the DRM Agent determines thisgeigis not
related to the Direct Provisioning transaction.

6.8.2 Generate RO Request
6.8.2.1 Action Description

The DRM agent SHALL generate the RO Request messaf@lows:

1. Therequest message SHALL include the SRM ID irktda Device ID. The SRM ID SHALL correspond with
the selected Trust Anchor in the section 6.8.1.

2. The request message SHALL NOT include the signatar¢éhat the SRM will generate the signature tver
request message without DRM Agent'’s signature.

3. The request message SHALL include a Trust Anchtinérextension element, where the Trust Anchoeliscsed
between the DRM Agent and the SRM Agent accordinipé section 6.8.1.

4. The request message MUST include the SRM’s Catdi€hain instead of a Device’s Certificate Chain.
The Generated RO Request message SHALL be caniseitdly the DRM Agent.

The DRM Agent SHALL store the generated canoniedlRO Request message until the DRM Agent sends the
RO Request message to the RI as specified in ti®sé.8.4.

6.8.3  Signature Query

To confirm an RO acquisition request from an SRiM, DRM Agent requests a signature of the SRM AgEmé. Signature
Query Message processing is used to get a digigahtire of SRM Agent on a RO Request message wiishgenerated
by DRM Agent.

6.8.3.1 Description of Messages

The DRM Agent sends the SignatureQueryRequestttthgeSignature of the SRM on the RO Request mesJdx field of
the request is defined in Table 46.

Table 46: Fields of SignatureQueryRequest

Fields Protection Requirement Description
RO Request Integrity RO Request message that wesaed by the DRM Agent.
The RO Request message needs a signature of arf@RM
confirmation of the RO acquisition request. The R&yuest
is already in canonicalised form

Signature Scheme Integrity This field contains gatiated signature scheme between
the Rl and the Device.

Upon receiving the SignatureQueryRequest, the SRIENASHALL proceeds as follows:
- The SRM Agent verifies that the RO Request staitis &roap:roRequest>".

- If the verification fails, the SRM Agent SHALL retua SignatureQueryResponse with the Status $atdivan RO
Request".

- Otherwise, the signature is calculated in accordavith the rules of the received signature scheme.
- The signature is calculated in accordance withrtites of the received signature scheme.
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The SRM Agent sends the SignatureQueryResponseptbe result of the action. The fields of thepense are defined in
Table 47.

Table 47: Fields of SignatureQueryResponse

Fields Protection Requirement Description
Status Integrity The result of processing the SigregQueryRequest
message. Th&atus values are specified in Table 48.
If Status contains any error, only this field is presenthia
SignatureQueryResponse.
Signature of RO Request  Integrity This field consaa signature of the SRM.

Table 48: Status of Signature Query Message

Status Value Description
Success The request was successfully processed.
Signature Scheme Not Supported This signature selienmot supported by the SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Not an RORequest The RO Request to be signed abasant with "<roap:roRequest>".
Unknown Error Other errors

If the value of thetatus field within a valid SignatureQueryResponse messagotSuccess, then the DRM Agent
determines this transaction as failure and terram#ie Direct Provisioning transaction.

If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.8.4.

6.8.3.2 Format of Messages

The message formatiessageBody ) of the SignatureQueryRequest is specified asvial ThemessageType is set
to '0’ and the message is not protected by an HMAC.

RORequest(){
OctetString16() /I Defined in Appendix E.1

SignatureScheme(){
Algorithm() /I Defined in Appendix E.1

MessageBody() {
RORequest()
SignatureScheme()

}

The fields are defined as follows:

»  RORequest — RO Request field in Table 46.
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e SignatureScheme - negotiated Signature Scheme field in Table 4&den the Rl and the Device.

The message formatiessageBody ) of the SignatureResponse is specified as folldhemessageType is setto ‘1’
and the message is not protected by an HMAC.

SignatureOfRORequest(){

OctetString16() // Defined in Appendix E.1
}
MessageBody() {
Status() // Defined in Appendix E.2.2

if (Status ==0) {
SignatureOfRORequest()
}

}

The fields are defined as follows:

» status - Satusfield in Table 47.
» SignatureOfRORequest  —Sgnature of RO Request field in Table 47.

6.8.3.3 Exception Handling

There may be an unexpected exception during theaBige Query Message processing as specified iiosdc5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates the Signature Query Mesgeagessing. The User may be informed of the diarep

6.8.4 RO Acquisition between Rl and DRM Agent
6.8.4.1 Action Description

Upon receiving the SignatureQueryResponse, the igbht SHALL insert the received signature on RO lResfj message
into the RO Request message that was stored iDahiee and send the resulting RO Request messabe ®l.

Upon receiving the RO Request message, the Rl SHfdrlerate the RO Response message and sendeat@Dird Agent
as follows:

1. Theresponse message SHALL include the SRMID idstéa Device ID.

2. The Rights Objects (in the form eProtectedRO>elements) in response message SHALL be cryptogralbh
bound to the SRM Agent, so that the concatenatidgfh@c and Kzek in the <ProtectedRO> element is encrypted
with the SRM Agent'’s public key.

If the DRM Agent receives an RO Response messathe'#iiccess"” as the status, the DRM Agent MUSTaperfthe
following procedure:

1. Verify the signature of the RO Response message
2. If the signature is valid, the DRM Agent SHALL clikethie device ID in the RO Response message. d¢hece
ID matches an SRM ID inserted in the Device, thenDRM Agent SHALL extract the Rights from the grcted

RO in the RO Response message and the DRM Agetihaes with section 6.8.5. If the Rights are stdtdghe
State Information SHALL be generated by the DRM wtgend it SHALL be included within the Rights
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Information in RightsProvisioningRequest. (for infation on the RightsProvisioningRequest, see ¢
6.8.7)

The format of the RO Request message and the RAoR&s message is same as specified in DRM 2.0 [ORMI2.0].

6.8.5  Provisioning Setup

6.8.5.1 Description of Messages

The DRM Agent sends the ProvisioningSetupRequésitiate a Direct Provisioning of Rights to the 8RThe fields of the
request are defined in Table 49.

Table 49: Fields of ProvisioningSetupRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality] Thélandle identifies the Rights while stored in the SRMisla 10
byte random value generated by the DRM Agent fizr Biovisioning
transaction. Refer to section 5.1.3.
Size of Rights Integrity Size of the Rights in @ his informs the SRM Agent about the size
of the Rights that will be installed in the SRMsgecified in section
6.5.3Sze of Rights = Length ofRightsinformation

Rightsinformation is specified in section 6.5.3.2.
Wrapped Key Integrity TheWrappted Key Material consists of a wrapped concatenation of a
Material MAC Key, Kyac and an RO Encryption Key,d&. The Wrapped Key

Material is same as th@value as specified in DRM v2.1
[OMADRMv2.1] section 7.2.1

Upon receiving the ProvisioningSetupRequest, the12ent MUST perform the following procedure:
1. Verify the integrity of the fields
2. Decrypt theHandle with the Session Key

3. The SRM Agent MUST check if the SRM already hasstwme Handle. If yes, the SRM Agent s&#tus to
Duplicate Handle and the SRM Agent sends the ProvisioningSetupRespas described below.

4. The SRM Agent checks if the SRM has space for &éve Rights. If not, the SRM Agent sedstus to Not Enough
Foace. Otherwise, the SRM Agent stores thandle in the SRM securely. Thdandle is not included in the
Handle List until the Provisioning transaction @pleted.

5. The SRM Agent MUST check Wrappedq, ke and Krex. The SRM Agent splits it int€; andC, and decrypt€£;
using its private key (consisting of a private expatd and the modulus), yieldingZ:

C. |C=C
c. = OS2IPC,, mLen)

Z = RSA.DECRYPTPrivKeysw, 1) = ¢,% modm
where OS2IP converts an octet string to a nonnegyaiteger and is defined in [PKCS-1].
UsingZ, the SRM Agent can deriu€EK, and fromKEK unwrapC, to yield Kyac andKgek:

KEK = KDF(I20SPZ, mLen), NULL, kekLen)
Kwmac | Krex = AES-UNWRAPKEK, C,)

The following URI shall be used to identify thisykigansport scheme kxenc:EncryptionMethod> elements:
http://www.rsasecurity.com/rsalabs/pkcs/schemasiikrsaes-kem-kdf2-kw-aes128

6. The SRM Agent MUST install thREK (Krex) at a space associated with tiandle.
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The SRM Agent sends the ProvisioningSetupRespansarty the result of the procedure. The fieldthefresponse are
defined in Table 50.

Table 50: Fields of ProvisioningSetupResponse

Fields Protection Requirement Description
Status Integrity The result of processing the FiovingSetupRequest
message. Th&atus values are specified in Table 51.
MAC Key Integrity & Confidentiality The encryptedJsc from the ProvisioningSetupRequest. |
is used for key confirmation of the RO Responsesags
carryingREK.

Table 51: Status of Provisioning Setup Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aathe HMAC value
generated by the SRM Agent.

Duplicate Handle The SRM already has the Handleitarebrresponding Rights.

Not Enough Space The SRM does not have enough spatere Rights having the same size as
Sze of Rights.

Parameter Failed A field in the request has anlieh@ngth or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.8.6.
6.8.5.2 Format of Messages

The message formatliessageBody ) of the ProvisioningSetupRequest is specifiecbdiews. ThemessageType is set
to '0’ and the message is protected by an HMAC.

WrappedKeyMaterial() {
/[Contains the encrypted Wrapped Key Material

OctetString16()

}

MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.8
sizeOfRights 16 uimsbf
WrappedKeyMaterial()

}

The fields are defined as follows:

» sizeOfRights —Sze Of Rights field in Table 49
» EncryptedHandle = —Handle encrypted with the current Session Key (SK)
WrappedKeyMaterial  —Wrapped Key Matrial field in Table 49

The message formatiessageBody ) of the ProvisioningSetupResponse is specifigiblémnvs. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.
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EncryptedMACKey() {
/I Contains the encrypted MAC Key

EncryptedData() // Defined in E.1
}
MessageBody() {
Status() /I Defined in Appendix E.2.2
if(Status == 0){
EncryptedMACKey()
}
}

The field is defined as follows:

» Status -Satusfield in Table 50
* EncryptedMACKey —Kyacfrom the ProvisioningSetupRequest, encrypted thighcurrent Session Key (SK)

6.8.5.3 Exception Handling

There may be unexpected exceptions during the Sloming Setup Message processing as specifiecttiones.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the ProvisioningSetupRaspavith 8&tatus other tharBuccess. (i.e. the Handle was not
stored by the SRM Agent)

Case 2 The Provisioning Setup Message processing isooipleted for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Agddails to
detect the exception, it MUST recover from the @tioam by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure — Cancellation of Provisioning]
To cancel the Provisioning transaction, the DRM wtgactivates a recovery procedure for each typexoéption as follows.

For Case 1, the Provisioning is terminated withegbvery. If the response contalbaplicate Handle, then the DRM Agent
may start the Provisioning transaction with a difg Handle.

For Case 2, the DRM Agent sends the HandleRemowgalkedt as specified in section 6.12.4 in order toonee the Handle.
The Handle recorded in the Operation Log for thisvidioning transaction MUST be used in this requiéshe
HandleRemovalResponse contains eitecess, Handle Not Found or Handle Not Removed in theSatus field, then the
Provisioning is terminated.

When the Provisioning is terminated, the entrytfa Provisioning transaction is removed from the@pon Log.

If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalthen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRalRequest
when a new MAKE process is executed. To resumatioeted recovery, the DRM Agent refers to the Oymnd_og as
specified in section 5.5.2.
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6.8.6 RO Verification in Device

6.8.6.1 Action Description

The DRM Agent MUST verify the MAC value on the R@ SRM using the MAC Key in Provisioning Setup Rasge
message.

6.8.7  Rights Provisioning

6.8.7.1 Description of Messages

The DRM Agent sends the RightsProvisioningRequestdtall the Rights in the SRM. The fields of teguest are defined
in Table 52.

Table 52: Fields of RightsProvosioningRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Same as the Hendlansmitted by the
ProvisioningSetupRequest in Table 50. Refer ta@ect
6.8.5.1.
LAID Integrity Refer to 5.1.7. This contains theshavalue of AssetIDs that
are associated with the Rights.
Rights Information Integrity Refer to section 5.1.6

Upon receiving the RightsProvisioningRequest, tR&ISAgent installs the Rights in the SRM. For thstadlation, the SRM
Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt theHandle with the Session Key

3. Compare thédandle with theHandle in the ProvisioningSetupRequest
4. Install theRights Information at a space associated with tiandle.

The SRM Agent sends the RightsProvisionResponsarty the result of the procedure. The fields efithsponse are
defined in Table 53.

Table 53: Fields of RightsProvisioningResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RiBhtvisioningRequest
message. Th&atus values are specified in Table 54.

Table 54: Status of Rights Provisioning Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Handles In-consistent The Handle in this requedifisrent from theHandle in the
ProvisioningSetupRequest.

Not Enough Space The sizeRifjhts Information exceedsSze of Rights in Table 49.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
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Status Value Description
Unknown Error Other errors

Upon receiving the response, the DRM Agent verififesintegrity of fields in the response.

If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.8.8.

6.8.7.2 Format of Messages

The message formatliessageBody ) of the RightsProvisioningRequest is specifiedolews. ThemessageType is set
to ‘0’ and the message is protected by an HMAC.

EncryptedHandle() {
/I Contains the encrypted Handle
EncryptedData() /I Defined in E.1

}

MessageBody() {
EncryptedHandle()
Laid() /I Defined in Appendix E.3
Rightsinformation() /I Defined in Appendix E.2 5.4

}

The fields are defined as follows:

 EncryptedHandle - EncryptedHandle with the current Session Key (SK)
e Laid —LAID field in Table 52

* Rightsinformation — Rights Meta Data, Rights Object Container, Sate Information fields in Table 52
(Refer to Appendix E.2.5.4)

The message formatiessageBody ) of the RightsProvisioningResponse is specifietblisws. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status - Satusfield in Table 53

6.8.7.3 Exception Handling

There may be unexpected exceptions during the Kigtavisioning Message processing as specifieddtion 5.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsProvisioningRese containing &atus of Handle Not Found (This case will
not happen if the Provisioning transaction is prhpexecuted as illustrated in Figure 12)

Case 2 The Rights Provisioning Message processing mdbction is not completed for any reason other @ese 1.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 91 (222)

When the exception occurs, the DRM Agent SHOULD ediately attempt to recover from it. If the DRM Agedails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Cancellation of the Provisiang transaction]

To cancel the Provisioning transaction, the DRM wtgactivates a default recovery procedure for égoé of exception as
follows.

For Case 1, the Provisioning transaction is tertesha&ithout recovery.

For Case 2, the DRM Agent sends the HandleRemowyalke& as specified in section 6.12.4 in order noonee the Handle.
The Handle recorded in the Operation Log for thisvidioning transaction MUST be used in this requiéshe
HandleRemovalResponse contaBuscess in theSatus field, then the Provisioning transaction is terated and the entry
for the Provisioning transaction is removed from @peration Log. The DRM Agent MAY retry to instdike Rights on the
SRM, by sending a new ProvisioningSetupRequest agess

If the HandleRemovalResponse contair&atus of eitherHandle Not Removed or Handle Not Found, then the DRM Agent
continues the Provisioning transaction using tighRi Removal in Device processing defined in sedii®.4. Note: This
result implies that the Rights were installed sgstdly in the SRM by the incomplete Rights Prosishg Message
processing. In the case ldandle Not Found, after the installation, it implies the Rights weemoved from the SRM or the
corresponding Handle was updated to use the Rjghts.

If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalthen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRaliRequest
when a new MAKE process is executed. To resumegit@very, the DRM Agent refers to the Operation bsgpecified in
section 5.5.2.

If the DRM Agent fails more than once to receiveraperSatus from the Handle Removal Message processing diinieg
recovery of the Rights Provisioning Message prangss.e. fails to receive the response or failseafy the integrity of the
response) and then finally receidéandle Not Found in theStatus field of the HandleRemovalResponse, it is posditde
the Handle was successfully removed from the SRM pyevious incomplete Handle Removal Message psig In this
case, if the DRM Agent continues the Provisionitagpsaction with the Rights Removal in Device preggsas specified in
this section, then the User will lose the Rights.

The default behaviour is that the Provisioning s$eation is terminated without further recovery maeres and the entry for
the Provisioning transaction is removed from the@pon Log (i.e. the Rights in the source Devieg $n an unusable
state). A trust model may define other procedwdsandle the Rights.

6.8.8 RO Removal in Device

6.8.8.1 Action Description

The DRM Agent removes the Rights from the sourceié@epermanently. When the Rights Removal in Deypigeessing is
completed, the Provisioning transaction is terngdand the entry for the Provisioning transactforemoved from the
Operation Log.

6.8.8.2 Exception Handling

There may be unexpected exceptions as specifigekiiion 5.5.1 when removing Rights. The excepteauses the removal
processing to not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tioa by referring to the Operation Log when a ndAKE process is
executed. The DRM Agent recovers from the exceptipexecuting the Rights Removal in Device processi

If the recovery fails, the DRM Agent MAY resume ttezovery by removing the Rights from the Deviceewla new MAKE
process is executed. To resume the recovery, thid Bient refers to the Operation Log as specifiedégntion 5.5.2.
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6.9 SRM Rights Upgrade

The protocols specified in this section provideassary functions that are used for SRM Rights Upgyra

To upgrade the Rights in SRM, the DRM Agent shaoalgliest the RI to issue the upgrade rights foStR#. As shown in
Figure 17, this transaction is comprised of the OBBE-DRM RO Upgrade protocol and two SRM requessponse
message pairs: the Upgrade Rights Retrieval megsagand the Rights Upgrade message pair. The R@ewelement in
the RO Upgrade Response message contains the R@hevitipgraded permissions and/or constraints thenikl for the
SRM.

Rights
I DRM Agent SRM Agent

ROUpgradeTrigger

UpgradeRightsRetrieval Request‘

UpgradeRightsRetrievalInSRM
UpgradeRightsRetrievalResponse

ROUpgradeRequest

ROUpgradeResponse

RightsUpgradeRequest

RightsUpgradeInSRM
RightsUpgradeResponse

A

Figure 17: Sequence Diagram — SRM Rights Upgrade

6.9.1  Trigger

The SRM Rights Upgrade transaction MAY be initiabgcthe RO Upgrade Trigger sent from RI. The dé&bni of RO
Upgrade Trigger refers to [SCE-DRM].

In the RO Upgrade Trigger, it SHALL contain tiw D andasset|D element that contains the Hasha®$etID. Theasset|D
element can be used by DRM Agent to retrieve tletsiinformation from SRM through the protocol &ights Information
List Query”. The DRM Agent SHALL check the rightginmation(s) contained in the “Rights Informatioist.Query”
response with theolD in the RO Upgrade Trigger

NOTE: The association between Handle and rolD @aretsieved through the “Handle List Query” prothco

When DRM Agent receives the RO Upgrade Trigger, DR§ént SHALL check whether the RO specified by itbkD is
installed locally in Device or in SRM. If DRM Agefdils to find the Rights indicated by thelD element, DRM Agent just
ignores the trigger without any further operatifthe RO is installed in SRM, DRM Agent SHALL comct SRM Rights
Upgrade transaction; else if the RO is installeB@avice, DRM Agent SHALL conduct the 2-pass RO Ujalgr protocol
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defined in [SCE-DRM]. And if the RO Upgrade Triggeceived by DRM Agent does not contain thED element, DRM
Agent SHALL execute the 2-pass RO Upgrade protdetihed in [SCE-DRM] as well.

The format definition of RO Upgrade Trigger is givi@ section 7.2.

6.9.2 Upgrade Rights Retrieval

Before the DRM Agent executes the 2-pass RO Upgpaatecol to upgrade Rights in an SRM, it SHALLriete the
Rights from the SRM Agent through the Upgrade RigRétrieval message pair, and then select the fighat need to be
upgraded.

The selected rights MUST be disabled (i.e. the RighSRM Agent stay in a disabled state. The déxhRights cannot be
used for other purposes than the current SRM Rightgade transaction.)

Through the UpgradeRightsRetrievalResponse mesagBRM Agent will get the necessary information RO Upgrade
service from the “Rightsinformation” field. All thieights information received from the UpgradeRi§l@sievalResponse
will be stored in local context and set in the $fen state. (The information in transfer state carme used or deleted for
other purposes than the current SRM Rights Upgaahsaction.)

On processing the UpgradeRightsRetrieval requessage, the SRM Agent SHALL reserve storage spadbdaupgraded
rights. Since the length of the “length” elementhie Statelnformation () datastructure is 16 bfts,reserved storage for
upgraded rights is 65536 bytes.

Generally the message format of the Upgrade Rigbtseval protocol is the same as that of the Rigtgtrieval protocol
except that when the SRM fails to reserve enougtage space for the upgraded rights the Statue wlUpgrade Rights
Retrieval response message SHALL be set to “StdrRagervation Failed”. The possible status valdies o
UpgradeRightsRetrieval Response are defined ineTabl

Table 55: Status of Upgrade Rights Retrieval Messag

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Duplicate Handle The SRM already has Wesv Handle and its corresponding Rights.
Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agiopfence or is otherwise not allowed.
Storage Reservation Failed SRM can not reserveginstorage space for the upgraded rights.
Unknown Error Other errors

If the status value of Rights Retrieval Respossaot equal to ‘Success’, the transaction is teateih.

For details of Rights Retrieval protocol, refessartion 6.6.1.

6.9.3 RO Upgrade

The DRM Agent executes the 2-pass RO Upgrade pbtafined in [SCE-DRM] to request upgraded RigbtsRights in
an SRM. Based on the “Rights Information” fieldea@d in Rights Upgrade Retrieval session, the DiRRMnt sends the RI
the necessary information of the SRM Rights andatiditional rights wanted via the RO Upgrade retjoesssage; the
DRM Agent gets the upgraded Rights via the RO UggiResponse message (i.e. the <newRO> elemerd R@hUpgrade
Response message). For details of the RO Upgradecpt, please refer to SCE DRM TS specificatioB ESDRM].

To create the RO Upgrade request message, the DigvitAberforms the following steps:
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1. The DRM Agent parses the “Rights Information” fiekteived in the RightsUpgradeRetrieval responsssage to
create the <existingRights> element for the RO dgdgmrequest message.

2. The DRM Agent creates the <ROUpgradelnfo> elemeovmling to the User’s desire of additional rigluisthe SRM
Rights.

The SRM Rights Upgrade can also be initiated viaRID Upgrade Trigger issued by the RI.

In the RO Upgrade Trigger, the <rolD> element MU&Tequal to the RO Id that the DRM Agent gets ftbenSRM via
parsing the Rights Information. The ‘roRequestdttilaute for the RO Upgrade request message SHAd kdi to ‘true’.
The DRM Agent MUST send the whole protected RO vtglstate Information to RI to request the upgrRights for the
SRM..

If there are no errors or exceptions in the RO ddgrsessiorSatus = Success), the DRM Agent will receive the RO that
contains the upgraded permissions and/or constraiom the RI for the SRM. Especially, the RO &uisd towards the SRM
and the symmetric-key material encapsulated irRBes protected under SRM’s RSA public key. TherMDRgent
continues with section 6.9.4.

If the RO Upgrade operation fails for some reasdats does not equal tBuccess), the DRM Agent can terminate the
transaction or execute the 2-pass RO Upgrade mioto@in, if the error reason of the RO Upgradep@ese allows it.

6.9.4 Rights Upgrade

6.9.4.1 Description of Messages

The DRM Agent sends the RightsUpgradeRequest t8Rid Agent to upgrade the Rights in the SRM usigupgraded
Rights (the <newRO> element) received in the ROrdgg response. The fields of the request are dkfin€able 56.

Table 56: Fields of RightsUpgradeRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Same as the Nehandle transmitted by the
UpgradeRightsRetrievalRequest message.
Third Handle Integrity & Confidentiality Third Handle is a 10 byte random value generated by the
DRM Agent for this Rights Upgrade session.
Size of Rights Integrity Size of the Rights in Iyt&his informs the SRM Agent the

size of the Rights that will be installed in theNsR

Sze of Rights = Length ofRightsinformation

ro element Integrity The part corresponds to treoai@lized <ro> elemenin
the <protectedRO=> It is the element that is used for the
MAC value (see below).For the calculation of the ®A
value, see [OMADRMv2.1].

Wrapped Key Material Integrity Thatappted Key Material consists of a wrapped
concatenation of a MAC key, KMAC and an RO encrypti
key, KREK. The Wrapped Key Material is same asGhe
value as specified in DRM v2.1 [OMADRMv2.1] section
7.2.1 while the independent random value Z is RSA
encrypted by the SRM’s public key.

MAC Value Integrity The MAC value is the same las kmac> field in the
<protectedRO> field from [OMADRMv2.1]

LAID Integrity Refer to section 5.1.7. This fieldmtains the hash value of
the AssetIDs that are associated with the Rights.

Rights Information Integrity Refer to section 5.1.6
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Before sending the RightsUpgradeRequest, the DREhAparses the protected RO received in the ROddjggresponse,
gets the information to compose tRights Object Container, Sate Information, andREK to be delivered to the SRM in the
RightsUpgradeRequest message for SRM Rights Upgrade

Upon receiving the RightsUpgradeRequest, the SREnAmstalls the Rights in the SRM at the storggges that is
reserved in the Upgrade Rights Retrieval sessiontte installation, the SRM Agent MUST perform tbéowing
procedure:

Verify the integrity of the request fields

Decrypt theHandle with the current Session Key

Compare thédandle with theNew Handle in the UpgradeRightsRetrievalRequest
Decrypt theThird Handle with the current Session Key

Decrypt and extract theyc and Kgex from theWrapped Key Material.

Verify the MAC value on the <ro element> elemerihgghe Kyac got in step 5.

Install theRights Information andREK at the space reserved during the Upgrade RightseRal session. Since the
reserved storage space MAY be larger than the lamtgapied space, the vacant part of the resenordge SHALL be
released and the occupied storage by the install&HALL be associated with tfdird Handle.

8. Remove the disabled Rights Information that is eisged with theHandle from SRM

No o~ whPE

The SRM Agent sends the RightsinstallationResptmsarry the result of the procedure. The fieldthefresponse are
defined in Table 57.

Table 57: Field of RightsUpgradeResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RibipigradeRequest message.
The Satus values are specified inTable 58.

Table 58: Status of Rights Upgrade Response Message

Status Value Description

Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Handles In-consistent The Handle in this requedifisrent from theHandle in the
UpgradeRightsRetrievalRequest.

Parameter Failed A field in the request has anlishe@ngth or structure.

Unexpected Request This request was received agiqpfence or is otherwise not allowed.

MAC verification failed The integrity verificationf the RO is not successful through verifying thAG®1
value.

Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of the fields in the response.

If no errors or exceptions occur (Status = Suc¢déiss)DRM Agent MUST remove the Rights Informattbat was saved in
the local context.

6.9.4.2 Format of Messages

The message formatiessageBody ) of the RightsUpgradeRequest is specified asvidlorhemessageType is set to
‘0’ and the message is protected by an HMAC.
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roelement() {
/I Length of SignedPart element

length

16 uimsbf

OctetString8() /I Defined in Appendix E.1

WrappedKeyMaterial() {
/I Length of WrappedKeyMaterial element

length 16 uimsbf
OctetString8() /I Defined in Appendix E.1
}
MACValue() {
/I Length of MACValue element
length 16 uimsbf
OctetString8() /I Defined in Appendix E.1
}
MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.4
EncryptedThirdHandle() /[EncryptedThirdHandle() ha s the same format as
/[EncryptedHandle() . Defined in Appendix E.2.4
Roelement()
WrappedKeyMaterial()
MACValue()
sizeOfRights 16 uimsbf
Rightsinformation() /I Defined in Appendix E.2 5.4
}

The fields are defined as follows:

Handle —Handlefield in Table 56
EncryptedHandle  —Handle encrypted with the current Session Key (SK)
EncryptedThirdHandle — Third Handle encrypted with the current Sesgiey (SK)

Roelement - The part corresponds to the canoniclaized <lement. It is the element that is used for the
MAC value

WrappedKeyMaterial — The Wrapped Key Material is same as the C vatugpecified in DRM v2.1
[OMADRMv2.1] section 7.2.1

MACValue — The MAC value from the protected RO.
sizeOfRights —Sze Of Rights field in Table 56

Rightsinformation — Rights Meta Data, Rights Object Container, Sate Information fields in Table 56
(refer to Appendix E.2.5.4)

The message formatiessageBody ) of the RightsUgradeResponse is specified asvislld@hemessageType is set to
‘1’ and the message is protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 57

6.9.4.3 Exception Handling

Refer to section 6.5.3.3.
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6.10 S2S Rights Move

The protocols specified in this section provideassary functions that are used for SRM to SRM Righbve.

Rights in one SRM can be directly Moved to anotBieM as illustrated in Figure 18. As shown in Figli&e this transaction
is comprised of four request/response message [@&Move Initiation message pair, Installatiotupenessage pair,
Rights Installation message pair and Rights Remmeasage pair. If the move permission has a candt@int, the DRM
Agent updates the count value in the associatadIStarmation for the Moved Rights before executihg Installation
Setup session.

The Installation Setup message pair SHOULD be fadid by the Rights Installation message pair. If SRdént-2 receives
any request message other than the RightsinsteiR¢iquest following receipt of the Installation®#equest, SRM Agent-
2 SHOULD return Unexpected Request in the Stagld @f the response message.

In this section, the session key between SRM Ademtd the DRM Agent is called S1 session key (SEAl, the session
key between SRM Agent-2 and the DRM Agent, S2 sedey (SK2).

SRM Agent-1 DRM Agent SRM Agent-2

S2SMovelnitiationRequest

A

RightsDisablementInSRM

S2SMovelnitiationResponse o

P

MoveCountDecrease

Decrypt&EncryptREK

InstallationSetupRequest

Y

InstallationSetupInSRM

InstallationSetupResponse

|

RightsInstallationRequest

RightsInstallationInSRM
P RightsInstallationResponse

RightsRemovalRequest

A

RightsRemovalInSRM

RightsRemovalResponse

\J

Figure 18: Sequence Diagram — SRM to SRM Move
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6.10.1 S2S Move Initiation

6.10.1.1 Description of Messages

The DRM Agent sends the S2SMovelnitiationRequegtit@mte the Move of Rights from the source SRNRB Agent-1) to
the target SRM (SRM Agent-2).

The fields of the S2SMovelnitiationRequest arertediin Table 59.

Table 59: Fields of S2SmovelnitiationRequest

Fields Protection Requirement Description
Target SRM Id Integrity Target SRM Id contains the SRM ID of SRM Agent-2 in the
S2S Move transaction.
Handle Integrity This identifies Rights that wikMoved from SRM Agent-]
to SRM Agent-2. Refer to section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Move transaction.

Upon receiving the S2SMovelnitiationRequest , SRYkAt-1 MUST perform the following procedure:
1. Verify the integrity of the request fields

Verify the secure status of SRM Agent-2 through CRL

If SRM Agent-2 is reliable, find the Rights correspling toHandle

If found, then decrypt thew Handle with the S1 Session Key

Check if the SRM already has the same Handle Méh Handle. If yes, the SRM Agent se&atus to Duplicate
Handle. If no, overwrite théHdandle in the SRM with théNew Handle, and disable the Rights. The disabled Rights
cannot be used for the other purposes except thenti52S Move transaction.

a kv

The SRM Agent-1 sends the S2SMovelnitiationRespémsarry the result of the procedure. The fieltithe response are
defined in Table 60.

Table 60: Fields of S2SMovelnitiationResponse

Fields Protection Requirement Description

Status Integrity The result of processing the S2@&hdtiationRequest
message. Th8atus values are specified in Table 61.

If Satus contains any error, only this field is presenthia
S2SMovelnitiationResponse.

Rights Information Integrity Refer to section 5.1.6
REK Integrity & Confidentiality Encrypted with the1 Session Key.
Refer to section 5.1.1.4.

Table 61: Status of S2SMovelnitiation Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by SRM Agent-1.

Handle Not Found The Handle in the request doegxist in SRM Agent-1.

Target SRM not Accepted The Target SRM indicatethieyTarget SRM Id is not reliable or does not texis
Duplicate Handle SRM Agent-1 already has hleev Handle and its corresponding Rights.
Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors
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Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response

2. Save the information received from the S2SMovaedtiinResponse in local context and set them inrtdmesfer state.
The information in transfer state cannot be usedieteted for the other purposes except the cuB28tMove
transaction. )

If no errors or exception§atus = Success), the DRM Agent continues with section 6.10.2.

6.10.1.2 Format of Messages

The message formatiessageBody ) of the S2SMovelnitiationRequest is specified@oivs. ThemessageType is set
to '0’ and the message is protected by an HMAC.

TargetSRMId(){

Entityld() /I Defined in Section 6.1.1.2
}
MessageBody() {
TargetSRMID()
Handle() /I Defined in Appendix E.2.4
EncryptedNewHandle() /I Defined in Appendix E. 2.9
}

The fields are defined as follows:
» TargetSRMID — Target SRM ID field in Table 59
* Handle —Handlefield in Table 59
 EncryptedNewHandle —New Handlefield in Table 59 encrypted with the current Sesdey (SK1)

The message formatiessageBody ) of the S2SMovelnitiationResponse is specifietbdews. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0) {
Rightsinformation() /I Defined in Appendix E.254
EncryptedRek() /I Defined in Appendix E.2. 7
}
}

The fields are defined as follows:

e Status -Satusfield in Table 60

* Rightsinformation — Rights Meta Data, Rights Object Container, Sate Information fields in Table 60
(Refer to Appendix E.2.5.4)

» EncryptedRek —REK field in Table 60 Rek in Appendix E.2.5.5) encrypted with the currensSen Key
(SK1)
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6.10.1.3 Exception Handling

Refer to section 6.6.1.3 except that the messageeiis different to its counter part in section 5.3

6.10.2 Move Count Decrease

6.10.2.1  Action Description
The DRM Agent performs the following procedure:
1. Verify whether there is a count constraint for Meve permission. If not, proceed to step 4.

2. Check whether the count constraint for the Moverpgsion is less than 1. If not, decrease the vallMdove count
in Statelnformation by 1.

3. If the Move count equals 0, remove the move petiotiskom the Statelnformation field, else update tialue of
the Move count in the Statelnformation field witietnew value from step 2.

4. Check whether SRM Agent-2 is still connected. If,nerminate the S2S Move transaction.

After updating the “Statelnformation” field and doming that SRM Agent-2 is connected, the DRM Ageantinues with
section 6.10.3.

6.10.3 Decrypt & Encrypt REK

6.10.3.1  Action Description

The DRM Agent decrypts the EncryptedRek from th&8avelnitiationResponse message with the S1 seksipand then
encrypts the REK with the S2 session key creatingva EncyptedRek that will be sent in the RightitationRequest
message.

After the new EncryptedRek is produced, the DRM ®tg@HALL delete the plain REK immediately and cont with
section 6.10.4.

6.10.4 Installation Setup

6.10.4.1 Description of Messages

The DRM Agent sends the InstallationSetupRequesetidly whether SRM Agent-2 has enough space t@linghe Rights.
The fields of the request are defined in Table 34.

Upon receiving the InstallationSetupRequest, thmMPgent MUST perform the following procedure:
1. Verify the integrity of the fields
2. Decrypt theHandle with the S2 Session Key (SK2)

3. Check if it already has the same Handle. If yes SRM Agent setStatus to Duplicate Handle and sends the
InstallationSetupResponse as described below.

4. Checks if the SRM has space for the new Rightsotfthe SRM Agent se&atus to Not Enough Space. Otherwise, it
stores thedandle in the SRM securely. Thdandleis not included in the Handle List until the Mawvansaction is
completed.

The SRM Agent sends the InstallationSetupRespansarty the result of the procedure. The fieldthefresponse are
defined in Table 35.

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptions occuétus = Success), the DRM Agent continues with section 6.10.5
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6.10.4.2 Format of Messages

The message formatiessageBody ) of the InstallationSetupRequest and Installat&inBResponse refers to section
6.5.1.2.

6.10.4.3 Exception Handling

Refer to section 6.5.1.3 except that when thissation will be terminated, the DRM Agent sends the
RightsEnablementRequest as specified in sectidhBifh order to enable the Rights. Téew Handle used in
S2SmovelnitiationRequest MUST be used in this rejukthe RightsEnablementResponse contaitstas of either
Success or Handle Not Found, then this transaction is terminated.

6.10.5 Rights Installation

6.10.5.1 Description of Messages

The DRM Agent sends the RightsinstallationRequestdtall the Rights in SRM Agent-2. The fieldstoé request are
defined in Table 62.

Table 62: Fields of RightsinstallationRequest

Fields Protection Requirement Description

Handle Integrity & Confidentiality Same as the Henglansmitted by the
InstallationSetupRequest in Table 34.

REK Integrity & Confidentiality Encrypted with th82 Session Key.
Refer to section 5.1.1.4.

LAID Integrity Refer to 5.1.7. This contains theshavalue of the AssetIDs
that are associated with the Rights.

Rights Information Integrity Refer to section 5.1.6

Upon receiving the RightsinstallationRequest, SR§A-2 installs the Rights in the SRM. For thealiation, SRM Agent-
2 MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt theHandleandREK with the S2 Session Key(SK2)

3. Compare thédandle with theHandle in the InstallationSetupRequest

4. Install theRights Information andREK at a space associated with tiandle.

The SRM Agent sends the RightsinstallationResptmsarry the result of the procedure. The fieldthefresponse are
defined in Table 63.

Table 63: Fields of RightsInstallationResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifgigtallationRequest
message. Th8atus values are specified in Table 64.

Table 64: Status of Rights Installation Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by SRM Agent-2.

Handle Not Found The Handle in the request doegxist in SRM Agent-2.
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Status Value Description
Handles In-consistent The Handle in this requedifisrent from theHandle in the
InstallationSetupRequest.
Not Enough Space The sizeRifjhts Information exceedsSze of Rights in Table 62.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionSatus = Success), the DRM Agent continues with section 6.10.6.

6.10.5.2 Format of Messages

The message formatiessageBody ) of the RightsinstallationRequest is specifiedaisws. ThemessageType is set to
‘0’ and the message is protected by an HMAC.

EncryptedHandle() {
/I Contains the encrypted Handle and REK
EncryptedData() /I Defined in Appendix E.1
}
MessageBody() {
EncryptedHandle()
EncryptedRek() /I Defined in Appendix E.2.5.5
Laid() /I Defined in Appendix E.3
Rightsinformation() /I Defined in Appendix E.2 5.4
}

The fields are defined as follows:

« Handle —Handlefields in Table 62

EncryptedHandle  — EncryptedHandle with the current Session Key (SK2)
» EncryptedRek - EncryptedREKwith the S2 Session Key (SK2)
e Laid —LAID field in Table 62

* Rightsinformation — Rights Meta Data, Rights Object Container, State Information fields in Table 62
(Refer to Appendix E.2.5.4)

The message formatliessageBody ) of the RightsinstallationResponse is specifietbisws. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 63
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6.10.5.3 Exception Handling
Refer to section 6.5.1.3 except that the message mdifferent to its counterpart in section 6.3.1

Besides, when this transaction will be terminated, DRM Agent sends the RightsEnablementRequesiexsfied in
section 6.12.5 in order to enable the Rights. Nlag Handle used in S2SmovelnitiationRequest MUST be usedig t
request. If the RightsEnablementResponse conteitetis of eitherSuccess or Handle Not Found, then this transaction is
terminated.

6.10.6 Rights Removal

6.10.6.1 Description of Messages

The DRM Agent executes the Rights Removal Messageepsing as specified in section 6.12.6 in ordeeinove the
original Rights from SRM Agent-1.

TheHandle in the RightsRemovalRequest MUST be identicahtNew Handle in the previous S2SMovelnitiation
specified in section 6.10.1.

When the Rights Removal Message processing is atathfatus = Success), the S2S Move is terminated and the entry for
the S2S Move transaction is removed from the Oeraiog.

The DRM Agent also removes from local context thiferimation received in S2SMovelnitiation responsessage in this
S2S Move transaction.

6.10.6.2 Format of Messages

Refer to section 6.12.6.2.

6.10.6.3 Exception Handling
Refer to section 6.12.6.3.
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6.11 SRM extensions for BCAST service support
6.11.1 Movement of BCAST Tokens from Device to SRM

BCAST Tokens are moved from a Device to an SRMtlwéaDevice to SRM BCAST Token Move transactionllastrated
in Figure 19. The transaction is comprised of glsimequest-response pair: the BCASTTokenInstali®equest conveys
the BCAST Token Container (specified in sectionB)}) to be installed in the SRM; the BCASTTokendistionResponse
contains the status of the BCAST Token Installatiothe SRM.

DRM Agent SRM Agent

BCASTTokenDisablementInDevice (
BCASTTokenInstallationRequest

) BCASTTokenInstallationInSRM
BCASTTokenInstallationResponse

BCASTTokenRemovalInDevice (

Figure 19: Sequence Diagram — BCAST Token Move frora Device to SRM

The BCAST Token Move from a Device to SRM transatis defined as follows:

1. Before sending BCASTTokenlInstallationRequest, tRVDAgent SHALL perform the following actions:

a. Check ifMovable attribute defined in section 5.1.10 allows BCASTk&o Move for the selected BCAST
Token. TheMovable attribute SHALL be processed as defined in [DRMXB3].

b. If the BCAST Tokens can be moved then perform BCA®Ken Disablement in the Device as defined in
section 6.11.1.1. Otherwise the DRM Agent MUST N@Fform BCAST Token Move.

The DRM Agent sends a BCASTTokenlnstallationReqtethe SRM Agent.

3. Upon reception of the BCASTTokenInstallationRequttst SRM Agent performs BCAST Token Installatiarthe
SRM.

The SRM Agent sends BCASTTokenlInstallationResptmskee DRM Agent.

Upon reception of BCASTTokenlnstallationResponbe, DRM Agent performs BCAST Token Removal in the
Device.

6.11.1.1 BCAST Token Disablement in the Device

6.11.1.1.1 Action Description

The DRM Agent disables the BCAST Tokens. The dsBCAST Tokens cannot be used for any purposes titan the
current BCAST Token Move transaction. After disafjlthe BCAST Tokens, the DRM Agent SHALL continuighwsection
6.11.1.2 (BCAST Token Installation in the SRM).

6.11.1.1.2 Exception Handling
If the BCAST Token cannot be disabled, the DevielABL abandon BCAST Tokens Move.
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6.11.1.2 BCAST Token Installation in the SRM

6.11.1.2.1 Description of Messages

The DRM Agent sends BCASTTokenlnstallationRequeshstall the BCAST Tokens in the SRM. The fieldghe request
are defined in Table 65.

Table 65: Fields of BCASTTokenlnstallationRequest

Fields Protection Description
Requirement
BCAST TokenContainer Integrity Refer to section. 501

Upon receiving the BCASTTokenlnstallationRequdst, SRM Agent SHALL perform the following actions:
1. Verify the integrity of the fields in the BCASTTokinstallationRequest.

2. Install the BCAST Tokens and related attributes &bm the BCAST Token Container of the
BCASTTokenlnstallationRequest in the SRM.

The SRM Agent sends the RightsinstallationRespdoszarry the result of the procedure. The fieldgha response are
defined in Table 66.

Table 66: Fields of BCASTTokenlnstallationResponse

Fields Protection Requirement Description
Status Integrity The result of processing the
BCASTTokenlInstallationRequest. The Status values ar
specified in Table 67.

Table 67: Status of BCAST Token Installation Respose Message

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Not Enough Space There is not enough space totst®teansferred BCAST Tokens.
Parameter Failed A field in the request has anlishe@ngth or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent veriffesintegrity of fields in the response. If nooesr tatus = Success) or
exceptions occur, the DRM Agent SHALL perform BCATdken Removal in the Device as defined in sedbidd.1.3.

In the case value of th&atus field in BCASTTokenlnstallationResponse messagegssing differs from “Success”, the
DRM Agent MAY generate new BCASTTokenlInstallationfest. If BCAST Token Installation in the SRM cahhe
completed successfully, the DRM Agent SHALL perfoBEAST Token Enablement in the Device and abandCAST
Token Move Transaction.

6.11.1.2.2 Format of Messages

The message formatlessageBody ) of the BCASTTokenlnstallationRequest is speciadfollows. ThenessageType
is set to ‘0’ and the message is protected by anBM
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MessageBody() {
BCASTTokenContainer() /I Defined in Appendix E .2.10.7

}

The message formallessageBody ) of the RightsinstallationResponse is specifiedolews. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

6.11.1.2.3 Exception Handling

There may be unexpected exceptions during the BCA&Ken Installation in the SRM. The DRM SHOULD atigt to
recover from the exception. If the DRM Agent fdibsdetect the exception, it MUST recover from tReeption by referring
to Operation Log when a new MAKE process is exatute

[Recovery Procedure —-BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST ToKdove transaction. In that case, the DRM Agent SHAlde
BCAST Token Information Retrieval procedure to dhdtche BCAST Tokens were successfully installedhie SRM.

» Ifthe BCASTTokens are not found on the SRM, theMDRgent MUST enable the BCAST Tokens on the Device.

» Otherwise, the DRM Agent MUST perform BCAST Tokeanfoval in the SRM and re-enable BCAST Tokens on
the Device.

6.11.1.3 BCAST Token Removal in the Device
6.11.1.3.1 Action Description

The DRM Agent removes the BCAST Tokens from thes®Device permanently.

6.11.1.3.2 Exception Handling

There may be unexpected exceptions during BCASTefdRemoval in Device. The DRM SHOULD attempt toores
from the exception. If the DRM Agent fails to ddtdlse exception, it MUST recover from the exceptlpnreferring to
Operation Log when a new MAKE process is executed.

[Recovery Procedure — BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST Tolkdove transaction. In that case, the DRM Agent MUfgfform
BCAST Token Removal in the SRM and re-enable th&8T Token on the Device.

6.11.2 Movement of BCAST Tokens from SRM to Device

BCAST Tokens are moved from an SRM to Device vidSie Device BCAST Token Move transaction as illasdd in
Figure 20. It is comprised of two protocols: BCAS®dken Retrieval from the SRM and BCAST Token Renhdram the
SRM.

The BCAST Token Retrieval Protocol consists of assage pair: BCASTTokenRetrievalRequest identifress BCAST
Tokens to be Moved; BCASTTokenRetrievalResponsédaduos the BCASTTokens (in a BCAST Token Contaira) the
status of BCASTTokenRetrievalRequest processing.
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BCASTTokenRetrievalRequest

> BCASTTokenDisablementInSRM
BCASTTokenRetrievalResponse

BCASTTokenInstallationInDevice (
BCASTTokenRemovalRequest

) BCASTTokenRemovalInSRM
BCASTTokenRemovalResponse

A

Figure 20: Sequence Diagram —BCAST Token Move frorSRM to Device

Token Move from a SRM to Device transaction is wiedi as follows:

1. The DRM Agent sends BCASTTokenRetrievalRequesh¢oSRM Agent.
2. Upon reception of TokenRetrievalRequest, the SRMmAGHALL perform the following actions:
a. Locate the BCAST Tokens on the SRM.
b. Disable the BCAST Tokens on the SRM (see sectibh.B.2).
The SRM Agent sends BCASTTokenRetrievalRespontieet®@RM Agent.
4. Upon reception of TokenRetrievalResponse, the DRI SHALL perform the following actions:

a. Check if Movable attribute defined in section 5.1.10 allows BCASTk&o Move for retrieved the BCAST
Tokens.

b. If the BCAST Tokens can be moved then initiate B®AST Token Removal from the SRM protocol (as
defined in section 6.11.5). Otherwise restore tBABT Token Move transaction as defined in secti&n®

5. If BCAST Token Removal in the SRM protocol cannetdmmpleted successfully (i.e. unexpected exceptaour), the
DRM Agent SHALL rollback BCAST Token Move transamtias defined in section 5.5.3.

6.11.2.1 BCAST Token Retrieval from the SRM

6.11.2.1.1 Description of Messages

The DRM Agent sends BCASTTokenRetrievalRequeshto SRM Agent to request BCAST Token Move from SRM t
Device. The fields of the request are defined ihl& 8.

Table 68: Fields of BCASTTokenRetrievalRequest

Fields Protection Requirement Description
RI ID Integrity Refer to section 5.1.10
Token Delivery ID Integrity Refer to section 5.1.10

Upon receiving the BCASTTokenRetrievalRequest,SRM Agent SHALL perform the following actions:
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1. Verify the integrity of the fields in BCASTTokenRegvalRequest.
2. Locate the BCAST Tokens on the SRM using RI ID &oken Delivery ID from BCASTTokenRetrievalRequest.
3. Disable the BCAST Tokens on the SRM as definecatign 6.11.2.2.

The SRM Agent sends the BCASTTokenRetrievalResptmsarry the result of the procedure. The fielfishe response
are defined in Table 69.

Table 69: Fields of BCASTTokenRetrievalResponse

Fields Protection Description
Requirement
Status Integrity The result of processing the BCA8KenRetrievalRequest
The Status values are specified in Table 70.
BCAST Token Container Integrity Refer to sectioh. 50

Table 70: Values ofStatus field of the BCASTTokenRetrievalResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Token Not Found The BCAST Tokens are not found BMS

Disablement Failed The SRM Agent failed to disahkeBCAST Tokens on SRM.
Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent veriffesintegrity of fields in the response. If nooesr (tatus = Success) or
exceptions occur, the DRM Agent SHALL perform BCA%dken Installation in the Device.

In the case value of th&tatus field in BCASTTokenlInstallationResponse messagegssing differs from “Success”, the
DRM Agent MAY generate new BCASTTokenlnstallationflest.

6.11.2.1.2 Format of Messages

The message formaiiessageBody ) of the BCASTTokenRetrievalRequest is specifiedodlsws. ThemessageType is
set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

Rild() // Defined in Appendix E.2.5

TokenDeliveryld() /I Defined in Appendix E.2.1 0.4
}

The message formamMessageBody ) of the BCASTTokenRetrievalResponse is specifiedodlows. ThemessageType
is set to ‘1’ and the message is protected by amBM
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MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status==0) {
BCASTTokenContainer() /I Defined in Appendix E.2.10.7
}
}

6.11.2.1.3 Exception Handling

There may be unexpected exceptions during the BCR&KEN Retrieval messages processing. The DRM SHDattempt
to recover from the exception. If the DRM Agentidato detect the exception, it MUST recover frone #xception by
referring to Operation Log when a new MAKE procissexecuted.

[Recovery Procedure —-BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST ToKdove transaction. In that case, the DRM Agent MU8T
enable the associated BCAST Tokens in the SRMigiilded) using BCAST Token Enablement procedureifpé in
section 6.11.3.3 and abandon BCAST Token Move #etien.

6.11.2.2 BCAST Token Disablement in the SRM

6.11.2.2.1 Action Description

The SRM Agent disables the BCAST Tokens. The deghldmount of BCAST Token SHALL be stored in fheken
Quantity in Use attribute in the SRM and cannot be used for thergpurposes except the current BCAST Token Mowmn fr
SRM to Device transaction. The disabled BCAST Takean only be enabled by the Device which induc€ASBT Token
disablement.

6.11.2.2.2 Exception Handling
If BCAST Token cannot be disabled, the SRM AgenA&H generate relevant error code.

6.11.2.3 BCAST Token Installation in the Device

6.11.2.3.1 Action Description

The DRM Agent installs the BCAST Tokens in the @eviUpon completing of BCAST Token Installationtire Device,
the DRM Agent SHALL perform BCAST Token Removaliighe SRM.

6.11.2.3.2 Exception Handling

There may be unexpected exceptions during the BCA&KEN Installation in the Device or BCAST Tokennfeval from
the SRM. The DRM SHOULD attempt to recover from theeption. If the DRM Agent fails to detect thecemtion, it
MUST recover from the exception by referring to @pien Log when a new MAKE process is executed.

[Recovery Procedure —-BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel the BCASTk&o Move transaction. In that case, the DRM AgektSW re-
enable the BCAST Tokens in the SRM using BCAST Tokaablement procedure specified in section 6.25a8d abandon
BCAST Token Move transaction.
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6.11.3 Local BCAST Token Consumption by the Device

This section defines a mechanism which allows aidet consume BCAST Tokens that are stored on SfiHout
Moving BCAST Tokens to a Device (e.g. BCAST Tokenwd transaction may be prohibited Mgvable attribute).

Local BCAST Token Consumption transaction is cosgiof two phases:

1. Retrieval of selected BCAST Tokens from the SRM BAAST Token consumption by the Device:
- BCASTTokenConsumptionRequest identifies the BCA®KeR to be transferred from SRM to Device
- BCASTTokenConsumptionResponse transfers the BCASKE to Device

2. Update of BCAST Token data and BCAST Token EnablgrimeSRM
- BCASTTokenEnablementRequest transfers the updaf2sSB Token Container to the SRM Agent

- BCASTTokenEnablementResponse conveys status of BOARen update and enablement in SRM

DRM Agent SRM Agent

BCASTTokenSelectionInDevice (
BCASTTokenConsumptionRequest

\

) BCASTTokenDisablementInSRM
BCASTTokenConsumptionResponse

BCASTTokenConsumptionInDevice (
BCASTTokenEnablementRequest

) BCASTTokenEnablementInSRM
BCASTTokenEnablementResponse

Figure 21: Sequence Diagram — Local BCAST Token Ceumption

Local BCAST Token Consumption transaction is defias follows:

1. The DRM Agent selects BCAST Token for consumptildrinformation about the BCAST Tokens stored on the
SRM is not available on the device, it SHALL berimted from the SRM using BCAST Token Information
Retrieval protocol (refer to section 6.11.4.1).

The DRM Agent sends BCASTTokenConsumptionRequeste SRM Agent.

3. Before sending BCASTTokenConsumptionResponse, ftdd Bgent SHALL perform BCAST Token Disablement
in SRM.

4. The SRM Agent sends BCASTTokenConsumptionResponse.
BCAST Token is used by the DRM Agent for BCAST Toleased contents consumption.

After BCAST Token consumption is completed, the DRigent sends a BCASTTokenEnablementRequest to the
SRM Agent.
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7. Upon reception of BCASTTokenEnablementRequest SR Agent updates BCAST Token attributes stored on
the SRM and performs BCAST Token Enablement inSR#/.

8. The SRM Agent sends BCASTTokenEnablementResponse.

6.11.3.1 BCAST Token Consumption Request

6.11.3.1.1 Description of Messages

The DRM Agent sends BCASTTokenConsumptionRequettd(SRM Agent to request BCAST Token for consuarpby
the Device. The fields of the request are defime@able 71.

Table 71: Fields of BCASTTokenConsumptionRequest

Fields Protection Requirement Description
RI' ID Integrity Refer to section 5.1.10
Token Delivery ID Integrity Refer to section 5.1.10
Requested Amount of Integrity Contains the requested amount of BCASKehs.
BCAST Tokens

Upon receiving the BCASTTokenConsumptionRequestSRM Agent SHALL perform the following actions:
1. Verify the integrity of the fields in BCASTTokenCsmmptionRequest.
2. Locate BCAST Token on the SRM using RI ID and ToRettivery ID.

3. Check if stored value dfoken Quantity attribute is more than or equals value of Requested Amount of BCAST Token
in the BCASTTokenConsumptionRequest.

4. If Requested Amount of BCAST Tokens successfully validates again&tken Quantity value stored on the SRM, the SRM
Agent SHALL disable the requested amount of BCA®Kkédns on the SRM as defined in section 6.11.3.2.

The SRM Agent sends the BCASTTokenConsumptionResspoarrying the result of the procedure to the DR)nt. The
fields of the response are defined in Table 72.

Table 72: Fields of TokenConsumptionResponse

Fields Protection Requirement Description
Status Integrity The result of processing the
BCASTTokenConsumptionRequest. THatus values are
specified in Table 73.

Service ID/Program IDs Integrity Refer to sectioh.50

Domain IDs Integrity Refer to section 5.1.10

Movable Integrity Refer to section 5.1.10

Reporting Information Integrity Refer to sectiod 3.0

Token Quantity Integrity Granted amount of BCASTk&ns which equals to

Requested Amount of BCAST Tokens in the
BCASTTokenConsumptionRequest.

Table 73: Values ofStatus field of the BCASTTokenConsumptionResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Token Not Found The Token Delivery ID is not founmd SRM.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc

Page 113 (222)

Value

Description

Insufficient Amount of BCAST
Tokens

Value of the storedoken Quantity parameter for requested BCAST Tokens is
less tharRequested Amount of BCAST Token in the BCATToken
ConsumptionRequest.

Parameter Failed

A field in the request has anlishength or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving the response, the DRM Agent veriffesintegrity of fields in the response. If nocgsr or exceptions occur
(Status = Success), the Device can consume the BCAST Tokens. Af@ABT Token consumption is completed, the Device
SHALL perform BCAST Token Enablement in the SRM.

In the case value of tH&atus field in BCASTTokenConsumptionResponse messageepsing differs from “Success”, the
DRM Agent MAY send another BCASTTokenConsumptioniResy or abandon Local BCAST Token Consumption
transaction.

6.11.3.1.2 Format of Messages

The message formatMgssageBody ) of the BCASTTokenConsumptionRequest is specifiasl follows. The
messageType is set to ‘0’ and the message is protected by 6.

MessageBody() {
Rild() /I Defined in Appendix E.2.5
TokenDeliveryld() /I Defined in Appendix E.2.10 4
TokenQuantity() /I Defined in Appendix E.2.10.6

}

The fields are defined as follows:

e TokenQuantity

— Requested Amount of BCAST Token field in Table 71.

The message formatMgssageBody) of the BCASTTokenConsumptionResponse is specifeed follows. The
messageType is set to ‘1’ and the message is protected by 6.

MessageBody() {
Status()
if( Status == 0) {

// Defined in Appendix E.2.2

ServiceProgramlds() /I Defined in Appendix E .2.10.1
Movable() // Defined in Appendix E.2.10.2
Domainlds() // Defined in Appendix E.2.10.3
ReportingInformation() /I Defined in Appendi x E.2.10.5
TokenQuantity() /I Defined in Appendix E.2.1 0.6
}
}
6.11.3.1.3 Exception Handling

There may be unexpected exceptions during the BCABRen Consumption messages processing. The DRMitAge
SHOULD attempt to recover from the exception.  bRM Agent fails to detect the exception, it MUBTover from the
exception by referring to Operation Log when a MRAKE process is executed.
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[Recovery Procedure —-BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Local BCASdken Consumption transaction. In that case, thiD¥gent
MUST re-enable BCAST Token in the SRM (if disabled)ng BCAST Token Enablement procedure specifieseiction
6.11.3.3 and abandon Local BCAST Token Consumjtamsaction.

6.11.3.2 Disablement of BCAST Tokens in the SRM

6.11.3.2.1 Action Description

The SRM Agent disables the amount of BCAST Tokehghis currently in use by Local BCAST Token Comgtion
transaction. This amount SHALL be stored in Tio&en Quantity in Use attribute, and cannot be used for the purposesr oth
than the current Local BCAST Token Consumption geation. The disabled amount of BCAST Tokens SHAld.
subtracted from the current Token Quantity. Thealdisd amount of BCAST Tokens MUST only be enableding
transaction with the Device which induced BCAST @oldisablement.

The Token Quantity that remains enabled on the S3BW be used by another DRM.

6.11.3.2.2 Exception Handling
If BCAST Tokens cannot be disabled, the SRM AgenABL generate relevant error code.

6.11.3.3 BCAST Token Enablement in the SRM

6.11.3.3.1 Description of Messages

The DRM Agent sends BCASTTokenEnablementRequéesiet&RM Agent to enable BCAST Token in the SRM. fiblels
of the request are defined in Table 74.

Table 74: Fields of BCASTTokenEnablementRequest

Fields Protection Requirement Description
RI ID Integrity Refer to section 5.1.10
Token Delivery ID Integrity Refer to section 5.1.10
Reporting Information Integrity Refer to sectiod 3.0. This field is optional. It SHALL be

included ifReporting Information in the Devicdliffers from
the Reporting Information in the SRM.

Remaining Amount of Integrity Contains the amount of BCAST Token rernajrafter local
BCAST Token BCAST Token consumption or the amount of BCAST
Tokens that remains disabled in the SRM after uresssful
BCAST Token Move from SRM to Device transaction.

Upon receiving the BCASTTokenConsumptionRequestSRM Agent SHALL perform the following actions:
1. Verify the integrity of the fields in BCASTTokenRetvalRequest.
2. Locate BCAST Token in the SRM using RI ID and Tolzslivery ID.

3. Check if value of theloken Quantity in Use attribute for the current transaction is more tloarequals value of the
Remaining Amount of BCAST Token field in the BCASTTokenEnablementRequest. If ybg, 8RM Agent SHALL add
the value of the Remaining Amount of BCAST Tokerihe stored value of thEoken Quantity, clearToken Quantity in
Use for the current transactiomnd updatéReporting Information (if present in the requesit) the SRM. Otherwise the
SRM Agent SHALL terminate BCASTTokenEnablementRejue processing and generate
BCASTTokenEnablementResponse indicating “InvaliddBT Token Amount” in th&atus field.

The SRM Agent sends the BCAST TokenEnablementRasgpimncarry the result of the procedure. The field$fie response
are defined in Table 75.
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Table 75: Fields of BCASTTokenEnablementResponse

Fields Protection Requirement Description
Status Integrity The result of processing the
BCASTTokenEnablementRequest. Thatus values are
specified in Table 76.

Table 76: Values ofStatus field of the BCAST TokenEnablementResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aathe HMAC value
generated by the SRM Agent.

Token Not Found The Token Delivery ID is not founmd SRM.

Invalid BCAST Token Amount Remaining Amount of BCASokens in the BCASTTokenEnablementRequest
does not appear to be valid.

Parameter Failed A field in the request has anliehe@ngth or structure.

Unexpected Request This request was received agioqpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the response, the DRM Agent veriffesintegrity of fields in the response. If nooesr (tatus = Success) or
exceptions occur, the current transaction is cotagle

In the case value of th&atus field in BCASTTokenEnablementResponse messageepsary differs from “Success”, the
DRM Agent MAY send another BCASTTokenEnablementResgjor abandon the current transaction.

6.11.3.3.2 Format of Messages

The message formatlessageBody ) of the BCASTTokenEnablementRequest is specifietbbows. ThemessageType
is set to ‘0’ and the message is protected by aBM

MessageBody() {
Rild() /I Defined in Appendix E.2.5
TokenDeliveryld() /I Defined in Appendix E.2.10 4
ReportingInformation() /I Defined in Appendix E .2.10.5
TokenQuanity() /I Defined in Appendix E.2.10.6

The fields are defined as follows:

* TokenQuantity = —Remaining Amount of BCAST Tokens field in Table 74.

The message formatMessageBody) of the BCASTTokenEnablementResponse is specifeed follows. The
messageType is set to ‘1’ and the message is protected by 6.

MessageBody() {
Status() // Defined in Appendix E.2.2
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6.11.3.3.3 Exception Handling

There may be unexpected exceptions during the BCA8Ken Enablement messages processing. The DRM &BOU
attempt to recover from the exception. If the DRIgeAt fails to detect the exception, it MUST recofrem the exception
by referring to Operation Log when a new MAKE presés executed.

[Recovery Procedure — Local BCAST Token ConsumptioRecovery]

The DRM Agent SHOULD re-attempt to perform BCASTKEa Enablement procedure.

6.11.4 Retrieval of BCAST Token Information fromth e SRM

The DRM Agent can obtain information about the BOABkens stored on the SRM using the BCAST Tokdarimation
Retrieval procedure illustrated in Figure 22. Tiistocol is intended for use in conjunction with B€T Token Move from
the SRM to Device and Local BCAST Token Consumptiansactions.

DRM Agent SRM Agent

BCASTTokenInformationRequest

) BCASTTokenInformationRetrieval

BCASTTokenInformationResponse

Figure 22: Sequence Diagram —BCAST Token Informatin Retrieval from SRM

6.11.4.1 Description of Messages

The DRM Agent sends BCASTTokenInformationRequesthts SRM Agent to request BCAST Token Informatioont
SRM. The fields of the request are defined in Tahle

Table 77: Fields of BCASTTokenlInformationRequest

Fields Protection Requirement Description
RI ID Integrity Refer to section 5.1.10. If thissatent is present, only
information on BCAST Tokens issued from this Rl is
returned.
Service/Program IDs Integrity Refer to section BO1If this element is present, only
information on BCAST Tokens issued for this
Service/Program is returned.

Upon receiving the BCASTTokenInformationRequest, #RM Agent SHALL perform the following actions:
1. Verify the integrity of the fields in BCASTTokenlofmationRequest.
2. Retrieve requested information from the SRM bagethe search criteria defined in BCASTTokenInforioraRequest.

The SRM Agent sends the BCASTTokenInformationRespdn carry the result of the procedure. The fiefdhe response
are defined in Table 78.

Table 78: Fields of BCASTTokenlInformationResponse
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Fields Protection Requirement Description

Status Integrity The result of processing the
BCASTTokenInformationRequest. T&atus values are
specified in Table 79.

RI ID Integrity Refer to section 5.1.10

Token Delivery ID Integrity Refer to section 5.1.10

Service ID/Program IDs Integrity Refer to sectioh. 50

Movable Integrity Refer to section 5.1.10

Domain IDs Integrity Refer to section 5.1.10

Latest Token Consumption Time Integrity Refer totisa 5.1.10

Token Quantity Integrity Refer to section 5.1.10

Table 79: Values ofStatus field of the BCAST TokenInformationResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Token Not Found The Token Delivery ID is not fousrd SRM.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verififesintegrity of fields in the response.

6.11.4.2 Format of Messages

The message formatlessageBody ) of the BCASTTokenInformationRequest is specifiesdfollows. ThenessageType
is set to ‘0’ and the message is protected by anBM

MessageBody() {
Rild() /I Defined in Appendix E.2.5
ServiceProgramlds() /I Defined in Appendix E.2 .10.1
}

The message formatMessageBody) of the BCASTTokeninformationResponse is specifiad follows. The
messageType is set to ‘1’ and the message is protected by 6.
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MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status==0) {
nbrOfBCASTTokens 8 uimsbf
for (i = 0; i < nbrOfBCASTTokens; i++)
{
Rild() /I Defined in Appendix E.2.5
TokenDeliveryld() /I Defined in Appendix E.2.10.4
ServiceProgramlds() // Defined in Appendix E.2.10. 1
Movable() /I Defined in Appendix E.2.10.2
Domainlds() /I Defined in Appendix E.2.10.3
LatestTokenConsumptionTime // Defined in Appendix E .2.10.4
TokenQuantity() I/l Defined in Appendix E.2.10.6
}
}

The fields are defined as follows:

 nbrOfBCAST Tokens is the number of BCAST Tokens retrieved from tfVBbased on the search criteria
specified in BCASTTokenInformationRequest.
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6.11.5 BCAST Token Removal from the SRM

The DRM Agent can request the SRM Agent to deletéamn BCAST Token using the BCAST Token Removahfrthe
SRM procedure illustrated in Figure 23. BCAST Tokeemoval can be initiated upon the request fronr.uslee DRM
Agent uses this procedure within BCAST Token Maogarf the Device to SRM transaction.

BCASTTokenRemovalRequest

\ J

) BCASTTokenRemovalInSRM
BCASTTokenRemovalResponse

A

Figure 23: Sequence Diagram —BCAST Token Removaldm the SRM

6.11.5.1 Description of Messages

The DRM Agent sends BCASTTokenRemovalRequest t&RE Agent to request BCAST Token removal from SRide
fields of the request are defined in Table 80.

Table 80: Fields of BCASTTokenRemovalRequest

Fields Protection Requirement Description
RI ID Integrity Refer to section 5.1.10
Token Delivery ID Integrity Refer to section 5.1.10

Upon receiving the BCASTTokenRemovalRequest, thiel 2igent SHALL perform the following actions:
1. Verify the integrity of the fields in BCASTTokenRewalRequest.

2. Locate BCAST Token on the SRM wusing RI ID and BCASToken Delivery ID from the
BCASTTokenRemovalRequest.

3. Perform BCAST Token Removal by the SRM.

The SRM Agent sends the BCASTTokenRemovalRespansarty the result of the procedure. The fieldshef response
are defined in Table 81.

Table 81: Fields of BCASTTokenRemovalResponse

Fields Protection Requirement Description

Status Integrity The result of processing the BCA8KenRemovalRequest
The Satus values are specified in Table 82.

Table 82:Values ofStatusfield of the BCASTTokenRemovalResponse

Value Description
Success The request was successfully processed.
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Value Description

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Token Not Found The BCAST Tokens are not found BMS

Remove Failed The SRM Agent failed to Remove BCA®Ken on SRM.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verififesintegrity of fields in the response.

6.11.5.2 Format of Messages

The message formaliessageBody ) of the BCASTTokenRemovalRequest is specifiedotlews. ThemessageType is
set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

Rilds() /I Defined in Appendix E.2.5

TokenDeliverylD() /I Defined in Appendix E.2.1 0.4
}

The message formahMiessageBody ) of the BCASTTokenRemovalResponse is specifietbb@wvs. ThemessageType
is set to ‘1’ and the message is protected by anBM

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

6.11.5.3 BCAST Token Removal In SRM

6.11.5.3.1 Action Description
The SRM Agent removes the BCAST Tokens from thesGRM permanently.

6.11.5.3.2 Exception Handling
If the BCAST Tokens cannot be removed from the SRM,SRM Agent SHALL generate relevant error code.
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6.11.6 BCAST Token Upgrade

The DRM Agent can upgrade BCAST Tokens stored enSRM using the BCAST Token Upgrade proceduretitiied in
Figure 24. BCAST Token Upgrade SHALL be used fodatpng associated Reporting Information on the SRM] MAY
be used for accumulating BCAST Tokens on the SRNeuthe same RI ID and BCAST Token Delivery ID.

TokenSelectionInDevice, |
BCASTTokenDisablementInDevice ‘.

BCASTTokenRemovalInDevice (

DRM Agen SRM Agent
i BCASTTokenUpgradeRequest

A

BCASTTokenUpgradeResponse

) BCASTTokenUpgradeInSrm

Figure 24: Sequence Diagram —BCAST Token Upgrade

6.11.6.1 Description of Messages

The DRM Agent sends BCASTTokenUpgradeRequest tdSREI Agent to request BCAST Token Upgrade in theMSR
The fields of the request are defined in Table 83.

Table 83: Fields of BCASTTokenUpgradeRequest

Fields

Protection Requirement

Description

RI ID Integrity Refer to section 5.1.10.

Token Delivery ID Integrity This Token Delivery IB used to identify BCAST Token
stored on the SRM. Token Delivery ID is definedgattion
5.1.10.

New Token Delivery ID Integrity Specifies new TokBelivery ID to be set instead of the
value stored in SRM. Token Delivery ID is defined i
section 5.1.10.

Reporting Information Integrity Specifies new Rejpay Information (e.g. Latest Token
Consumption Time) to be set instead of the valaeestin
SRM. Reporting Information is defined in sectiot.%0.

Token Quantity Integrity Specifies new Token Quigritd be set instead of the value

stored in SRM. Token Quantity is defined in sectoh.10.

Note: If this field is present in the request, BigM Agent
MUST disable the BCAST Tokens (see
BCASTTokenDisablementinDevice) in the Device ptior
sending BCASTTokenUpgradeRequest. If BCAST Toker
cannot be disabled, the DRM Agent MUST abandon BT/

AS

Token Upgrade.

Upon receiving the BCASTTokenInformationRequest, #RM Agent SHALL perform the following actions:
1. Verify the integrity of the fields in BCASTTokenUmgleRequest.
2. Upgrade BCAST Tokens stored on the SRM based orvaéves given in BCASTTokenUpgradeRequest.
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The SRM Agent sends the BCASTTokenUpgradeResponsarty the result of the procedure. The fieldthefresponse are
defined in Table 84.

Table 84: Fields of BCASTTokenUpgradeResponse

Fields Protection Requirement Description

Status Integrity The result of processing the
BCASTTokenUpgradeRequest. T8atus values are
specified in Table 85.

Table 85: Values ofStatus field of the BCASTTokenUpgradeResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Token Not Found The Token Delivery ID is not founmd SRM.

Parameter Failed A field in the request has anlieh@ngth or structure.

Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent veriffesintegrity of fields in the response. If nocgsror exceptions occur
(Status = Success), the DRM Agent SHALL continue with section 6.1B@BCAST Token Removal in the Device).

6.11.6.2 Format of Messages

The message formakMessageBody ) of the BCASTTokenUgradeRequest is specified dsvis. ThemessageType is
set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
TokenQuantityPresent 1 uimsbf
Rfu 7 uimsbf
Rild() I/l Defined in Appendix E.2.5
TokenDeliveryld() /I Defined in Appendix E.2.1 0.4
NewTokenDeliveryld() /I Defined in Appendix E. 2.10.4
ReportingInformation() /I Defined in Appendix E.2.10.5

if ( TokenQuantityPresent )

TokenQuantity() /I Defined in Appendix E.2 .10.6
}
}

NewTokenDeliverylD()

TokenDeliverylD() // Defined in Appendix E.2.1 0.4
}

The fields are defined as follows:

»  TokenQuantityPresent — this flag indicates presence of Token Quantitytaite in this data structure. If
it is present, this flag is set to ‘1.
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The message formakessageBody ) of the BCASTTokenUpgradeResponse is specifietblémwvs. ThemessageType
is set to ‘1’ and the message is protected by arnBM

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

6.11.6.2.1 Exception Handling

There may be unexpected exceptions during the BCA&KEn Upgrade messages processing. The DRM SHOé#tebnpt
to recover from the exception. If the DRM Agentidato detect the exception, it MUST recover frone #xception by
referring to Operation Log when a new MAKE procissexecuted.

[Recovery Procedure —-BCAST Token Upgrade Recovery]

The DRM Agent SHOULD attempt to recover BCAST Tokdpgrade transaction. In that case, the DRM AgeAtYMheck

if BCAST Token Upgrade was successfully performrethe SRM by using BCAST Token Information Retrigwacedure.
If BCAST Token Upgrade was successful, the DRM AgBHRALL proceed to BCAST Token Removal in the Devic
defined in section 6.11.6.3. Otherwise, the DRM #tgdAY restart or cancel BCAST Token Upgrade praged

After recovering the BCAST Token Upgrade transattbe DRM MUST remove operational log entry fastprocedure.

6.11.6.3 BCAST Token Removal in the Device
6.11.6.3.1 Action Description

The DRM Agent removes the BCAST Tokens from thea®Device permanently.

6.11.6.3.2 Exception Handling

There may be unexpected exceptions during BCASTeiidRemoval in Device. The DRM Agent SHOULD attertgpt
recover from the exception as described in pardgéapl.6.2.1.

6.11.7 Movement of Broadcast Rights from Device to SRM

Broadcast Rights are Moved from a Device to an SRMs illustrated in

Figure 25. This transaction is comprised of twouesi-response message pairs: Installation Setupagegpair (as defined
in section 6.11.7.1) and Broadcast Rights Insialtatnessage pair.

Before sending InstallationSetupRequest messageRid MUST do the following,

1. Per each selected asset (contained in BCRO bdm)k  Move transaction is allowed by checkingsamece of
move action type in OMADRMAction() object (this objeistdefined in [DRMXBSv1.1]). If Move is not allowed
for the current asset(s), then do not includedbki&et in BCRO Assets data defined in section 54..1fIMove is
not allowed for any asset in the BCRO then do eotgpm Move transaction.

2. Per eacmove action check if theystem constraint is present in the OMADRMACction() objelftit is present then
check value of theystem id attribute. Ifsystem id subfield indicates the SRM protocol then add #siset(s) in
BCRO Asset data.

Before sending the BroadcastRightsinstallationRsguessage, the DRM Agent MUST do the following:
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1. Per eachmove action check if theount constraint is present in the OMADRMAction() objelétit is present check
in the state information the current value of thev® Count that is associated with the action.df\hlue is “0”
then do not perform the Move transaction for theent asset(s). Otherwise (Move Count > 0), decrérinee Move
Count value by 1.

InstallationSetupRequest

) InstallationSetupInSRM
InstallationSetupResponse

BCROAssetDisablementInDevice (
BroadcastRightsInstallationRequest

) BroadcastRightsInstallationInSRM
BroadcastRightsInstallationResponse

BroadcastRightsPostProcessingInDevice (

Figure 25: Sequence Diagram — Movement of BroadcaRtights from Device to SRM

6.11.7.1 Installation Setup
The DRM agent SHALL use Installation Setup procediefined in section 6.5.1 with the following adsjan:

» dzeof Rights field in the InstallationSetupRequest message MU&The size of Broadcast Rights that will be
installed in the SRM

0 Szeof Rights= Length ofBcroBase + Length ofBcroAssets + Length ofBcroStatelnfo
(if present) + Length of BcroSignature (if present).

6.11.7.2 BCRO Asset Disablement in Device
The DRM agent SHALL use Rights Disablement procedlgfined in section 6.5.2 with the following adsjatn:

» The DRM Agent SHALL only disable the use of BCRGsAts that will be Moved within the current trangatct
These assets can only be enabled when Moved batkSRM to Device or during transaction recovery.

6.11.7.3 Broadcast Rights Installation

6.11.7.3.1 Description of Messages

The DRM Agent sends the BroadcastRightsinstall&emuest to install the Broadcast Rights in the SR fields of the
request are defined in Table 86.

Table 86: Fields of BroadcastRightsinstallationRegast

| Fields | Protection Requirement | Description
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Fields Protection Requirement Description
Handle Integrity & Confidentiality Same as the Hendlansmitted by the
InstallationSetupRequest in 6.11.7.1. Refer toieed.1.3.
BCRO Base Integrity Refer to section 5.1.11.1.
BCRO Assets Integrity & confidentiality Refer toctien 5.1.11.2.
BCRO State Info Integrity Refer to section 5.1.11.3
BCRO Signature Integrity Refer to section 5.1.11.4.

Upon reception of the BroadcastRightsInstallatioqisst, the SRM Agent installs the BroadcastRighthé SRM. For the

installation, the SRM Agent MUST perform the follimg procedure:

1. Verify the integrity of the request fields

2. Decrypt theHandle andBCRO Assets with the Session Key

3. Compare thédandle with theHandle in the InstallationSetupRequest

4. Install theBCRO Base, BCRO Assets , BCRO State Info andBCRO Signature at a space associated with thandle.

The SRM Agent sends the BroadcastRightsinstallRésponse to carry the result of the procedure fi€hds of the
response are defined in Table 87.

Table 87: Fields of BroadcastRightsInstallationRespnse

Fields Protection Requirement Description

Status Integrity The result of processing the
BroadcastRightsinstallationRequest message Sidies
values are specified in Table 88.

Table 88: Status of Broadcast Rights Installation Mssage

Status Value Description

Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Handles In-consistent The Handle in this requedifisrent from theHandle in the
InstallationSetupRequest.

Not Enough Space The sizeRERO Base exceedsize of Rights in InstallationSetupRequest.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionsatus = Success), the DRM Agent continues with section 6.11.9.
6.11.7.3.2 Format of Messages

The message formatliessageBody ) of the BroadcastRightsInstallationRequest is sigelcas follows. The
messageType is set to ‘0’ and the message is protected by 6.
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MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.8
BcroBase() /I Defined in Appendix E.2.11.1
BcroAssets() // Defined in Appendix E.2.11.2
BcroStatelnfo() /I Defined in Appendix E.2.11. 3
BcroSignature() /I Defined in Appendix E.2.11. 4
}

The fields are defined as follows:

 EncryptedHandle = —Handle encrypted with the current Session Key

BCROBase-BCRO Base field in Table 86
» BCROAsset —BCRO Assetsfield in Table 86
BCROStatelnfo —BCRO SateInfo field in Table 86

BCROSignature —BCRO Sgnature field in Table 86

The message formatiessageBody ) of the BroadcastRightsinstallationResponse isifipd as follows. The
messageType is set to ‘1’ and the message is protected by 6.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 87

6.11.7.3.3 Exception Handling
The DRM Agent SHALL follow the procedures definedsiection 6.5.3.3.

6.11.7.4 Post-processing of Broadcast Rights in Dev  ice

6.11.7.4.1 Action Description

The DRM Agent MAY remove the Broadcast Rights frira source Device permanently. However, due t@madwast
nature of these rights, they may be delivered@e@ce multiple times. Duplication of Broadcast Rigis avoided by
application of the Move Cache, as specified in Géa.

In addition, if some of assets in the BCRO wereMoved to the SRM (within BCRO Assets), the DRM AgSHALL not
remove the Broadcast Rights from the Device.

The Assets that have been Moved MUST be removed.

When this action is completed, the Move is termédand the entry for the Move transaction is rerddwem the Operation
Log.

6.11.7.4.2 Exception Handling

If the removal process is performed and cannoteptete, the DRM Agent SHALL follow the procedurefided in section
6.5.4.2.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 127 (222)

6.11.8 Movement of Broadcast Rights from SRM to Dev ice

Broadcast Rights are Moved from an SRM to a Deag#lustrated in Figure 26. This transaction impased of two
request/response message pairs: Broadcast Rigtits@emessage pair and Rights Removal messageTie Broadcast
Rights Retrieval message pair MAY be followed bg Rights Removal message pair. If no BCRO Asseaiesrenabled
after the Broadcast Rights Retrieval exchange, RiBemoval SHALL be performed.

DRM Agent SRM Agent

BroadcastRightsRetrievalRequest

) BCROAssetDisablementInSRM
BroadcastRightsRetrievalResponse

RightsInstallationInDevice (
RightsRemovalRequest

A

\ J

RightsRemovalInSRM
RightsRemovalResponse -

A

Figure 26: Sequence Diagram — Movement of BroadcaRtights from SRM to Device

6.11.8.1 Broadcast Rights Retrieval

6.11.8.1.1 Description of Messages

The DRM Agent sends the BroadcastRightsRetrievalBsirfo initiate the Move of the Broadcast Rightsf the SRM. The
fields of the request are defined in Table 89.

Table 89: Fields of BroadcastRightsRetrievalRequest

Fields Protection Requirement Description
Handle Integrity This identifies (Broadcast) Rigthat will be Moved from
the SRM to the Device. Refer to the section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Move transaction.
Asset Index List Integrity Asset Index List is a list of indexes of assets selected for the

current Move transaction. This field is optionaidaf it is
not included complete list of BCRO Assets SHALL be
delivered in BroadcastRightsRetrievalResponse. tAsdex
is defined in section 5.1.11.2.

Upon receiving the BroadcastRightsRetrievalRequkstSRM Agent MUST perform the following procedure
1. Verify the integrity of the request fields

2. Find Broadcast Rights corresponding to ltremndle

3. If found, then decrypt theew Handle with the Session Key

4

Check if the SRM already has the same Handle Méh Handle. If yes, the SRM Agent se&atus to Duplicate
Handle and sends BroadcastRightsRetrievalResponse @RIM: Agent. If no, overwrite thélandle in the SRM with
the New Handle, and proceed to next step.
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5. Disable BCRO Assets identified in tiAeset Index List field of the request. IAsset Index List field is not present, then
disable all BCRO Assets associated to the curranidle.

The SRM Agent sends the BroadcastRightsRetrievaldtese to carry the result of the procedure. THddief the response
are defined in Table 90.

Table 90: Fields of BroadcastRightsRetrievalRespoes

Fields Protection Requirement Description
Status Integrity The result of processing the
BroadcastRightsRetrievalRequest message Sidtes
values are specified in Table 91.
If Status contains any error, only this field is presenthia
BroadcastRightsRetrievalResponse.

BCRO Base Integrity Refer to section 5.1.11.1.

BCRO Assets Integrity & Confidentiality Refer toctien 5.1.11.2. Contains the list of BCRO Assets
as requested in BroadcastRightsRetrievalRequest.

BCRO State Info Integrity Refer to section 5.1.11.3

BCRO Signature Integrity Refer to section 5.1.11.4.

Table 91: Status of Broadcast Rights Retrieval Mesge

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Duplicate Handle The SRM already has Wesv Handle and its corresponding Rights.
Parameter Failed A field in the request has anlieh@ngth or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response
2. DecryptBCRO Assets contents with the Session Key

If no errors or exceptionsatus = Success), the DRM Agent continues with section 6.6.2.
6.11.8.1.2 Format of Messages

The message forma¥iessageBody ) of the BroadcastRightsRetrievalRequest is spatifis follows. ThenessageType
is set to '0’ and the message is protected by arnBM
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MessageBody() {
Handle() /I Defined in Appendix E.2.4
EncryptedNewHandle() /I Defined in Appendix E. 2.9
AssetindexListPresent 1 uimsbf
rfu 7 uimsbf

if ( AssetindexListPresent )

AssetindexList() /I Defined in Appendix E. 2.11.2.6

}
}

The fields are defined as follows:
* Handle —Handlefield in Table 89
* EncryptedNewHandle —New Handlefield in Table 40 encrypted with the current Sesdey (SK)
» AssetindexListPresent — indicates presence of Asset Index List in thissage

* AssetindexList — Asset | ndex Li st fieldin Table 89

The message formatiessageBody ) of the BroadcastRightsRetrievalResponse is spdcifs follows. The
messageType is set to ‘1’ and the message is protected by 6.

MessageBody()
Status() /I Defined in Appendix E.2.2
if (Status ==0){
BcroBase() /I Defined in Appendix E.2.11.1
BcroAssets() // Defined in Appendix E.2.11.2
BCROStatelnfo() /I Defined in Appendix E.2.11.3
BCROSignature() /I Defined in Appendix E.2.11.4
}
}

The fields are defined as follows:

e Status -Satusfield in Table 90

6.11.8.1.3 Exception Handling
The DRM Agent SHALL follow the procedure definedsection 6.6.1.3.

6.11.8.2 BCRO Asset Disablement in the SRM

6.11.8.2.1 Action Description

The SRM Agent disables assets identified in theaBeoastRightsRetrievalRequest. The disabled BCR@tAssInot be used
for the other purposes except the current Movestetion.

6.11.8.2.2 Exception Handling

When the exception occurs, the DRM Agent SHOULD ediately attempt to recover from it. If the DRM Agedails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a ndAKE process is
executed.
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6.11.8.3 BroadcastRights Installation in Device
6.11.8.3.1 Action Description

The DRM Agent performs the following procedure:

1. The RI signature over the Broadcast Rights SHOUEDvédrified if present (note that signature vertiica MAY
not be required under certain trust models as destin section 5.1.2). If the verification faithe DRM Agent
MUST re-enable the Broadcast Rights on the SRMeasribed in section 6.11.10.4 and terminate theeMov
transaction.

2. Per each asset delivered in BroadcastRightsReliResponse, check if theove actioncount constraint is present
in the OMADRMACction() object. If it is present, dbe following:

A. Ifin the state information, the Move Count asstedawith the action is non-zero, it is decremeritgdne.

B. Otherwise (the Move Count is zero), the DRM Agerdi$T re-enable Broadcast Rights on the SRM as
described in section 6.11.10.4 and terminate theeMiansaction.

3. Per each move action check if thyatem constraint is present in the OMADRMAction() objeltit is present,
check the value of thgystem id attribute. Ifsystem id subfield indicates a protocol other than the SRM
protocol, the constraint is not met, and therefbeeDRM agent cannot use this action to perform BQWove. If
no action is available that either hassggiem constraint or has system constraint with aystem id indicating the
SRM protocol, the DRM Agent MUST re-enable the Bloast Rights on the SRM as described in section
6.11.10.4 and terminate the Move transaction.

4. Install the Broadcast Rights thithe following conditions:

A. Broadcast Rights received via the Move protocol 8HAOT be rejected based on the content of any DRM
V2.0 replay cache. The replay cache is specifieskition 9.4 of [OMADRMv2.0].

B. The Broadcast Rights SHALL NOT be installed if aPC with the same enabled asset(s) in the
OMADRMAsset() object (see [DRMXBSv1.1]) is alreaithgtalled on the device. If so, then the DRM Agent
MUST re-enable the Broadcast Rights on the SRMeasribed in section 6.11.10.4 and terminate theeMov
transaction.

C. If a BCRO with the same asset(s) is already ireaiiut the asset is disabled in the Device, the D¥gjeint
MUST enable the Broadcast Rights on the Deviceugrthte asset state information based on the data
received from the SRM.

After the Broadcast Rights installation, the DRMehg MAY continue with section 6.11.8.4.

6.11.8.3.2 Exception Handling
There may be unexpected exceptions when instadlimgdcast Rights. The exception causes the installto not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a "dAKE process is
executed.

6.11.8.4 Broadcast Rights Removal
The DRM Agent SHALL use Rights Removal procedurfngel in section 6.6.3.1.
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6.11.9 Local BCAST Rights Consumption

This section defines a mechanism which allows aid@eto consume BCAST Rights that require presefieeSRM that has
the BCAST Rights (as indicated by the <srmPing>st@int, see section 1.2.1). This mechanism makesaf the Local
Rights Consumption mechanism (section 6.7) and $ig protocol (section 6.11.9.1) as illustratedrigure 27.

DRM Agent SRM Agent

HandleListQueryRequest

I
!
T

HandleListQueryResponse > HandleListQueryInSRM

RightsInfoQueryRequest

'
»

RightsInfoQueryResponse > RightsInfoQueryInSRM

<t

> RightsSelectionInDevice

REKQueryRequest

REKQueryResponse RightsDisablementInSRM

SRM Ping

SRM Ping O

RightsEnablementRequest

RightsEnablementResponse RightsEnablementInSRM

A

Figure 27: Sequence Diagram — Local BCAST Rights @sumption

The consumption of Rights requiring presence of SREpecified as follows:

1. Retrieval of Rights from the SRM

a) If the DRM Agent knows a service_CID or program_QGibthe BCAST content (see [DRMXBSv1.1)),
correspondingHandle SHALL obtained from the SRM using the Handle L@tery transaction. The
Handle List Query Request message SHALL includeeAdB that is the BCAST service CID or
program_CID as defined in section 5.1.5.
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b)

<)

d)

If unknown, correspondinglandle SHALL obtained from the SRM using Handle List Querechanism
(see section 6.12.1)

Rights Information SHALL be obtained from SRM using Rights InformatiQuery mechanism (see

section 6.12.2). At this moment the DRM Agent SHA&tore the SRM ID of the SRM provided this

Rights Information. The DRM Agent MAY check whethitie Rights Information is associated to the
BCAST service or not.

REK Query mechanism (section 6.7.2) SHALL be usedetrieve REK from the SRM. Upon reception
of the REK Query Response, the REK is used forygicn of the SEK/PEK which is contained in the
BCAST Rights (see [DRMXBSv1.1]).

2. Consumption of Rights and SRM Ping protocol

a)

b)

<)

During the consumption of BCAST Rights, the SRMdPprotocol defined in section 6.11.9.1 MUST be
executed if <srmPing> constraint is present indkgociated permission. SRM Ping protocol is used to
check the presence of the SRM that provided a afpthe BCAST Rights to the DRM Agent (as
indicated by the stored SRM ID) and still contathe BCAST Rights. Execution of the SRM Ping
protocol SHALL be synchronised with the BCAST STKivbcessing or executed repeatedly as specified
in the <srmPing> constraint. (See the section @ Hetails).

If SRM Ping protocol finishes with failure or carriwe completed, the DRM Agent MUST cease (or not
initiate) the consumption of BCAST Rights with thiermPing> constraint. In addition, the DRM Agent
SHALL delete the local copy of the BCAST Rights atsdassociated REK, and proceed to step 3a.

If SRM Ping protocol is not implemented by the DRMent, the DRM Agent MUST not initiate the
consumption of BCAST Rights with the <srmPing> dosist.

3. Consumption of Rights completion.

a)

When the consumption of BCAST Rights is completed, DRM Agent SHALL stop execution of SRM
Ping Protocol, SHALL enable the BCAST Rights on ®ieM using Rights Enablement mechanism
(section 6.12.5), and SHALL delete the local copthe BCAST Rights and its associated REK.

6.11.9.1 SRM Ping

SRM Ping protocol is an optional feature for chagkihe presence of SRM that contains necessary BGAghts.

DRM Agent SRM Agent

SRM Ping needed —» SRMPingRequest

\J

SRMPingResponse

A

Continue/stop Rights
consumption

Figure 28: Sequence Diagram - SRM Ping

The SRM Ping protocol is used for the verificatafrthe presence of a SRM that has the BCAST Righitsen a permission
contains an <srmPing> constraint (see section)|.th& permission can only be exercised as lorntha$SRM Ping protocol
can be executed. SRM Ping protocol implements twden of operation, where the mode depends on <sgrRionstraint
subelements. In the first mode, the protocol iscated synchronously with the BCAST STKM processifsge

[DRMXBSv1.1]) as indicated by <synchronised> sub®at of <srmPing> constraint. In the second madde,protocol is
executed repeatedly (regardless of the BCAST STKdtgssing), where the time between two subsequesduéons is
specified by the <checklnterval> subelement ofttenPing> constraint.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 133 (222)

The DRM Agent MAY support the SRM Ping protocol. wiver, the DRM Agent which supports BCAST STKM
processing procedure SHALL support the SRM Pindqual. If the SRM Ping protocol is not supportedrmissions with
the <srmPing> constraint MUST NOT be granted. & #srmPing> constraint contains the <checklintergalbelement, the
DRM Agent MUST support the DRM Time. In the remanaf this section and its subsections, it is asiithat both the
DRM Agent and the SRM Agent support the SRM Pingiquol.

The SRM Ping protocol can only be executed betwtbenDRM Agent and the SRM which stores the RO dairtg
<srmPing> constraint. As a requirement for the akea of the SRM Ping protocol, a SAC MUST be ebshiled between
the DRM Agent and the SRM Agent.

Figure 28 describes the flow of the SRM Ping protocThe protocol is initiated by the DRM Agent sergl a
SRMPingRequest message to the SRM Agent. AftelSREI Agent verifies the presence of the BCAST Rigthie SRM
Agent returns a SRMPingResponse message to the Bgit. If the SRMPingResponse is valid, the DRM Agean
continue/initiate consumption of the permissiomestvise it stops the consumption.

6.11.9.1.1 Description of Messages

By default, the message body of the SRMPingRequessage does not contain any fields. However, RMBngRequest
MAY contain theHandle and theRAND fields in the case that there is a demand fronstTAwthority.

The Trust Authority MAY mandate the inclusion otthlandle and RAND parameters. Usage of the parasngterantees
the verification that the SRM Agent has knowledfithe REK during executing the SRM Ping Protocol.

In case that SRMPingRequest contains the HandleRa&ID parameters, before sending the SRMPingRegtlestDRM
Agent SHALL store the RAND that will be used foredking theHash Data when the DRM Agent receives the
SRMPingResponse. The fields of the request fordase are described in Table 92.

Table 92: Fields of SRMPingRequest

Fields Protection Requirement Description
Handle Integrity Handle identifies Rights that will be checked in the SRM.
RAND Integrity RAND is a random number generated by the SRM Agent

The request is protected by an HMAC. Upon recepttbran SRMPingRequest, the SRM Agent MUST perfoha t
following procedure:

1. Verify if the SRMPingRequest message was well fatraed has integrity protection using the HMAC. drification
fails, the SRM Agent MUST return an SRMPingRespotisa&t contains thelatus field set to Field Integrity
Verification Failed.

2. If Handle andRand fields are not included in the request, the SRM#RIMUST return the SRMPingResponse with the
Status field set toSuccess.

3. If the SRMPingRequest contaiftandle and RAND fields, SRM Agent MUST find the Rights corresparglito the
Handle. If the SRM Agent does not find the valid Rightse tSRM Agent MUST return a SRMPingResponse that
contains theatus field set toHandle Not Found. Else the SRM Agent returns a SRMPingResponsectivghins the
Hash Data field that contains hash value of the concatenafdRAND andREK, the Satus field set toSuccess.

The fields of the SRMPingResponse message areiloeddén Table 90. The possible values of 8wtus field are listed in
Table 91.

Table 93: Fields of SRMPingResponse

Fields Protection Requirement Description
Status Integrity The result of processing the SRMRiequest. Th&atus
values are specified in Table 94.

If Satus contains any error, only this field is presenthia
SRMPingResponse.

Hash Data Integrity H(RAND | REK). THRAND is received from the DRM
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Fields Protection Requirement Description

Agent in the SRMPingRequest. TREK is associated with
the Rights for BCAST service.

This field is only present when the request costhiandle
andRAND fields, andXatus value of the response is set to
Success.

Table 94: Status of SRMPingResponse message

Status Value Description
Success The request was successfully processed
Field Integrity Verification Failed The HMAC valus the request did not match the HMAC value geretdly the
SRM Agent.
Handle Not Found The Handle in the request doegxist in the SRM.
Parameter Failed A field in the request has anliehe@ngth or structure.
Unknown Error Other errors

Upon receipt of the SRMPingResponse with 8etus field set toSuccess, the DRM Agent MUST perform the following
procedure:

1. Verify the integrity of the response.

2. If the verification is successful and the SRMPing&est contained the Handle and the RAND paramtterDRM
Agent checks thélash Data in the response message. In order to check the Hata, the DRM Agent generates the
Hash ofRAND andREK, where theRAND is same as contained in SRMPingRequest, an&Ehkeis associated to the
local copy of BCAST Rights.

If the HMAC verification fails, Hash Data verifidgah fails or theSatus field in the SRMPingResponse was not set to
Success, or the Device did not receive any valid SRMPingpse within a certain time period, the SRM Pirgjqrol has
failed and the DRM Agent MUST cease (or not in@)athe consumption of the permission associateld thié <srmPing>
constraint.

Otherwise, the DRM Agent can continue/initiate ttmmsumption of the permission, given that otherst@ints in the RO
are also satisfied.

6.11.9.1.2 Format of the messages

The message formatiessageBody ) of the SRMPingRequest is specified as follows MessageType is set to’0’ and
the message is protected by an HMAC.

RAND()®{
RandomNumber() /I Defined in Appendix E.1

}
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MessageBody() {
HandleRandPresent 1 uimsbf
rfu 7 uimsbf

if ( HandleRandPresent ==1)

Handle() /I Defined in Appendix E.2.4
RAND()

}
}

The fields are defined as follows:

« Handle —Handlefield in Table 89
» RAND-RAND field in Table 89

The message formatiessageBody ) of the SRMPingResponse is specified as followsemessageType is setto 'l
and the message is protected by an HMAC.

HashData() {
/I SHA-1 hash of RAND and REK

Hash() /I Defined in Appendix E.1
}
MessageBody() {

Status() // Defined in Appendix E.2.2

if (Status ==0){

HashData()

}

}

The fields are defined as follows:

» Status - Satusfield in Table 93.
 HashData - Hash Data field in Table 93

6.11.10 Utility protocols for Broadcast Rights mana  gement

6.11.10.1 BCAST Extensions to Handle List Query

The DRM Agent SHALL use Handle List Query procedspecified in section 6.12.1 to read a Handle &sstociated to the
BCRO(s). When using this procedure, the DRM Ageit3M include the following extension in the
HandleListQueryRequest:
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Extension() {

nbrOfBci 8 uimsbf
for (i=0 ; i<nbrOfBci ; i++) {
Bci() /I Defined in Appendix E.2.11.2.2
}
HandleListLength 16 uimsbf
}
TheextensionType in theExtensionsContainer() (see section 5.6.5) for this extension SHALL betsé0’. The

fields of the extension are defined as follows:
e nbrOfBci — number of BCls
 Bci —BCI defined in section 5.1.11.2

» HandleListLength —Handle List Length
If this extension is included, thbrOfAssetld  field in the HandleListQueryRequest SHALL be setX.

6.11.10.2 Retrieval of BCRO Information fromthe SR M

The DRM Agent can obtain information about the ai@rBCRO stored on the SRM using the BCRO Inforarafketrieval
procedure illustrated in Figure 29. BCRO informatincludes BCRO Base and State Info pair. Thisquuaitis intended for
use in conjunction with BCRO Move from the SRM teuire transaction.

DRM Agent SRM Agent

) BCROInformationRetrieval

BCROInformationRequest

\

BCROInformationResponse

Figure 29: Sequence Diagram — BCRO Information Retieval from SRM

6.11.10.2.1 Description of Messages

The DRM Agent sends BCROInformationRequest to tRM A gent to request BCRO information from SRM. Titedds of
the request are defined in Table 95.

Table 95: Fields of BCROInformationRequest

Fields Protection Requirement Description

Handle Integrity This identifies the (BroadcastyRs in the SRM. Refer to
section 5.1.3.

Upon receiving the BCROInformationRequest, the SRi¢nt MUST perform the following actions:
1. Verify the integrity of the request fields.
2. Find the BCRO corresponding to the Handle.

The SRM Agent sends the BCROInformationResponsmatoy the result of the procedure. The fields & thsponse are
defined in Table 96.

Table 96: Fields of BCROInformationResponse
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Fields Protection Requirement Description
Status Integrity The result of processing the BOR@imationRequest.
The Satus values are specified in Table 97.
BCRO Base Integrity Refer to section 5.1.11.1
BCRO State Info Integrity Refer to section 5.1.11.3
Available Asset Index List Integrity

This identiieghe BCRO Assets that are enabled on th
SRM. BCRO Assets are defined in section 5.1.11.2. T

Table 97: Values ofStatus field of the BCROInformationResponse

Value

Description

Success

The request was successfully processed.

Field Integrity Verification Failed

The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found

The Handle in the request doegxist in the SRM.

Parameter Failed

A field in the request has anlishength or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving the response, the DRM Agent verififesintegrity of fields in the response.

6.11.10.2.2

Format of Messages

The message formamMessageBody ) of the BCROInformationRequest is specified atofes. ThemessageType is set
to ‘0’ and the message is protected by an HMAC.

MessageBody() {
Handle()

}

/I Defined in Appendix E.2.4E.2.4

The message formaiessageBody ) of the BCROInformationResponse is specified dievis. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status()
if (Status==0) {
BcroBase()
BcroStatelnfo()
AssetindexList()

}

The fields are defined as follows:

// Defined in Appendix E.2.2

/I Defined in Appendix E.2.11.1
/I Defined in Appendix E.2.11. 3
/I Defined in Appendix E.2.11 2.7

» AssetindexList- Available Asset Index List field in Table 96
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6.11.10.2.3 Exception Handling

There may be an unexpected exception during the@@Rormation Retrieval Message processing as fipddn section
5.5.1. If the DRM Agent fails to receive the respenfinds an error by referring to tBetus (exceptHandle Not Found), or
fails to verify the integrity of fields, then theRD Agent regards it as an exception and terminetesmunication with the
SRM Agent. The User may be informed of the exceptio

6.11.10.3 Retrieval of BCRO Information List fromt he SRM

The DRM Agent can obtain information about the BGR&Iored on the SRM using the BCRO Information Hstrieval
procedure illustrated in Figure 30. BCRO Informatldst includes a set of {BCRO Base, State Inforpa

DRM Agent SRM Agent

D BCROInfolListRetrieval

BCROInfoListRequest

BCROInfoListResponse

Figure 30: Sequence Diagram —BCRO Information LisRetrieval from SRM

6.11.10.3.1 Description of Messages

The DRM Agent sends BCROInfoListRequest to the SRMnt to request BCRO Information List from SRM .eTtelds of
the request are defined in Table 98.

Table 98: Fields of BCROInfoListRequest

Fields Protection Requirement Description
BCI List Integrity List of BCls which identifies fevant broadcast content. The
DRM Agent MAY selectively request BCRO informatibg
including broadcast content identifiers into
BCROInfoListRequest. If this field is zero, infortian on
all BCROs stored in the SRM is returned.

BCRO Information List | Integrity Maximum list length (in bytes) that thérIM Agent can

Length process. If this value is non-zero, the SRM Agett31
send BCRO Information List shorter than or equahie
value.

If BCRO information list is longer than this valube SRM
Agent SHALL divide the BCRO Information List into
several chunks.

Upon receiving the BCROInfoListRequest, the SRM wtgeerforms the following actions:

- Verify the integrity of the request fields.

- If the number of BCls in thBClI List is zero, the SRM Agent generates a BCRO Informdtist of all BCROs in the
SRM.

- Otherwise, the SRM Agent generates a BCRO Infoondtist of BCROs in the SRM that are associateth it
requested DRM Contents identified by the BCls mitbquest.
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The SRM Agent sends the BCROInfoListResponse trydhe result of the action. The fields of the @sge are defined in
Table 99. If the number of BCls in the BCROInfoRsuest is more than thax Number Of Asset| Ds specified in the
SrmHelloResponse, the SRM Agent MUST return thererAssetID List Too Long.

Table 99: Fields of BCROInfoListResponse

Fields Protection Requirement Description
Status Integrity The result of processing the BORQrimationRequest.
The Satus values are specified in Table 100.
BCRO Information List Integrity This field contairslist of {BCRO Base, BCRO State

Info} pairs. Note that this list can be dividedargeveral
chunks and delivered in multiple responses.

Continuation Flag Integrity It is assumed that gh®s Information List is divided into|
several chunks.

‘0" The BCRO Information List in this responsetlie last
chunk of the whole BCRO Information List, or the RO
Information List is not divided into chunks.

‘1": The BCRO Information List has been dividedant
several chunks. THBCRO Information List in this
response is a chunk of the whole BCRO Informatiist, L
and there are subsequent chunks.

Table 100:Values ofStatus field of the BCROInfoListResponse

Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

AssetID List Too Long The number of BCls in the request exceedsvid mum Number Of AssetIDs.
Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agiopfence or is otherwise not allowed.
Unknown Error Other errors

If the Continuation Flag contains the value ‘1’ a&&atus is Success, the DRM Agent SHOULD send the
BCROInfoListRequest again, with the same field ealun order to read the next chunk. The DRM Agepeats the
BCROInfoListRequest until the response containsvtiige ‘0’ in theContinuation Flag field. If the Continuation Flag
contains the value ‘0’ and no errors or excepti@atus = Success), the BCROInfoListRequest message processing is
completed.

If the DRM Agent sends a different message or sémel8 CROInfoListRequest with different field vatuthan the previous
values, then the SRM Agent resets the operatientfie SRM Agent returns the BCRO Information [iism the first chunk
again).

If a BCRO Information List is divided into severdiunks, where a chunk will contain a portion of toenplete list, the
DRM Agent MUST concatenate all chunks in sequenma the SRM Agent in order to receive the compBBRO
Information List.

6.11.10.3.2 Format of Messages

The message formatiessageBody ) of the BCROInfoListRequest is specified as folowhemessageType is setto '0’
and the message is protected by an HMAC.
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MessageBody() {
nbrOfBci 8 uimsbf
for (i=0;i<nbrOfBci;i++){
Bci() /I Defined in Appendix E.2.11.2.2
}
BcrolnfoListLength 16 uimsbf
}

The fields are defined as follows:
* nbrOfBci — Number oBci in BCI List field
* Bci —BCl field in Table 98
» BcrolnfoListLength —BCRO Information List Length field in Table 98

The message formatiessageBody ) of the BCROInfoListResponse is specified as feloThemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0) {
BcrolnformationList() // Defined in Appen dix E.2.11.3
continuationFlag 1 Dbslbf
rfu 7  bslbf
}
}

The fields are defined as follows:

» Status -Satusfield in Table 99
e BcrolnformationList —Rights Information List field in Table 99

» continuationFlag — Continuation Flag field in Table 99

6.11.10.3.3 Exception Handling

There may be an unexpected exception during the@@Rormation List Retrieval Message processingecified in
section 6.11.10.3. If the DRM Agent fails to re@ethe response or finds an error by referring ¢ithtus, then the DRM
Agent regards it as an exception and terminateB@RO Information List Retrieval Message processiftie User MAY
be informed of the exception.

6.11.10.4 BCRO Asset Enablement on the SRM

The DRM Agent can enable BCRO Asset(s) that arabiésl on the SRM using Rights Enablement procediefieed in
section 6.12.5. The following adaptations SHALLrbade when using this procedure:

+ Satelnformation field in Table 113 (Fields of RightsEnablementResju8HALL be BCRO State Info defined in
section 5.1.11.3.

e« The DRM Agent MUST include the following extensimnthe RightsEnablementRequest:
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Extension() {
AssetindexList() /I Defined in Appendix E.2.11 2.6
}

TheextensionType in theExtensionsContainer() (see section 5.6.5) for this extension SHALL betse
‘1’. The fields of the extension are defined asdwb:

0 AssetindexList — list of BCRO Asset Indexes that indicates asseb® enabled

« If any unexpected exception occurs, the recovemn fthe exception SHALL be handled as a part ofsation that
induced BCRO Asset Enablement.
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6.12 SRM Utilities

The protocols specified in this section provideessary functions that are used for the Rights M Local Rights
Consumption.

6.12.1 Handle List Query

To read Rights from an SRM, the DRM Agent has taWware of the identifier of the Rights in the SRM.(Handle). The
Handle List Query Message processing is used thaddandle List from the SRM as illustrated in FiyG1.

DRM Agent RM Agen

HandleListQueryRequest

HandleListQueryResponse

——_———— Yy ]

—— g —q—————|

Figure 31: Sequence Diagram — Handle List Query

6.12.1.1 Description of Messages

The DRM Agent sends the HandleListQueryRequestad the Handle List from the SRM. The field of thquest is
defined in Table 101.

Table 101: Fields of HandleListQueryRequest

Fields Protection Requirement Description
Hash Of AssetID List No List of H(AssetID)
Handle List Length No Maximum Handle List lengthhiytes that the DRM Agent

can process. If this value is non-zero, the SRMM§AUST
send a Handle List shorter than or equal to thedialhist
Length value.

If a Handle List is longer than the Handle List bém the
SRM Agent divides the Handle List into several dkain

The H(AssetlID) in the HandleListQueryRequest isithemtification of a DRM Content. The DRM Conteiaincbe associated
with one or multiple Rights. The SRM Agent genesaad returns a Handle List of Rights that are@ated with the DRM
Content.

Upon receiving the HandleListQueryRequest, the SRjdnt performs the following procedure:

- If the number of H(AssetID)’s in thdash Of AssetID List is zero, the SRM Agent generates a Handle Lisllanabled
Rights in the SRM. If there are no Handles storethé SRM, the SRM returr&atus = Success and an emptidandle
List in the response message.

- Otherwise, the SRM Agent generates a Handle Lishabled Rights in the SRM that are associatedtivélrequested
DRM Content identified by the H(AssetID)’s in thequest. If there are no Handles stored in the SBdd@ated with
the Hash Of AssetID List, the SRM return§tatus = Success and an emptidandle List in the response message.
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The SRM Agent sends the HandleListQueryResponsarty the result of the action. The fields of tegponse are defined
in Table 102. If the number of H(AssetID)s in thartdleListQueryRequest is more than thex Number Of AssetlDs
specified in the SrmHelloResponse, the SRM AgentSWWeturn the error AssetI D List Too Long.

Table 102: Fields of HandleListQueryResponse

Fields Protection Requirement Description
Status No The result of processing the HandleList@Request
message. Th8atus values are specified in Table 103.
If Satus contains any error, only this field is presenthia
HandleListQueryResponse.
Handle List No This field contains a Handle Listaochunk of it if a Handle
List has been divided into several chunks. If nmdias
exist in the SRM associated with tHash Of AssetID List in
the request, this field will contain no Handles.
Continuation Flag No It is assumed that a Hand# isi divided into several
chunks.

‘0": The Handle List in this response is the last chunk of the
whole Handle List, or the Handle List is not dividiato
chunks

‘1’: A Handle List has been divided into severalinks. The
Handle List in this response is a chunk of the whole Hand|e
List, and there are subsequent chunks.

Table 103: Status of Handle List Query Message

Status Value Description
Success The request was successfully processed.
AssetID List Too Long The number of H(AssetID)4lie request exceeds thaximum Number Of
AssetIDs.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiopfence or is otherwise not allowed.
Unknown Error Other errors

If the Continuation Flag contains the value ‘1’ anftatus is Success, the DRM Agent SHOULD send the
HandleListQueryRequest (containing same field v@lm®the previous request) again in order to feaaéxt chunk. The

DRM Agent repeats the HandleListQueryRequest timtilresponse contains the value ‘0’ in @antinuation Flag field. If

the DRM Agent receives excessive number of chuthies) the DRM Agent may not have an enough buff@recess all
chunks. Then the DRM Agent can abort the repetitibtne Handle List Query Message processing.dfabntinuation

Flag contains the value ‘0’ and no errors or excepti@etus = Success), the HandleListQueryRequest message processing
is completed.

If the DRM Agent sends a different message or sémel$landleListQueryRequest with different fieldues than the
previous values, then the SRM Agent resets theatiper(i.e. the SRM Agent returns the Handle Listrf the first chunk
again).

6.12.1.2 Format of Messages

The message forma¥iessageBody ) of the HandleListQueryRequest is specified aofed. ThemessageType is set
to '0’ and the message is not protected by an HMAC.
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MessageBody() {
nbrOfAssetld 8 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() /I Defined in Appendix E. 3
}
handleListLength 16 uimsbf
}

The fields are defined as follows:
* nbrOfAssetld — Number oHashOfAssetld in Hash Of Assetld List field in Table 101
* HashOfAssetld - Hash ofAssetld
* handleListLength —Handle List Length field in Table 101

The message formatiessageBody ) of the HandleListQueryResponse is specified avis. ThemessageType is set
to ‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2
if (Status ==0) {
HandleList() /I Defined in Appendix E.4
continuationFlag 1 Dbslbf
rfu 7  bslbf
}
}

The fields are defined as follows:

+ status - Satusfield in Table 102

* HandleList —HandlelListfield in Table 102

* continuationFlag — Continuation Flag field in Table 102
6.12.1.3 Exception Handling

There may be an unexpected exception during thellddiist Query Message processing as specifieddtian 5.5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates the Handle List Query Bigsgrocessing. The User may be informed of thepian.

6.12.2 Rights Information Query

The DRM Agent requests the SRM Agent to read Rigiftemation including the Rights Meta Data, Rigftsject
Container, and State Information from the SRM lasttated in Figure 32. The Rights Information doesinclude REK.
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DRM Agent RM Agen

RightsInfoQueryRequest

RightsInfoQueryResponse

——_———— Yy ]

—— g —g—————

Figure 32: Sequence Diagram — Rights Information Qery

6.12.2.1 Description of Messages

The DRM Agent sends the RightsinfoQueryRequestaa the Rights Information (Rights Meta Data, Righbject
Container, and State Information) without the RE#i the SRM. The fields of the request are definebable 104.

Table 104: Fields of RightsinfoQueryRequest

Fields Protection Requirement Description
Handle Integrity This identifies Rights whose Rightformation will be
transferred from the SRM to the Device. Refer ttisa
5.1.3.

Upon receiving the RightsinfoQueryRequest, the SRint MUST perform the following procedure:
1. Verify the integrity of the request fields
2. Find Rights corresponding to thtandle

The SRM Agent sends the RightsinfoQueryResponsarty the result of the procedure. The fields eftbsponse are
defined in Table 105.

Table 105: Fields of RightsinfoQueryResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifstffoQueryRequest
message. Th&atus values are specified in Table 106.
If Status contains any error, only this field is presenthia
RightsinfoQueryResponse.

Rights Meta Data Integrity Refer to section 5.1.1.1
Rights Object Container Integrity Refer to sectioh.1.2
Rights Information Integrity Refer to section B.1.

Table 106: Status of Rights Information Query Messge

Status Value Description

Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exception§atus = Success), the Rights Information Query Message processirmgpmpleted.

6.12.2.2 Format of Messages

The message formatiessageBody ) of the RightsinfoQueryRequest is specified alWs. ThemessageType is set
to’0’ and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix E.2.4

}

The fields are defined as follows:

« Handle —Handlefield in Table 104

The message formatiessageBody ) of the RightsinfoQueryResponse is specified #svs. ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0){
Rightsinformation() /I Defined in Appendix E.254
}
}

The fields are defined as follows:

* Rightsinformation —Rights Meta Data, Rights Object Container, Sate Information fields in Table 105
o Status - Satusfield in Table 105

6.12.2.3 Exception Handling

There may be an unexpected exception during thbtRigformation Query Message processing as spddifi section 5.5.1.
If the DRM Agent fails to receive the responsegd$iran error by referring to ti8atus (exceptHandle Not Found), or fails

to verify the integrity of fields, then the DRM Agieregards it as an exception and terminates coriwation with the SRM
Agent. The User may be informed of the exception.

6.12.3 Rights Information List Query

The DRM Agent MAY request the SRM Agent to read Rights Information List as illustrated in Figurg.3

The User may need to know the Rights Informatidioteehe/she can decide which Rights to retrieve Rights
Information List Query message is used to read 6$tRights information from the SRM. By using thigssage, the DRM
Agent SHOULD get the latest list of Handles witlgRis Information from the SRM Agent before the Mot of Rights
or Local Rights Consumption. The Rights Informatiast Query message is OPTIONAL for the SRMs.
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DRM Agent RM Agen

RightsInfoListQueryRequest

RightsInfoListQueryResponse

——_———— Yy ]
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Figure 33: Sequence Diagram — Rights Information Lst Query

6.12.3.1 Description of Messages

The DRM Agent sends the RightsinfoListQueryReqteséad the Rights Information List from the SRMheTield of the
request is defined in Table 107.

Table 107: Fields of RightsinfoListQueryRequest

Fields Protection Requirement Description
Hash Of AssetID List No List of H(AssetID)
Rights Information List | No Maximum Rights Information List length in bytéeat the DRM
Length Agent can process. If this value is non-zero, tRMS3A\gent

MUST send a Rights Information List shorter tharequal to the
Rights Information List Length value.

If a Rights Information List is longer than the Rig Information
List Length, the SRM Agent divides the Rights Imfation List
into several chunks.

The H(AssetlID) in the RightsinfoListQueryRequesthis identification of a DRM Content. The DRM Camttean be
associated with one or multiple Rights. The SRM itggenerates and returns a Rights Informationthist is associated
with the DRM Content.

Upon receiving the RightsinfoListQueryRequest, $ftM Agent performs the following actions:

- If the number of H(AssetID)s in théash Of AssetID List is zero, the SRM Agent generates a Rights Infaondtist of
all enabled Rights in the SRM.

- Otherwise, the SRM Agent generates a Rights Infomd.ist of enabled Rights in the SRM that areoassted with the
requested DRM Contents identified by the H(AssetliD)the request.

The SRM Agent sends the RightsinfoListQueryResptmsarry the result of the action. The fieldsluf tesponse are
defined in Table 108. If the number of H(Assetld)she RightsinfoListQueryRequest is more thanhtax Number Of
Assetl Ds specified in the SrmHelloResponse, the SRM AgebitSW return the error Assetl D List Too Long.

Table 108: Fields of RightsInfoListQueryResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifsfibListQueryRequest
message. Th&atus values are specified in Table 109.

If Status contains any error, only this field is presenthia
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Fields Protection Requirement Description
RightsinfoListQueryResponse.
Rights Information List Integrity This field conte a Rights Information List or a chunk of it ifth
Rights Information List has been divided into sevehunks.
Continuation Flag Integrity It is assumed that gh®s$ Information List is divided into several
chunks.

‘0" The Rights Information List in this responsethe last chunk
of the whole Rights Information List, or the Rigt$ormation
List is not divided into chunks.

‘1’: A Rights Information List has been divided anseveral
chunks. TheRights Information List in this response is a chunk af
the whole Rights Information List, and there arbsaquent
chunks.

Table 109: Status of Rights Information List QueryMessage

Status Value Description
Success The request was successfully processed.
AssetID List Too Long The number of H(AssetID)s in the request exceeddtiximum Number Of
AssetIDs.
Request Not Supported This request is not supported by the SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If the Continuation Flag contains the value ‘1’ éatus is Success, the DRM Agent SHOULD send the
RightsinfoListQueryRequest again, with the samig fimlues, in order to read the next chunk. The DRjént repeats the
RightsinfoListQueryRequest until the response dostthe value ‘0’ in th€ontinuation Flag field. If the Continuation Flag
contains the value ‘0’ and no errors or excepti@atus = Success), the RightsinfoListQueryRequest message procgssin
completed.

If the DRM Agent sends a different message or sémelRightsinfoListQueryRequest with different fielalues than the
previous values, then the SRM Agent resets theatiper(i.e. the SRM Agent returns the Rights Infation List from the
first chunk again).

If a Rights Information List is divided into sevechunks, where a chunk will contain a portiontod tomplete list, the
DRM Agent MUST concatenate all chunks in sequenma the SRM Agent in order to receive the compRitghts
Information List.

6.12.3.2 Format of Messages

The message formatiessageBody ) of the RightsinfoListQueryRequest is specified@d®ws. ThemessageType is set
to '0’ and the message is not protected by an HMAC.
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MessageBody() {
nbrOfAssetld 8 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() /I Defined in Appendix E.3
}
rightsinfoListLength 16 uimsbf
}

The fields are defined as follows:
* nbrOfAssetld — Number oHashOfAssetld in Hash Of Assetld List field in Table 107
* HashOfAssetld - Hash ofAssetld
» rightsinfoListLength —Rights Information List Length field in Table 107

The message formatliessageBody ) of the RightsinfoListQueryResponse is specifisdalows. ThemessageType is
set to '0’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0) {
RightsinformationList() // Defined in Appe ndix E.2.6
continuationFlag 1 Dbslbf
rfu 7  bslbf
}
}

The fields are defined as follows:
e Status - Satusfield in Table 108
* RightsinformationList — Rights Information List field in Table 108

* continuationFlag — Continuation Flag field in Table 108

6.12.3.3 Exception Handling

There may be an unexpected exception during thietRIgformation List Query Message processing asifipd in section
5.5.1. If the DRM Agent fails to receive the respemr finds an error by referring to tBmtus, then the DRM Agent regards
it as an exception and terminates the Rights Inftion List Query Message processing. The User magformed of the
exception.

6.12.4 Handle Removal

The DRM Agent requests the SRM Agent to remove raditafrom the SRM as illustrated in Figure 34 witen
corresponding Rights do not exist in the SRM.
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DRM Agent

HandleRemovalRequest

HandleRemovalResponse

—— g —g—————

Figure 34: Sequence Diagram — Han

6.12.4.1 Description of Messages

——_———— Yy ]

dle Removal

The DRM Agent sends the HandleRemovalRequest toverthe Handle from the SRM. The fields of the ejlare

defined in Table 110.

Table 110: Fields of HandleRemovalRequest
Fields Protection Requirement Description
Handle Integrity & Confidentiality Handle that will be removed from the SRM. Refer to sattio

5.1.3.

Upon receiving the HandleRemovalRequest, the SRENMYIUST perform the following procedure:
1. Verify the integrity of the fields

2. Decrypt theHandle with the Session Key
3. Remove the matchddandle in the SRM

If Rights corresponding to théandle already exist in the SRM, then the SRM Agent metittandle Not Removed in the

Satus.

The SRM Agent sends the HandleRemovalResponserotha result of the procedure. The fields of thgponse are

defined in Table 111.

Table 111: Fields of HandleRemovalResponse

Fields Protection Requirement Description
Status Integrity The result of processing the HaRémovalRequest
message. Th8atus values are specified in Table 112.
Table 112: Status of Handle Removal Message
Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the

generated by the SRM Agent.

request did not atathe HMAC value

Handle Not Found

The SRM Agent cannot find the

matched Handle.

Handle Not Removed

Handle already exist in the SRM.

The SRM Agent cannot removéHtnall e because Rights corresponding to th

0]
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiopfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionSatus = Success), the Handle Removal Message processing is coatplet

6.12.4.2 Format of Messages

The message formatiessageBody ) of the HandleRemovalRequest is specified asvia@lorhemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.8

}

The fields are defined as follows:

 EncryptedHandle —Handle field in Table 110 encrypted with the current $as&ey (SK)

The message formatliessageBody ) of the HandleRemovalResponse is specified asvisll ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 111

6.12.4.3 Exception Handling

There may be an unexpected exception during theldaemoval Message processing as specified ifoseg.1. The
recovery from the exception is handled as a paatibve transaction.

6.12.5 Rights Enablement

The DRM Agent requests the SRM Agent to enable Righthe SRM using this function as illustratedrigure 35.
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DRM Agent RM Agen

RightsEnablementRequest

RightsEnablementResponse

——_———— Yy ]

—— g —g—————

Figure 35: Sequence Diagram — Rights Enablement

6.12.5.1 Description of Messages

The DRM Agent sends the RightsEnablementRequesidble the Rights in the SRM. The fields of theus=t are defined
in Table 113.

Table 113: Fields of RightsEnablementRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Handle identifies Rights that will be enabled in the SRM.
Refer to section 5.1.3.
State Information Integrity New State Informatidvat replaces the original State
Information in the SRM. This field is OPTIONAL.

Upon receiving the RightsEnablementRequest, the 3gbht MUST perform the following procedure:
1. Verify the integrity of the request fields
2. Decrypt theHandle with the Session Key

3. Enable the Rights corresponding to Hendle. If the Sate Information is present, overwrite the State Information of the
found Rights in the SRM with th&ate Information. If the Rights are already enabled, then the SRjdr returns
Success in theSatus field without executing this action.

The SRM Agent sends the RightsEnablementResporcapthe result of the procedure. The fieldshef tesponse are
defined in Table 114.

Table 114: Fields of RightsEnablementResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifhablementRequest
message. Th8atus values are specified in Table 115.

Table 115: Status of Rights Enablement Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.
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Status Value Description
Handle Not Found The Handle in the request does not exist in the SRM
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionstatus = Success), the Rights Enablement Message processing is lebeth

6.12.5.2 Format of Messages

The message formatliessageBody ) of the RightsEnablementRequest is specified b®#s. ThemessageType is set
to’0’ and the message is protected by an HMAC.

MessageBody() {
statelnformationPresent 1 bslbf
rfu 7 bslbf
EncryptedHandle() /I Defined in Appendix E.2.8
if ( statelnformationPresent ) {
Statelnformation() /I Defined in Appendix E.2.5.3
}
}

The fields are defined as follows:
* EncryptedHandle —Handlefield in Table 113 encrypted with the current $ms¥Key (SK)
» statelnformationPresent —if '1’, then Statelnformation is present in this message

»  Statelnformation — Sate Information field in Table 113

The message formatiessageBody ) of the RightsEnablementResponse is specifiedlisifs. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 114

6.12.5.3 Exception Handling

There may be unexpected exceptions during the Righablement Message processing as specifiedtiorsécs.1. If the
DRM Agent fails to receive the response, receivesreor in thetatus field, or fails to verify the message integrityeh the
DRM Agent regards it as an exception.

The recovery from the exception is handled as agiaxr Move or a Local Rights Consumption trangacti
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6.12.6 Rights Removal

The DRM Agent requests the SRM Agent to remove Riflom the SRM using this function as illustratedrigure 36.

DRM Agent RM Agen

RightsRemovalRequest

RightsRemovalResponse

——_———— Yy ]

—— g —g—————

Figure 36: Sequence Diagram — Rights Removal

6.12.6.1 Description of Messages

The DRM Agent sends the RightsRemovalRequest toverthe Rights in the SRM. The fields of the rejaee defined in
Table 116.

Table 116: Fields of RightsRemovalRequest

Fields Protection Requirement Description

Handle Integrity & Confidentiality Handle identifies Rights that will be removed in the SRM.
Refer to section 5.1.3.

Upon receiving the RightsRemovalRequest, the SRmM\gerforms the following procedure:
1. Verify the integrity of the request fields

2. Decrypt theHandle with the Session Key

3. Remove the Rights corresponding to Handle and also remove the locally stored Handle

The SRM Agent sends the RightsRemovalResponsatptta@ result of the procedure. The fields of tgponse are
defined in Table 117.

Table 117: Fields of RightsRemovalResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RiRletmovalRequest
message. Th&atus values are specified in Table 118.

Table 118: Status of Rights Removal Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request does not exist in the SRM
Parameter Failed A field in the request has anlieh@ngth or structure.
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Status Value Description
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptionSatus = Success), the Rights Removal Message processing is coethlet

6.12.6.2 Format of Messages

The message formatiessageBody ) of the RightsRemovalRequest is specified as fadloThemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix E.2.8

}

The fields are defined as follows:

» EncryptedHandle —Handlefield in Table 116 encrypted with the current $ms¥Key (SK)

The message formatliessageBody ) of the RightsRemovalResponse is specified aevidl ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status - Satusfield in Table 117

6.12.6.3 Exception Handling

There may be an unexpected exception during thetRigemoval Message processing as specified ilmrexb. 1. If the
DRM Agent fails to receive the response, receivesreor in thetatus field, or fails to verify the message integrityeh the
DRM Agent regards it as an exception.

The recovery from the exception is handled as agiax Move transaction.

6.12.7 Store RI Certificate Chain

The DRM Agent requests the SRM Agent to store Ridgduer’s certificate chains in the SRM as illatgd in Figure 37.
The DRM and SRM Agents MAY support these messages.
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DRM Agent RM Agen

RICertificateStoreRequest

RICertificateStoreResponse

——_———— Yy ]

—— g —g—————

Figure 37: Sequence Diagram — Store RI Certificat€hain

6.12.7.1 Description of Messages

The DRM Agent sends the RiCertificateStoreRequestdre an RI certificate chain in the SRM. ThédBeof the request
are defined in Table 119.

Table 119: Fields of RICertificateStoreRequest

Fields Protection Requirement Description
RI'ID No The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

RI Certificate Chain No Rights Issuer’s certificatain

Upon receiving the RICertificateStoreRequest, tR&SAgent stores the RI ID and certificate chairthiére already exists
the RI certificate chain, this is overwritten witke certificate chain in the request.

The SRM Agent sends the RICertificateStoreResptmsarry the result of the action. The fields af tesponse are defined
in Table 120.

Table 120: Fields of RICertificateStoreResponse

Fields Protection Requirement Description

Status No The result of processing the RICertiéSabreRequest
message. Th&atus values are specified in Table 121.

Table 121: Status of RI Certificate Store Message

Status Value Description
Success The request was successfully processed.
Not Enough Space The SRM does not have enough space to store ttigcege chain.
Request Not Supported RI Certificate Chain caneattbred in the SRM.
Parameter Failed A field in the request has anliehv@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionSatus = Quccess), the RI Certificate Store Message processingiispeted.
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6.12.7.2 Format of Messages

The message formatiessageBody ) of the RICertificateStoreRequest is specifiefiolews. ThemessageType is set
to '0’ and the message is not protected by an HMAC.

Rild() {
OctetString8() /I Defined in Appendix E.1

}

RiCertificateChain() {
CertificateChain() /I Defined in Appendix E.1

}

MessageBody() {
Rild()
RiCertificateChain()

}

The fields are defined as follows:

e Rild —RIID field in Table 119
* RiCertificateChain —RI Certificate Chain field in Table 119

The message formatiessageBody ) of the RICertificateStoreResponse is specifietbhsws. ThemessageType is set
to ‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 120

6.12.7.3 Exception Handling

There may be an unexpected exception during theeRificate Store Message processing as speciiisddtion 5.5.1. If the
DRM Agent fails to receive the response, or findseor by referring to th&atus (exceptNot Enough Space andRequest
Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by discarding any exgsti
SAC context with the SRM Agent. The User MAY beamhed of this exception.

6.12.8 Get RI Certificate Chain

The DRM Agent requests the SRM Agent to read Riggsser’s certificate chains from the SRM as illasdd in Figure 38.
The DRM and SRM Agents MAY support these messages.
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DRM Agent RM Agen

RICertificateQueryRequest

RICertificateQueryResponse

——_———— Yy ]

—— g —g—————

Figure 38: Sequence Diagram — Get RI Certificate Chin

6.12.8.1 Description of Messages

The DRM Agent sends the RiCertificateQueryRequestad an RI certificate chain from the SRM. Thetd$ of the request
are defined in Table 122.

Table 122: Fields of RICertificateQueryRequest

Fields Protection Requirement Description
RI'ID No The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

Upon receiving the RiCertificateQueryRequest, tR&ISAgent reads the RI certificate chain identiftedthe RI ID from
the SRM.

The SRM Agent sends the RICertificateQueryResptmsarry the result of the action. The fields of tesponse are
defined in Table 123.

Table 123: Fields of RICertificateQueryResponse

Fields Protection Requirement Description

Status No The result of processing the RICertiéi€ateryRequest
message. Th8atus values are specified in Table 124.

If Satus contains any error, only this field is presenthia
RICertificateQueryResponse.

RI Certificate Chain No Rights Issuer’s certificatein

Table 124: Status of RI Certificate Query Message

Status Value Description
Success The request was successfully processed.
RI Certificate Chain Not Found The SRM Agent caniimad the matched RI certificate chain.
Request Not Supported This request is not suppbgtede SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors
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If no errors or exception§atus = Success), the RI Certificate Query Message processingispleted.

6.12.8.2 Format of Messages

The message formatiessageBody ) of the RICertificateQueryRequest is specifiedodiows. ThemessageType is set
to '0’ and the message is not protected by an HMAC.

Rild() {
OctetString8() /I Defined in Appendix E.1

MessageBody() {
Rild()
}

The field is defined as follows:

e Rild —RIID field in Table 122

The message formatiessageBody ) of the RICertificateQueryResponse is specifietbisws. ThemessageType is set
to ‘1’ and the message is not protected by an HMAC.

RiCertificateChain() {
CertificateChain() /I Defined in Appendix E.1
}
MessageBody() {
Status() /I Defined in Appendix E.2.2

if (Status ==0){
RiCertificateChain()

}
}

The fields are defined as follows:

e Status -Satusfield in Table 123
* RiCertificateChain —RI Certificate Chain field in Table 123

6.12.8.3 Exception Handling

There may be an unexpected exception during theeRificate Query Message processing as specifisgdtion 5.5.1. If
the DRM Agent fails to receive the response, addian error by referring to tt@atus (exceptRl Certificate Chain Not
Found andRequest Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by
discarding any existing SAC context with the SRMeAty The User MAY be informed of this exception.

6.12.9 Remove RI Certificate Chain

The DRM Agent requests the SRM Agent to remove laceRificate chain from the SRM as illustratedHigure 39. The
DRM and SRM Agents MAY support these messages.
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DRM Agent RM Agen

RICertificateRemovalRequest

RICertificateRemovalResponse

——_———— Yy ]

—— g —g—————

Figure 39: Sequence Diagram — Remove RI Certificat€hain

6.12.9.1 Description of Messages

The DRM Agent sends the RICertificateRemovalRegtestmove the RI certificate chain from the SRMeTields of the
request are defined in Table 125.

Table 125: Fields of RICertificateRemovalRequest

Fields Protection Requirement Description

RI'ID No The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

Upon receiving the RiCertificateRemovalRequest,SRM Agent finds the RI certificate chain identifiby theRI ID and
removes it.

The SRM Agent sends the RICertificateRemovalResptmsarry the result of the action. The fieldsh&f response are
defined in Table 126.

Table 126: Fields of RICertificateRemovalResponse

Fields Protection Requirement Description

Status No The result of processing the RICertiiBatmovalRequest
message. Th8atus values are specified in Table 127.

Table 127: Status of RI Certificate Removal Message

Status Value Description
Success The request was successfully processed.
RI Certificate Chain Not Found The SRM Agent cannot find the matched RI certiécethain.
Request Not Supported This request is not suppbgtede SRM Agent.
Parameter Failed A field in the request has anlieh@ngth or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionStatus = Success), the RI Certificate Removal Message processirggispleted.
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6.12.9.2 Format of Messages

The message formatiessageBody ) of the RICertificateRemovalRequest is specifisdadlows. ThemessageType is
set to '0’ and the message is not protected by MAE.

Rild() {
OctetString8() /I Defined in Appendix E.1

}

MessageBody() {
Rild()

}

The field is defined as follows:

e Rild —RIID field in Table 125

The message formatiessageBody ) of the RICertificateRemovalResponse is specidfiedollows. ThanessageType is
set to ‘1’ and the message is not protected by MAE.

MessageBody() {
Status() // Defined in Appendix E.2.2

}

The field is defined as follows:

e Status -Satusfield in Table 126

6.12.9.3 Exception Handling

There may be an unexpected exception during theerificate Removal Message processing as spedifisdction 5.5.1. If
the DRM Agent fails to receive the response, addian error by referring to tt&atus (exceptRl Certificate Chain Not
Found andRequest Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by
discarding any existing SAC context with the SRMeAg The User MAY be informed of this exception.

6.12.10 Dynamic Code Page Query

The DRM Agent requests the SRM Agent to read thexdWIB Dynamic Code Pages (see section 8.2.2 and )8a3.2
illustrated in Figure 40. The SRM Agent MAY supptitese messages.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 162 (222)

DRM Agent RM Agen

DynamicCodePageQueryRequest

DynamicCodePageQueryResponse

——_———— Yy ]

—— g —g—————

Figure 40: Sequence Diagram — Dynamic Code Page Que

6.12.10.1 Description of Messages

The DRM Agent sends the DynamicCodePageQueryRetpesad the WBXML Dynamic Code Pages from the SRhe
DynamicCodePageQueryRequest has no fields.

Upon receiving the DynamicCodePageQueryRequesE i Agent reads the Dynamic Code Pages fromtiésnial
storage and the SRM Agent sends the DynamicCod€ReggResponse to carry the result of the actioe. figids of the
response are defined in Table 128.

Table 128: Fields of DynamicCodePageQueryResponse

Fields Protection Requirement Description
Status No The result of processing the
DynamicCodePageQueryRequest message Sbtas
values are specified in Table 129.
If Status contains any error, only this field is presenthia
DynamicCodePageQueryResponse.
Attribute Code Page No The Dynamic Attribute Codgé

Tag Code Page No The Dynamic Tag Code Page

Table 129: Status of Dynamic Code Page Query Messag

Status Value Description
Success The request was successfully processed.
Dynamic Code Pages Not Found The WBXML Dynamic CBdges do not yet exist on the SRM. The DRM
Agent MAY create new Code Pages as required.
Request Not Supported This request is not suppbstede SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionsSatus = Success or Satus = Dynamic Code Pages Not Found), the Dynamic Code Page Query
Message processing is completed.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-SRM-V1_1-20110816-A.doc Page 163 (222)

6.12.10.2 Format of Messages

TheMessageBody of the DynamicCodePageQueryRequest is emptymidesageType is set to '0’ and the message is
not protected by an HMAC.

The message formatiessageBody ) of the DynamicCodePageQueryResponse is specifiddilows. The
messageType is set to ‘1’ and the message is not protectedrbMAC.

MessageBody() {
Status() /I Defined in Appendix E.2.2
if (Status ==0){
AttributeCodePage() /I Defined in Appendix E.5.1
TagCodePage() /I Defined in Appendix E.5.2
}
}

The fields are defined as follows:

» Status - Satusfield in Table 128
» AttributeCodePage — Attribute Code Page field as defined in E.5.1
» TagCodePage —Tag Code Page field in section E.5.2

6.12.10.3 Exception Handling

There may be an unexpected exception during thaminCode Page Query as specified in section 38He DRM Agent
fails to receive the response, or finds an errareigrring to thestatus (exceptDynamic Code Pages Not Found andRequest
Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by discarding any exgsti
SAC context with the SRM Agent. The User MAY bearrhed of this exception.

6.12.11 Dynamic Code Page Update

The DRM Agent requests the SRM Agent to store atatgd WBXML Dynamic Code Page on the SRM as ilatett in
Figure 41. The DRM and SRM Agents MAY support thesssages.

DRM Agent RM Agen

DynamicCodePageUpdateRequest

DynamicCodePageUpdateResponse

——_———— Yy ]

—— g —g—————

Figure 41: Sequence Diagram — Dynamic Code Page Ugtéd
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6.12.11.1

Description of Messages

The DRM Agent sends the DynamicCodePageUpdateRefustore an updated set of Dynamic Code Pagd®iSRM.
The updated code pages SHALL replace any existidg pages. The fields of the request are defindalne 130.

Table 130: Fields of DynamicCodePageUpdateRequest

Fields

Protection Requirement

Description

Attribute Code Page

No

The Dynamic Attribute Codgé

Tag Code Page

No

The Dynamic Tag Code Page

Upon receiving the DynamicCodePageUpdateRequesERM Agent stores the updated code page(s). liggdated code
page already exists in the SRM then it is overemitt

The SRM Agent sends the DynamicCodePageUpdateRespocarry the result of the action. The fieldshef response are
defined in Table 131.

Table 131: Fields of DynamicCodePageUpdateResponse

Fields Protection Requirement Description
Status No The result of processing the
DynamicCodePageUpdateRequest messageSahe
values are specified in Table 132
Table 132: Status of Dynamic Code Page Update Megga
Status Value Description
Success The request was successfully processed.

Not Enough Space
Request Not Supported
Parameter Failed
Unexpected Request
Unknown Error

The SRM does not have enough space to store therdgrrode tables
Dynamic Code Tables cannsidoed in the SRM.
A field in the request has anlish@ngth or structure.
This request was received agiqpfence or is otherwise not allowed.
Other errors

If no errors or exceptionSiatus = Success), the Dynamic Code Page Update Message processiognpleted.
6.12.11.2 Format of Messages

The message formatiessageBody ) of the DynamicCodePageUpdateRequest is specifiddllows. ThenessageType
is set to '0’ and the message is not protectedny/AC.

MessageBody() {
attributeCodePagePresent 1 Dbslbf
tagCodePagePresent 1 bslbf
rfu 6 Dbslbf
if ( attributeCodePagePresent ) {
AttributeCodePage() /I Defined in Appendix E.5.1

if (tagCodePagePresent ) {
TagCodePage()

}
}

The fields are defined as follows:

/I Defined in Appendix E.5.2

« attributeCodePagePresent — indicates whether thtributeCodePage is present.
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« tagCodePagePresent - indicates whether theagCodePage is present.
» AttributeCodePage — Attribute Code Page field as defined in E.5.1
» TagCodePage —Tag Code Page field in section E.5.2

The message formatiessageBody ) of the DynamicCodePageUpdateResponse is speegiéallows. The
messageType is set to ‘1’ and the message is not protectedrbliMAC.

MessageBody() {
Status() // Defined in Appendix E.2.2
The field is defined as follows:

e Status -Satusfield in Table 131

6.12.11.3 Exception Handling

There may be an unexpected exception during thembicnCode Page Update Message processing as sgenifiection
5.5.1. If the DRM Agent fails to receive the resgenor finds an error by referring to tBatus (exceptNot Enough Space
andRequest Not Supported), then the DRM Agent regards it as an exceptiahtarminates communication by discarding
any existing SAC context with the SRM Agent. TheetJSIAY be informed of this exception.
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7. ROAP Extension

These sections define the extension to DRM v2.0 R@rotocol messages and SCE-ROAP protocol.

7.1 ROAP Trigger

This specification extends XML Schema for ROAP R€yAisition Trigger for Direct Provisioning of Righto the SRM
procedure as shown in Figure 16. A ROAP RO AcdoisiTrigger MAY be delivered from an Rl to a DRM @At to
initiate the RO Acquisition protocol for Direct Riisioning of Rights to SRM. Rights Issuer has tdi¢ate to the DRM
Agent in host device that the Rights Object iseadbwnloaded and installed to the SRM Agent. ThRAR®O Acquisition
Trigger SHALL include at least one <trustAnchorAmd#DPair> element for Direct Provisioning of Rightsthe SRM
procedure. In case of Direct Provisioning of Rigiotshe SRM, a DRM Agent on receiving ROAP RO Agifion Trigger
with <trustAnchorAndsrmIDPair> element MUST interagéth a SRM that have identifier matching with reb> element
under the trust anchor identified trust model xXtract the necessary information used to geneh@®®OAP RO Request
message, and consequently send the built ROAP Rd’emessage to the Rights Issuer.

The schema below depicts the additional elemetiitadRO Acquisition Trigger schema.
<complexType name="ROAcquisitionTrigger">
<complexContent>
<extension base="roap: BasicRoapTrigger">
<sequence>
<element name="domainID" type="roap:Domainl  dentifier" minOccurs="0"/>
<element name="domainAlias" type="string" m inOccurs="0"/>
<sequence maxOccurs="unbounded">
<element name="rolD" type="ID"/>
<element name="roAlias" type="roap:String 80" minOccurs="0"/>
<element name="contentID" type="anyURI" m  inOccurs="0" maxOccurs="unbounded"/>

<element name="trustAnchorAndsrmIDPair"t  ype="roap:trustAnchorAndsrmlidentifierPair"
minOccurs="0" maxOccurs="unbounded"/>

</sequence>
</sequence>
</extension>
</complexContent>
</complexType>

The <trustAnchorAndsrmIDPair> element identifiee ®RM under a trust model to which the Rights Qhigto be
downloaded and installed. If the RO Acquisitiongher includes a <trustAnchorAndsrmIDPair> elem#rg,DRM Agent
SHALL initiate the Direct Provisioning of Rights tbe SRM procedure as specified in Section 6.8 afeeiving the RO
Acquisition Trigger. If an SRM support multiple stumodels, the RI sends several <trustAnchorAnd3Ralr> elements.

The following schema fragment defines thestAnchorAndsrmIDPair type.

<complex Type name="trustAnchorAndsrmldentifierPair ">
<sequence>
<element name="trustAnchor" type="roap:Identifier"/ >
<element name="srmID" type="roap:ldentifier"/>
</sequence>
</complexType>
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The <trustAnchor> element identifies the trust mo@ke only identifier currently defined is the hasf the root CA's public
key info, as it appears in the certificate (i.e Hash of the complete DER-encodetjectPublicKeylinfo component in
the root CA's certificate). The default hash aldon is SHA-1.

The <srmID> element identifies the SRM. The onlgritifier currently defined is the hash of the SRMiblic key info, as it
appears in the certificate (i.e. the hash of thraglete DER-encodeslibjectPublicKeyinfo component in the SRM's
certificate under the Trust Anchor). The defaukthalgorithm is SHA-1.

7.2 RO Request

This specification defines a Trust Anchor extensmthe ROAP RO Request message. When the RO Reguesed for
Direct Provisioning of Rights to the SRM as showririgure 16, the Trust Anchor extension MUST béuded and marked
as critical. This extension identifies the TrustcAar used by the SRM Agent for acquiring rightsttsat the RI can verify
SRM Agent’s signature on the RO Request. The vafulkis extension MUST match one of the Trust Arrstgiven by the
<trustAnchorAndsrmIDPair> element(s) in the RO Aisiiion trigger.

The following schema fragment defines the Trustiarextension:

<complexType name="TrustAnchor">
<complexContent>
<extension base="roap:Extension">

</extension>
</complexContent>
</complexType>

7.3 Extension to SCE ROAP-ROUpgrade Trigger

The RO Upgrade Trigger format is extension of SLBEAP-ROUpgradeTrigger. In this trigger, the elemafrasset| D
SHALL be carried under the Triggerinformation elernas specified in [SCE-GEN].
<complexType name="TriggerInformation">

<sequence>
<element name="asset|D" type="ID" />

</sequence>
</complexType>

Theasset| D specifies the content that has associated RO neederlupdated.
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8. Compact Encoding of Rights

This section specifies the compact encoding ofR& 1.0 Rights Object Containerdma-dd:roContainer>). This
encoding is used if the Rights Object Contaiméformat indicates WBXML encoding.

WBXML 1.3 [WBXML] is a simple method that allows sgpacting XML documents in a loss-less manner. A WRX
decoder processes a WBXML encoded document bypirgteng it byte-by-byte. Some bytes represent diecpichstructions,
some represent XML element start tags, attributeasaor attribute values. The decoding processisfsl. The decoder
maintains one global state, which determines whetli® processing elements, or attributes. Withéich state, the decoder
maintains an independent notion of a selected pade.

8.1 WBXML Encoding Rules

The following rules MUST be followed when WBXML epding the<roContainer>:

«  WBXML version 1.3 MUST be used (encoded as u_imtiBie 0x03)

» The public identifier value "-//OMA//SRM 1.0//EN" MIST be used (encoded as mb_u_int32 value of 0x14).
This document type identifier is registered by OMNA

* The character set MUST be UTF-8 (encoded as mbt32 iralue Ox6A).

» The string table MAY be used to specify string eswf literal BCAST Tokens. The string table SHOULD
NOT be used to encode WBXML strings.

»  All strings SHOULD be encoded inline.

8.2 Attribute Code Pages
8.2.1 Fixed Attribute Code Page

Attribute code page 0 in the context of the puldentifier "-//OMA//SRM 1.0//EN" is a fixed code ga. This holds attribute
names and attribute values that correspond to itfiet)0bjects used in SRM 1.0, DRM 2.0, DRM 2.1 &@AST 1.0. This
code table is fixed and future versions of SRM wilt add additional values to this code table.

Table 133: Fixed WBXML Attribute Code Page — Attribute Names

Attribute Name WBXML Attribute Code Comment
GLOBAL TOKENS 00-04
xmins:o-ex 05
xmins:o-dd 06
xmins:ds 07
xmins:oma-dd 08
xmins:xenc 09
o-ex:id 0A
o-ex:idref 0B
Algorithm oC
URI oD
oma-dd:onExpiredURL OE
oma-dd:timer OF
oma-dd:mode 10
oma-dd:timed 11
oma-dd:contentAccessGranted 12
oma-dd:token-timed-count-timer 13
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Attribute Name WBXML Attribute Code Comment

xmins:roap 14

15-3F Not Used

40 - 44 GLOBAL TOKENS

45 - 7F Not Used

Table 134: Fixed WBXML Attribute Code Page — Attribute Values
Attribute Value WBXML Attribute Value
Code

GLOBAL TOKENS 80 -84
http://odrl.net/1.1/ODRL-EX 85
http://odrl.net/1.1/ODRL-DD 86
http://www.openmobilealliance.com/oma-dd 87
http://www.w3.0rg/2000/09/xmldsig# 88
http://www.w3.0rg/2001/04/xmlenc# 89
http://www.w3.0rg/2000/09/xmldsig#shal 8A
http://www.w3.0rg/2001/04/xmlenc#kw-aes128 8B
http://www.w3.0rg/2001/10/xml-exc-c14n# 8C
http://lwww.rsasecurity.com/rsalabs/pkcs/schemasiiktrsa-pss-default 8D
#K_MAC_and_K_REK 8E
move 8F
copy 90
true 91
false 92
urn:oma:bac:dldrm:roap-1.0 93
UNUSED 94 - BF
GLOBAL TOKENS co-cC4
UNUSED C5-FF

8.2.2  Dynamic Attribute Code Pages

Attribute code page 1 in the context of the puldentifier "-//OMA/SRM 1.0//EN" is a dynamic cogege. The attribute
name codes and attribute value codes are not ddfirthis specification. The dynamic attribute cpdge is defined to
allow forward compatibility in WBXML encoding. Thealues within the dynamic attribute code page toeed on the SRM.
The dynamic code page is unique per SRM. Normafig\ea SRM will have an empty dynamic attribute cpdge.

As defined in section 6.12.10, DRM Agents MAY ret@ the SRM’s dynamic code page from the SRM. DR)ém#ts

MUST NOT delete attribute codes from the SRM’s dyiacode page.

During the process of compacting an XML Documeffibleetransferring it to the SRM, the DRM Agent MAadd new
attribute code values and attribute name coddsetdynamic code page. DRM Agents SHOULD add nenibate codes if
the XML Document to be compacted contains anylaites or attribute values that do not exist inegitode page O or the

existing dynamic code page.

8.2.3 Reserved Attribute Code Pages

All attribute code pages 2 to 127 in the contexthef public identifier "-//OMA//SRM 1.0//EN" are served for future use by

OMA.
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8.3 Tag Code Pages
8.3.1  Rights Object Container

The element tag code page defined in this sectiom be used together with tag code page 1 andwrcode pages 0 and 1
to encode and decode the Rights Object ContaireoSontainer> element.

Table 135: Fixed WBXML Tag Code Page

Tag Name WBXML Attribute Code
No content, Content, No No Content, Content,
No attributes | attributes Attributes Attributes

rights 05 45 85 C5
o-ex:context 06 46 86 C6
o-ex:agreement 07 47 87 C7
o-ex:asset 08 48 88 C8
o-ex:inherit 09 49 89 (01°]
o-ex:permission 0A 4A 8A CA
o-ex:requirement 0B 4B 8B CB
0-ex:constraint oC 4C 8C CcC
o-ex:digest oD 4D 8D CD
o-dd:version OE 4E 8E CE
0-dd:uid OF 4F 8F CF
o-dd:play 10 50 90 DO
o-dd:display 11 51 91 D1
o-dd:execute 12 52 92 D2
o-dd:print 13 53 93 D3
0-dd:export 14 54 94 D4
o0-dd:move 15 55 95 D5
o-dd:save 16 56 96 D6
o-dd:tracked 17 57 97 D7
o-dd:count 18 58 98 D8
o-dd:datetime 19 59 99 D9
o-dd:start 1A 5A 9A DA
o-dd:end 1B 5B 9B DB
o-dd:interval 1C 5C 9C DC
o-dd:accumulated 1D 5D 9D DD
o-dd:individual 1E 5E 9E DE
oma-dd:timed-count 1F 5F 9F DF
oma-dd:system 20 60 A0 EO
oma-dd:access 21 61 Al El
oma-dd:token-based 22 62 A2 E2
oma-dd:token-constraint-count 23 63 A3 E3
oma-dd:token-constraint-timed-count 24 64 A4 E4
oma-dd:token-accumulated 25 65 A5 E5
oma-dd:token-unit 26 66 A6 E6
oma-dd:token-consumed 27 67 A7 E7
oma-dd:roContainer 28 68 A8 E8

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc

Page 171 (222)

Tag Name WBXML Attribute Code
No content, Content, No No Content, Content,
No attributes | attributes Attributes Attributes

xenc:EncyptedKey 29 69 A9 E9
xenc:EncryptionMethod 2A 6A AA EA
xenc:CipherData 2B 6B AB EB
xenc:CipherValue 2C 6C AC EC
ds:DigestMethod 2D 6D AD ED
ds:DigestValue 2E 6E AE EE
ds:Keylnfo 2F 6F AF EF
ds:RetrievalMethod 30 70 BO FO
ds:Signedinfo 31 71 Bl F1
ds:CanonicalizationMethod 32 72 B2 F2
ds:SignatureMethod 33 73 B3 F3
ds:Reference 34 74 B4 F4
ds:Transforms 35 75 B5 F5
ds:Transform 36 76 B6 F6
ds:SignatureValue 37 77 B7 F7
roap:X509SPKIHash 38 78 B8 F8
hash 39 79 B9 F9
ds:Signature 3A TA BA FA
oma-dd:srmPing 3B 7B BB FB
oma-dd:checkinterval 3C 7C BC FC

In the context of the public identifier “-//OMA//SR 1.0//EN”", within tag code page 0, tag codes fithv® range 3D-3F, 7D-
7F, BD-BF and FD-FF are reserved for future us©MA.

8.3.2 Dynamic Tag Code Page

Tag code page 1 in the context of the public idiemti-/OMA//SRM 1.0//EN" is a dynamic code padée tag name codes
are not defined in this specification. The dynataig code page is defined to allow forward complttytin WBXML
encoding. The values within the dynamic tag codge@e stored on the SRM. The dynamic code pageigsie per SRM.
Normally a new SRM will have an empty dynamic tage page.

As defined in section 6.12.10, DRM Agents MAY retre the SRM’s dynamic tag code page from the SRRMDAgents
MUST NOT delete tag-name codes from the SRM’s dynaode page.

During the process of compacting an XML documerfivteetransferring it to the SRM, the DRM Agent MAgdd new tag-
name codes to the dynamic code page. DRM Agentsl&Cadd new tag name codes if the XML documenteo b
compacted contains any tags that do not existlireecode page 0 or the existing dynamic code page.

8.3.3

All tag code pages 2 to 127 in the context of thbklig identifier "-//OMA//SRM 1.0//EN" are reservédr future use by
OMA.

Reserved Tag Code Pages

8.4 Processing

8.4.1 Device (DRM Agent)

DRM Agents MUST support WBXML encoding of tkeoContainer> element as defined in section E.2.5.2. DRM Agents
SHOULD be able to generate and extend dynamic pades if they are supported by the target SRM. DRjdnts
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SHOULD be able to encode tags, and attributestihaiot have a well known token-code using the WBXMLERAL
token.

DRM Agents MUST support WBXML decoding of tkegoContainer> element as defined in section E.2.5.2.
DRM Agents MAY support updating of SRM dynamic cdebles.

8.4.2 SRM (SRM Agent)

SRM Agents MAY support storage of the dynamic htité code page and dynamic tag code page.

SRM Agents do not need to support WBXML encodingl@coding.

8.4.3 Rights Issuers

As the WBXML encoding of Rights Object Containessupported by DRM Agents, Rights Issuers do netine support
WBXML encoding of Rights Object Containers.

8.5 Data Representation

8.5.1 Binary Data Representation

The WBXML OPAQUE token provides a method to encrale binary data. DRM Agents MUST use the WBXML
OPAQUE token to represent whitespace in the XML.

8.5.2  base64Binary Representation

Some elements in the Rights Object Container hakk64Binary data. All base64Binary data withinthights> element
MUST be encoded in the WBXML form directly as &tdl string. All base64Binary data within theignature>element
MUST be base64 decoded prior to WBXML encoding toesh encoded using the OPAQUE token.

8.6 Normal Processing and Transcoding

After a DRM Agent receives a WBXML encodetbContainer> from an SRM, that DRM Agent MUST decode the
message into XML format before any other procesirapplied. Before a DRM Agent Moves a Rights @bfeontainer to
an SRM, the DRM Agent MUST canonicalise contentthekrights> element of XML using Exclusive Canonicalisation
without comments, and MAY encode theContainer> element using WBXML. The criterion by which a DRAgent
determines whether it should WBXML encode<anContainer> is outside the scope of this specification. Hngicipated
that individual SRM form factors will have differerecommendations. In general, it is RECOMMENDEBttBRM Agents
SHOULD WBXML encode alkroContainer> elements larger than 2kB.

If the SRM does not support storage of dynamic qualges then the DRM Agent MUST use only the fixedecpages. If the
<roContainer> contains any additional tags, attributes or aitetvalues, these SHOULD be encoded using the WBXML
LITERAL token.

The WBXML SWITCH token SHALL be used to switch betswn the fixed code pages and dynamic code pages.
The normal process for a DRM Agent to encode a Ri@lbject Container is:

» Construct thecroContainer> as XML

o DRM Agent MUST canonicalise contents of #rgghts> element of XML using Exclusive
Canonicalisation without comments.

» Encode thecroContainer> using as WBXML.:

o Initially attempt to use only the fixed attributede page and fixed tag code page.

o Ifthe SRM Agent indicated support for dynamic cpages in the SrmHelloResponse message then:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 173 (222)

(o]

= If during the encoding any unknown attributes,ilatite values or tags are found, then DRM
Agents SHOULD retrieve the dynamic code pages fiteerSRM, before continuing
processing.

= Continue the encoding making use of the additiattabutes, attribute values, and tags that
are specified in the dynamic code pages.

= If the dynamic code pages do not contain the nacgsdtributes, then the DRM Agent
SHOULD add new attributes codes, attribute valunektags as required to the relevant
dynamic tag code page.

= |f updates were made to a dynamic code table theDRM Agent MUST store the updated
code table on the SRM. If the update to the dynarode pages on the SRM fails for any
reason, the DRM Agent SHOULD discard the WBXML eted<roContainer>. The DRM
Agent MAY re-start the processing as if the SRM Atggoes not support dynamic code
pages; or it MAY use plain XML to represent s@Container>.

If the SRM Agent does not support dynamic code page

= Continue the encoding making use of the WBXML LITARtoken to encode unknown
attributes and tags.

The normal process for a DRM Agent to decode a WRXdvicoded<roContainer> is:

» Attempt to decode the WBXML encodedoContainer> to XML.:

(0]

(o]

Initially attempt to decode using only the fixedritute code page and fixed tag code page.

If during the decoding any unknown application takare discovered, then if the SRM indicated suppor
for dynamic code pages in the SrmHelloResponseagegben retrieve the dynamic code pages from the
SRM.

Continue the decoding by making use of the addifiapplication tokens that are specified in theasigit
code pages.

If an application token is not specified in eitttee fixed code pages or dynamic code pages, tloeitical
error has occurred. The DRM Agent SHOULD deleteRights Object from the SRM.

* Process the re-constructed XMtoContainer> as normal.
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9. Replay Protection Mechanisms

9.1 General description

To prevent Rights that have been Moved from begagpstalled with a replay attack or by restore froffadevice storage,
the DRM Agent MUST have a Move Cache with a rebkadentification (GUID, see [OMADRMvV2)) for all Steless ROs
that have been Moved to an SRM. The format of théBSor Stateless ROs and BCROs are specifieddtiae 9.1 and 9.2,
respectively. The Move Cache also holds the Ritgsiser Timestamp (RITS, see section 9.1 and 9.2).

Immediately after the Rights or BCRO assets areovweah during a successful Move of a Stateless RBGRO asset from
the Device to an SRM, the DRM Agent MUST insert #@UID, RITS> pair corresponding to the RO in thewd Cache.

If a <GUID, RITS> pair is to be inserted in the Mo€ache, but the Move Cache is full and the RIT®@nRO is later than
the earliest RITS in the Move Cache, then the DR§émt MUST replace the entry with the earliest RifT $he Move Cache
with the new <GUID, RITS> pair. If the RITS in tRO is equal to or earlier than the earliest RIT®:aMove Cache, the
<GUID, RITS> pair is not inserted.

When receiving a Stateless RO or BCRO in a wayrdtie Move (e.g. when restoring a backup fromdeffice storage
(see [OMADRMvV2.0])), the DRM Agent MUST perform tfalowing procedure:

a) Check if the Move Cache contains the GUID of theeireed RO. If it does, then a) holds, otherwiséads.
b) If a) holds, the RO is rejected.
c) |If a) fails and the Move Cache is not full, the ROnstalled.

d) If a) fails, the Move Cache is full and the RITStloé RO is after the earliest RITS in the Move @Gadthe RO is
installed.

e) If a) fails, the Move Cache is full and the RITStloé RO is earlier than or equal to the earlie§tSRh the Move
Cache, the RO is rejected.

Notice that this procedure corresponds to the ghaeefor the replay protection mechanism for Ses®ROs uploaded to an
RI from [OMADRMv2.1].

Multiple copies of the same RO (i.e. two ROs haulmgsame GUID) SHALL NOT be installed simultandgus the same
Device. Disabled ROs (e.g. during an RO Upload ov®lprotocol) are considered as installed, i.e.ndre RO is disabled,
another copy of it MUST not be installed.

The Move Cache MUST have capacity to contain at|280 entries. It is recommended that the Moveh€dmas the
capacity to contain more entries.

When a Stateless RO is Moved from an SRM to thedeeand its <GUID, RITS> pair is already in the WdCache, then
this <GUID, RITS> pair MUST be removed from the Mo@ache. Notice that this happens when a Statel@ss Moved
from the DRM Agent to the SRM, and later returnghte same DRM Agent via a Move operation.

9.2 Move cache for stateless XML ROs

For XML ROs, the GUID can consist of the ROID. Hawe a reduced size RO identification MAY be usstth as the
hash over the Rights Object Container, truncatedrtonimum size of 6 bytes.

The RITS consists of the <timeStamp> element irR@e
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9.3 Move cache for BCRO assets

Since a BCRO does not have a content identifigseif, the GUID is defined as the SHAL hash oher t
BroadcastRightsObjectBase() class, as defined RMRBSv1.1]. This hash MAY be truncated to a minimaire of 6
bytes.

The RITS is the bcro_timestamp field in the OMADRMBdcastRightsObjectBase() class. If this fieldas present, the
BCRO SHALL NOT be Moved.

Because a BCRO can have multiple assets, whichedhoved separately, it can happen that the agedckzUID, RITS>
pair already exists in the Move Cache prior to addi as a result of a Move operation. In this casdy one copy of the
<GUID, RITS> pair is kept in the Move Cache.

9.4 Alternative dealing with a full Move Cache

When the Move Cache is full, the DRM Agent MAY ®@ part with the oldest RITS values of the Moveh@son off-
device storage. In this case, the DRM Agent MUSAvjale for integrity protection of the externallyetd part. Additionally,
the DRM Agent MUST record securely that it storquhat of the Move Cache on external storage andeaartification of the
latest externally stored part. When an RO with aRbefore the earliest RITS in the Move Cache iweled out-of-band or
re-installed from off-device storage, the DRM Ag&fiIST request the externally stored part of the M@ache, verify its
integrity, verify that it is the latest externafifored part and verify if the RO has been Movethéfintegrity verification of
the externally stored part fails, or if the extdiynatored part indicates that the RO has been Mptlee RO MUST NOT be
installed. Otherwise the RO is installed. If an R{th a RITS equal to the earliest RITS in the M@ache is delivered out-
of-band or restored from a backup, both the Moveh@and the externally stored part MUST be condulte
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date Description
OMA-TS-SRM-V1_0-20090310-A 10 Mar 2009 Initial donant to address the basic starting point
Ref TP Doc# OMA-TP-2009-0099-
INP_SRM_V1_0_ERP_for_Notification_and_Final_Apprbva
Approved Version: 16 Aug 2011 Status changed to Approved by TP:
OMA-TS-SRM-V1_1-20110816-A OMA-TP-2011-0287-INP_SRM_V1_1_ERP_for_Final_Apmb
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specified@PPROC].
Items in the SCR table are grouped by functionsu@types of SCR items represent functions asvatigs:

» CRT: Cryptographic algorithms

« HEL: SRM Hello message

e SAC: Mutual authentication/key exchange and SeButbenticated Channel
 CRL: CRL processing

e OCSP: OCSP processing

* MOV: Rights Move

* LRC: Local Rights Consumption

«  UTIL: Utility messages for Rights Move and LocalgRis Consumption
» CERT: Functions for RI's certificates delivery avetification

* LOG: Operation log

* CAC: Move cache

* PROV: Direct Provisioning of Rights to the SRM

« BCAST: SRM Extensions for BCAST Service Support

 UPD: SRM Rights Upgrade

* S2S: S2S Rights Move

B.1 SCR for DRM Agent

The table below enumerates the client conformaegeirements on DRM Agents.

Item Function Reference Requirement
SRM-CRT-C-001-M Hash Algorithms: SHA-1 Section 5.2
SRM-CRT-C-002-M MAC Algorithms: HMAC-SHA1 Section 5.2
SRM-CRT-C-003-M Symmetric Encryption Algorithms: Section 5.2

AES-128-CBC
SRM-CRT-C-004-M Asymmetric Encryption Algorithms: Section 5.2
RSA-OAEP
SRM-CRT-C-005-M Signature Algorithms: RSA-PSS Section 5.2
SRM-HEL-C-001-M Device — SRM Hello Section 6.1
SRM-SAC-C-001-M Mutual Authentication and Key Section 6.2
Exchange: MAKE
SRM-SAC-C-002-M Key Derivation Function Section 6.3.1
SRM-SAC-C-003-M MAC Key update Section 6.3.4
SRM-SAC-C-004-O Change SAC Section 6.3.5
SRM-CRL-C-001-M CRL Number Exchange between Devi¢eSection 6.4.1
and SRM
SRM-CRL-C-002-M CRL Delivery from Device to SRM Section 6.4.4
SRM-CRL-C-003-M CRL Delivery from SRM to Device Section 6.4.5
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Item Function Reference Requirement
SRM-CRL-C-004-M Certificate revocation status checking | Section 6.4
using cached CRL
SRM-OCSP-C-001-O | OCSP Nonce transfer from SRM to Section 6.4.2

Device

SRM-OCSP-C-002-O

OCSP Response transfer from Device
SRM

tSection 6.4.3

SRM-OCSP-C-003-O | OCSP Request generation Section 6.4.2
SRM-MOV-C-001-M Device to SRM Move Section 6.5
SRM-MOV-C-002-M Exception Recovery for Device to SRM Section 6.5.1.3,
Move 6.5.2.2,6.5.3.3,
6.5.4.2
SRM-MOV-C-003-M SRM to Device Move Section 6.6
SRM-MOV-C-004-M Exception Recovery for SRM to Devicg Section 6.6.1.3,
Move 6.6.2.2,6.6.3.3
SRM-MOV-C-005-M Rights derivation from RO Payload Section 5.1.1
SRM-MOV-C-006-M Move permission support Appendix |
SRM-LRC-C-001-M REK transfer from SRM to Device Section 6.7.2

SRM-LRC-C-002-M

Exception Recovery for REK Transfer {
Device

oSection 6.7.2.3

SRM-LRC-C-003-M

State Information Update

Section 6.7.3

SRM-LRC-C-004-M

Exception Recovery for State
Information Update

Section 6.7.3.3

SRM-UTIL-C-001-M

Handle List transfer from SRM to
Device

Section 6.12.1

SRM-UTIL-C-002-M

Rights Information Transfer to Device

Section 6212.

SRM-UTIL-C-003-O

Rights Information List Query

Section 6.12.3

SRM-UTIL-C-004-M

Handle Removal from SRM

Section 6.12.4

SRM-UTIL-C-005-M

Rights Enablement in SRM

Section 6.12.5

SRM-UTIL-C-006-M

Rights Removal from SRM

Section 6.12.6

SRM-UTIL-C-007-M

Dynamic Code Page Query

Section 6.12.10

SRM-UTIL-C-008-O

Dynamic Code Page Update

Section 6.12.11

SRM-UTIL-C-009-M

WBXML Encoding & Decoding

Section 7

SRM-CERT-C-001-O

RI Certificate Transfer from Device to
SRM

Section 6.12.7

SRM-CERT-C-002-O

RI Certificate Transfer from SRM to
Device

Section 6.12.8

SRM-CERT-C-003-O

RI Certificate Removal from SRM

Section 6.12.9

SRM-CERT-C-004-M | RI Certificate Chain processing and Section 5.1.2
validation for Move
SRM-CERT-C-005-O | RI Certificate Chain processing and Section 5.1.2

validation for Local Rights Consumption

SRM-REV-C-001-O SRM removal detection Section 5.5.1

SRM-LOG-C-001-M Operation Log Section 5.5.2

SRM-CAC-C-001-M Move Cache Section 9

SRM-PROV-C-001-M Generate RO Request for Direct Section 6.8.2
Provisioning

SRM-PROV-C-002-M | Signature Query Section 6.8.3
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Item Function Reference Requirement

SRM-PROV-C-003-M RO Acquisition for Direct Provisimg Section 6.8.4

SRM-PROV-C-004-M Rights Provisioning to the SRM S®T6.8.5,
6.8.6, 6.8.7,
6.8.8

SRM-PROV-C-005-M Exception Recovery for Direct Section 6.8.3.3,

Provisioning of Rights to the SRM 6.8.5.3, 6.8.7.3,

6.8.8.2

SRM-BCAST-C-001-O

Movement of Tokens from Device to
SRM

Section 6.11.1

SRM-BCAST-C-002

SRM-BCAST-C-002-O

Movement of Tokens from SRM to
Device

Section 6.11.2

SRM-BCAST-C-001
SRM-BCAST-C-004
SRM-BCAST-C-005
SRM-BCAST-C-014

SRM-BCAST-C-003-O

Local Token Consumption by the
Device.

Section 6.11.3

SRM-BCAST-C-004

SRM-BCAST-C-004-O

Retrieval of Token Informatiomiin the
SRM

Section 6.11.4

SRM-BCAST-C-005-O

Token Removal from the SRM

Settoll.5

SRM-BCAST-C-006-O

Token Upgrade

Section 6.11.¢

h

SRM-BCAST-C-007-O

Movement of Broadcast Rights from
Device to SRM

Section 6.11.7

SRM-BCAST-C-008

SRM-BCAST-C-008-O

Movement of Broadcast Rights from
SRM to Device

Section 6.11.8

SRM-BCAST-C-007
SRM-BCAST-C-011
SRM-BCAST-C-013

SRM-BCAST-C-014

SRM-BCAST-C-009-O | Local BCAST Rights Consumption c8m 6.11.9
SRM-BCAST-C-0010-O] BCAST Extensions to Handle IQstery | Section
6.11.10.1
SRM-BCAST-C-0011-O| Retrieval of BCRO Informatiomiin the | Section
SRM 6.11.10.2
SRM-BCAST-C-0012-O| Retrieval of BCRO Informatiorst.i Section
from the SRM 6.11.10.3
SRM-BCAST-C-0013-O] BCRO Asset Enablement on the SRM Section
6.11.10.4
SRM-BCAST-C-0014-O] Operation Log Extensions for B&EIA Section 5.5.3
SRM-UPD-C-001-M SCE 2-pass RO upgrade Section 6.9.3
SRM-UPD-C-002-M Trigger for SCE 2-pass RO upgrade ectidn 6.9.3
SRM-UPD-C-003-M Upgrade of Rights in SRM Sectio8.8
SRM-S2S-C-001-M Support S2S protocol Section 6.10. SRM-S2S-C-002-M

SRM-S2S-C-003-M

SRM-S25-C-002-M

Decrypt & Encrypt the REK

Section 6.10.3

SRM-S2S-C-003-M

Maintain two SACs with two SRMs
simultaneously.

Section 6.10.

SRM-SAC-C-001-M;
SRM-SAC-C-002-M;
SRM-SAC-C-003-M;
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Item

Function

Reference

Requirement

SRM-SAC-C-004-0O;

B.2 SCR for Server

The table below enumerates the client conformaagairements on Rights Issuers and SRM Agents.

B.2.1 SCRforRI
Item Function Reference Requirement
SRM-MOV-S-001-M Issuing Rights Object with Move Appendix |
permission
SRM-PROV-S-001-O ROAP Trigger for Direct Provisiogi Section 6.8.1
SRM-PROV-S-002-0O RO Acquisition for Direct Provising Section 6.8.4

SRM-UPD-S-001-M

2-pass RO Upgrade.

Section 6.9.3

B.2.2 SCR for SRM Agent
Item Function Reference Requirement

SRM-CRT-S-001-M Hash Algorithms: SHA-1 Section 5.2

SRM-CRT-S-002-M MAC Algorithms: HMAC-SHA1 Section 5.2

SRM-CRT-S-003-M Symmetric Encryption Algorithms: Section 5.2
AES-128-CBC

SRM-CRT-S-004-M Asymmetric Encryption Algorithms: Section 5.2
RSA-OAEP

SRM-CRT-S-005-M Signature Algorithms: RSA-PSS Section 5.2

SRM-HEL-S-001-M Device — SRM Hello Section 6.1

SRM-SAC-S-001-M Mutual Authentication and Key Section 6.2
Exchange: MAKE

SRM-SAC-S-002-M Key Derivation Function Section 6.3.1

SRM-SAC-S-003-M MAC Key update Section 6.3.4

SRM-SAC-S-004-O Change SAC Section 6.3.5

SRM-CRL-S-001-M CRL Number Exchange between Devi¢eSection 6.4.1
and SRM

SRM-CRL-S-002-M CRL Store Section 6.4.4

SRM-CRL-S-003-M CRL Query Section 6.4.5

SRM-CRL-S-004-M Certificate revocation status checking | Section 6.4
using cached CRL

SRM-OCSP-S-001-O | Nonce generation for a secure time Section 6.4.2
stamp using OCSP Response

SRM-OCSP-S-002-O | OCSP Response processing and Section 6.4.3

validation

SRM-OCSP-S-003-0O

Device revocation status checking usin
OCSP Response

gSection 6.4.3

SRM-OCSP-S-004-O

CRL issue data validation using OCSP
Response

Section 6.4.4

SRM-MOV-S-002-M Rights Installation Setup Section 0
SRM-MOV-S-003-M Rights Installation Section 6.5.3
SRM-MOV-S-004-M Rights Query Section 6.6.1
SRM-LRC-S-001-M REK Query Section 6.7.2
SRM-LRC-S-002-M State Information Update Section 6.7.3
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Item

Function

Reference

Requirement

SRM-UTIL-S-001-M

Handle List Generation

Section 6.12.1

SRM-UTIL-S-002-M

Rights Information Query

Section 6.12.2

SRM-UTIL-S-003-O

Rights Information List Query

Section 6.12.3

SRM-UTIL-S-004-M

Handle Removal

Section 6.12.4

SRM-UTIL-S-005-M

Rights Enablement

Section 6.12.5

SRM-UTIL-S-006-M

Rights Removal

Section 6.12.6

SRM-UTIL-S-007-O

Dynamic Code Page Query

Section 6.12.

10

SRM-UTIL-S-008-O

Dynamic Code Page Update

Section 6.12.

11

SRM-CERT-S-001-O

RI Certificate Store

Section 6.12.7

SRM-CERT-S-002-O

RI Certificate Query

Section 6.12.8

SRM-CERT-S-003-O

RI Certificate Removal

Section 6.12.9

SRM-PROV-S-003-M | Direct Provisioning of Rights to the Section 6.8
SRM

SRM-PROV-S-004-M | Signature Query Section 6.8.3

SRM-PROV-S-005-M | Provisioning Setup Section 6.8.5

SRM-PROV-S-006-M | Rights Provisioning Section 6.8.7

SRM-BCAST-S-001-O

Movement of Tokens from Device to
SRM

Section 6.11.1

SRM-BCAST-S-002

SRM-BCAST-S-002-O

Movement of Tokens from SRM to
Device

Section 6.11.2

SRM-BCAST-S-001
SRM-BCAST-S-004
SRM-BCAST-S-005

SRM-BCAST-S-003-O

Local Token Consumption by the
Device.

Section 6.11.3

SRM-BCAST-S-004

SRM-BCAST-S-004-O

Retrieval of Token Informatiown the
SRM

Section 6.11.4

SRM-BCAST-S-005-O

Token Removal from the SRM

Sectadll.5

SRM-BCAST-S-006-O

Token Upgrade

Section 6.11.

SRM-BCAST-S-007-O

Movement of Broadcast Rights from
Device to SRM

Section 6.11.7

SRM-BCAST-S-008

SRM-BCAST-S-008-O

Movement of Broadcast Rights from
SRM to Device

Section 6.11.8

SRM-BCAST-S-007
SRM-BCAST-S-011
SRM-BCAST-S-013

SRM-BCAST-S-009-O Local BCAST Rights Consumption ctim 6.11.9
SRM-BCAST-S-0010-O] BCAST Extensions to Handle IQstery | Section
6.11.10.1
SRM-BCAST-S-0011-O| Retrieval of BCRO Informatiolrin the | Section
SRM 6.11.10.2
SRM-BCAST-S-0012-O| Retrieval of BCRO Informatiorst.i Section
from the SRM 6.11.10.3
SRM-BCAST-S-0013-O] BCRO Asset Enablement on the SRM Section
6.11.10.4
SRM-UPD-S-001-M Reservation of storage space ferth | Section 6.9.2
upgraded rights in SRM.
SRM-UPD-S-002-M Upgrade of Rights in SRM Sectiod.4
SRM-S2S-S-001-M Support S2S protocol Section 6.10| SRM-S2S-S-002-M
SRM-S2S-S-002-M S2S Rights Installation Setup Badi10 SRM-MOV-S-002-M;
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Appendix C. Transport Mappings

This section shows SRM communication layer moddlianludes explanation of each layer. This sectiarifies the scope
of OMA SRM enabler and the work-scope of extermghaizations related to each type of SRM.

C.1 SRM Communication Layer Model

The SRM communication layer model divides the fior of a protocol into a series of layers. Eagleldnas the property
that it only uses the functions of the layer beland only exports functionality to the layer aboVhis section briefly
dictates the specifications on how one layer imtsravith another.

Application Layer
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Figure 42: SRM Communication Layer

The SRM communication layer model consists of £taySRM access layer, transformation layer, mitidler and
application layer. SRM access layer, transformaiger and middle layer have different propertyetging on each SRM
type. However the application layer defines a comdumction of a protocol between Devices and SR¥ardless of the
layers below.

C.1.1  Application Layer

The application layer defines services that faat#itcommunication between DRM Agents and SRM Agdriis layer is
independent of lower layers so that this layenisimon to all SRM types.

OMA Secure Removable Media enabler specifies #yierl

C.1.2 Other Layers (Informative)

OMA Secure Removable Media enabler does not spdufse layers, and these layers are defined bynexkterganizations
related to each type of SRM.

Cl121 Middle Layer

The middle layer relieves the application layecofcern regarding syntactical differences in a agss data representation
between Device and SRM. This layer provides fumetionterface defined by OMA SRM enabler for DRMeats and SRM
Agents in the application layer. The implementatifithis layer depends on each type of SRM.
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C.1.2.2 Transformation Layer

The transformation layer defines fragmentation éedragmentation of the representation of digitthbdn Devices and
SRM(s) and data blocks over a data line.

C.1.2.3 SRM Access Layer

The SRM access layer defines all the electricalpndical specifications for Device and SRM. Thieliudes bus width,
data rate, clock frequencies, and SRM form fadbe major functions and services performed by RMSccess layer are:

* Establishment and termination of a connection¢oramunications medium

* Modulation or conversion between data blocks aedctirresponding signals transmitted over a
communications channel

* Format of command line and data line
 SRM states and transition between each state

This layer also detects and corrects errors thgtaneur physically.
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Appendix D. Method for Describing Binary Structures
D.1 Mnemonics (Data Types)

Section 2.2.6 of ISO/IEC 13818-1 [ISO/IEC13818i&ld several data types supported by that stanitost are not needed
for SRM. The following table lists the mnemonicglatata types that are needed for SRM.

Table 136: Data Types

Mnemonic Data Type Equivalent C Type
bslbf Bit string, left bit first, where "left" idhe order in which bit strings are None
written in this document. Bit strings are writteniastring of 1s and Os
within single quote marks, e.g. '1000 0001". Blawkbin a bit string are for
ease of reading and have no significance.
tcimsbf Twao’s complement integer, msb (sign) histfi int
uimsbf Unsigned integer, most significant bit first unsigned int

As seen above, the data types are all big-endian.

D.2 Comments

Comments may be interspersed in the descriptiomr@ents follow a C++ style, being preceded by twevkod slashes, i.e.
“II". It is suggested that they appear before thedtructure or variable needing the comment. Cemtsnare illustrated in
the examples provided below.

D.3 Syntax Description

A data structure description starts with a nameterdata structure. The name is begins with aruggse letter, followed
by one or more upper and lower case letters (AZ),and numbers (0-9) and finally ending with “(¥pen and close
parenthesis). The length of the name should betkegpreasonable length. This document suggestemiiathe first letter of
words be capitalized. The name of the data stradtufollowed by a “{* (open brace) and a newliNext comes a list of
one or more field names (one per line) and followey’ (close brace). The following is an examplesdription of a data
structure calleddsName():

DsName (){
fieldNamel

fieI.dName n

}

A field name represents either another data streiciuia variable. If another data structure, thta deructure is defined
elsewhere. If a variable, then the field name lilw¥eed by two elements. Variable names followsghene rules as the name
of a data structure except that it MUST begin witlower case letter and is not followed by “()”. @ same line following
variable name, the next elementr Bits, indicates the size of the variable in bits. Thatrelement is the dataType of the
variable, taken from Table 136 above.

The following example is for a data structure tt@ttains an additional data structure and a 16rsiigned integer. The
inner data structure contains a bit flag and aiB&igned integer.
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Exanpl e(){
I nner Dat aStruct ure()

/1A 16 bit unsigned integer
uintléVar 16 uimsbf

}

InnerDataStructure(){
/IA 1 bit Boolean flag
bitFlag 1 bslbf
/IA 32 bit signed integer
int32Var 32 tcimsbf

}
D.4 Padding

Although it is strictly not required, it is highhecommended that all integer variables and datatstres start on byte
boundaries. Therefore, when defining bit variahieis, up to the person defining the syntax to eeshat padding bits are
defined to align the next variable or data struetom a byte boundary. Thener DataStructure() example above should be
rewritten as follows:

InnerDataStructure(){
/IA 1 bit Boolean flag
bitFlag 1 bslbf
/IPadding bits, reserved for future use
rfu 7 bslbf
/IA 32 bit signed integer
int32Var 32 tcimsbf

D.5 Arrays

For describing an array, a C “for loop” is usedt Ewample, the following data structure descrileammay of 10 bytes:

Fi xedAr rayExanpl e(){
for( i=0; i < 10; i++ ){
byte 8 uimsbf
}
}

A more complex example is a variable length (0 5)2Bray of signed 16 bit integers.

Var i abl eAr r ayExanpl e(){

nbrOfElements 8 uimsbf
for ( 1=0; i < nbrOfElements ; i++ ){
int16 16 tcimsbf

}

}

For variable sized arrays, there should be a g (of type uimsbf) that is large enough to hthid maximum number of
entries in the array. The following table listsesvfof the possible ranges:
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Table 137: Ranges

Number of bits Range

8 0-255

16 0 - 65,535

24 0-16,777,215
32 0 - 4,294,967,295

D.6 Optional Variables or Data Structures

Many times there is a need for a variable or a gatecture to be optional. In order to indicate thiee the variable or data
structure is present, a bit flag should be defitweiddicate the presence. If multiple fields aréiapal, the indicator bit flags
should be combined to minimize padding. The follogvexample illustrates a data structure with aitLéhteger, an optional
data structure (which will not be defined), an Bvairiable, an optional 64 bit integer and an apdidixed sized array.

Opt i onal Exanpl e(){

}

int16
dsPresent
int64Present
arrayPresent

/IPad to 8 bit boundary

rfu

if( dsPresent }{
DataStructure()

}

uint8

if( int64Present }{
int64

}

if( arrayPresent ){
for(i=0; i<10; i++ ){

byte

}

}

16 tcimsbf
1 bslbf
1 bslbf
1 bslbf
5 bslbf
8 uimsbf
64 tcimsbf
8 uimsbf

For variable sized arrays, it is recommended thational array be indicated by the size fieldif3be size field has a
value of 0 (zero), then the array is not present.

Optional variables or data structures may als;mtieated by the value of a previous variable astiated in the following
example:

Opt i onal Exanpl e2(){

}

status
if( status == 0 ){
DataStructure()

}

16 uimsbf
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Appendix E.  Data Format (Normative)

E.1 Common Data Structure

An OctetString8 contains a variable length octet string. The mimimiength is 0 octets and the maximum length is 255
octets.

OctetString8(){
length 8 uimsbf
for(i=0;i<length; i++ ){
octet 8 uimsbf
}
}

The fields are defined as follows:

* length —Length of the octet string
e octet — An octet (byte)

An OctetString16 contains a variable length octet string. The mimimiength is 0 octets and the maximum length is
65535 octets.

OctetString16(){
length 16 uimsbf
for(i=0;i<length; i++ ){
octet 8 uimsbf
}
}

The fields are defined as follows:

* length —Length of the octet string
e octet — An octet (byte)

A RandomNumber contains a string of random octets.

RandomNumber()}{
OctetString8()

}

A list of the algorithms is allowed by this specition.

Algorithm(){
/I The following algorithms are defined:
/10 SHA-1
/I'1T HMAC-SHA1
/2 AES-128-CBC
/'3 RSA-OAEP
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/4 DRMV2-KDF
II'5 RSA-PSS

algorithmid 8 uimsbf
}

A Hash contains an octet string that is the result ofyptographic hash operation. For calculation oféddb hash, the
SHA-1 hash algorithm is used. For all other cafeshash algorithm used is the negotiated hashitidgo

Hash(){
/l Hash Value
OctetString8()

}

TheHmacdescribes an octet string that is the resultafyptographic HMAC operation. The HMAC algorithmeaksis the
negotiated HMAC algorithm.

Hmac(){
/l HMAC Value
OctetString8()

}

TheEncryptedData  describes an octet string that contains the etedygata that is a result of either a symmetric or
asymmetric encryption operation. The encryptioroathm is the negotiated encryption algorithm.

EncryptedData(){
// Holds the 1V, length is non-zero if IV is pr esent
OctetString8()
/I Encrypted Data
OctetString16()
}
TheCertificate andCertificateChain describes an octet string comprised in certifieatgecified in Appendix H.

Certificate() {

OctetString16()
}
CertificateChain(){
nbrOfCerts 8 uimsbf
for (i=0;i<nbrOfCerts ; i++) {
Certificate()
}
}

TheCrl describes an octet string comprised CRL(s) spetifi Appendix H.
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Crl(){
OctetString16()
}

E.2 Message Fields
E.2.1 Version

A data structure for an SRM protocol versidfefsion ) is described as follows:

Version() {
major 4 uimsbf
minor 4 uimsbf
}
E.2.2 Status

A 16 bit value that contains the result of proaegs request as follows:

Status() {
status 16 uimsbf
}

E.2.3 AssetlD

A data structure for a DRM Asset identifigkssetld ) is described as follows. This is specified intgec5.1.5.

Assetld () {
OctetString16() // Defined in Appendix E.1

E.2.4 Handle

A data structure for a string comprised in a Hamslidescribed as follows:

Handle() {
for(i=0;i<10;i++){
byte 8 uimsbf
}
}
E.2.5 Rights

E.25.1 Rights Meta Data

A data structure for a Rights Meta DaRightsMetaData ) is described as follows:
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RightsObjectVersion() {
major
minor

}

RoAlias() {
OctetString16()

}

Rild() {
OctetString8()

RiUrl() {
OctetString16()

}

RiAlias() {
OctetString16()

}

MetaData() {
roAliasPresent
riUrlPresent
riAliasPresent
riTimeStampPresent
extensionsContainerPresent
rfu

RightsObjectVersion()

if (roAliasPresent) {
RoAlias()

}
Rild()

if ( riUrlPresent) {
RiUrl()

}
if ( riAliasPresent) {
RiAlias()

if (riTimeStampPresent ) {
riTimeStamp

}

4 uimsbf
4 uimsbf

// Defined in Appendix E.1

/I Defined in Appendix E.1

// Defined in Appendix E.1

// Defined in Appendix E.1

1 Dbslbf
1 Dbslbf
1  bslbf
1  bslbf
1  bslbf
3  bslbf

40 uimsbf

if ( extensionsContainerPresent ) {

ExtensionsContainer()

/I Defined in section 5.6.5
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RightsMetaData() {

length 16 uimsbf
MetaData()
}
The fields are defined as follows:
* roAliasPresent - if '1’, then RoAlias is present in this message
* riUrlPresent - if ‘1, thenRiUrl is present in this message
* riAliasPresent - if '1’, then RiAlias  is present in this message
e riTimeStampPresent —if *1’, then RiTimeStamp is present in this mesgs
» extensionsContainerPresent —if '1’, then ExtensionsContainer() is present in this data

E.2.5.2

structure. In SRM v1.1, there are no extensionsifipd, therefore the value of the bit SHOULD bé 1 the
future, the bit MAY be set to ‘1'.

Unknown extensions SHALL be ignored, but not renth\®y the receiving DRM Agent or SRM Agent. If the
MetaData() structure is forwarded to another entity (e.gotigh Move), théextensionsContainer()

field SHALL be included without being modified.

RightsObjectVersion — Rights Object Version in section 5.1.1.1

RoAlias — RO Alias in section 5.1.1.1

Rild — RI Identifier in section 5.1.1.1

RiUrl — RIURL in section 5.1.1.1

RiAlias — RI Alias in section 5.1.1.1

riTimeStamp — Rights Issuer TimeStamp in UTC (RITS, see [OMADR.0]). The coding is as follows:
RiTimeStamp =¥ << 26 +M << 22 +D << 17 +H << 12 +M << 6 +Swhere

Y is the year minus 2000, e.qg. for the year 2967,

M is the month, wher®!=0 corresponds to January;

D is the day, wher=0 corresponds to the first day of the month;
H is the hour (0-23);

M is the minute (0-59);

Sis the second (0-59).

length — Length ofMetaData
MetaData - Containing data of Rights Meta Data

Rights Object Container

A data structure for a Rights Object ContairRRightsObjectContainer ) is described as follows:
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RightsObjectContainer() {

/IThe following RO formats are defined for roFo rmat:
/I 0 = XML

/l'1=WBXML

roFormat 8 uimsbf

OctetString16() // Defined in Appendix E.1

The octet string comprised in the Rights Objectt@imer is an XML document of typmma-dd:RightsObjectContainer. It
is instantiated as @oma-dd:roContainer> element and contains tkeights> element and thesignature>element from
the RO payload as specified in section 5.1.1.2. XM& schema is as follows:

<!--Rights Object Container Definitions -->
<element name="roContainer" type="oma-dd:RightsObjectContainer">
<complexType name="RightsObjectContainer”>
<sequence>
<element name="rights” type="0-ex:rightsType"/>
<element name="signature” type="ds:SignatueType"/>
</sequence>

</complexType>

E.25.3 State Information

A data structure for a State Informatid@tdtelnformation ) is described as follows:

Statelnformation() {
/I Length of Statelnfo
length 16 uimsbf
Statelnfo()

}

The field is defined as follows:

* length - the total length dbtatelnfo() data (in bytes)

Statelnfo() {

nbrOfAssetlds 8 uimsbf

for (i=0;i<nbrOfAssetlds ; i++) { Il <a sset> elements
HashOfAssetld() /I Defined in Appendix E.3

nbrOfPermissions 8 uimsbf

for (i=0 ;i< nbrOfPermissions ;i++) { 1 <permission> elements
PermissionState()

}

}

The fields are defined as follows:

* nbrOfAssetlds - the number of <asset> elements, where each &aslegnent has a Assetld
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HashOfAssetld()

nbrOfPermissions

- Hash of Assetld

- the number of <permission> elements, where epelnmission> element refers to

Zero or more <asset> elements above

PermissionState() {

}

constraintPresent 1 Dbslbf
assetPresent 1 bslbf
playPresent 1 Dbslbf
displayPresent 1 Dbslbf
executePresent 1 Dbslbf
printPresent 1 bslbf
exportPresent 1 bslbf
movePresent 1 Dbslbf
extensionsContainerPresent 1 Dbslbf
/I for future extension: all zeros now
rfu 7  bslbf

if ( constraintPresent ) {
ConstraintState()

}

if (assetPresent) {
HashOfAssetld()

}
if ( playPresent) {
ConstraintState()

}
if ( displayPresent ) {
ConstraintState()

}

if (executePresent) {
ConstraintState()

}

if ( printPresent ) {
ConstraintState()

}

if ( exportPresent ) {
ConstraintState()

}

if ( movePresent ) {
ConstraintState()

}

/I Defined in Appendix E.3

if( extensionsContainerPresent ) {

}

ExtensionsContainer()

The fields are defined as follows:

constraintPresent
printPresent , eXp

/I Defined in section 5.6.5

, assetPresent , playPresent , displayPresent , executePresent
ortPresent , andmovePresent - each of these flags corresponds to each of

<constraint>, <assetx <play>, <display>, <execute> <print>, <export>, and<move>element in the
<permission>element. If any of these elements exists, itsesponding flag is set to 1.

assetPresent - if <asset>exists, then this permission is applied only t® Assetld whose Hash value
equals tdHashOfAssetld()
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» extensionsContainerPresent —if *1’, then ExtensionsContainer() is present in this data
structure. In SRM v1.1, there are no extensionsifpd, therefore the value of the bit SHOULD bé 1 the
future, the bit MAY be set to ‘1'.

Unknown extensions SHALL be ignored, but not renth\®y the receiving DRM Agent or SRM Agent. If the
PermissionState() structure is forwarded to another entity (e.gotigh Move), the
ExtensionsContainer() field SHALL be included without being modified.

ConstraintState() {

countPresent 1 Dbslbf
timedCountPresent 1 bslbf
intervalPresent 1 bslbf
accumulatedPresent 1 bslbf
extensionsContainerPresent 1 Dbslbf
rfu 3 bslbf
if (countPresent ) { /I For count
remainingCount 32 uimsbf
if (timedCountPresent ) { /I For timed-count
remainingTimedCount 32 uimsbf

if (intervalPresent ) {

1 YYYY-MM-DDThh:mm:ssZ [ISO8601]
/I All zeros if the asset has NOT been rend ered
for(i=0;i<20;i++){
byte 8 uimsbf
}
}
if (accumulatedPresent ) {
accumulatedTime 32 uimsbf /[ upto 2°32 sec onds
}
if( extensionsContainerPresent ) {
ExtensionsContainer() /I Defined in section 5.6. 5
}

}

The fields are defined as follows:

e countPresent ,timedCountPresent ,intervalPresent , andaccumulatedPresent - each of
these flags corresponds to eackodunt>, <timed-count>, <interval>, <accumulated>element in the
<constraint> element.

e remainingCount - This value indicates how many times are lefttfer<count> element.
* remainingTimedCount - This value indicates how many times are leftfar<timed-count> element.
* accumulatedTime - This value indicates how many seconds are coadum

extensionsContainerPresent —if ‘1’, then ExtensionsContainer() is present in this data structure. In SRM
v1.1, there are no extensions specified, therafeeralue of the bit SHOULD be ‘0'. In the fututbe bit MAY be set to ‘1’.
Unknown extensions SHALL be ignored, but not renth\®y the receiving DRM Agent or SRM Agent. If tB&ate
Information is forwarded to another entity (e.gotigh Move), théxtensionsContainer() field SHALL be included
without being modified.

E.254 Rights Information

A data structure for a Rights InformatidRightsinformation ) is described as follows. The Rights Meta Datghis
Object Container, and State Information comprigaghts Information.
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RightsInformation() {

statelnformationPresent 1 Dbslbf
rfu 7  bslbf
RightsMetaData()

RightsObjectContainer()
if ( statelnformationPresent ) {
Statelnformation()

}
}

E.2.5.5

REK

A data structure for a REKREK) is described as follows:

Rek() {

for(i=0
byte

}

E.2.6

1< 16 i++ )

8 uimsbf

Rights Information List

A data structure for Rights Information List is debed as follows:

RightsinformationList() {

nbrOfAssetld 16 uimsbf

for (i=0;i<nbrOfAssetld ; i++) {
HashOfAssetID() /I Defined in Appendix E.3
nbrOfRightsinfo 16 uimsbf

for (j =0 ;] < nbrOfRightsInfo ; j++) {
/IList of Handle and Rights Information
Handle() /I Defined in Appendix E.2.4
Rightsinformation() /I Defined in Appen dix E.2.5.4

}
}
}

The fields are defined as follows:

nbrOfAssetld  — Number of hashes défssetld s in the Rights Information List

HashOfAssetld — Hash ofAssetld . A DRM Content identified by this AssetID is assted with
subsequent Rights Information.

nbrOfRightsinfo — This is the number of enabled Rights in an SRM &re associated with the DRM
Content identified by thAssetld

Handle - This identifies enabled Rights in an SRM thatassociated with a DRM Content identified by the
Assetld

Rightsinformation — Rights Information of Rights identified by thiandle
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E.2.7 Encrypted REK

A data structure for an encrypted REK is descridedbllows.

EncryptedRek() {
//IContains the encrypted REK
EncryptedData() /I Defined in Appendix E.1

E.2.8 Encrypted Handle

A data structure for an encrypted Handle is deedridis follows.

EncryptedHandle() {
/IContains the encrypted Handle
EncryptedData() /I Defined in Appendix E.1

E.2.9 Encrypted New Handle

A data structure for an encrypted new Handle isidesd as follows.

EncryptedNewHandle() {
/[Contains the encrypted New Handle
EncryptedData() /I Defined in Appendix E.1

E.2.10 Tokens
E.2.10.1  Service/Program IDs

A data structure for Service/Program I[ZefviceProgramlds ) is described as follows:

ServiceProgramlds() {
ServiceProgramldsPresent 1 uimsbf
rfu 7 uimsbf
if (ServiceProgramldsPresent)

nbrOfServiceProgramlds 8 uimsbf
for (i=0 ; i<nbrOfServiceProgramids ; i++ X
ServiceProgramFlag 1 uimsbf
rfu 7 uimsbf
OctetString16() /I Defined in Appendi xE.1
}

}
}

The fields are defined as follows:
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e ServiceProgramldsPresent — this flag indicates presence of service andfentifiers in this data
structure. If they are present, this flag is séi.to

* nbrOfServiceProgramlds — the number of service and program identifiers

e ServiceProgramFlag — indicates which identifier is contained

0 0-service_CID (see [DRMXBSv1.1] for details)
0 1-program_CID (see [DRMXBSv1.1] for details)

E.2.10.2 Movable

A data structure for Movable attributel¢vable ) is described as follows:

Movable() {
MovableFlag 1 uimsbf
rfu 7 uimsbf
}

The fields are defined as follows:

* MovableFlag - indicates if Token Move transaction is permittechot
0 0 - Token Move is not permitted

0 1 - Token Move is permitted

E.2.10.3 Domain IDs

A data structure for Domain ID®6mainlds ) is described as follows:

Domainlds() {
DomainldsPresent 1 uimsbf
rfu 7 uimsbf
if (DomainldsPresent)

nbrOfDomainlids 8 uimsbf
for (i=0 ; i<nbrOfDomainlds ; i++ ){

OctetString8() /I Defined in Appendix E.l
}

}
}

The fields are defined as follows:

« DomainldsPresent - this flag indicates presence of domain identfia this data structure. If they are
present, this flag is set to ‘1.

 nbrOfDomainlds - the number of domain identifiers

E.2.10.4  Token Delivery ID

A data structure for Token Delivery ID'dkenDeliveryld ) is described as follows:
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TokenDeliveryld() {
OctetString8() /I Defined in Appendix E.1

}

E.2.10.5 Reporting Information

A data structure for Reporting InformatioReportingInformation ) is described as follows:

ReportingInformation() {
ReportingInformationPresent 1 uimsbf
if (ReportingInformationPresent)

TokenReportingURL()

LatestTokenConsumptionTime 40 mjdutc
EarliestReportingTime 40 mjdutc
LatestReportingTime 40 mjdutc

}
}

The fields are defined as follows:

* ReporingInformationPresent — this flag indicates presence of reporting infation in this data
structure. If it is present, this flag is set ta ‘1

TokenReportingURL(){
OctetString16() /IDefined in Appendix E.1

E.2.10.6  Token Quantity

A data structure for Token QuantitydkenQuantity ) is described as follows:

TokenQuantity() {
TokenQuantity 32 uimsbf

E.2.10.7 BCAST Token Container
A data structure for BCAST Token (BCASDken Container) is described as follows:

BCASTTokenContainer() {

Rild() /I Defined in Appendix E.2.5
TokenDeliveryld() /I Defined in Appendix E.2.10.4
ServiceProgramlds() /I Defined in Appendix E.2.10 A1
Movable() /I Defined in Appendix E.2.10.2

Domainlds() /I Defined in Appendix E.2.10.3
ReportingInformation() // Defined in Appendix E.2 .10.5
TokenQuantity() /I Defined in Appendix E.2.10.6

}
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E.2.11 Broadcast Rights
E.2.11.1 BCRO Base

A data structure for BCRO BasBdroBase ) is described as follows:

BcroBase() {
OctetString16() // Defined in Appendix E.1

E.2.11.2 BCRO Assets

A data structure for BCRO AsseBdroAssets ) is described as follows:

BcroAssets() {

nbrOfAssets 8 uimsbf
for (i=0 ; i<nbrOfAssets ; i++) {
Bci() /I Defined in Appendix E.2.11.2.2
Assetindex() /I Defined in Appendix E.2.11
AssetType 1 uimsbf
rfu 7 uimsbf
If (AssetType ==0) {
EncryptedSPeak() /I Defined in Appendix E.2.11.2.4
}else {
EncryptedCek() /I Defined in Appendix E.2.11.2.6

}
}
}

The fields are defined as follows:

* nbrOfAssets — number of assets (SEAKs, PEAKs and/or CEKshénBCRO Assets

* Assetindex — Asset Index defined in section 5.1.11.2

» AssetType - indicates the type of the asset in BCRO Assets
o If setto ‘0", asset contains SEAK or PEAK
o Otherwise, asset contains CEK

* SPeak — SEAK or PEAK defined in section 5.1.11.2

Cek — CEK defined in section 5.1.11.2

E.2.11.2.1 Asset Index

A data structure for Asset Indeigsetindex ) is described as follows:
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Assetindex() {
byte 8 uimsbf
}

E.2.11.22 BCI

A data structure for BCIBci ) is described as follows:

Bci() {
for(i=0;i<12;i++){
byte 8 uimsbf

}
}

E.2.11.23 SPEAK

A data structure for SPEAKSPeak) is described as follows:

Speak() {
for (i=0;i<32; i++){
byte 8 uimsbf
}

}
E.2.11.2.4  Encrypted SPEAK
A data structure for Encrypted SPEAERMcryptedSPeak ) is described as follows:

EncryptedSpeak() {
/IContains the encrypted SPEAK
EncryptedData() /IDefined in Appendix E.1

}
E.211.25 CEK

A data structure for CEKQek) is described as follows:

Cek() {
for (i=0;i<16 ; i++) {
byte 8 uimsbf

}
}

E.2.11.2.6  Encrypted CEK

A data structure for Encrypted CEErfcryptedCek ) is described as follows:
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Cek() {
/[Contains the encrypted SPEAK
EncryptedData() /IDefined in Appendix E.1

}

E.2.11.2.7 Asset Index List

A data structure for Asset Index LigtgsetindexList ) is described as follows:

AssetindexList() {

nbrOfAssetindexes 8 uimsbf
for (=0 ; i<nbrOfAssetindexes ; i++) {
Assetindex() /I Defined in Appendix E.2.11 2

E.2.11.3 BCRO Information List

A data structure for BCRO Information Li®d¢rolnformationList ) is described as follows:

BcrolnformationList() {

nbrOfBci 8 uimsbf
for (i=0;i<nbrOfBcro;i++){
Bci() /I Defined in Appendix E.2.11.2.2
nbrOfBcrolnfo 8 uimsbf
for (i=0;i<nbrOfBcro ;i++){
Handle() /I Defined in Appendix E.2.4
BcroBase() /I Defined in Appendix E.2. 11.1
BcroStatelnfo() /I Defined in Appendix E.2.11.3
}
}

}

The fields are defined as follows:

e nbrOfBci — Number oBci s in the BCRO Information List

e nbrOfBcrolnfo — This is the number of {BCRO Base, BCRO Statej}ipiairs in an SRM that are
associated with the broadcast content identifiethbyci.

E.2.11.4 BCRO State Info

A data structure for BCRO StatBdroStatelnfo ) is described as follows:
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BcroStatelnfo() {

length 16 uimsbf
nbrOfPermissions 8 uimsbf
for (i=0 ; i<nbrOfPermissions ; i++) {
AssetindexList() I/l Defined in Appendix E 2.11.2.6
rfu 1 uimsbf
nbrOfActions 7 uimsbf
for (j=0 ; j<nbrOfActions ; j++) {
ActionType 8 uimsbf
ConstraintsStates() /I Defined in Appendix E.2.11.4.1
}
}

The fields are defined as follows:

» length - length of BCROStatelnfo

e nbrOfPermissions — number of permissions is this data structuremsion consists of asset indexes and
associated allowed actions and constraints on thetsans

* nbrOfAssetindexes — number of asset indexes

e nbrOfActions — number of allowed actions

» ActionType - defines action type (e.g. play, move, etc.)

» ConstraintsStates — contains constraint state information per action

E.2.11.41 Constraints States

A data structure for Constraints Stat€siistraintsStates ) is described as follows:
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ConstraintsStates() {

ConstraintsStatesPresent 1 uimsbf
CountConstraintPresent 1 uimsbf
TimeCountConstraintPresent 1 uimsbf

TimelntervalConstraintPresent 1  uimsbf
AccumulatedConstraintPresent 1 uimsbf

rfu 3 uimsbf
if ( ConstraintsStatesPresent )

{

if ( CountConstraintPresent ) {
OctetString8() /I Defined in Appendix E.l

if ( TimeCountConstraintPresent ) {
OctetString8() /I Defined in Appendix E.l

if ( TimelntervalConstraintPresent ) {
StartDateTime 40 mjdutc

if (AccumulatedConstraintPresent ) {
OctetString8() /I Defined in Appendix E.1l
}

}
}

The fields are defined as follows:

» ConstraintsStatesPresent — this flag indicates when constaints states agsqut is this data structure

* CountConstraintPresent, TimeCountConstraintPresent,
TimelntervalConstraintPresent, AccumulatedConstrain tPresent — each of these flag
correspond to each of constraint descriptors deéfingDRMXBSv1.1]

» StartDateTime - contains date and time when the permission irstseercised

E.2.11.5 BCRO Signature

A data structure for BCRO SignatuigcfoSignature ) is described as follows:

BcroSignature() {

BcroSignaturePresent 1 uimsbf
rfu 7 uimsbf
if ( BcroSignaturePresent )
{
OctetString16()
}

}

The fields are defined as follows:

» BcroSignaturePresent — this flag indicates when BCRO Signature is preiethis data structure
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E.3 LAID (List of Asset Identifier)

A data structure for an LAID is described as folfow

Hash of AssetlD is calculated using the SHA-1 helgbrithm.

HashOfAssetld() {
/I Contains the hash of a Assetld

Hash() /I Defined in Appendix E.1
}
Laid () {

nbrOfAssetld 8 uimsbf

for (i=0;i<nbrOfAssetld ; i++) {

HashOfAssetld()

}

}

The fields are defined as follows:

 nbrOfAssetld — Number of HAssetld) comprised in an LAID
 HashOfAssetld — H(Assetld ) comprised in an LAID

E.4 Handle List

A data structure for a Handle LisiéndleList ) is described as follows:

HandleList () {

nbrOfAssetld 16 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() /I Defined in Appendix E.3
Handle() /I Defined in Appendix E.2.4
}

}

The fields are defined as follows:

 nbrOfAssetld — Number of hash dkssetld s in a Handle List. If the Handle List is dividado chunks,
this represents the number of hasAedetld s in a chunk.

» HashOfAssetld - Hash ofAssetld . A DRM Content identified by this AssetID is aswted with a Rights
in an SRM identified by a subsequent Handle.

 Handle - This identifies an enabled Rights in an SRM thassociated with the DRM Content identified by
the Assetld

E.5 Dynamic Code Pages
E.5.1 Attribute Code Page

A data structure for the Dynamic Attribute Code @ @tributeCodePage ) is described as follows.
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AttributeName() {

OctetString8() /I Defined in Appendix E.1
}
AttributeValue() {

OctetString8() /I Defined in Appendix E.1
}
CodePage() {

rful 1 bslbf

nbrOfAttrs 7 uimsbf

for(i=0;i<nbrOfAttrs ; i++ ){

AttributeName()

}

rfu2 1 bslbf

nbrOfAttrValues 7 uimsbf

for(i=0 ;i< nbrOfAttrvalues ; i++ ){

AttrributeValue()

}
}
AttributeCodePage() {

length 16 uimsbf

CodePage()

The fields are defined as follows:

E.5.2

nbrOfAttrs ~ — The number of Attribute Start Tokens in the dgiacode page. The maximum allowed value
is 122.
AttributeName  — The specific string value of well-known AttrileutThe array is an ordered list of all

Attribute Start Tokens in the dynamic code pagee fitst Attribute Name in the array has the tokatue of 6
and each subsequent Attribute Name has a tokee i@temented by 1.

nbrOfAttrValues — The number of Attribute Value Tokens in the dpitacode page. The maximum
allowed value is 122.

AttributeValue — The specific string value of a well-known Atutle Value. The array is an ordered list of
all Attribute Value Tokens in the dynamic code pafjee first Attribute Value in the array has thkeo value
of 133 and each subsequent Attribute Value hakentwalue incremented by 1.

length — Length ofCodePage
CodePage — Containing data of Dynamic Attribute Code Page

Tag Code Page

A data structure for the Dynamic Tag Code PageyCodePage) is described as follows.
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TagName() {

OctetString8() /I Defined in Appendix E.1
}
CodePage() {
rfu 2 bslbf
nbrOfTags 6 uimsbf
for(i=0;i<nbrOfTags ; i++ ){
TagName()
}
TagCodePage() {
length 16 uimsbf
CodePage()

The fields are defined as follows:

* nbrOfTags - The number of Tag Names in the dynamic code.petlge maximum allowed value is 59.

» TagName- The specific string value of a well-known Tagfabent Name. The array is an ordered list of all
Tag Names in the dynamic code page. The first Tagé\in the array has the tag identity of 6 and each
subsequent Tag Name has a tag identity incremdytéd

* length - Length ofCodePage
» CodePage — Containing data of Dynamic Tag Code Page
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Appendix F.  SRM Transport Protocol
F.1 HTTP Mapping

An SRM MAY support an HTTP transport layer (as nhédidyer) to communicate with the DRM agent if@ndmplement a
local HTTP server. In this case the DRM Agent cannect to the SRM as an HTTP client. The datatee transported and
exchanged between the two entities over HTTP. &pjeendix defines this HTTP mapping.

The following sections describe how the data aliweled using the HTTP 1.1 protocol.

F.1.1 HTTP Headers

The HTTP Content-Type header MUST be supportedcs fibader describes the media type that is praséime ibody part of
the HTTP Request/Response.

The DRM Agent MUST include an HTTP Accept headeewBending a request over HTTP. The Accept headeifies
the media types that the DRM Agent will acceptasponse to the request.

Implementations MAY support other HTTP headers therse specified herein. The presence of HTTP hearker than
those specified here when a message is receivedidvie® SHOULD NOT by itself cause termination oétbession.

F.1.2 SRM Requests
- The DRM Agent SHALL send SRM requests as the bddyTorP POST requests. Example:

POST /SRM HTTP/ 1.1

Host: 127.0.0.1: 3516

Cont ent - Type: application/vnd. oma.drm srm pdu
[ Application Data]

In the above example the DRM Agent is using theugstURI field for specifying the path componerteTabsolute URI of
the SRM is specified using the HTTP Host header.

- The DRM Agent SHALL use the absolute path “/SRMitbwut the quotes) to address the SRM Agent

- If the SRM has its own IP address then the DRM a§étALL address the SRM agent via this IP addreskthe
standard HTTP port number 80 (e.g. 192.168.0.1lo8®rwise the DRM agent SHALL use port 3516 with lihcal IP
address 127.0.0.1 for SRM Requests (i.e. 127.G016)

- The DRM Agent SHOULD use persistent connectionsmdending requests over HTTP.
- The DRM Agent SHALL support chunk as mandated if TiR]
- The DRM Agent SHALL indicate to the SRM that thegsage is a SRM message using the HTTP Content{leguer

with value application/vnd.oma.drm.srm-pdu. Thediwing is an example of such a header field:

Content-Type: application/vnd.oma.drm.srm-pdu

- The DRM Agent SHALL use the HTTP Accept heademitiGate acceptable media types in response to SRNests

sent over HTTP. The DRM Agent MUST accept at I¢astfollowing media types:

0 application/vnd.oma.drm.srm-pdu
Example:

0  Accept: application/vnd.oma.drm.srm-pdu
- HTTP requests from the DRM Agent MUST contain aared only one, SRM request message.

F.1.3 SRM Responses
- The SRM SHALL send SRM responses as the body of HieBponses.
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- The HTTP Content-Type header MUST be set to apicavynd.oma.drm.srm-pdu when a SRM message catestit
the message-body of a response. Example:

Content-Type: application/vnd.oma.drm.srm-pdu

If the HTTP Content-Type header value in the Respaloes not match the above Content-Type, the DR&hA
SHALL terminate the session.

- The SRM MUST NOT include multipart responses irHaiT P response.

- The SRM MUST include an HTTP Cache-Control headér the value no-transform when sending an intggrit
protected SRM message. The no-transform directiobipits network caches from doing any contentdfarmations.
The no-cache option must also be set in ordergwegnt caching of responses.

The following is an example:

Cache-Control: no-transform; no-cache

F.1.4 HTTP Response Codes

An SRM that refuses to perform a SRM message exghaiith a DRM Agent SHOULD return a 403 (Forbiddezgponse.

In the case of an error while processing an HTTjRiest, the SRM MUST return a 500 (Internal Serveor response. This
type of error SHOULD be returned for HTTP-relatecbes detected before control is passed to the 8Rdine, or when the
SRM engine reports an internal error (for examgile, SRM schema cannot be located). If the typeSRM request cannot
be determined, the SRM MUST return a 500 (InteErabr) response code.

In these cases (i.e. when the HTTP response cabeisr 5xx), the content of the HTTP body is nigngficant.

In all other cases, the SRM MUST respond with 20BYand a suitable SRM message (possibly with SRMted error
information) in the HTTP body.

DRM Agents MUST be able to handle HTTP responsesagpecified here (200, 400, 403, 404, and 500).
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Appendix G. SRM-API (Secure Removable Media — Application
Programming Interface) (Informative)

The various SRM platforms may support differenhsgort protocols for communication with DeviceshisIsection defines
a common set of APIs that may be used between DRFh#S and SRM Agents to support the different SRffqrms. The
APIs specify the field format of message requestsrasponses. They are based on C language forhmt.are applied as

follows:

» Message Request: API call with input fields

» Message Response: Result of API with output fields

G.1 Definition Structures

/*********************** To input Input/output data **********************/

typedef struct {
unsigned long len; /* length of input/output */
unsigned char* buf; /* buffer pointer */

} f_bytes;

/************************ To Error Code List *******************************/

typedef unsigned short STATUS_CODE;

G.2 API List
Table 138: API List
API Function
Initialise_Message Initialise the API processing layer.
Exchange_Message Sends the request and receivespiomse.
Finalise_Message Finalise the API processing layer.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_1-20110816-A.doc Page 210 (222)

G.2.1 Initialise_Message

Declaration :

STATUS_CODE API_SRM_Initialise (void *arg);
Input :

arg Data for initialising the library. It depends on the specific SRM.
Output :

None
Return value :
SUCCESS
MEMORY_ERROR
INTERNAL_ERROR
UNKNOWN_ERROR
Function:

Initialises API processing layer.
Prior condition :

None
Post condition :

None

Notice :

The processing in this API is dependent on the type of SRM. Each SRM provides specific functions to

initialise processing with this API.
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G.2.2 Exchange Message

Declaration :

STATUS_CODE API_SRM_Exchange (f_bytes *request, f_bytes *response);
Input :

request Request from the DRM Agent to the SRM Agent
Output :

response Response from the SRM Agent to the DRM Agent

Return value :

SUCCESS

BUFFER_OVERFLOW_ERROR

NO_SRM_ERROR

MEMORY_ERROR

INTERNAL_ERROR

UNKNOWN_ERROR
Function:

Sends a request to the SRM Agent and receives a response from the SRM Agent.

Prior condition :
None
Post condition :

None
Notice :
When the returned value is not SUCCESS, the value of output field response is not defined in the case

that the API allocates the memory for processing. It means the DRM Agent does not have to deallocate

the memory where response.buf points even if response.buf '= NULL.
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G.2.3 Finalise_Message

Declaration :

STATUS_CODE API_SRM_Finalise (void *arg);
Input :

arg Data for finalizing the library. It depends on the specific SRM.
Output :

None

Return value :
SUCCESS
INTERNAL_ERROR
UNKNOWN_ERROR

Function:

Finalises the API processing layer.
Prior condition :

None
Post condition :

None

Notice :

The processing in this API is dependent on the type of SRM. Each SRM provides specific functions to

finalise processing with this APIL.

G.3 Status Codes for API

Table 139: Status Codes

Error Code Description
SUCCESS Success.
BUFFER_OVERFLOW_ERROR The length of output dateeexis the allocated buffer.
NO_SRM_ERROR Connection to SRM is failed.
MEMORY_ERROR Memory error in the API.
INTERNAL_ERROR Uncategorised Internal error in thiel.
UNKNOWN_ERROR Unknown error.
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Appendix H.

Certificates and CRL

H.1 Certificate Profiles and Requirements

The profile for Device Certificates follows the fite of the DRM Agent Certificates in OMA DRM v2[OMADRMv2.0].
The DRM Agent Certificate in OMA DRM v2.0 is refed to as Device Certificate in this specificati8RM Agents
processing Device Certificates MUST meet all regmients on entities processing user certificateaedin [CertProf]. In

addition, SRM Agents:

 MUST be able to process Device Certificates ups@0lbytes long;

 MUST be able to process Device Certificates witlias@umbers up to 20 bytes long;

 MUST recognize and require the presence of the kgprdrmAgent object identifier defined in the
extKeyUsage extension in Device Certificates; and

*  MUST support the cRLDistributionPoints extension

The profile for SRM Certificates follows the prafifor “User Certificates for Authentication” in [@Brof] with the
following modifications in Table 140:

Table 140: SRM Certificate Profile

Fields Values
Version Version 3 (Integer value is 2)
Signature MUST be RSA with SHA-1
Serial Number MUST be less than, or equal to, 28din length
Issuer Name MUST be present and MUST use a subgdtawing naming attributes from

[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and stateOrProvinceName.

Subject Name

MUST be present and MUST use a sobsiet following attributes from [CertProf] -
countryName, organizationName, organizationalUnitldacommonName, and
serialNumber

The structure and contents of an SRM subject ndmrak Ise as follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]

[commonName=<Model name>]

[serialNumber=<Unique identifier for SRM, as as&idrby the Certificate Issuer>]

The serialNumber attribute MUST be present. Thentiglame, organizationName,
organizationalUnitName, and commonName may be pte€gher attributes are not
allowed and must not be included. For all naminghattes of type DirectoryString, th
PrintableString or the UTF8String choice must bedus

Note that the maximum length (in octets) for valoéthese attributes is as follows:
countryName - 2 (country code in accordance witB/IEC 3166), organizationName
organizationalUnitName, commonName, and serialNumbd.

Example:

[¢)

C="US";0="DRM SRMs 'R Us"; CN="DRM SRM Mark V"; SN%234567890"
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Fields Values

Extensions The extKeyUsage extension SHALL be mtesed contain (at least) the oma-kp-
srmAgent key purpose object identifier:

oma-kp-srmAgent OBJECT IDENTIFIER ::= {oma-kp 3}

The oma-kp object identifier is defined as follows:

oma-kp OBJECT IDENTIFIER ::= {oma 1}

oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) ideified-organizations(23) wap(43
oma(6)}

CAs are recommended to set this extension to akitic

« If CAs include the keyUsage extension (recommendadh both the
digitalSignature bit and the keyEncipherment bisirhe set, if the
corresponding private key is to be used both fonentication and
decryption. Otherwise only the applicable bit shalset. When present,
this extension shall be set to critical.

CAs may include the certificatePolicy extensiomligating the policy the certificate
has been issued under, and possibly containingladgRtifying a source of more
information about the policy.

CAs are recommended to not include any other extessbut may, for compliance
with [RFC3280], include the authorityKeyldentifiextension. CAs may also include
the authoritylnfoAccess extension from [RFC3280]@CSP responder navigation
purposes, and the cRLDistributionPoints extensioidéntify how CRL information is
obtained.

CAs MUST NOT include any other critical extensions.

DRM Agents processing SRM Certificates MUST mektegjuirements on entities processing user ceatifis defined in
[CertProf]. In addition, DRM Agents:

* MUST be able to process SRM Certificates up to 15aés long;
* MUST be able to process SRM Certificates with $enisnbers up to 20 bytes long;

» MUST recognize and require the presence of the lgprsemAgent object identifier defined in the
extKeyUsage extension in SRM Certificates; and

MUST support the cRLDistributionPoints extension

The profiles for RI Certificates, CA Certificates)d OCSP Responder Certificates follow the proBlescified in Appendix
D.2, D.3, and D.4 of the OMA DRM v2.0 specificatippMADRMv2.0] respectively.
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H.2 CRL Profiles and Requirements

The profile for CRLs follows the CRL profile in th@ertificate Revocation List (CRL) profile in [RF€80] with the
following modifications in Table 141:

Table 141: CRL Profile

Fields Values
Version Version 2 (Integer value is 1)
Signature MUST be RSA with SHA-1
Issuer MUST be present and MUST use a subsetlofifislg naming attributes from

Certificate profiles in [OMADRMv2.0] — countryNamerganizationName,
organizationalUnitName, commonName, and stateOifceame.

ThisUpdate The issue date of this CRL

NextUpdate The date by which the next CRL will bsuied

RevokedCertificates entries See Table 142

Extensions CAs SHALL include the Key Identifier emsion, identifying the public key

corresponding to the private key used to sign a.CRL

CAs SHALL include the CRL Number extension, whishused to determine when a
particular CRL supersedes another CRL.

CAs are recommended to not include any other extessbut may, for compliance
with [RFC3280], include the Issuing Distributioniftoextension from [RFC3280] to
identify how CRL information is obtained.

CAs MUST NOT include any other critical extensions.

When there are no revoked Device Certificates dvi$Fertificates, the revoked certificates list MUB& absent. Otherwise,
revoked Device Certificates or SRM Certificateslested by the fields in Table 142.

Table 142: RevokedCertificates Entry fields in CRLProfile

Fields Values
UserCertificate Revoked certificate serial number
RevocationDate Date of revocation decision
CRL Entry Extensions CAs may define private CRLrgeixtensions to carry information unique to them.
Except the private CRL entry extensions, CAs MUSJITNnclude any other critical
extensions.
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Appendix .

Move Permission in Rights Object (Normative)

This document defines the extension of the OMA DREL specification [OMADRMv2.0] to include the Moyrmission
in Rights Objects. The Move permission in a Rigbbject grants the permission to Move the RightseCilpetween

Devices and SRMs.

In addition, this document defines a <srmPing> taitgt. For example, when this constraint is inelddn the <play>
permission, the content can only be played if aM3$&included.

1.1 Extension of Permission Model in REL

.1.1

Element <permission>

Element

<IELEMENT o-ex:permission (0-ex:constrajrt=ex:asset*, o-dd:play?, o-dd:display
0-dd:execute?, o-dd:print?, oma-dd:expootdd:move?d>

~NJ

Semantics

In addition to the semantics as defin€dNMA DRM REL [OMADRMv2.0], SRM
adds an optional <move> element to the <permisseament.

A single Rights Object can have only one <movexpssion. When present, the pare
<permission> element MUST NOT have any <asset>ehtsn For the other child

elements (permissions), refer to the OMA DRM REEdfication [OMADRMv2.0].

1.1.2

Element <move>

Element

<IELEMENT o-dd:move (0-ex:constraint?)>

Semantics

The <move> element grants the permiggibiove a Rights Object from a Device to
an SRM or from an SRM to a Device. It contains ptiamal <constraint> element.

The <move> element has the semantics of movingjatRiObject between Devices and

SRMs.

If the <move> element has a <constraint> child €emonly the <count> or <system>
constraints are allowed and all other constraintsSN1 NOT be present. If the
<constraint> element is specified, the DRM Agent Ugrant move rights according
to the <constraint> child element and the top-les@instraint> element if any. If no
child <constraint> element is specified, the DRMeAgMUST grant move rights
according to the top-level <constraint> elemeiiny. If neither child nor top-level

<constraint> element is specified, the DRM Agent 8Ugrant unlimited move rights.

1.1.3

Element <count>

Element

<IELEMENT o-dd:count (#PCDATA)>

Semantics

In addition to the semantics as defin€@dMA DRM REL [OMADRMv2.0]:

If the parent <constraint> element is a child elstd a <move> element, the <count>
element specifies the number of times the <movemission may be granted over the
Rights Object itself.
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1.1.4 Element <system>

Element <IELEMENT oma-dd:system (o-ex:context+)>

Semantics In addition to the semantics as defin€dMA DRM REL [OMADRMv2.0]:
The <system> constraint is allowed to also constita¢ <move> permission.

In the case of a <move> permission, the <systemstcaint specifies the OMA DRM
protocol(s) that MUST be used to move Rights Olgjelct this case, the <context>
elements SHALL contain a <version> element andid><gelement. The <version>
element specifies the minimum version of a protdlcat MUST be used. The URN to
identify the SRM protocol is registered with the QK.

Furthermore, the <system> constraint, used witlHSfR& protocol identifier URN,
can be used to specify that the <play> or <displagrmissions MUST only be
granted if the Rights Object are stored on an SRM.

[.2 Extension of Constraint Model in REL

.2.1 Element <srmPing>

In addition to the semantics as defined in OMA DRHEL [OMADRMv2.0], SRM v1.1 adds an optional <srm@in
element to the <constraint> element.

<xsd:element name="srmPing" substitutionGroup="0-ex:constraintElement">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="xsd:constraintType">
<xsd:choice>
<xsd:element nhame="synchronised" type="xsd:boolean"/>
<xsd:element name="syncThreshold" type="xsd:count/>
<xsd:element name="checkInterval" type="xsd:duration"/>
<xsd:any maxOccurs="unbounded" processContents="lax"/>
</xsd:choice>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

If permission contains the <srmPing> constraintS&M must be present to exercise the permissioaveEhfication of the
existence of the BCAST Rights in the SRM is perfedithrough the SRM Ping protocol (see section 6.1})..

e <synchonised>: If included, this element specifies the SRM Ping protocol MUST be synchronisedh it
request from BCAST Client or not. The SRM Ping poaf SHALL be executed before BCAST STKM processing
as specified in [BCAST1.1-SPCP].

* <syncThreshold>: If <synchonised> is not presénms, £syncThreshold> element is also not preserit dptional
element specifies that the number of count for STpilcessing that DRM Agent does not check preseh&&M
after the last presence checking. This element SHROT be present if <synchronized> element is “true

» <checkinterval >: If included, it indicates thaetSRM Ping protocol MUST be executed repeatedlyspatifies
the maximum amount of time between performing sgibbert SRM Ping protocol. This element SHALL NOT be
present if <synchronized> element is “true”.

The <srmPing> constraint SHALL include <synchonisetement or <checklinterval> element.
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Appendix J.  Event Counting

In order to minimize the impact of not checking ®IRL validity dates, the concept of event countiith a threshold is
defined in this section. Event counting is optioaadl consequently the normative statements inAgsendix and its
subsections apply only in case event counting demented.

In this Appendix and its subsections, the temtity refers either to a DRM Agent or a SRM Agent. Eantity MUST keep
an event counter, which starts at zero, and getenmented, whenever a countable event occurs (semd J.2). When a
“fresh” CRL is received, the event counter is resee section J.3.

The value of the predefined threshold is not defimethis specification, but set by a relevanttimsdel; however, the
following implementation considerations may be takeo account.

- Avery high threshold value effectively disablesaeation status checking.
- Devices and SRMs MAY have different threshold value

- Although this Enabler specifies a single countirechranism, in practice, multiple counters may beluser example, a
trust model may choose to have one counter for eaeht type and each with its own threshold value.

The behaviour of an entity when the predefinedstoéd is reached is not defined in this specifaatiut can be set by a
relevant trust model. For example, a trust modeal require that an entity must disallow all coun&élents once the
threshold value is reached.

The DRM Agent MUST maintain an independent evenincer for each supported trust model.

J.1 Countable DRM Agent Events

Countable DRM Agent events are:

* Moving Rights to an SRM (see section 6.5)

Suggested counter increment operation point: FatiguRightsDisablementinDevice and prior to
RightsiInstallationRequest.

If during recovery, HandleRemovalRespoatus = Success, then prior to enabling disabled Rights in the iDey
the counter may be decremented to reverse increopenation.

* Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: FatigRightsRemovalResponse for whitiatus = Success.

* Local Rights Consumption from an SRM (see sectid@h 6

Suggested counter increment operation point: FalglREKQueryResponse for whi&atus = Success.

» Direct Provisioning of Rights to the SRM (see sat.8)

Suggested counter increment operation point: FatiguignatureQueryResponse for whightus = Success.

 SRM Rights Upgrade (see section 6.9)

Suggested counter increment operation point: FatiguiRightsUpgradeResponse for whigthtus = Success.

» S2S Rights Move (see section 6.10)

Suggested counter increment operation point: FatigiRightsRemovalResponse for whitiatus = Success.

e Token Move from Device to SRM (see section 6.11.1)

Suggested counter increment operation point: FatigwokenDisablementinDevice and prior to
TokenlnstallationRequest.

e Token Move from SRM to Device (see section 6.11.2)
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Suggested counter increment operation point: Fatlgw okenRemovalResponse for whigatus = Success.

* Local Token Consumption from an SRM (see sectidi .g)

Suggested counter increment operation point: FaligwokenConsumptionResponse for whightus = Success.

* Token Upgrade (see section 6.11.6)

Suggested counter increment operation point: FatigwWokenUpgradeResponse for whighatus = Success.

* Movement of Broadcast Rights from Device to SRMe(section 6.11.7)

Suggested counter increment operation point: FaligB CRODisablementinDevice and prior to
BroadcastRightsiInstallationRequest.

If during recovery, HandleRemovalRespogtus = Success, then prior to enabling the disabled BCRO Asset in
the Device, the counter may be decremented tosevecrement operation.

* Movement of Broadcast Rights from SRM to Devices(section 6.11.8)

Suggested counter increment operation point: FatigRightsRemovalResponse for whiiiatus = Success.

* Local BCAST Rights Consumption (see section 6.11.9)

Suggested counter increment operation point: FalglREKQueryResponse for which Status = Success.

J.2 Countable SRM Agent Events

Countable SRM Agent events are:

* Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: Fatigwuccessfully handled RightsRemovalRequest &@od to
associated RightsRemovalResponse.

* Local Rights Consumption from an SRM (see sectid@h 6

Suggested counter increment operation point: Fatigwuccessfully handled REKQueryRequest and pwoior
associated REKQueryResponse.

» Direct Provisioning of Rights to the SRM (see s&tit.8)

Suggested counter increment operation point: Fatigwuccessfully handled SignatureQueryRequespéandto
associated SignatureQueryResponse.

 SRM Rights Upgrade (see section 6.9)

Suggested counter increment operation point: Fatigwuccessfully handled RightsUpgradeRequest &ndtp
associated RightsUpgradeResponse.

* S2S Rights Move (see section 6.10)

Suggested counter increment operation point for SRJEnt-1: Following successfully handled
RightsRemovalRequest and prior to associated RRgm®valResponse.

» Token Move from SRM to Device (see section 6.11.2)

Suggested counter increment operation point: Fatigwuccessfully handled TokenRemovalRequest aod tor
associated TokenRemovalResponse.

* Local Token Consumption from an SRM (see sectiai .g)
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Suggested counter increment operation point: Fatigwuccessfully handled TokenConsumptionRequesbipanr
to associated TokenConsumptionResponse.

» Token Upgrade (see section 6.11.6)

Suggested counter increment operation point: Fatigwuccessfully handled TokenUpgradeRequest andtpr
associated TokenUpgradeResponse.

»  Movement of Broadcast Rights from SRM to Devices(section 6.11.8)

Suggested counter increment operation point: Fatigwuccessfully handled RightsRemovalRequest &@nd {o
associated RightsRemovalResponse.

* Local BCAST Rights Consumption (see section 6.11.9)

Suggested counter increment operation point: Fatigwuccessfully handled REKQueryRequest and poior
associated REKQueryResponse.

J.3 Resetting the Event Counter

Once the event counter has reached its threshbld va “fresh” CRL for the other entity type is dee. The entity MUST
have means to determine whether or not a CRL isidered "fresh" based on the entity’s “current date”. How the
“current date-time” is determined depends on whath@ot the entity supports DRM Time. Resetting &dvent counter to
zero SHALL require a “fresh” CRL for the other dntiype, i.e. a DRM Agent needs a fresh CRL for SRd an SRM
Agent needs a fresh CRL for Devices. Note thatetimeay be only one CRL that covers both DevicesSiRHls.

If an entity supports DRM Time, then the “curreatettime” is just the current DRM Time. If the cadhCRL is fresh
according to the current DRM Time, the entity (Wwhgupports DRM Time) can reset its event countdrefise, the entity
MUST get a fresh CRL before resetting its eveninteu How or from where an entity gets a fresh GRheyond the scope
of this document.

If an entity does not support DRM Time, then thétgMUST get a nonce-based secure date-time aadhis as the current
date-time. Once the nonce-based secure date-tireegs/ed and validated, the entity can check tbghhess of its cached
CRL. If the cached CRL is fresh, the entity caretédts event counter. Otherwise, the entity MUSTay&esh CRL before
resetting its event counter. An entity generatimpace MAY store the nonce in volatile or non-vidatmemory. If the
nonce is not available at the point of receiving shipposed nonce-based secure date-time, theiat®tUST be rejected.

Because it is anticipated that most SRMs will ngigort DRM Time, the SRM Agent MUST provide a note¢he DRM
Agent, which in turn MUST get a nonce-based sedate-time and provide it back to the SRM. Also, ElieM Agent
MUST provide CRLs to the SRM Agent.

The SRM Agent SHOULD provide its current event dearand the threshold so that a Device can themrertlat the
threshold is never reached by providing the SRMmgeth timely date-time to update the SRM.

J.4 Threshold-based Event Counting Considerations

Effective implementation of optional threshold-bdi&&ent counting requires an entity to be ableetioplically acquire a
measure of "current date-time" that is verifialdeoaiginating from a trusted source. If there imalicious or unintended
delay in making a response to a nonce-based da&eefilery available to the entity awaiting the reseo then such delay
increases the likelihood that the entity deems & &Racceptably fresh when it should not. If theedame query occurs
after the entity’s counter has already reachethitsshold, then delaying the response delays the gbwhich the entity
once again becomes useful to handle countable fvent

To minimize any adversarial advantage of holdingkbar delaying responses to nonce-based date-tireees, a trust model
may elect to prevent an entity from handling evemiil it receives a successful response to artanding date-time query
or until it purges the nonce corresponding to thadry, even if the entity’s counter has not readtethreshold.
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In order to enable each entity to make maximallgctive use of just a single event counter, a tnustiel may assign
different weights to different countable event typBifferential weighting would give a trust modieé flexibility to allow,
for example, a Device which is used predominamhifocal Rights Consumption transactions to goificantly longer
between CRL freshness checks than a Device thalargengages in Move transactions to SRMs. Ifghits are assigned
differentially, the same weight applies to the eroenting and to the decrementing (if any) whenwenois performed.

In comparison with SRM v1.0, SRM v1.1 provides asiderable number of extra countable events. Tighhtead to the
threshold being reached earlier in time. A trusdeidMAY regard this and provide higher Thresholois$SRM v1.1 entities
than for SRM v1.0 entities.
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Appendix K. SRM and domain Rights Objects (Informative)

The SRM enabler allows RlIs to issue Domain ROs withmove> permission. This allows all Devices @@ members of a
Domain to receive a copy of the Domain RO and tavdihveir copy of the Domain RO to an SRM.

The result of Moving a Domain RO from a Device toSRM is that the Domain RO is stored on an SRMismtisabled on
the Device. In the process, the RO ceases to lmmaald RO and becomes an RO that can be consumaayldyevice to
which the SRM is connected to. In addition, the &@ be Moved to any other Device that is not a merobthe Domain.

The Move Cache ensures that once a Device has nitsveaby of the Domain RO to an SRM, it cannohsédll the original
Domain RO if this is received via a mechanism défg than a Move, e.g. out-of-band delivery, restfra backup, etc. (see
section 9). This mechanism does allow the RO tMbeed back to the Device (provided the potentialstmaints on the
<move> permission still allow for this). A DRM Agg(as specified in this enabler) will, howevert mstall an RO that is
already installed in the Device (or accumulatetbeowise combine any available state informatisoemted with the RO).

Note that in case all members of the Domain Moeér ttopy of the Domain RO to an SRM (even the s&RM), then all
those copies may be available for unlimited movBéwices that are not members of the Domain. AmRY choose to limit
this by constraining the <move> permission. Iféaample the <move> permission is constrained wil@unt> constraint
set to the value of ‘1’, then Domain member Devicas move their copy of the Domain RO to an SRMeofitis allows
Users to remove the SRM from the Domain member é2eand insert it into any device and locally consuhe Rights
from the SRM, but they cannot move the RO from3RM to the device.

In addition, in case a Domain RO contains statefuistraints, then the result of Moving the Domaid 8 an SRM is that
all state that is available to the DRM Agent is méto the SRM. If all members of the Domain Maveitt copy of the
stateful Domain RO to an SRM (even the same SRM)) all these stateful ROs are individually avdddbr Moving to
and/or local consumption on a single Device, whity be or not be a member of the Domain. If an &hta/ to strictly limit
the state that is available to a single Devicéovalue set by the stateful constraints in the &arRO, then it should not
include a <move> permission into a stateful DonkR@. Note that Rights derived from a stateful Donfa{ cannot be
moved from an SRM to a device if one instance if Fomain RO is already installed in this device.
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