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1. Scope

This document provides the architectural and tex@i@spects for UVE enabler. It provides the basihitecture with
different components and interfaces involved. dbalefines the functionalities supported on theifipe components and
interfaces required to enable several requirementefined in [UVE-RD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Watchee Watchee is a UVE user with an existing UA sessitamiified by another UVE user (Watcher) to be
monitored.
Output Stream Output Stream is a video stream generated by VMdpyuring UA display/sound periodically and putting

them in a sequence to get a single audio-videarstr®utput Stream MAY be transferred from VM to
UC using TS Stream [MpegTS] over RTP [MoverRTP].

L ocal Resources Local Resources are the various physical or logioéties, available to the devices, which neeoeto
consumed by the UAs to perform their functions. dldResources includes sensors (GPS, accelerometer
etc.), camera, calendar, address book etc.

OS-Independent UAs OS-Independent UAs refers to those UAs which usansuse irrespective of the device OS they are
using.

UVE Application UVE Application is an application hosted remoteiythe network.

Watcher Watcher is a UVE user who is authorized to mordtod/or suspend an existing UVE application sessipn.

Reconnection Method Reconnection Method is how UVE entities will beh@vease of an un-expected session disconnect.

There are two type of Reconnection Method defimeithis enabler.

1. Normal re-connection: This type of reconnectioowllser to reload the UA as per applicatio
logic.

=]

2. No-loss re-connection: As per this type of re-cartioa no user data must be lost. User should
start consuming the application from the point vehiee/she was disconnected.

User Interaction It consists of user interaction on the UA. It cankeyboard events, mouse click/drag, acceleronséter

No-L oss Reconnection No-Loss Reconnection is a reconnection option tsedsume an unexpected UA session disconnect.|If
opted it will allow users to start using UA frometeame point where it was disconnected.

VM Data VM data is a VM snapshot. Snapshot is a state\flaat a particular point of time.

Virtual Input Module Virtual Input Module (VIM) is a logical module, ithe VM, corresponding to the each input device

connected to the VM for a particular UA. It workslaridge between UA and real input devices condecte
to the terminal and does adaption for the inputas/when needed.

Invitee Invitee is a UVE user who is invited @iher UVE user (inviter ) via UAlnvite Requestdonsume
the UA session.

Joinee Joinee is a UVE user who is asked to joiexégsting UA session by other UVE user via JRéaquest.

3.3 Abbreviations

‘ OMA ‘ Open Mobile Alliance
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CP Content Provider
SP Service Provider
UA UVE Application
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4. Introduction

Traditionally, Applications used by users are ilsthand running in local devices. Unified Virtuakperience (UVE) can
enable users to use applications hosted remoteiied Virtual Experience (UVE) hosts various apglions (enabling
different contents and services) in a unified platf (cloud computing platform), and provides thenE users using
virtualization techniques (cloud computing). UVE&eus can use remote applications irrespectiveeofiéivice platforms they
are using with consistent user experiences as aatipa using applications hosted locally on theickes:

UVE enabler consists of different actors namely UWers, UVE SP, Content Provider (developers) appliéation
Server. Content provider provides UAs to UVE SP.UME hosts those UAs in their network forming a dlbased services.
UVE Users access these services from their tersigihg cloud computing technologies.

Figure 1 shows the actors mainly involved in theBJ&tosystem.

e W .8
" * - . [ 3 Q ] 5
W= =18 - L

{ UVE Service Provider W G- ppplication Server

ﬂ symbnagg \
UVE User Content provider

Figure 1: Actors involved in UVE ecosystem

All the depicted actors get benefits from this HéME paradigm.

UVE User enriches his/her application usage expeedy using UAs irrespective of the device OSexiak they are using,
and using UAs online instead of downloading thentmtie device.

Content Provider cut the cost of producing applicatvithout creating a different version (for eanbbile OS) of a single
application.

Service provider offers a larger selection of aggiions and services to their end-users via UVEbEma

The UVE Enabler defines an overall framework thestuaes remotely located applications used by diffiedevices with
UVE capability via cloud computing technology. TH¥E User’s application usage experience is consistith locally
hosted application.

4.1 Version 1.0
The version 1.0 of the UVE Enabler defines an diénemework that enables Unified Virtual Experienservices.
The core functionalities exposed by the UVE Enalvelude:

* OS-Independent UAs: This functionality enables sigeruse UA irrespective of the OS they are usirgs will
increase the UA availability for users and viceseer

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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* On-line UAs: This functionality allows users to uagplications online instead of downloading themtariheir
devices. This will allow users to overcome termibafriers (e.g memory) and accessing UA from anyiteal at
any time.

» UA Monitoring: This functionality enables user toonitor an existing UVE application session andllibwed to
suspend the monitored session.

» No-loss reconnection: This functionality enablesrago reconnect to an abnormally suspended UVEcatipn
session without UA data being lost.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Requirements (Normative)

UVE requirements are specified in a separate dontimieich can be found at [reference to latest OM¥RIRD].

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Architectural Model

6.1 Architectural Diagram

UVE Client

f f

UVE 1 UVE 6 UVE 3 UVE 4

! !

VMM — ueE2 —P VM
) ; Virtual Machine
(Virtual Machine Manager) & uves — ( )
5 I
UVE-7 TAf_z

Figure 2: Architectural Diagram

6.2 Functional Components and Interfaces/reference points
definition

6.2.1 Functional Components
6.2.1.1 UVE Client (UC)

UC is a device side component residing in the teafsienabling UVE enabled services and utilizintualization
technology to enable underlying operating systeroatic applications. The UC is mainly responsible f

» Output rendering: On receiving Output Stream form,WC renders Output Stream to the user.

* Interaction provisioning: UC is also responsibléramsfer interactions commands to the VM, wheey tijet
executed on the UA.

* Local Resource Provisioning: UC is responsiblepiamviding local resource to VM as per the UA regquients. UC
may use local device APIs to get the Local Resodata.

6.2.1.2 UVE Server (US)

US is network entity providing unified virtual exjence. US comprises of two different componenisiudl Machine
Manager (VMM) and Virtual Machines (VMs).

6.2.1.2.1 Virtual Machine Manager

Virtual Machine Manager is a US component respdedidy:

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Managing VM(s): VMM is responsible for VM managenhércluding deploying UA on VM, delete UA on VM
and update UA on VM.

Selecting VM: On receiving a UA session requestftJC, VMM SHALL selects an appropriate/availabl#yV
VM selection will be based on UA identification atetminal capabilities information provided in tbé request
from UC.

Watcher Management: VMM is responsible for Watahanagement including enabling Watcher assignmeitth (w
different privilege) and Watcher privilege upddteaddition it also ensures that at one point mietionly one
Watcher, among several Watchers of a single agjgitaession, shall be able to suspend the monitpelication
session.

VM Data store/restore: In case of an exceptiorfication received from VM, VMM is responsible faiosing the
VM data as per the Reconnection Method specified.

User Management VMM is responsible for management of user authatita, authorization, user equipment
information and access network information.

UA Management: VMM is responsible for UA managem&aslated UA management functionalities can be
realized by re-using existing services.

UA Procurement: VMM is responsible for selectingugtable VM according to the application meta-datzeived
by storefront on UVE-7 and directing the selectéd % the appropriate storefront to download theliaption.

6.2.1.2.2 Virtual Machine

Virtual Machine is a US component emulating differeperating systems and responsible for:

6.2.2

Application Hosting: The basic responsibility of Vislto host the UA. The UA can be hosted on VM dayitally
at runtime or they can be pre-configured.

Output generation: VM is the entity which will aetly interact with UC in the UA session. One of thain
responsibilities of VM is to capture the UA displagriodically and creating a single video streamtfDt Stream)
to be transferred to UC. Where, that will be reedeo the user by UC.

Local Resource Provisioning: VM is responsible tovide Local Resource data (received from UC) tsolA
Interaction execution: VM is responsible to exedateraction commands on the UA.

UA Procurement: VM is also responsible for procgrapplication (as UAs) from existing storefrontgngs
mechanism provided by storefront itself.

VM Data deployment and update: VM is responsibterétrieving VM Data for restoring unexpectedly
disconnected UA session.. Upon user finish consgitiie VM or un-expected session disconnection, ¥M i
responsible for updating the VM Data stored in\théM.

Interface Definition

6.2.2.1 UVE-1

This interface is exposed by VMM and used by UGCe Tunctionalities supported on this interface are:

UA request: This interface is used by UC to reqtiestdesired UA from US. A set of information vk provided
in the request including UA identification, termirapabilities, user identification, Reconnectioetlbd requested
etc. VMM will response back with an appropriate ¥dAwhich the UC should connect in order to usertiggiested
UA. VMM will select the appropriate VM as defined section 7.2.2.2.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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*  Monitoring request: This interface is used by UGeéad a monitoring request to the VMM. A uniquenidfecation
of a Watchee (to-be monitored user) will be prodidethis request.

» Session suspend request: This interface is us&tChias Watcher) to suspend a monitored UA sesBinvilege
check for Watcher is pre-requisite for suspenditffasession.

e Session resume request: This interface is usedbtoUesume a suspended UA session. PrivilegekdbetJC is
pre-requisite for resumption of a UA session (& tiser is not the same as the one who suspenddsiers).

* Invitation request and invitation rejection: Thigdrface is used by UC to invite other users to fbe existing UA
session, and this interface is also used to sgedtien reason (if any).

*  Monitoring registration request: This interfaceigeed by UC to subscribe for getting notificationdertain UC
whenever this certain UC is online or this certdid established a UA session.

6.2.2.2 UVE-2
This interface is exposed by VM and used by VMMe Tanctionalities supported on this interface are:

* Monitoring naotification: This interface is used WM to notify VM about a monitoring request. Inish
notification VMM identifies the user who wishesrtwnitor an existing UA session. This will aid VM ¢onsider
the requesting user to be the authorized user émitoring an existing session.

* Managing VM(s): This interface is used by VMM topitey UA on VM, delete UA on VM and update UA on VM.
» Session suspend: This interface is used by VMMigpend a monitored UA session.

* UA deployment: This interface is used by VMM to devailable application and storefront identifioatto VM
for application download/deployment.

6.2.2.3 UVE-3
This interface is exposed by VM and used by UC. flimetionalities supported on this interface are:

* UVE Application Session request: After getting fisdected VM in response to the initial request,wliCconnect
to the selected VM to establish an UVE applicatession, in which user actually starts using thmiegtion.

» Interaction Exchange: This interface is used foidé®g user interaction to VM.

« Terminal function initiation: This interface is ukby VM to send a required terminal function (viiwa, flash) to
be executed/initiated to UC.

e Session Disconnect: This interface is also usesghal session disconnect request to VM.

6.2.2.4 UVE-4
This interface is exposed by UC and used by VMetquest the required Local Resources as per thaeetgnts from UA.

6.2.2.5 UVE-5
This interface is exposed by VMM and used by VMeThanctionalities supported on this interface are:

¢ This interface is used to notify VMM about the wpected session disconnect. In the notificatioW &M, VM
identifies the session, user and UA related talikeonnected UA session.

« VM Data retrieve and update: This interface is usg®¥M to retrieve VM Data when the VM is selectedserve
for the user. And it is also used by VM to updatd Wata when user finishes consuming the VM or diswted
unexpectedly.
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6.2.2.6 UVE 6
This interface is exposed by UVE Client and used/mM.

» This interface is used to send notification aboWatchee to UVE Client. These notifications carubed to assist
user to decide if he/she wants to start monitoririge notification may relate to several actiong thenever the
Watchee is online or has established its applinat@ssion. These notifications are subject tosipee-registration
to receive these notifications.

e This interface is used by VMM to get the Watchensenmt at runtime.

* This interface is also used by VMM to send suspemdiresume notification to UC.

« Invitation Notification: This interface is used MM to notify UC about a session invitation.

6.2.2.7 UVE-7

This interface is exposed by VMM and used by exgstorefronts to initiate a request for providihg application (as UA)
to UVE infrastructure.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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7. Technical Specification

7.1

Interfaces Descriptions

This section defines various interfaces used in @vigbler. This includes defining messages exchaogékose interfaces
with the parameters included.

7.1.1

UVE-1

This is the interface between UC and VMM. This ifdee includes the following operations.

7.1.1.1

UA Request

This operation allows requesting a particular UAisTinvolves sending a UARequest message to VMMrandiving
UAResponse message in response.

uc VMM
UAReques |
P UARespons
Figure 3: Flow of UARequest and its response
Message Requirement Direction
UARequest Mandatory uc - VMM
UAResponse Mandatory uC - VMM
Tablel
7.1.1.1.1 UARequest
Name Cardinality XML Type Data Type Description
UARequest 1 E String Indicate the name of the ngessa
AppID 1 E String A unique identification of a UA b® consumed.
UserlD 0..1 E String A unique identification féret user.
TerminalCap 1 E Structure Structure containing teafcapabilities including display capabilities.
ReconnectionOption 0...1 E Boolean A Boolean valadrgg whether No-Loss Reconnection is required or
not. The default value is FALSE.
InputAllowed 0...1 E Integer If present, specifies trtumber of input devices allowed, by user, to
connect with the requested UA.

Table 2
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7.1.1.1.2 UAResponse
Name Cardinality XML Type Data Type Description
UAResponse 1 E String Indicate the name of the agess
VMID 1 E String Indicates the identification infoaion about the selected VM.
Status 1 E Structure Information about the statikerequest
Table3
7.1.1.2 Monitoring

This operation allows users to monitor an existifgsession.

uc VMM
MonitorReques |
P MonitorRespons
Figure 4: Flow of Monitor and its response
M essage Requirement Direction
MonitorRequest Mandatory ucC - VMM
MonitorResponse Mandatory UC - VMM
Table4
7.1.1.2.1 MonitorRequest
Name Cardinality XML Type Data Type Description
MonitorRequest 1 E String Indicate the name oftlessage
WatcheelD 1 E String The unique identificationtoé iser whose UA session is to be
monitored.
UserlD 0..1 E String A unique identification fdret user.
TerminalCap 1 E Structure Structure containing teaincapabilities including display
capabilities.
AppID 0...1 E String UA identification.
Table5
7.1.1.2.2 MonitorResponse

| Name | Cardinality | XML Type Data Type Description
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MonitorResponse 1 E String Indicate the name ofiteesage
VMID String A unique identification for a VM terhich UC shall connect to monitor
the required session.
Status 1 E Structure Information about theustaf the request.
Table 6
7.1.1.3 SessionSuspend

This operation allows users to suspend an existiigession which he/she is monitoring.

ded.

uc VMM
Suspension Requi -
P Suspesion Respons
Figure5: Figure of Suspension Request and SuspensioroRsesp
Message Requirement Direction
Suspension Request Mandatory ucC - VMM
Suspension Response Mandatory UC - VMM
Table7
7.1.1.3.1 SuspensionRequest
Name Cardinality XML Type Data Type Description
Suspension Request 1 E String Indicate the nartteeahessage
UserID 1 E String A unique identification for thear.
WatcheelD 1 E String The unique identificationtoé user whose UA session is to be suspen
Cause 0.1 E String The reason to indicate wlkpesnsion is requested.
AppID 0...1 E String UA identification.

Table8
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7.1.1.3.2 SuspensionResponse
Name Cardinality | XML Type Data Type Description
Suspension Response 1 E String Indicate the nathe ohessage
Status 0..1 E Structure Information about the status of the request.
Table9
7.1.1.4 SessionResumption

This operation allows users to resume an existiAgession.

uc

Resumptio Reques

VMM

Resumption Respor

A 4

A

Figure6: Figure of Resumption Request and Resumption ¢tessp

Message Requirement Direction
Resumption Request Mandatory ucC - VMM
Resumption Response Mandatory UC - VMM
Table 10
7.1.1.4.1 Resumption Request
Name Cardinality XML Type Data Type Description
ResumptoinRequest 1 E String Indicate the nameeofrtessage
UserlD 1 E String A unique identification for thear.
WatcheelD 1 E String The unique identification tod user whose UA session
is to be resumed.
Cause 0.1 E String The reason to indicate whymesion is requested.
AppID 0...1 E String UA identification.
Table11
7.1.1.4.2 ResumptionResponse
| Name | Cardinality | XML Type Data Type Description
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Resumption Response 1 E String Indicate the nartteeahessage
Status 0..1 E Structure Information about theustaf the request.
Table12

7.1.1.5 Monitoring Notification Registration

This operation allows UC to subscribe for gettimgification for certain UC(Watchee) whenever tbéstain UC(Watchee)
is online or this certain UC established a UA s&ssi

uc VMM

MonitoringNotificationRegistration

A 4

MonitoringNotificationRegistration Response

A

Figure 7: Flow of Monitoring Notification RegistratiofMessage Exchange

M essage Requirement Direction
MonitoringNotificationRegistration Mandatory Uuc - VMM
MonitoringNotificationRegistratioResponse | Mandatory UcC <« VMM

Table 13
7.1.15.1 MonitoringNotificationRegistration
Name Cardinality | XML Type | DataType Description
MonitoringNotificationRegistration 1 E Indicateet name of the message
WatcheelD 1 E String The unique identificationtod user for which

monitoring notification are requested

UserID 0.1 E String A unique identification fdretuser.
Table14

7.1.1.5.2 MonitoringNotificationRegistration Response

Name Cardinality | XML Type | DataType Description

MonitoringNotificationRegistrati| 1 E Indicate the name of the message

on Response

Status 1 E Structure | Information about the status of the request.
Table15
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7.1.1.6 UAInvite request

This operation allows UC to invite other usersdi jits UA session. This involves sending a UAIeRequest to VMM and
receiving UAlniteResponse in response.

uc VMM

UAlnviteReques

A 4

UAlInviteRespons

A

Figure 8: Flow of UAInvite Message Exchange

M essage Requirement Direction
UAlInviteRequest Mandatory ucC - VMM
UAlnviteResponse Mandatory UC -« VMM
Table 16
7.1.16.1 UAlnviteRequest
Name Cardinality | XML Type Data Type Description
UAlnviteRequest | 1 E Indicate the name of the message
UserlD 1 E String A unique identification for thear requested to consunje
the said application.
AppID 1 E String A unique identification of UA teelconsumed.
E String A unique identification for the inviteser to be invited
InviteelD
Table17
7.1.1.6.2 UAlnviteResponse
Name Cardinality | XML Type Data Type Description
UAlnviteResponse| 1 E Indicate the name of the message
Status 1 E Structure Information about the status of the request.
Table 18
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7.1.1.7 Reconnection

This operation allows UC to reconnect to an appticesession which was disrupted/disconnected wwegdly. UC
SHALL use the UARequest message to reconnect.

7.1.1.8 Runtime privilege request

This operation allows Wacthee to provide his/hersemt as requested by VMM at runtime.

uc VMM

RuntimePrivilegeReque

A 4

RuntimePrivilegeRespon

A

Figure9: Flow of runtime privilege request

Message Requirement Direction
RuntimePrivilegeRequest Mandatory UcC - VMM
RuntimePrivilegeResponse Mandatory uc VMM

Table 19
7.1.1.8.1 RuntimePrivilegeRequest
Name Cardinality | XML Type | DataType Description

RuntimePrivilegeRequest| 1 E Indicate the name of the message

WatcherID 1 E String The unique identification bétWatcher

AppID 1 E String The identification of the UA with which the UC is
connected.

Allow 1 E Boolean A boolean parameter providing Watchee
decision on the request. Default is FALSE. |
TRUE, imply a positive response from
Watchee i.e. Watchee agrees to have Watcher
monitoring his/her session.

Table 20
7.1.1.8.2 RuntimePrivilegeResponse
Name Cardinality | XML Type | DataType Description
RuntimePrivilegeResponse 1 E Indicate the nantkeomessage
Status 1 E Structure | Information about the status of the request.
Table21
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7.1.1.9

Session Join

This operation allows users to join the existing 8&ssion.

uc VMM
JoinReque! |
P JoinRespon:
Figure 10: Flow of Join and its response
M essage Requirement Direction
JoinRequest Mandatory UcC - VMM
JoinResponse Mandatory UC ~ VMM
Table 22
7.1.1.9.1 JoinRequest
Name Cardinality | XML Type | DataType Description
JoinRequest 1 E String Indicate the name of thesages
JoineelD 1 E String The unique identification of tiser whose UA session is {o
be joined.
UserlD 0..1 E String A unique identification féret user.
TerminalCap 1 E Structure Structure containing teafrcapabilities including display
capabilities.
AppID 1 E String A unique identification of a UA e consumed.
Table 23
7.1.1.9.2 JoinResponse
Name Cardinality | XML Type Data Type Description
JoinResponse 1 E String Indicate the name of ttesage
VMID 1 E String A unique identification for a VM tarhich UC shall connect to
join the required session.
Status 0..1 E Structure Information about theustaf the request.

Table24
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7.1.2

UVE-2

This is the interface between VM and VMM. This ifizee includes the following operations.

7.1.2.1

VMInitiateRequest

This operation allows VMM to initiate a selected VWhis VM will be contacted by UC after receivind\Besponse.

VMM

VM

VMInitiateReques

VMiInitiateRespons

\4

A

Figure 11: Flow of VMInitiateRequest and its response

M essage Requirement Direction
VMiInitiateRequest Mandatory VMM - VM
VMInitiateResponse Mandatory VMM « VM

Table 25
7.1.2.1.1 VMinitiateRequest
Name Cardinality | XML Type Data Type Description
VMiInitiateRequest 1 E String Indicate the namehef message
AppID 1 E String A unigue identification App to bensumed.
UserlD 0..1 E String A unique identification fdretuser requested to consume the s
application.
UIFURL 0...1 E String Location of the data centre/iMM where UIF is stored.
Table 26
7.1.2.1.2 VMinitiateResponse
Name Cardinality XML Type Data Type Description
VMiInitiateResponsg 1 E String Indicate the namthefmessage
Status 1 E Structure Information about the statukerequest.
Table 27
7.1.2.2 UA Deployment

This operation allows VMM to notify selected VM alian available UA(s) which VM should get from 3dyaand deploy.
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VMM VM
UADeployReque: |
P UADeployRespons
Figure 12: Flow of UADeployRequest and its response
M essage Requirement Direction
UADeployRequest Mandatory VMM - VM
UADeployResponse Mandatory VMM «~ VM

Table 28

7.1.2.2.1 UADeployRequest

Name Cardinality | XML Type Data Type Description
UADeployRequest 1 E String Indicate the name oftlessage
Application 1...N E Structure Information about applion(s) available for
download.
StorelD 1 E String Storefront contact point.

Table 29

7.1.2.2.2 UADeployResponse

Name Cardinality XML Type Data Type Description
UADeployResponse 1 E String Indicate the name ehtlessage
Status 1 E Structure Information about the stafikerequest.

Table 30

7.1.2.3 Notifications

This operation allows sending notification to VMoaib a UA request and Monitoring request.
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VMM VM

UASessionNotificatioReques

A\ 4

UASessionNotificatioRespons

A

MonitoringNotificatiorReques

A4

MonitoringNotificatiorRespons

A

Figure 13: Flow of two Notification request and their respen

M essage Requirement Direction
UASessionNotificationRequest Mandatory VMM - VM
UASessionNotificationResponse Mandatory VMM ~ VM
MonitoringNotificationRequest Mandatory VMM - VM
MonitoringNotificationResponse| Mandatory VMM « VM

Table31
7.1.2.3.1 UASessionNotificationRequest
Name Cardinality XML Type Data Type Description
UASessionNotification| 1 E String Indicate the name of the message
Request
UserID 1 E String A unique identification for thequesting user.
APPId 1 E String A unique identification of the texgted application.
InputAllowed 0...1 E Integer If present, specifies tiumber of input devices
allowed, by user, to connect with the requested UA.
Table 32
7.1.2.3.2 UASessionNotificationResponse
Name Cardinality | XML Type Data Type Description
UASessionNotification| 1 E String Indicate the name of the message
Response
Status 1 E String Information about the statuhefrequest.
Table 33
7.1.2.3.3 MonitoringNotificationRequest
| Name | Cardinality | XML Type | Data Type Description
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MonitorNotificationRe | 1 E String Indicate the name of the message
quest
UserlD 1 E String Watcher identification: Identditon of an
authorized user to connect to VM for monitoring
purpose.
CanSuspend 0.1 E Boolean A Boolean value TRUEstdte that the said
Watcher has rights to suspend the monitored sesgion
The default is FALSE.
Table34
7.1.2.3.4 MonitoringNotificationResponse
Name Cardinality XML Type Data Type Description
MonitorNotificationRe | 1 E String Indicate the name of the message
sponse
Status 1 E String Information about the statuhefrequest.
Table 35
7.1.3 UVE-3

This is the interface between UC and VM. This if#tee includes the following operations.

7.1.3.1

UA session setup

This operation allows UC and VM to negotiate a raeslission as per the rules and procedures defirj€dfer-Answer].
This media session will be a [RTP] session andlvéllsed to deliver Output Stream from VM to UhisTinvolves sending
a UASessionRequest to VM and receiving UASessiop&ese in response.

VM
uc
UASessioReques
UASessioRespons
Figure 14: Flow of UASessionRequest and its response
Message Requirement Direction
UASessionRequest Mandatory ucC - VM
UASessionResponse Mandatory UC « VM
Table 36
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7.1.3.1.1 UASessionRequest
Name Cardinality | XML Type Data Type Description
UASessionRequest 1 E String Indicate the nameeofitbssage
UserID 1 E String A unique identification for thear.
APPId 1 E String A unique identification of the texsted application.
InputDevicelD 0...1 E String The identification ofetleurrent input device connected to the termin
SDP 1 E String A set of parameters related to SEE? (as described in [Offer-
Answer]) facilitating the media session setup betwgdC and VM.
Table 37
7.1.3.1.2 UASessionResponse
Name Cardinality XML Type Data Type Description
UASessionResponseg 1 E String Indicate the nameeafessage
Status 1 E Structure Information about the statukeorequest.
SDP 1 E String A set of parameters related to Siwaer (as described in [Offer-
Answer]) facilitating the media session setup betwgC and VM.
Table 38
7.1.3.2 User Interaction exchange

This operation allows UC to send different typeausér interaction to VM in order to get them exeduwda the UA they are
using.

uc VM

UserlnteractionReque

A 4

UserlneractionRespon

A

Figure 15: Flow of UserInteractionRequest and its response

M essage Requirement Direction
UserinteractionRequest| Mandatory ucC - VM
UserlInteractionResponse Optional ucC - VM

Table 39
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ns

7.1.3.2.1 UserinteractionRequest
Name Cardinality | XML Type | DataType Description
UserlnteractionRequest 1 E Indicate the nameefrthssage
Touchlnteraction 0...1 E Structure Structure contajniser’s touch interaction on UA.
Keylnteraction 0.1 E Structure A structure comitag keyboard related user interactio
Accelerometerinteraction 0.1 E Structure A stigetcontaining raw sensor data from
accelerometer.
Mouse 0...1 E Structure Structure containing usedsise interaction on UA.
Table 40
7.1.3.2.2 UserinteractionResponse
Name Cardinality | XML Type | DataType Description
UserinteractionResponse 1 E Indicate the namieeofressage
Status 1 E Structure Information about the stafukeorequest.
Table41
7.1.3.3 UA session disconnect
This operation allows UC to disconnect a UA session
VM
uc
SessionDisconnectRequ
SessionDisconnectRespo
Figure 16: Flow of UASessionRequest and its response
Message Requirement Direction
SessionDisconnectRequest Mandatory uc - VM
SessionDisconnectResponse  Mandatory UC « VM
Table 42
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7.1.3.3.1 SessionDisconnectRequest
Name Cardinality | XML Type | DataType Description
SessionDisconnect 1 E Indicate the name of the message
Request
UserID 1 E Structure A unique identification foethser.
AppID 1 E String A unique identification of the Ushich UC is using..
Table43
7.1.3.3.2 SessionDisconnectResponse
Name Cardinality | XML Type | Data Type Description
SessionDisconne 1 E String Indicate the name of the message
ctResponse
Status 1 E Structure Information about the statukeorequest.
Table44

7.1.3.4 UA ready notification

This operation allows VM to send a notificationalbthe UC(s) connected to the same UA statingtti@number of UC(s)
allowed connecting to this UA has reached. Thi$ mvéan that UC can start interacting with the UA.

uc VM

UAReadyNotificationReque

A

UAReadyNotificationRespon

A 4

Figure 17: Flow of UAReadyNotificationRequest and its respon

Message Requirement Direction
UAReadyNotificationRequest Mandatory uc - VM
UAReadyNotificationResponsg ~ Mandatory UC « VM

Table45
7.1.3.4.1 UAReadyNotificationRequest
| Name | Cardinality | XML Type | Data Type Description
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UAReadyNotification| 1 E String Indicate the name of the message
Request
UAReady 1 E Boolean A Boolean attribute specifyivtgether the UA is ready
to be consumed or not. If TRUE imply UA is ready.
Default is FALSE.
Table 46
7.1.3.4.2 UAReadyNotificationResponse
Name Cardinality XML Type Data Type Description
UAReadyNotification | 1 E String Indicate the name of the message
Response
Status 1 E Structure Information about the statikeorequest.
Table47
7.1.4 UVE-4

This is the interface between UC and VMM. This ifdee includes the following operations

7.14.1

Local Resource Usage

This operation allows application to use local tese available to the terminal.

uc

LocalResourcReques

VM

A

LocalResourcRespons

A 4

Figure 18: Flow of Local Resource Usage request and response

Message Requirement Direction
LocalResourceRequest Mandatory UcC « VMM
LocalResourceResponse Mandatory uc - VMM

Table48
7.1.4.1.1 LocalResourceRequest
| Name | Cardinality | XML Type | Data Type Description
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LocalResourceRequest 1 E String Indicate the ndrteeanessage
LRRequested 1 E Structure Structure identifyingrdwpiested local
resource
Table 49
7.1.4.1.2 LocalResourceResponse
Name Cardinality | XML Type | DataType Description
LocalResourceResponge 1 E String Indicate the mditiee message
LRData 1 E Structure Structure containing the retpeeLocal

Resource data

Table50

7.1.4.2 VM initiated terminal functions

This operation allows VM to request for executidragarticular function/interaction on the UC orhbk of UA. The
function may include vibration, flash etc. The VMiatedFunctionRequest and VMInitiatedFunctionResmare used for
this purpose.

uc VM

VMInitiatedFunctionReque

A

VMInitiatedFunctionRespon

A 4

Figure 19: Flow of VMInitiatedFunctionRequest and its respen

M essage Requirement Direction
VMiInitiatedFunctionRequest Mandatory UC -« VM
VMInitiatedFunctionResponse Mandatory uc - VM

Table51
7.1.4.2.1 VMinitiatedFunctionRequest
| Name | Cardinality | XML Type | Data Type Description
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VMinitiatedFunctio| 1 E Indicate the name of the message
nRequest
FunctionRequested 1 E ENUM Structure containingrimiation about the requested
functionality. VM Will selects the appropriate velby
intercepting the related function call by UA.
Table52

7.1.4.2.2 VMinitiatedFunctionResponse
Name Cardinality XML Type Data Type Description
UASessionResponse| 1 E String Indicate the nanmeeafnessage
Status 1 E Structure Information about the statikeorequest.
Table53
7.1.5 UVE-5

This is the interface between VMM and VM. This ifigee includes the following operations.

7.15.1

Exception Notification

This operation allows VM to notify VMM about an wpected session disconnect.

Figure 20: Flow of UARequest and its response

VMM

ExceptionNotificationReque

VM

A

ExceptionNatificationRespon

A 4

M essage Requirement Direction
ExceptionNotificationRequest Mandatory VMM < VM
ExceptionNotificationResponse Mandatory VMM - VM

Table54
7.15.1.1 ExceptionNotificationRequest
| Name | Cardinality | XML Type | Data Type Description
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ExceptionNotificati | 1 E String Indicate the name of the message
onRequest
UserID 1 E String A unique identification of the Wich was connected
to the VM before the exception occurred.
AppID 1 E String A unique identification of the Ushich UC was using
before the exception occurred.
Table55
7.15.1.2 ExceptionNotificationResponse
Name Cardinality XML Type Data Type Description
ExceptionNotific | 1 E String Indicate the name of the message
ationResponse
Status 0..1 E Structure Information about the status of the request.
Table 56
7.1.5.2 Disconnect Notification

This operation allows VM to notify VMM about a sessdisconnect.

VMM

DisconnectNotificationReque

VM

A

Disconn

ectNotificationRespor

\ 4

Figure 21: Flow of DisconectNotificationRequest and its respe

M essage Requirement Direction
DisconnectNotificationRequest Mandatory VMM < VM
DisconnectNotificationResponse Mandatory VMM - VM

Table57
7.15.2.1 DisconnectNotificationRequest
| Name |Cardinality| XML Type | Data Type Description
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d.

DisconnectNotifica| 1 E String Indicate the name of the message
tionRequest
UserlD 1 E String A unique identification of the Which was
connected to the VM before the exception occurre
AppID 1 E String A unique identification of the Ushich UC was
using.
Table 58
7.1.5.2.2 DisconnectNotificationResponse
Name Cardinality XML Type Data Type Description
ExceptionNotific | 1 E String Indicate the name of the message
ationResponse
Status 0..1 E Structure Information about the status of the request.
Table 59
7.1.6 UVE-6

This is the interface between UC and VMM. This ifdee includes the following operations.

7.1.6.1

Monitoring Notification

This operation allows VMM to notify UC whenever téatchee is online or has established its apptinagession.
These notifications are subject to user’s pre-tegisn to receive these notifications.

uc VMM
MonitoringNotification
Respons
Figure 22: Flow of Monitoring Notification RegistratioMessage Exchange
Message Requirement Direction
MonitoringNotification Mandatory UC - VMM
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7.1.6.1.1 MonitoringNotification

Name Cardinality | XML Type Data Description

Type

MonitoringNotification | 1 E Indicate the name of the message

WatcheelD 1 E String The unique identification lud Watchee
Table 61

7.1.6.2 Runtime privilege request notification

This operation allows VMM to notify Watchee’s ab@umonitoring request. Thereafter, Watchee cantgisanonsent at

runtime.

Page 41 (70)

uc VMM
RuntimePrivilegeRequestNotificati
Figure 23: Flow of runtime privilege request
Message Requirement Direction
RuntimePrivilegeRequestNotification Mandatory UC <« VMM
Table 62
7.1.6.2.1 RuntimePrivilegeRequestNotification
Name Cardinality | XML Type | DataType Description
RuntimePrivilegeRequ| 1 E Indicate the name of the message
estNotification
WatcherlD 1 E String The unique identification loétWatcher
AppID 1 E String The identification of the UA withhich the UC is
connected t@and for which the monitoring
request is received.
Table 63
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7.1.6.3 Suspension Notification

This operation allows VMM to notify UC about a sesssuspension.

uc VMM
SuspendNotificationRequest
Figure 24: Flow of SuspensioNotification RegistratiodMessage Exchange
Message Requirement Direction
SuspendNotificationRequest Mandatory UC « VMM
Table 64
7.1.6.3.1 SuspendNotificationRequest
Name Cardinality | XML Type Data Type Description
SuspendNotificatio| 1 E Indicate the name of the message
nRequest
Reason 0.1 E String The reason to indicate wkpansion is requested and
probably by who. The parameter is based on “Cause”
parameter of SuspensionRequest message.
Table 65

7.1.6.4 Resumption Notification

This operation allows VMM to notify UC about a sessresumption

uc

ResumptionNotification

VMM

A
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Figure 25: Flow of Resumptiomlotification Message Exchange

Message Requirement Direction
ResumptionNotification Mandatory UC <« VMM
Table 66
7.1.6.4.1 ResumptionNotification
Name Cardinality | XML Type Data Type Description
ResumptionNotific| 1 E Indicate the name of the message
ation
AppID 1 E String A unique identification of the UAC should connect to
consume.
Table 67
7.1.6.5 Invitation Notification

This operation allows VMM to notify UC about an ifation received. After receiving this notificati&C decided whether
to except the invitation and join the session.

uc VMM

InvitationNotificationRequest

A

InvitationNotificationResponse

A 4

Figure X: Flow of InvitationNotification request

Message Requirement Direction
InvitationNotificationRequest Mandatory UC <« VMM

InvitationNotificationResponse
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7.1.6.5.1 InvitationNotificationRequest
Name Cardinality XML Type Data Description
Type
InvitationNotificationR | 1 E Indicate the name of the message
equest
InviterID 1 E String The unique identification dfe Inviting user
AppID 1 E String The identification of the UA withhich the inviting user
is connected to.
7.1.6.5.1 InvitationNotificationResponse
Name Cardinality | XML Type Data Description
Type
InvitationNotificationR | 1 E Indicate the name of the message
esponse
Status 1 E Structur] Information about the status of the request
e
Reason 0.1 E String The reason parameter will@ptive reason of rejection
if any.
7.1.7 UVE-7

This interface is between VMM and existing storafso This interface allows existing storefrontsritiate a request for
providing the application (as UA) in UVE infrasttuce. It supports the following operation

7.1.7.1

Application Procurement

This operation allows existing storefronts to e a request for providing and deploying the apgilbn (as UA) in UVE

infrastructure.

Storefront

VMM

UAProcurementReque

A 4

UAProcurementRespor

A

Figure 26: Flow of UAProcurementRequest and its response

Message Requirement Direction
UAProcurementRequest Mandatory Storefront-- VMM
UAProcurementResponse Mandatory Storefront— VMM

Table 68
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7.1.7.1.1 UAProcurementRequest
Name Cardinality XML Type Data Type Description
UAProcurementRequest| 1 E Indicate the name aftbesage
ApplicationID 1...N E String The identification oféhapplication(s) available for download. The
application identification will be completely stément specific.
StorelD 1 E String The identifier of Storefront
Table 69
7.1.7.1.2 UAProcurementResponse
Name Cardinality | XML Type Data Type Description
UAProcurementResponse 1 E Indicate the name ahesage
Status 1 E Structure Information about the statiberequest.
Table 70

7.2 Entities Definitions

This section defines various entities of UVE engbiéich includes how those entities will behavetocess different
messages flowing on different interfaces defined.

7.2.1  UVE Client (UC)

7.2.1.1 UARequest
To send a UA request UC SHALL form a UARequest ragss

7.2.1.2 MonitorResponse Handling
After receiving MonitorResponse, UC SHALL followeliollowing steps.

e UC SHALL connect to the VM identified by VMID usingASessionRequest message.
» UC SHALL stream the User Interaction towards VMaasl when required.

7.2.1.3 UASessionResponse Handling

After receiving the UASessionResponse, UC can plaad send the User Interaction towards VM as amehwequired.

7.2.1.4 LocalResourceRequest Handling

On receiving LocalResourceRequest UC shall follbe/fbllowing steps
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e UC SHALL collect the requested Local Resource datdlable to the terminal. UC MAY use native devidels to
get the required data.

e UC SHALL send the collected data to VM using LoaedBurceResponse message.

7.2.1.5 VMInitiatedFunctionRequest Handling

On receiving VMInitiatedFunctionRequest messagestiéll follow the following steps

» UC SHALL execute the function requested on the teainUC MAY use native device APIs for this.

7.2.1.6 ResumptionNotification Handling

After receiving ResumptionNotification message, SIGALL send UARequest message to VMM. AppID in timessage
MUST be same as provided by VMM in ResumptionNctifion.

7.2.1.7 UAReadyNotificationRequest Handling

After receiving UAReadyNotificationRequest on attgastablished RTSP session, UC SHALL allow usénteeract with
the UA.

7.2.1.8 InvitationNotificationRequest Handling

On receiving InvitationNotificationRequest UC SHAdllow the following steps:

* Render the request to the user so that user dzar eitcept or reject the invitation request.
* In case of rejection “Reason” parameter may cortterreason of rejection.

» If user accepts the invitation then UC SHALL ussRequest to join the session.

7.2.1.9 RuntimePrivilegeRequestNotification Handling
After receiving RuntimePrivilegeRequestNotificatiol® SHALL perform the following steps

» UC SHALL render the appropriate information to tlser so that he/she can decide whether to grambéiméoring
privilege.

» If user decides to grant the privilege, UC SHALIhdd&RuntimePrivilegeRequest to VMM granting required
privilege to Watcher.

7.2.2  Virtual Machine Manager (VMM)
7221 MonitorRequest Handling
After receiving a MonitorRequest form UC, VMM SHALfbllow the following steps

VMM SHALL check if the UC has privilege to monittite other UC’s (identified as WatcheelD in the Moni
request) UA session. If the privilege check fais if UC doesn’t have privilege to monitor Watclsesession then
VMM MAY try to get Watchee consent at runtime usiRgntimePrivilegeRequestNotification on UVE-6.

VMM SHALL checkterminal capabilitie®f the Watcher to monitor the Watchee’s session.

o If capabilities of Watcher and Watchee don’t matbtle, monitoring request SHALL fail. The Status
structure MAY include “incompatible capability” BtatusDes parameter.
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« VMM SHALL identify the VM which is currently servipthe user identified by WatcheelD provided in khenitor
request.

« VMM SHALL send the MonitoringNotificationRequest the VM selected.
* VMM SHALL send identified VMID to the UC.

7.2.2.2 UARequest Handling
On receiving a UARequest form UC, VMM SHALL follotle following steps

* VMM SHALL authenticate and authorize UC.
VMM SHALL find the appropriate VM by performing tHellowing steps

0 Selects a VM(s) according to the AppID (providedhia UARequest) i.e. the VM(s) on which the reqdiire
UA is installed or the VM(s) on which the requirgé could be installed.

0 Then, selects a VM according to the TerminalCap\joled in the UARequest) i.e. the VM which is most
suitable for the terminal as per the display cdjisds are concerned.

VMM SHALL send UASessionNotificationRequest to il selected.

» Depending on the UserID and AppID, VMM SHALL chefck any previously saved VM Data to restore. If yibe
VMM SHALL restore the data in the selected VM. Tdect restoring mechanism is considered out-of-aadphis
enabler.

VMM SHALL save the info provided in Reconnection@jpt together with AppID and UserID.

» If the required UA is already installed on the stdd VM, VMM SHALL then initiate theVM , otherwis@stall
the UA before initiating the VM

VMM SHALL send UAResponse message to UC contaiMhgD.

7.2.2.3 UAProcurmentRequest Handling
On receiving UAProcurementRequest VMM SHALL perfaitme following steps:

VMM SHALL first select the appropriate VM as peetimformation provided by the Storefront in theuest
message.

VMM SHALL then send a natification (UADeployRequesessage) to the selected VM with the applicatidmahd
the point-of-contact for the storefront.

7.2.2.4 ExceptionNotificationRequest Handling
On receiving a ExceptionNotificationRequest form VWWMM SHALL follow the following steps

VMM SHALL identify the related UARequest based osddD and AppID specified in the
ExceptionNotificationRequest message.

VMM SHALL save the VM Data/application data as e ReconnectionOption specified in UARequest.
* VMM SHALL then release the VM resources.

7.2.2.5 SuspensionRequest Handling

After receiving a Suspension Request from UC, VMNIARL follow the following steps
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VMM SHALL check if the UC has privilege to suspethe other UC’s (identified as WatcheelD in the
SuspensionRequest) UA session.

o If UC does not have required privilege, VMM MAY tty get the UC’s consent using
RuntimePrivilegeRequestNotification on UVE 6.

VMM SHALL identify the VM which is currently servipthe user based on WatcheelD provided in the
SuspensionRequest.

VMM SHALL suspend Watchee session.
VMM SHALL send SuspensionResponse to Watcher UC.
« VMM MAY send the SuspendNotificationRequest to Wiate UC.

7.2.2.6 JoinRequest Handling
After receiving a JoinRequest form UC, VMM SHALUlmwv the following steps

VMM SHALL checkterminal capabilitiefor probable incompatibility. In case incompatitiéls exist, join request
SHALL fail. The Status structure MAY include “incqratible capability” in StatusDes parameter.

VMM SHALL identify the VM which is currently servipthe user based on JoineelD provided in the @iuest.
* VMM SHALL send the VMID to the UC.

» UC will then use UASessionRequest to join the sesgiith VM.

7.2.2.7 DisconnectNotificationRequest Handling

After receiving a DisconnectNotificationRequest VMBHALL follow the following steps

* VMM SHALL release the VM sending thmsconnectNotification response

7.2.2.8 UAlInviteRequest Handling
After receiving a UAInvite Request from UC, VMM SHA follow the following steps:

VMM SHALL invite the UC identified by InviteelD usg another message on UVE-6 (the push interface).
« VMM SHALL send UAInvite Response to the inviter UC.

7.2.2.9 Resumption Request Handling

After receiving a ResumptionRequest from UC, VMMAH follow the following steps

» Depending on the information provided in the req48M SHALL reload the VM Data in a VM.
VMM SHALL then send ResumptionNotification to U@eintified as WatcheelD, on UVE 6.

7.2.2.10 MonitoringNotificationRegistrationRequest Handling

After receiving MonitoringNotificationRegistratiomguest VMM SHALL send MonitoringNotification wherewthe UC,
identified as WatcheelD, establishes its UA session
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7.2.3  Virtual Machine (VM)

7.23.1 UASessionRequest Handling
After receiving the UASessionRequest VM SHALL falidhe following steps

* VM SHALL authorize the requesting user using thierimation it received in UASessionNotification mags.

* VM SHALL send a response using UASessionResponssage which shall establish an RTP session betw€en
and VM.

» If the InputDevicelD parameter is present then:

0 VM SHALL check the uniqueness of the InputDevicedPgreviously received from the same user for the
current session. If the InputDevicelD present mtdquest is not unique then VM SHALL reject the
request with appropriate reason in the StatusDeswter present in the response.

0 VM SHALL select an ideal (next available) Virtualdut Module and map it with the UserID and
InputDevicelD received in the request.

o VMM SHALL check whether the number of correct InpavicelD(s) received for this UA has reached the
number specified in InputAllowed parameter inifyaleceived for this UA;

= Ifitis not, VM SHALL NOT accept any User Interaat from UC, if any, on the session
established. Further steps here should be ignored.

If it is, VM SHALL send UAReadyNotification messageall the UC(s) connected to this UA, at present.

VM SHALL form a Output Stream, as specified in $&et7.2.3.4, and start streaming in the sessidngstablished
VM SHALL be ready to receive User Interaction fr&i@.

7.2.3.2 UASessionNotification Handling
On receiving the UASessionNotification request VMARL take the following steps:

« VMM SHALL save the UserID specified in the requastong the authorize users who can connect to VN4 ligt
will be used to authorize users on receiving UAResequest.

VM SHALL create as many Virtual Input Modules agsified in the InputAllowed parameter.

7.2.3.3 UADeployRequestHandling

On receiving UADeployRequest VM SHALL download #ygplication specified by VMM from the storefronhd
download process should be storefront specifics Thiecification does not mandate any download psod¢owever, this
specification provides mechanism for downloadingligation from TAS [TAS] enabled storefront in Appkix E.

7.2.3.4 Output Stream provisioning

VM is responsible to form Output Stream and delivéos UC on the RTP session established using WaiBaRequest and
its response. VM SHALL take the following steps

« VM SHALL capture the UA graphics. Appendix E demivates the method to capture graphics on andrald an
Windows system.

* VM SHALL encode the captured graphics into a vidgeam (e.g. H.264)
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* VM SHALL then send encoded video stream on RTPigesasing the procedures and guidelines defindé\i
RTP].

7.2.35 LocalResourceRequest

To send a LocalResourceRequest VM SHALL performfotlewing steps.VM SHALL detect the type of Lodaésource
being accessed by UA at run time.

* VM SHALL identify the Device API being used by UAd map it with the corresponding API supportedhsyWC
(based on Device OS being used at the termina8.m&pping will include API name mapping and APlgmaeter
mapping, if any.

* VM SHALL then form a LocalResourceRequest and setwlUC.

7.2.3.6 LocalResourceResponse handling
After receiving LocalResourceResponse message VIKLEHberform the following steps.

e VM SHALL check if the OS on UC is same with OS oMMf they are not same VM SHALL format the data
received in the response into the format compatilifle VM’s guest-OS.

e« VM SHALL then provide the data to the requesting Bi\expected.
7.2.3.7 MonitorNotificationRequest Handling
On receiving the MonitorNotificationRequest VM SHRLake the following steps:

VMM SHALL save the UserID specified in the requastong the authorize users who can connect to VN ligh
will be used to authorize users on receiving UABedequest.

7.2.3.8 SessionDisconnectRequest Handling

On receiving SessionDisconenctRequest VM SHALL gbedisconnectNotificationRequest to VMM.

7.3 Commonly Used Structures

7.3.1  Status
Name Cardinality XML Type Data Type Description
StatusCode 1 E String Indicate status code
StatusDes 0.1 E String A related descriptioany.
Table71
7.3.2 VMID
| Name | Cardinality XML Type Data Type Description
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IPAddress 0...1 E String IP address of the VM idédiimust be provided, if
VM is deployed in local network
Port 0...1 E String The specific port on the VM mhstprovided, if VM
is deployed in local network
URL 0...1 E String The URL on which the VM can be essed must be
provided, if VM is not deployed in local network
Table 72
7.3.3 TerminalCap
Name Cardinality XML Type Data Type Description
ScreenSize 0.1 E Integer The diagonal width offikplay screen in mm
Resolution 0...1 E Integer Supported different resofuof the screen in terms
of pixels
AV_Decoding 1...N E String Audio/Video decoding format supported by the
UC. Such as: g.721,mp3
Device-OS 1 E String Device OS used at terminal.
Table73
7.3.4  TouchlInteraction Structure
Name Cardinality XML Type Data Type Description
SingleTouch 0...1 E Structure Structure containingr'sssingle touch interaction on UA,.
MultiTouch 0...1 E Structure Structure containingrisenulti-touch interaction on UA.
Table74
7.3.5 SingleTouch Structure
Name Cardinality XML Type Data Type Description
tX 1 E int X coordinate
tY 1 E int Y coordinate
State 1 E Enum Enumeration with two values: UP RGN
Table 75
7.3.6  State Enumeration

Name

Description

upP

Identify the up state of touch/click

Down

Identify the down state of touch/click

Table 76
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7.3.7 MultiTouch Structure
Name Cardinality XML Type Data Type Description
FirstTouch 1...N E SingleTouch | SingleTouch structure representing first touch aftm
type touch interaction. In case of more than 1 occumdirst
and last occurrences represent down and up action
respectively.
SecondTouch 1...N E SingleTouch | SingleTouch structure representing second touchutdi
type touch interaction. In case of more than 1 occumdirst
and last occurrences represent down and up action
respectively.
Table 77
7.3.8  Keylnteraction Structure
Name Cardinality XML Type Data Type Description
Keyvalue 0...1 E String A hexadecimal key code valfithe key pressed.
State 0...1 E Structure Enumeration with two vall#:and DOWN
Table 78
7.3.9 Accelerometerinteraction Structure
Name Cardinality XML Type Data Type Description
xMotion 1 E String Device motion in the x direction
yMotion 1 E String Device motion in the y direction
zMotion 1 E String Device motion in the z direction
Table 79
7.3.10 Mouse Structure
Name Cardinality XML Type Data Type Description
cX 1 E int X coordinate
cY 1 E int Y coordinate
State 1 E Enum Enumeration with two values: UP RGYWN
ButtonValue 1 E Enum Enumeration specifying typéhoée mouse buttons:
LEFT, RIGHT and MIDDLE
Table 80
7.3.11 ButtonValue Enumeration
Name Description
LEFT Left mouse button
RIGHT Right mouse button
MIDDLE Middle mouse button

Table 81
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7.3.12 LRRequested Structure

=

Name Cardinality XML Type Data Type Description
LR-GPS 0...1 E Structure Structure specifying thedldesource usage request fo
GPS data.
Table 82
7.3.13 LR-GPS Structure
Name Cardinality XML Type Data Type Description
APIName 1 E String API name used. This will help téGnvoke the
appropriate native device API.
APIParam 0...1 E Structure The structure containmgparameter’'s name-value pai
to be used with the API.
Table 83
7.3.14 LRData Structure
Name Cardinality XML Type Data Type Description
GPS-Data 0...1 E Structure Structure providing GR8.da
Table84
7.3.15 GPS-Data Structure
Name Cardinality XML Type Data Type Description
Latitude 1 E Double Latitude
Longitude 1 E Double Longitude
Bearing 0..1 E Float Heading, in degrees. A heading of zero is truemort
Speed 0..1 E Float Returns the speed of the device over ground in
meters/second.
Altitude 0...1 E Float Altitude
Table 85
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7.3.16 FunctionRequested Enumeration

Name Description
VIBRATION Vibrations function of the device.
FLASHLIGHT Flash light of the camera.

Table 86

7.3.17 Application Structure

Name Cardinality XML Type Data Type Description
ID 1 Element String Unique ldentification of the application in Storefit
infrastructure.
Description 0...1 Element String Any related description.

7.4 Protocol Bindings

7.41 HTTP Bindings

74.1.1 General
UC SHALL support Hypertext Transfer Protocol versibl (HTTP1.1 [RFC2616]) for UVE 1..

VMM SHALL support Hypertext Transfer Protocol vessil.1 (HTTP1.1 [RFC2616]) for UVE 1,UVE 2, UVE BAAUVE
7 interfaces.

VM SHALL support Hypertext Transfer Protocol versid.1 (HTTP1.1 [RFC2616]) for UVE 2, UVE 5 and UME
interfaces.

74111 HTTP Method
All the request messages SHALL be sending as HTOBTPmethod requests.
The following optional Headers may be includedhe tequest messages.

» the receiver’s address in the request line
» the Host request-header set to the hostname atdiess of the receiver.

« the User-Agent request-header set to identify tbst ldevice (e.g. “vendor-model/version”), and tteme and
version of the sender as user agent initiatingeheest.

» the Accept request-header with value “applicatiot/multipart/mixed”

» the Accept-Encoding request-header with value lpesstipported HTTP compression encodings, i.e. téedliad / or
gzip

» the Accept-Language request-header with valuehgestpported HTTP supported languages(e.g. en, *)

» the Accept-MsgSize is the maximum message sizadhainal can handle.

» the Content-Length entity-header set to the lenfithe entity-body
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» the Content-Type entity-header with value “applmatxml”, “multipart/mixed” or “multipart/form-da” as
applicable

» the Interface message(s) as message-body

If any of these headers are not present in theorespto the request, the receiver SHALL assume difiult values.

All the response messages SHALL be sending as mespo the corresponding receiver's request asfeggeby the HTTP
1.1 including:

e Status-Line header reflects the outcome of the HPOST request

» the ETag entity-header set to a unique value witténscope of the receiver.

» the Content-Encoding entity-header set to the offdTTP compression applied, if any

» the Content-Length entity-header set to the lenfthe entity-body

« the Content-Type entity-header with value “applmatxml or “multipart/mixed”, as applicable

» the Interface message(s) as message-body, ifahssiction is successful

7.4.1.1.2 HTTP Authentication

The UC, VMM and VM SHALL support HTTP Digest Authization mechanisms (HTTP1.1 [RFC2617]) on UVE VRJ
3,UVE 4 and UVE 7 interfaces.

7.4.1.2 UVE 1 Interface Message Bindings

The table below gives an overview of how UVE 1 ifaee messages are bound to the HTTP based prctiaoi.

M essage UucC €-> VMM HTTP Method

UARequest N HTTP POST

UAResponse < HTTP Response (including 200 OK of the
underlying method)

MonitorRequest BN HTTP POST

MonitorResponse < HTTP Response (including 200 OK of the
underlying method)

SuspensionRequest N HTTP POST

SespensionResponse < HTTP Response (including 200 OK of the
underlying method)

Resumption Request > HTTP POST

Resumption Response < HTTP Response (including 200 OK of the
underlying method)

MonitoringNotificationRegistration > HTTP POST

MonitoringNotificationRegistrationResponse < HTTP Response (including 200 OK of the
underlying method)

UAlInviteRequest > HTTP POST

UAlnviteResponse < HTTP Response (including 200 OK of the
underlying method)

RuntimePrivilegeRequest N HTTP POST
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RuntimePrivilegeResponse < HTTP Response (including 200 OK of the
underlying method)

JoinRequest BN HTTP POST

JoinResponse < HTTP Response (including 200 OK of the

underlying method)

Table87: UVE 1 Interface M essage Bindings When Uses HT TP Based Stack

7.4.1.3 UVE 2 Interface Message Bindings

The table below gives an overview of how UVE 2 ifaee messages are bound to the HTTP based prctiaoi.

M essage VMM €-> VM HTTP Method

VMinitiateRequest > HTTP POST

VMiInitiateResponse < HTTP Response (including 200 OK of the
underlying method)

UADeployRequest > HTTP POST

UADeployResponse < HTTP Response (including 200 OK of the
underlying method)

UASessionNaotificationRequest N HTTP POST

UASessionNofificationResponse < HTTP Response (including 200 OK of the
underlying method)

MonitoringNotificationRequest N HTTP POST

MonitoringNotificationResponse < HTTP Response (including 200 OK of the

underlying method)

Table 88: UVE 2 Interface M essage Bindings When Uses HT TP Based Stack

7.4.1.4 UVE 4 Interface Message Bindings

The table below gives an overview of how UVE 4 ifaee messages are bound to the HTTP based pratiaoi.

M essage VM €5 UC HTTP Method
LocalResourceRequest N HTTP POST
LocalResourceResponse < HTTP Response (including 200 OK of the
underlying method)

Table 89: UVE 4 Interface M essage Bindings When Uses HT TP Based Stack
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7.4.1.5 UVE 5 Interface Message Bindings

The table below gives an overview of how UVE 5 ifaee messages are bound to the HTTP based prctiaoi.

M essage VMM €-> VM HTTP Method
ExceptionNotificationRequest N HTTP POST
ExceptionNotificationResponse < HTTP Response (including 200 OK of the

underlying method)
DisconnectNotificationRequest > HTTP POST
DisconnectNotificationResponse < HTTP Response (including 200 OK of the

underlying method)

Table 90: UVE 5 Interface M essage Bindings When Uses HT TP Based Stack

7.4.1.6 UVE 7 Interface Message Bindings

The table below gives an overview of how UVE 7 ifaee messages are bound to the HTTP based prctizoi.

M essage Storefront €> VMM HTTP Method
UAProcurementRequest N HTTP POST

UAProcurementResponse < HTTP Response (including 200 OK of the

underlying method)

Table 91: UVE 7 Interface M essage Bindings When Uses HT TP Based Stack

7.4.2 RTSP Bindings

7421 General
UC and VM SHALL support Real Time Streaming Prold§BTSP]) for UVE 3 interface.

7.4.2.2 UVE 3 Interface bindings

M essage UC €> VMM HTTP Method
UASessionSetupRequest N RTSP DESCRIBE
UASessionSetupResponse < RTSP Response (including 200 OK of the

underlying method)
UserlinteractionRequest > RTSP DESCRIBE
UserlnteractionResponse < RTSP Response (including 200 OK of the

underlying method)

VMiInitiatedFunctionRequest > RTSP DESCRIBE
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VMinitiatedFunctionResponse < RTSP Response (including 200 OK of the
underlying method)
SessionDisconnectRequest > RTSP DESCRIBE
SessionDisconnectResponse < RTSP Response (including 200 OK of the
underlying method)
UAReadyNotificationRequest > RTSP DESCRIBE
UAReadyNotificationResponse < RTSP Response (including 200 OK of the

underlying method)

Table 92

7.4.3 OMA PUSH Bindings

The VMM SHALL support either the Push Access ProtdPAP) [PUSH-PAPDr the Push-OTA protocol [PUSH-OTA]
for point-to-point delivery of the following messegjover the UVE 6 interface:

¢ UVE 6 MonitoringNotification

Whether to use PAP or Push-OTA is a deploymentocghdimong other advantages, use of PAP preventgtid from
needing to implement most of the basic function®bfA Push Proxy Gateway (PPG), e.g. the variouhfiEA protocols
and target client context/capabilities awarenesséeded to select the appropriate transport baadeprotocol).
Conversely, for high-volume services limited to Pdglivery over a single specific bearer (e.g. WARGh over SMS), use
of Push-OTA is fairly simple and avoids dependemggn a Push Proxy Gateway (PPG).

UVE messages may not be directly deliverable owanectionless bearers such as WAP Push over Sm#edi to about
512 bytes) or SIP Push via the SIP MESSAGE methmitéd to about 1300 bytes), as compared to WABhRaver HTTP
or SIP Push via the INVITE/MSRP method (both of ethsupport essentially unlimited content size). aliernative to
direct delivery is “indirect delivery”, which inveés the delivery of a Push notification messageyoay a content location
URL, from which the client retrieves the response.

When using PAP for direct UVE message delivery MMM SHALL submit the UVE messages using the MIM&ntent
type “application/xml”, and MAY support various ¢get client address schemes, e.g. PLMN, USER, SIR [BRaddress,
etc.

When directly delivering UVE messages via Push-Offw,UVE SHALL send the UVE message (headers arstage
body) encapsulated into a message/vnd.oma.pustartygd as described in [PUSH-MSG].

To deliver UVE 6 messages indirectly, the VMM SHALUke the ServiceLoading [PUSH-SL] content type eiiaer PAP
or Push-OTA as applicable, and include a URL frohmciv the UC can retrieve the actual UVE 6 messd@SHALL
support indirect delivery of UVE messages, triggdg reception of ServiceLoading notifications.

For UVE Push messages, the VMM SHALL include thetPApplication ID header “X-Wap-Application-1d: >a-
application:uve.ua”. Push Clients in UVE supportiagninals SHALL support routing of Push messagits the Push
Application ID header “X-Wap-Application-Id: x-omgpplication:uve.ua” to the UC. If there is no P@ient in the device,
the UC SHALL implements the necessary Push Cligmttions for the supported Push-OTA protocol vasgrer [PUSH-
OTA|].

7.4.3.1 UVE 6 Interface Message Bindings

The table below gives an overview of how UVE 6 ifaee messages are bound to the OMA Push-OTA orftéfecol.

M essage Uuc <> Push-OTA Binding PAP Binding
VMM
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M essage uc > Push-OTA Binding PAP Binding
VMM
UVE 6 < Push Message Push Message
o o (MonitoringNotificati | (MonitoringNotificatio
MonitoringNotification on) n)
OR
UVE 6: < ServicelLoading ServicelLoading

MonitoringNotification
URL Notification

(MonitoringNotificati
on URL)

(MonitoringNotificatio
n URL)

After get the URL notification, UC can fetch the MtmringNotification using the HTTP GET.

Table 93: UVE 6 Monitoring notification Operation Bindingsto OMA Push
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8. Release Information

8.1 Supporting File Document Listing

Doc Ref | Permanent Document Reference | Description

Supporting Files

[UVE_DTD] OMA-SUP-UVE_V1.0_XSD-V1_0-20120823-D DTfor the messages and included elements of the UVE
protocols.

Working file in DTD directory:
file: foo_msgs-vl_2.dtd
path: http://www.openmobilealliance.org/tech/dtd/

Table 94: Listing of Supporting Documentsin FOO Release

8.2 OMNA Considerations
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Appendix B. Use Cases (Informative)

Refer to [UVE-RD] for use cases.
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Appendix C.  Static Conformance Requirements

The notation used in this appendix is specifiefB@RRULES].

C.1 SCR for UVE Client

(Normative)

Item

Function

Reference

Requirement

UVE-C-001-M

UARequest delivery on
UVE-1.

7.1.11

UVE-C-002-M

MonitorRequest delivery
on UVE-1

7.1.1.2

UVE-C-003-M

Suspending and
resuming UA session
using
SuspensionRequest and
ResumptionRequest
respectively on UVE 1

7.113,7.1.14

UVE-C-003-O

MonitoringNotificationR
egistration request
delivery on UVE 1

7.1.15

UVE-C-003-M

Inviting other user and
joining existing session,
on invitation, using
UAlnviteRequest and

JoinRequest respectively

on UVE 1.

7.1.1.6,7.1.1.9

UVE-C-003-M

RuntimePrivilegeReques7.1.1.8

t delivery on UVE 1

UVE-C-003-M

Delivering

SessionDisconnectReque

st on UVE-3

7.1.34

C.2 SCR for VM

Item

Function

Reference

Requirement

UVE-VM-001-M

Receiving the
UASessionRequest from

UC and establish an RTP

session. Create an

Output Stream and start
streaming in the session
just established.

7.23.1,723.4

UVE-VM-001-O

Receiving the
UADeployRequest and
retrieve the application
from the appstore
provided in the request.

7.2.3.3

UVE-VM-001-M

Delivering
LocalResourceRequest
on UVE 4 to get the
Local Resource data
requested by the UA.

7.2.35,7.2.3.6
7.14.1

UVE-VM-001-M

Delivering
VMInitiatedTerminalFun

7.1.4.2
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Item Function Reference Requirement
ctionRequest on UVE 4
to get the local function
on the terminal as
requested by UA.

UVE-VM-001-M Receiving 7.2.3.7
SessionDisconnectReque
st and sending
DisconnectNotificationR
equest to VMM on UVE
5.

C.3 SCR for VMM

Item Function Reference Requirement
UVE-VMM-001-M Accepting UARequest | 7.2.2.2,7.1.1.1
and select an appropriate
VM to initiate the VM
with the requested UA.

UVE-VMM-001-O Receiving the 7.2.2.3,7.2.3.3
UAProcurmentRequest | 7.1.7.1, 7.1.2.2
from other storefront,
selecting the appropriate
VM and notifying VM,
using
UADeployRequest,
about the application(s)
which it should get form
the storefront.

UVE-VMM-001-M Sending UA Session and 7.1.2.3
Monitoring notification
to VM using
UASessionNatification
and
MonitoringNotification
respectively.

UVE-VMM-001-M Receiving the 7.2.2.1
monitoring request and
checking the Watcher
privilege to monitor the
Watchee session.
UVE-VMM-001-M Releasing VM resources 7.2.2.7
after getting
DisconnectNotificationR
equest form VM.
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Appendix D.  Architectural Flows
D.1 UA Request

uc VMM VM

F1: UA Request
—>

D P1: VM Selection

F3: UA Session Request

F2: UA Response

A

\ 4

F4: UA Session Response

A

F5:|Output Stream

A

F6} Interactions

Figure 27

. F1: UC sends an initial request, containing the ideatiion of the required UA, user preference (eandwidth,
resolution) and terminal capabilities to VMM.

. P1: VMM selects the appropriate VM considering reqaddtA, user preference (e.g. bandwidth, resolutzom)
terminal capabilities. If the required UA is presialled on the selected VM, VMM will initiate theAUwith the
selected VM. Otherwise, VMM will install the reged UA on the selected VM before initiating it.

. F2: VMM sends a response, containing the selected détification, to UC.
. F3: UC sends a connection request to the specifieBZjn/M.
. F4: VM accepts the request and send a response. TreekBon is then established between UC and VM.

. F5 & F6: Once the UA session is established the interacitommand and Output Stream will be exchanged between
UC and VM.
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D.2 Monitoring

UC B (Watcher) UC A VMM VM

[Ap—

F1: Reques{to monitor A

DZI.S: Authorization

F3: Notification

F2: runtime user

\ 4

F4: Monitor regliest response

A

F5: Monitoring|Session Request

A4

F6: Monitoring|Session Response

A

F7: Output Stream

A

F8: UA Suspgnd Command

P8.5: Privilege
Check
F9: Suspend Session

F10: Notify UC A

Figure 28

. Existing UVE application session in progress.

. F1: UC B sends a monitoring request to VMM to monitorexisting UVE session involving UC A. This requesit
contain UC A identification and UC B’s terminal edgdlities information

. P1.5: VMM will find the VM who is at present serving UC. MM will check if UC B is authorized to monitor UC
A. It may involve checking A’s Watcher List to s&é&JC B is present in the list. And, VMM will alscheck if UC B
has compatible terminal capabilities to monitor AAf UC B has no compatible terminal capabilittesmonitor UC
A, the monitoring request fails and following stepe neglected.

. F2: In case UC B is not among the Watcher for UC A. MMill try to get explicit user consent, at runtipferm UC
A.

. F3: VMM notify VM, involved in the requested sessi@mnout the monitoring request. This is to make \Wderstand
that an authorised user (UC B) will be connectmgnbnitor the existing session.

. F4: VMM sends a response to the monitoring request thie VM identification.
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. F5: UC B sends a request to VM to establish an manicsession.

. F6: VM response back.

. F7: VM will start replicating UC A’s output stream téC B.

. F8: UC B may send suspend command to VMM to suspenduirent UA session.

. P8.5: VMM will check whether UC B has privilege to suspethe UA session.

. F9: VMM will ask VM to suspend the current UA session.

. F10: UC A will be notified about the suspension of h&/session on UC B request.

Note: As an alternate flow for this flow, in additi to getting the output stream a Watcher may eitiylirequest permission
to send the interactions command too.

D.3 Reconnection

uc VMM VM Date Center

F1: UA Request (recon. tag)

»
Ll
F4: UA Reconnection Request
> F5: Restore?
F6: Selecting &

Initiating VM
F7: Data|Restore request o
»

F8: Data[Restore response

A

F9: VM identification

A

F10: UA Session|request and response

[Rp——

Figure29

1. User sends the initial request to use particular Tiis request will contain an indication about teeonnection
mechanism requested by the user to be used gfdhiisular session.
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2. At some point of time in future after user got disnected VMM receives an exception notice from\te which was
serving user, about the session disconnect. Thisenimclude user id and UA id to identify the uaed the application
which was being used.

3. VMM save the VM Data as per the reconnection meisiaspecified and then release the VM. The datbbsikaved
as per the reconnection method i.e. in case oftiabreconnection” application data will be savedevdas for “no-loss
reconnection” VM data will be saved.

Client tries to reconnect again with a normal UAuest message.

Considering the user id and requested applicatiddiyl will check for the previous records, if any.
VMM selects VM.

VMM restore the data from data centre.

Data gets restored.

© ® N o 0 &

VMM send selected VM identification to client.
10. Client connects with the notified VM to use the UA.
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Appendix E.  Application Download from TAS storefront

For downloading application from TAS storefront, \@flall implement TAS client [TAS] functionality fatownloading an
application. VM may use Application Download opératdefined on TAS-2 interface in [TAS].

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-UVE-V1_0-20121030-C Page 70 (70)

Appendix F.  Media Capture mechanisms

F.1 Android

To capture the graphics of an application runningdadroid VM the following steps are taken:

» Open framebuffer Device. Normally, the device @eV/graphics/fb0”

if ((g_fbfd = open(pszDeviceName, § RDONLY)) == -1)

printf ("init fb: open framebuffer failed error.id $3\n", errno,strerror (errno)):

return -1:

» Get frame information, including size and pixel frafmebuffer

//get framebuffer information
if (iocctl(g_fbfd, FBIOGET VSCREENINFO, ifbScrinfa) != 0)
printf("init_fb: ioctl (FEIOGET VSCREENINFO) error.\n");

close (g_fbfd) ;
return -1;

// FB size
int pixels = fb3crinfo.xres_virtual * fbScrinfo.yres;
// frame size

int RGEFrameSize
int YUVFrameSize

/{ screen pixel, byte size

pixels* 4;
(pixels*3)>>1;

int bytespp = fb3crinfo.bits_per pixel / &;

* Map the framebuffer address with the user's memaddress

//fb add -> user memory
unsigned char *g_fbmmap = (unsigned char *)mmap(NULL, RGEFrameSize~2, PROT_READ, MAP SHARED, g fbfd, 0):

» Calculate the address offset of framebuffer

'/ address offset
f = (unsigned char®) (g_fbmmap + fb3crinfo.yoffset * fbScrinfo.xres virtual = 4€):

» Copy graphic pixels data from framebuffer

/' copy data

memcpy (g_vncbuf, £, RGEFrameSize);

F.2 Windows

To capture the graphics of an application runningdadroid VM the following steps are taken:

» Get the window’s handle of desktop: GetDesktop \Wim¢)
* Get window's Device Context: GetDC();

* Create DC and bitmap which compatible with the wints DC, and select the bitmap with the compatible
DC:CreateCompatibleBitmap, CreateCompatibleDC(le@©bject();

* Get graphic Data:

* Release object;
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