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1. Scope

This specification describes the data format angligation Usage for the User Access Policy Documehich is a
common user access policy definition that can leel by all OMA enablers (e.g. PoC, IM, CPM). It atlefines an optional
Application Usage for the Subscriber defined Usecdss Policy.
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2. References

2.1 Normative References

OMA
[Dict]

[SCRRULES]

[XDM_Core]

[XSD_commPol]

[XSD_ext]

[XSD_ext_2 1]

IETF
[RFC2119]

[RFC4745]

[RFC4825]

“Dictionary for OMA Specifications”, Version 2.4,f@n Mobile Alliancél , OMA-ORG-Dictionary-
V2 4,
URL: http://www.openmobilealliance.org/

“SCR Rules and Procedures”, Version 1.0, Open Moaohiliance]l, OMA-ORG-
SCR_Rules_and_Procedures-V1_0,
URL: http://www.openmobilealliance.org/

“XML Document Management (XDM) Specification”, Véoa 2.1, Open Mobile Alliandeé, OMA-TS-
XDM_Core-V2_1,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: XDM — Common Policy”, Versn 1.0, Open Mobile Alliandé, OMA-SUP-
XSD_xdm_commonPolicy-V1_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: XDM2 Extensions ", Versidn0, Open Mobile Alliancg , OMA-SUP-
XSD_xdm_extensions-V1_0,
URL: http://www.openmobilealliance.org/

“XML Schema Definition: “XDM 2.1 — Extensions”, Vsion 1.0, Open Mobile Allianée,
OMA-SUP-XSD_xdm2_1lextensions-V1_0,
URL: http://www.openmobilealliance.org/

IETF RFC 2119Key words for use in RFCs to Indicate Requirenlesiels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

IETF RFC 4745 “Common Policy: A Document Format Eopressing Privacy Preferences”, H.
Schulzrinne, J. Morris, H. Tschofenig, J. CuellarRolk, J. Rosenberg, February 2007,
URL: http://www.ietf.org/rfc/rfc4745.txt

IETF RFC 4825 “The Extensible Markup Language (XMignfiguration Access protocol (XCAP)”, J.
Rosenberg, May 2007,
URL: http://www.ietf.org/rfc/rfc4825.txt

2.2 Informative References

OMA

[PoC_DocM gmt]

[PoC_XDM]

[XDM_AD]

“OMA PoC Document Management”, Version 2.0. OperbMoAlliance], OMA-TS-
PoC_Document_Management-V2_0,
URL: http://www.openmobilealliance.org/

“PoC XDM Specification”, Version 1.0, Open Mobildliancel, OMA-TS-PoC_XDM-V1_0,
URL: http://www.openmobilealliance.org/

“XML Document Management Architecture”, Version 2Cpen Mobile Alliancél, OMA-AD-XDM-
V2 1,
URL: http://www.openmobilealliance.org/

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-XDM_Policy-V1_1-20101202-C Page 7 (33)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Access Permissions Use definition from [XDM_RD].
Access Permissions Use definition from [XDM_Core].
Document

Aggregation Proxy Use definition from [XDM_AD].
AliasPrincipal Use definition from [XDM_RD].
Application Server Use definition from [XDM_Core].
Application Unique D Use definition from [XDM_Core].
Application Usage Use definition from [XDM_Core].

Automatic Answer Mode A mode of operation in which the client accept®mmunication request without manual intervention
from the User; Media is immediately played wherereed.

Document Reference Use definition from [XDM_AD].

Document URI Use definition from [XDM_Core].

Enabler Use definition from [Dict].

Global Document Use definition from [XDM_Core].

History Information Use definition from [XDM_AD].

Manual Answer Mode A mode of operation in which the client requires tser to manually accept the communication request

before the communication session is established.

M odification History

. Use definition from [XDM_Core].
Infor mation Document

Node URI Use definition from [XDM_Core].

Offline Communication A data storage where communication sessions catobed when User is offline e.g. User has not
Storage registered to the communication service.

Principal Use definition from [Dict].

Request History

. Use definition from [XDM_Core].
Infor mation Document

Subscriber Use definition from [Dict].

URI List Use definition from [XDM_RD].

User A User is any entity that uses the described featthrough the User Equipment.
User Access Policy Use definition from [XDM_RD].

User Access Policy An XDM Document containing User Access Policy imhation.

Document
XCAP Resource Use definition from [XDM_Core].
XCAP Root Use definition from [XDM_Core].

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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XCAP Server

XCAP User Identifier
XDM Agent

XDMC

XDM Document
XDM Preferences

XDM Preferences
Document

XDMS

Use definition from [XDM_Core].
Use definition from [XDM_Core].

Use definition from [XDM_AD].
Use definition from [XDM_AD].
Use definition from [XDM_RD].

Use definition from [XDM_Core].

Use definition from [XDM_Core].

Use definition from [XDM_AD].

3.3 Abbreviations

ABNF Augmented Backus-Naur Form
AUID Application Unique ID

CPM Converged IP Messaging

HTTP Hypertext Transfer Protocol

IETF Internet Engineering Task Force
IM Instant Messaging

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

PoC Push-to-talk over Cellular

SCR Static Conformance Requirements
SIP Session Initiation Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

XCAP XML Configuration Access Protocol
XDM XML Document Management
XDMC XDM Client

XDMS XDM Server

XML Extensible Markup Language

XUI XCAP User Identifier
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4. Introduction

This specification provides the Application Usagethe User Access Policy Document. It reuses ti@ Bser Access
Policy Document structure described in [PoC_XDM)].

The Policy XDMS (see [XDM_AD]) is the logical reptmy for User Access Policy Documents. The comrmpmstocol
specified in [XDM_Core] is used for access and malaition of such policies by authorized Principals.

This specification defines also how to handle bakls compatibility with the PoC V1.0 enabler whiee Policy XDMS is
introduced in the network.

The enabler specific extensions to this specificatire defined in the corresponding enabler spatifin (e.g., PoC
extensions in PoC Document Management specific§lo@ DocMgmt]).

4.1 Version 1.0

The version 1.0 is called “Shared Policy XDMS” amcifies:

» Application Usage for user access policy;
* its naming conventions, data semantics, schemaalitthtion constraints; and

» subscription to changes in XDM Documents.

4.2 \Version1l.1

The version 1.1 is renamed to “Policy XDMS”. It indes the functionality of version 1.0 and in aiddfitspecifies:

» Application Usage for subscriber defined user axpedicy; and

* its naming conventions, data semantics, schemaalitthtion constraints.

|Edit0rs’ Note: The AUID string “subscriber-definedcess-rules “ needs to be registered

|Edit0r's note: This list needs to be updated wheriekt is complete

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Policy XDM Application Usages

5.1 User Access Policy

This section specifies an Application Usage callsér Access Policy, which is used to control inaagrand outgoing
communication of the User in the Application Serfeeg. PoC Server, IM Server and CPM Server).

51.1 Structure

The User Access Policy Document SHALL conform te structure of the “ruleset” document describefRIRC4745], with
the extensions and constraints given in this sectio

The User Access Policy Document makes use of tlenfimg two elements defined for the <rule> elemientRFC4745]:
e <conditions>
e <actions>

The <transformations> child element defined for4hale> element in [RFC4745] SHALL be ignored, iepent.

The <conditions> child element of any <rule> eletmen

a) MAY include the <identity> element, as defined RHC4745], except the sub-elements that are igrasetkfined
in [XDM_Core] “Common Extensiofis

b) MAY include the <external-list> element, as definedXDM_Core] “Common Extensiofis

c) MAY include the <other-identity> element, as defirie [XDM_Core] ‘Common Extensiofis
d) MAY include the <sphere> element, as defined in(R¥45];

e) MAY include the <anonymous-request> element, amddfin [XDM_Core] ‘Common Extensiofis
f)  MAY include the <media-list> element, as definedXDM_Core] “Common Extensiotis

g) MAY include the <service-list> element, as defirnedXDM_Core] “Common Extensiotis

h) MAY include the <validity> element, as defined RHC4745];

i) MAY include the <invited-identities> element, agided in [XDM_Core] ‘Common Extensiofis
i)  MAY include the <activities> element, as defined¥DM_Core] “Common Extensiofis

k) MAY include the <qoe-list> element, as defined¥DM_Core] “Common Extensioiis

[) MAY include the <allow-defer> element;

m) MAY include the <allow-store> element;

n) MAY include the <allow-forward> element;

0) MAY include the <allow-interwork> element;

p) MAY include the <allow-deliver-and-interwork> elente

g) MAY include the <allow-push> element;

r)  MAY include the <allow-pull> element;

s) MAY include the <allow-deliver-reference-media>rakent;

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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t) MAY include the <allow-do-not-disturb> element; and

u) MAY include other elements from other namespacesghie purposes of extensibility.
The <actions> child element of any <rule> element:

v) MAY include the <allow-reject-invite> element;

w) MAY include the <allow-offline-storage> element;

X) MAY include the <allow-auto-answermode> element;

y) MAY include the <allow-manual-answer-override> etat)

z) MAY include the <allow-barring-media-content> elame

aa) MAY include the <allow-barring-media-stream> elejen

bb) MAY include the <allow-remove-text-content> element

cc) MAY include the <allow-remove-reference-contentersént;

dd) MAY include the <allow-add-text-content> element;

ee) MAY include the <allow-add-reference-content> egst)

ff) MAY include the <allow-reject-outgoing-invite> elemt;

gg) MAY include the <allow-defer-and-notify> element;

hh) MAY include the <allow-defer-without-notify> elemgn

i) MAY include the <allow-store> element;

i) MAY include the <allow-forward> element;

kk) MAY include the <allow-interwork> element;

II) MAY include the <allow-deliver-and-interwork> elemte

mm) MAY include the <allow-push> element;

nn) MAY include the <allow-deliver-reference-media>rnalent; and

00) MAY include other elements from other namespaceshi® purposes of extensibility.

5.1.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.accestesl.

5.1.3 XML Schema

The User Access Policy Document SHALL conform t® XML schema described in [RFC4745], with extensidascribed
in [XSD_commPol], [XSD_ext_2 1] and [XSD_ext] andthvextensions described in enabler defined XMLesgas.

5.1.4 Default Namespace

The default namespace used in expanding URIs SH#d turn:ietf:params:xml:ns:common-policy” defined[RFC4745].
515  MIME Type

The MIME type for the User Access Policy DocumeH®AEL be “application/auth-policy+xml” defined in [RC4745].

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1.6 Validation Constraints

The User Access Policy Document SHALL conform te XML Schema described in section 5.23ML Schemg with the
additional validation constraints described below.

The “id” attribute of the <one> element SHALL cointa SIP URI or a tel URI.
If present, the “id” attribute of the <except> ekamh SHALL contain a SIP URI or a tel URI.

If the AUID value of the Document URI or Node URbposed in an <external-list> element is other thiasource-lists”,
the Policy XDMS SHALL return an HTTP “409 Conflictesponse which includes the XCAP error elementstraint-
failure>. If included, the “phrase” attribute SHODIbe set to “Wrong type of list”.

If the XUI value of the Document URI or Node URbposed in an <external-list> element does not midwetXUI of the
User Access Policy Document URI and if the PolidMS determines that the Primary Principal or ameisged Alias
Principal is not allowed to retrieve the referené&M Resource, the Policy XDMS SHALL return an HTT409 Conflict”
response, which includes the XCAP error elemennstraint-failure>. If included, the “phrase” atuwie SHOULD be set to
“Access denied to list”.

51.7 Data Semantics

The User Access Policy Document SHALL conform t® semantics for the “conditions” and “actions” désed in
[RFC4745] and [XDM_Core]Common Extensions™with the additional extensions and clarificatiatescribed below.

The <allow-reject-invite> element defines the attibe Application Server is to take when processimgmmunication
request for a particular User. This element ingsrtiee Application Server performing the termingtparticipant function to
reject an incoming communication request. The vedue a Boolean type:

“false” instructs the Application Server performithe terminating participant function to not tge the communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige terminating participant function to reject ttenmunication
request using procedures as defined by the enabler.

The <allow-auto-answermode> element defines therattte Application Server performing the termingtparticipant
function is to take when processing an Automatiswer Mode procedure for a particular User. The &édwof a Boolean

type:

“false” instructs the Application Server performitige terminating participant function not to penfothe Automatic
Answer Mode procedures as defined by the enables. JHALL be the default value taken in the absesfdbe
element;

“true” instructs the Application Server performitige terminating participant function to perform thatomatic Answer
Mode procedure as defined by the enabler.

The <allow-offline-storage> element defines theiaactthe Application Server performing the termingtiparticipant
function is to take when processing a communicatexuest for a particular User who is offline, ahd type of Offline
Communication Storage to be connected when the aonwuation request is to be routed to an Offline Gamication
Storage. The <allow-offline-storage> element:

a) SHALL include the “allow” attribute to define thetéoon the Application Server is to take when preoeg a
communication request for a particular User whofikne. The value is of a Boolean type:

"false" instructs the Application Server not to t@the communication request to the Offline Comroatidn
Storage when the User is offline. This SHALL be dedault value of the attribute.

"true" instructs the Application Server to route tommunication request to the Offline Communicatborage
when the User is offline. The type of Offline Commination Storage to be routed to is defined asld ch
element of the <allow-offline-storage> element.
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b) MAY contain one or more elements from other namespaefined by the enabler, which indicate theixHfl
Communication Storage types.

c) MAY contain attributes from any other namespacedtfe purpose of extensibility.

The <allow-manual-answer-override> element defthesaction the Application Server is to take whercpssing a
communication request for a particular User andnthe communication request contains a requestdaide the Manual
Answer Mode procedure. The value is of a Booleae:ty

"false" instructs the Application Server to rejda communication request. This SHALL be the defealue taken in the
absence of the element.

"true” instructs the Application Server to proctss communication request using Automatic Answed®o

The <allow-barring-media-content> element defiresdction the Application Server performing thertieating participant
function is to take when processing a communicatguest for a particular User when the commurdoatequest contains
media content as specified in the <media-list> el@mThe value is of a Boolean type:

"false" instructs the Application Server to not bae media content contained in the communicagéguest. This SHALL
be the default value taken in the absence of émment.

"true” instructs the Application Server to bar thedia content contained in the communication reiques

The <allow-barring-media-stream> element definesattion the Application Server performing the tiexating participant
function is to take when processing a communicatéguest for a particular User when the commurdoatéquest contains
a media stream as specified in the <media-listmeld. The value is of a Boolean type:

"false" instructs the Application Server to not bz media stream contained in the communicatiqoest. This SHALL
be the default value taken in the absence of émment.

"true" instructs the Application Server to bar thedia stream contained in the communication request

The <allow-remove-text-content> element definesatt@n the Application Server is to take when pasing a
communication request for a particular User. THeevés of a Boolean type:

"false" instructs the Application Server to allosxt content included in particular header fieldg.(Subject header of
SIP invitation request) of communication requestisTSHALL be the default value taken in the abseasfdbe
element.

"true" instructs the Application Server to remoggttcontent included in particular header fieldg.(Subject header of
SIP invitation request) of communication request.

The <allow-remove-reference-content> element dsfthe action the Application Server is to take wheotessing a
communication request for a particular User. THaerés of a Boolean type:

"false" instructs the Application Server to allogferenced media content included in particular beédlds (e.g. Call-
info or Alert-info header of SIP invitation requesef communication request. This SHALL be the défaalue
taken in the absence of the element.

"true” instructs the Application Server to remoeéerenced media content included in particular beéidlds (e.g. Call-
info or Alert-info header of SIP invitation requesef communication request.

The <allow-add-text-content> element defines the®oathe Application Server is to take when progegs communication
request for a particular User. The value is of alBan type:

"false" instructs the Application Server not to demtext content included in particular headerdele.g. Subject header
of SIP invitation request) of communication requé@stis SHALL be the default value taken in the alzseof the
element.

"true" instructs the Application Server to add eplace text content included in particular head#ds$ (e.g. Subject
header of SIP invitation request) of communicatiequest.
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The <allow-add-reference-content> element defihesaction the Application Server is to take whescpssing a
communication request for a particular User. THae/gs of a Boolean type:

"false" instructs the Application Server not to temreferenced media content included in partichéader fields (e.g.
Call-info or Alert-info header of SIP invitationgeest) of communication request. This SHALL bedké&ult
value taken in the absence of the element.

"true”  instructs the Application Server to add eplace referenced media content included in padaticieader fields (e.qg.
Call-info or Alert-info header of SIP invitationgeest) of communication request.

The <allow-reject-outgoing-invite> element defittlee action the Application Server is to take whescpssing a
communication request for a particular User. Thesnent instructs the Application Server performihg originating
participant function to reject an outgoing commatian request. The value is of a Boolean type:

“false” instructs the Application Server performithe originating participant function not to rdjéwe communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige originating participant function to reject tmmunication
request using procedures as defined by the enabler.

The <allow-defer> element defines the action thelisation Server is to take when processing a comoation request for
a particular User. This element instructs the Aggilon Server performing the terminating participlamction to defer an
incoming communication request. The value is obalBan type:

“false” instructs the Application Server performithe terminating participant function to not defeg communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige terminating participant function to defer tloeenenunication
request using procedures as defined by the Enabler.

The <allow-store> element defines the action thplisption Server is to take when processing a comoation request for
a particular User. This element instructs the Aqgilon Server performing the terminating particip@mction to store an
incoming communication request or a communicatexuest that is to be deferred in the User's MesSagiee. The value is
of a Boolean type:

“false” instructs the Application Server performithe terminating participant function to not sttre communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige terminating participant function to store tloencnunication
request using procedures as defined by the enabler.

The <allow-forward> element defines the actionAlpplication Server is to take when processing aroomication request
for a particular User. This element instructs thpplcation Server performing the terminating pap@nt function to forward
an incoming communication request to a differemtrags. The <allow-forward> element:

a) SHALL include the “execute” attribute. The valueofsa Boolean type:

“false” instructs the Applicationr8er performing the terminating participant functim not forward the
communication request. This SHALL be the defaulugdaaken in the absence of the element;

“true” instructs the ApplicationSer performing the terminating participant functitm forward
thecommunication request using procedures as dkfipéhe Enabler. A child element <forward-to> loé t
<allow-forward> element is used to store the addtesvhich the communication is to be forwarded.

b) MAY contain one or more elements from other namespaefined by the Enabler; and.
c) MAY contain attributes from any other namespacestfe purpose of extensibility.

The <allow-interwork> element defines the actioa &pplication Server is to take when processingraraunication
request for a particular User. This element ingsrtlee Application Server performing the termingtparticipant function to
deliver an incoming communication request usingffergént communication service. The <allow-interkmrelement:
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a) SHALL include the “execute” attribute. The valueofsa Boolean type:

“false” instructs the ApplicatioeiSer performing the terminating participant funotto not inter-work the
communication request. This SHALL be the defaultgaaken in the absence of the element;

“true” instructs the ApplicationSer performing the terminating participant functi inter-work the
communication request using procedures as defipekdebEnabler. A child element <methods-list> af #allow-
interwork> element is used to store a list of pmefé communication services.

The <methods-list> element:
a) SHALL include one or more <method> element

The <method> element:

a) SHALL include a priority attribute whose value meanrelative priority of this communication methmger others.
The value of the attribute SHALL be decimal numbetween 0 and 1 with utmost 3 digits after the metipoint.
Higher value indicates higher priority; and

b) SHALL include a value which indicates the type loéd tommunication methods (e.g. SMS, MMS and ertmlie
used to interwork.

The <allow-deliver-and-interwork> element definks fction the Application Server is to take whescpssing a
communication request for a particular User. Thesnent instructs the Application Server performihg terminating
participant function to deliver an incoming comnuation request to the User and to send the incorongmunication
using a different communication service. The <aldsliver-and-interwork> element:

a) SHALL include the “execute” attribute. The valueofsa Boolean type:

“false” instructs the Application Ser performing the terminating participant functimmnot deliver the
communication request nor to send it to an intekimgr selection function. This SHALL be the defawdiue
taken in the absence of the element;

“true”  instructs the Application Ser performing the terminating participant functiondeliver the
communication request using procedures as defipedebEnabler and to send the incoming communioatio
request using a different communication servicechAd element <methods-list> of the <allow-delihzerd-

interwork> element is used to store a list of pmefé communication services and the syntax ofdl@ment is as
described above.

The <allow-push> element defines the action thelidppon Server is to take when processing a detecommunication
request for a particular User. This element ingsrtiee Application Server performing the termingtparticipant function to
push all the deferred communication requests tdJger. The value is of a Boolean type:

“false” instructs the Application Server performgithe terminating participant function to not puisé deferred
communication requests. This SHALL be the defaalug taken in the absence of the element;

“true” instructs the Application Server performitige terminating participant function to push théeded
communication requests using procedures as defip¢ide enabler.

The <allow-pull> element defines the action the Wggiion Server is to take when processing a defecommunication
request for a particular User. This element insgsrtlee Application Server performing the termingtparticipant function to
send a notification for all the deferred commuri@atrequests to the User indicating that theretexieferred
communication requests to manage. The value isBafcdean type:

“false” instructs the Application Server performgithe terminating participant function to not sendotification
indicating that there exists deferred communicatemuests. This SHALL be the default value takethe
absence of the element;

“true” instructs the Application Server performitige terminating participant function to send afidtion indicating
that there exists deferred communication requestsanage using procedures as defined by the enabler
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The <allow-deliver-reference-media> element defithesaction the Application Server is to take wpencessing a
communication request for a particular User. Thesnent instructs the Application Server performthg terminating
participant function to store media contained inremoming communication request and deliver the roomication request
to the User with a link to the stored media. Thieigas of a Boolean type:

“false” instructs the Application Server performithe terminating participant function to not stdre media contained in
the incoming communication requests nor to incladeference in the communication request. This SHB¢
the default value taken in the absence of the eleme

“true” instructs the Application Server performitige terminating participant function to store mechatained in an
incoming communication request and deliver the camigation request to the User with a link to thered
media using procedures as defined by the enabler.

The <allow-do-not-disturb> element defines thearcthe Application Server is to take when procagssitommunication
request for a particular User. This element ingsrtiee Application Server performing the termingtparticipant function to
apply a “do not disturb” procedure for an incomamnmunication request. The value is of a Boolege:ty

“false” instructs the Application Server performgithe terminating participant function not to apftig "do not disturb”
procedure for an incoming communication requestedimed by the enabler. This SHALL be the defaalue
taken in the absence of the element;

“true” instructs the Application Server performitige terminating participant function to apply tli®“not disturb”
procedure for an incoming communication requestedisied by the enabler.

Note: The “do not disturb” procedure is specifiectch enabler.

5.1.8 Naming Conventions

The name of the User Access Policy Document SHA& Ldzcess-rules”.

5.1.9 Global Documents

This Application Usage defines no Global Documents.

5.1.10 Resource Interdependencies

This Application Usage defines no additional reselnterdependencies.

5.1.11 Authorization Policies

The authorization policies SHALL conform to the a@f authorization policy as described in [XDM_Closection
“Authorization”.

The User Access Application Usage MAY support aness Permissions Document as described in [XDM_|Gexions
“Authorizatiori and “Access Permissions Docunientith the following clarifications:

a) An <allow-operation-own-data> element SHALL NOTiheluded in an <actions> element; and

b) An <external-list> element SHALL, if such elemesincluded in a <conditions> element, reference a
URI List in List XDMS.

5.1.12  Subscription to Changes

The User Access Policy Application Usage SHALL supguscription to changes as specified in [XDM_é}aections
“Subscriptions to changes in the XDM Resoutces

5.1.13  Search Capabilities

Not applicable for searching User Access Policyboent.
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The User Access Policy Application Usage MAY suppsaarch capability for searching:

»  The Modification History Information Document assdebed in [XDM_Core] sectionModification History
Information Document’and

* The Request History Information Document as deedrib [XDM_Core] sectionRequest History Information
Documenit

5.1.14 XDM Preferences Document

The User Access Policy Application Usage SHALL supan XDM Preferences Document as described inNIXBore]
section XDM Preferences Documeéirit it supports History Information XDM Documenés described in section 5.1.15 or
Forwarding as described in section 5.1.16.

5.1.15 History Information Documents

The User Access Policy Application Usage MAY suppodification History Information Document as debed in
[XDM_Core] section Modification History Information Document”

The User Access Policy Application Usage MAY sup@oRequest History Information Document as describ
[XDM_Core] section Request History Information Documeént

5.1.16  Forwarding

The User Access Policy Application Usage MAY supforwarding of User Access Policy Document as dbed in
[XDM_Core] section XDM Resource Forwarding Operatichs

51.17 Restore

The User Access Policy Application Usage MAY suppestore of a User Access Policy Document as destin
[XDM_Core] section XDM Restore”

5.1.18 Document Reference

The User Access Policy Application Usage MAY supfascument Reference of a User Access Policy Doctiag
described in [XDM_Core] sectiorDocument Reference”.

5.1.19 Differential Read and Write

User Access Policy Application Usage MAY supportf&iential Read as described in [XDM_Core] sectibifferential
Read". A Differential Read request including a <filtests element is not supported.

User Access Policy Application Usage MAY supportf@iential Write as described in [XDM_Core] sectitbifferential
Write”. A Differential Write request including a <filteset> element is not supported.

5.2 Subscriber defined User Access Policy

This section specifies an optional Application Uségr the Policy XDMS, the XDMC and the XDM Agerslied
Subscriber defined User Access Policy, which odegiUser defined User Access Policy describeddtiose5.1 if needed
(e.g. for parental control, control of company psidbscription etc).

52.1 Structure

The Subscriber defined User Access Policy DocurBétALL conform to the same structure as the Usereasdolicy
Document described in section 5.1Structuré, but using only the elements listed in this sewmti
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The Subscriber defined User Access Policy Docunmakes use of the following two elements definedlier<rule>
element in [RFC4745].

* <conditions>
* <actions>
The <transformations> child element defined for4hale> element in [RFC4745] SHALL be ignored, iepent.

The <conditions> child element of any <rule> eletrdAY include the same elements that can be indudehe User
Access Policy <conditions> child element as defiimeskection 5.1.1 Structuré.

The <actions> child element of any <rule> element:
a) MAY include the <allow-reject-invite> element;
b) MAY include the <allow-reject-outgoing-invite> elemt; and

c) MAY include other elements from other namespaceshf® purposes of extensibility.

5.2.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.subsciuefined-access-rules”.

5.2.3 XML Schema

The Subscriber defined User Access Policy DocurBétiLL conform to the XML schema described in [RF@8}, with
extensions described in [XSD_commPol], [XSD_ext J2afhd [XSD_ext] and with extensions describedriatder defined
XML schemas.

5.2.4 Default Namespace

The default namespace used in expanding URIs SH#d turn:ietf:params:xml:ns:common-policy” defined[RFC4745].

525  MIME Type

The MIME type for the Subscriber defined User AscEslicy Document SHALL be “application/auth-pokoynl” defined
in [RFC4745].

52.6 Validation Constraints

The Subscriber defined User Access Policy DocurBétALL conform to the XML Schema described in settiol.3
“XML Schemg with the additional validation constraints débed below.

The “id” attribute of the <one> element SHALL cointa SIP URI or a tel URI.
If present, the “id” attribute of the <except> ekamh SHALL contain a SIP URI or a tel URI.

If the AUID value of the Document URI or Node URbposed in an <external-list> element is other thasource-lists”,
the Policy XDMS SHALL return an HTTP “409 Conflictesponse which includes the XCAP error elementstraint-
failure>. If included, the “phrase” attribute SHODIbe set to “Wrong type of list”.

If the XUl value of the Document URI or Node URbposed in an <external-list> element does not maetXUI of the
Subscriber defined User Access Policy Document &l if the Policy XDMS determines that the Prim@rincipal or an
associated Alias Principal is not allowed to refgi¢he referenced XDM Resource, the Policy XDMS &HAeturn an
HTTP “409 Conflict” response, which includes the X error element <constraint-failure>. If includéide “phrase”
attribute SHOULD be set to “Access denied to list”.
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5.2.7 Data Semantics

The Subscriber defined User Access Policy DocurBétiLL conform to the semantics for the “conditiorasid “actions”
described in [RFC4745] and [XDM_Cor&ommon Extensions"with the additional extensions and clarificatialescribed
below.

The <allow-reject-invite> element defines the attibe Application Server is to take when processimgmmunication
request for a particular User. This element ingsrtiee Application Server performing the termingtparticipant function to
reject an incoming communication request. The v a Boolean type:

“false” instructs the Application Server perforgithe terminating participant function not to reéjfee communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige terminating participant function to reject ttenmunication
request using procedures as defined by the enabler.

The <allow-reject-outgoing-invite> element defittke action the Application Server is to take whescpssing a
communication request for a particular User. Thesnent instructs the Application Server performihg originating
participant function to reject an outgoing commatian request. The value is of a Boolean type:

“false” instructs the Application Server performithe originating participant function not to rejéee communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige originating participant function to reject tmmunication
request using procedures as defined by the enabler.

5.2.8 Naming Conventions

The name of the Subscriber defined User Accessyblbocument SHALL be “subscriber-defined-accesgsil

529 Global Documents

This Application Usage defines no Global Documents.

5.2.10 Resource Interdependencies

This Application Usage defines no additional reselunterdependencies.

5.2.11 Authorization Policies

The authorization policies SHALL conform to the a@t authorization policy as described in [XDM_Closection
“Authorization”.

The Subscriber defined User Access Application EsaigALL support an Access Permissions Documenteasribed in
[XDM_Core] sections Authorizatiori and “Access Permissions Docuntewith the following clarifications:

a) An <allow-operation-own-data> element SHALL NOTiheluded in an <actions> element; and

b) An <external-list> element SHALL, if such elemesincluded in a <conditions> element, reference a
URI List in List XDMS.

5.2.12  Subscription to Changes

The Subscriber defined User Access Policy Applaratisage SHALL support suscription to changes asiied in
[XDM_Core] section Subscriptions to changes in XDM Resoutces

5.2.13  Search Capabilities

Not applicable for searching Subscriber definedrszess Policy Document.
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The Subscriber defined User Access Policy Applicatisage MAY support search capability for searghin

» The Modification History Information Document assdebed in [XDM_Core] sectionModification History
Information Document’and

» The Request History Information Document as deedrib [XDM_Core] sectionRequest History Information
Documenit

5.2.14 XDM Preferences Document

The Subscriber defined User Access Policy Applizatisage SHALL support an XDM Preferences Docurasrdescribed
in [XDM_Core] section XDM Preferences Documéiit it supports History Information XDM Documengés described in
section 5.1.15 or Forwarding as described in se&it.16.

5.2.15 History Information Documents

The Subscriber defined User Access Policy Applacatisage MAY support Modification History Informaiti Document as
described in [XDM_Core] sectiorModification History Information Document”

The Subscriber defined User Access Policy Applacatisage MAY support a Request History Informafimctument as
described in [XDM_Core] sectiorRequest History Information Documeént

5.2.16  Forwarding

The Subscriber defined User Access Policy Applazatisage MAY support forwarding of Subscriber defitUser Access
Policy Document as described in [XDM_Core] sectigidM Resource Forwarding Operatidhs

52.17 Restore

The Subscriber defined User Access Policy Applacatisage MAY support restore of a Subscriber ddfidser Access
Policy Document as described in [XDM_Core] secti®idM Restore”

5.2.18 Document Reference

The Subscriber defined User Access Policy Applacatisage MAY support Document Reference of a Siliescdefined
User Access Policy Document as described in [XDMeLsection Document Reference”.

5.2.19 Differential Read and Write

The Subscriber defined User Policy Application UsMAY support Differential Read as described in [MDCore] section
“Differential Read” A Differential Read request including a <filtests element is not supported.

The Subscriber defined User Access Policy Applicatisage MAY support Differential Write as descdide [XDM_Core]
section Differential Write”. A Differential Write request including a <filteet> element is not supported.
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6. Subscribing to changes in the XML documents

Refer to section “Subscription to Changes” in eApplication Usage.
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7. Backward Compatibility towards the PoC User Access
Policy Application Usage

7.1 Procedures at the Policy XDMS

If the Policy XDMS allows access by PoCv1.0 Cliett® Policy XDMS SHALL support the PoC User AccBsidicy
Application Usage defined in [PoC_XDM-V1_0pPbC User Access PolicyWwith the clarifications given in this section.

The Policy XDMS SHALL maintain, for each User, bdltte “pocrules” document of the PoC User Accesgipol
Application Usage and the “access-rules” documétti@User Access Policy Application Usage. Thisra one-to-one
correspondence between the “pocrules” and “acages*rdocuments, and the contents of the docunatrasy point in time
SHALL be syncronized as described below.

NOTE: This does not imply that the Policy XDMS mastually store the “pocrules” document, but misiags be
prepared to process requests against the “pocrdtesiment.

The Policy XDMS SHALL, when it receives an XCAP Pikquest for the PoC User Access Policy Applicatisage,
apply the same modifications to the User AccesiPalpplication Usage with the following exceptions

a) If the resulting “pocrules” document contains ra)efith the <allow-invite> action set to “rejecthe
corresponding rule(s) in the “access-rules” documen

1) SHALL contain the <allow-reject-invite> action get“true”; and
2) SHALL NOT contain the <allow-auto-answermode> attio

b) If the resulting “pocrules” document contains ra)efith the <allow-invite> action set to “acceptie
corresponding rule(s) in the “access-rules” documen

1) SHALL contain the <allow-auto-answermode> actiontsétrue”; and
2) SHALL NOT contain the <allow-reject-invite> action.

c) If the resulting “pocrules” document contains rg)efith the <allow-invite> action set to “pass”eth
corresponding rule(s) in the “access-rules” documen

1) SHALL NOT contain the <allow-auto-answermode> attiand
2) SHALL NOT contain the <allow-reject-invite> action.

The Policy XDMS SHALL, when it receives an XCAP Plkquest for the User Access Policy Applicatioragks apply
the same modifications to the PoC User Access YAliplication Usage with the following exceptions:

a) If the resulting “access-rules” document contairle(s) with the <service-list > condition and <mreedi
list> condition not specifying a PoC v1.0 service rule(s) SHALL be omitted from the “pocrules”
document;

b) If the resulting “access-rules” document contaire(s) with the <allow-reject-invite> action set to
“true”, the corresponding rule(s) in the “pocrulegcument SHALL contain the <allow-invite> action
set to “reject”;

c) If the resulting “access-rules” document contaire(s) with the <allow-auto-answermode> actiontset
“false”, the corresponding rule(s) in the “pocrildecument SHALL contain the <allow-invite> action
set to “pass”;

d) If the resulting “access-rules” document contaire(s) with the <allow-auto-answermode> actiontset
“true”, the corresponding rule(s) in the “pocrulegcument SHALL contain the <allow-invite> action
set to “accept”.
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The Policy XDMS SHALL, when it receives an XCAP uvegt for an XML Documents Directory document asraef in
[XDM_Core] “XML Documents Directotyinclude the “pocrules” document in addition tet‘access-rules” document.

When responding to a request for the XCAP ServeaBiities as defined in [XDM_CoreXCAP Server Capabilitiésthe
Policy XDMS SHALL include the XCAP Server Capabég for the PoC User Access Policy Application Wsag addition
to the User Access Policy Application Usage.

7.2 Procedures at the Aggregation Proxy

The Aggregation Proxy SHALL forward XCAP requesis the PoC User Access Policy AUID to either th€PadMS or
the Policy XDMS based on local configuration.

NOTE: An Aggregation Proxy forwards XCAP requédststhe PoC User Access Policy AUID to the PolidpMMS when
the network supports PoC V2.0 or the PoC XDMS wiennetwork supports PoC V1.0.
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5.4.1,52 OMA-PAG-2009-0142

OMA-PAG-2009-0186

OMA-PAG-2009-0205

OMA-PAG-2009-0213R01

OMA-PAG-2009-0214R01

24 Sep 2009 51.1 Incorporated CR:
OMA-PAG-2009-0271R02
28 Oct 2009 4 Incoporated CR:
OMA-PAG-2009-0364R01
08 Feb 2010 All Incorporated CR:
OMA-PAG-2010-0057R01
08 Mar 2010 All Incorporated CR:

OMA-MWG-XDM-2010-0075R01
10 Mar 2010 | 1,2.1,2.2, Incorporated CRs:
3.2,33,4, | OMA-MWG-XDM-2010-0106R01

;’-1' 52, APP | OMA-MWG-XDM-2010-0107R01
OMA-MWG-XDM-2010-0108R01
21 May 2010 All Incorporated CR
OMA-COM-XDM-2010-0177R01
08 Jul 2010 All Incorporated CRs:

OMA-COM-XDM-2010-0257R02-
CR_XDM2.1_Policy_Fix_Search_History_AI005
OMA-COM-XDM-2010-0281R01-
CR_XDM_2_1_Policy_F008_plus_fix_to_accesspermission

OMA-COM-XDM-2010-0286R02-CR_XDM_User_preferences

OMA-COM-XDM-2010-0296R04-
CR_XDM_2_1_Policy_F023_SCR_table_some_new_items

15 Jul 2010 All Formatting of bullets
Candidate Version 24 Aug 2010 N/A Status changed to Candidate by TP
OMA-TS- Policy_XDM-V1_1 TP ref # OMA-TP-2010-0368-
INP_XDM_V2.1 ERP_and_ETR_for_Candidate_approval
Draft Version 21 Oct 2010 5.1.1,5.1.7 Incorporated CR:
OMA-TS- Policy_XDM-V1_1 OMA-COM-XDM-2010-0354R03-
CR_TS_XDM_Policy_CPM_Preferences
Candidate Version 02 Dec 2010 N/A Status changed to Candidate by TP
OMA-TS- Policy_XDM-V1_1 TP ref #OMA-TP-2010-0516-

INP_XDM_V2.1_ERP_for_notification
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefB@RRULES].

The SCRs defined in the following tables includeRSGor:
- Policy XDM Application Usages
- Aggregation Proxy

B.1 Policy XDM Application Usages (XDMS)

Item Function Reference | Requirement

XDM_UAP-AU-S-001-M Support User Access Policy 51.1 XDM_Core-XOP-S-001-M
Document structure (XDMv2.0)

XDM_UAP-AU-S-002-M Support Application Unique ID of |5.1.2
User Access Policy Appilcation Usage
(XDMv2.0)

XDM_UAP-AUP-S-003-M Support XML schemaof User Acses5.1.3
Policy Document (XDMv2.0)

XDM_UAP-AU-S-008-O Support XML schema of the User |5.1.3
Access Policy Document extensions
(XDMv2.1)

XDM_UAP-AU-S-004-M Support MIME type of User Access|5.1.5
Policy Document (XDMv2.0)

XDM_UAP-AU-S-005-M Support Validation constraintétbe |5.1.6
XDM v2.0 User Access Policy
Document (XDMv2.0)

XDM_UAP-AU-S-009-O Support Validation constraintstoe |5.1.6
XDM v2.1 User Access Policy
Document XDM extensions

XDM_UAP-AU-S-006-M Support Data semantics of XDM.02|5.1.7
User Access Policy Document
(XDMv2.0)

XDM_UAP-AU-S-010-O Support Data semantics for acfth | 5.1.7
XDM v2.1 User Access Policy
Document XDM extensions

XDM_UAP-AU-S-007-M Support Naming conventions fosét | 5.1.8
Access Policy Document (XDMv2.0

XDM_UAP-SEC-S-008-M Support for the default Authaiion |5.1.11 XDM_Core-SEC-S-001-M
policy for accessing a User Access
Policy Document (XDMv2.0)

XDM_UAP-SEC-S-002-O Support for Authorization padis 5.1.11 XDM_Core-SEC-S-002-O
defined in an Access Permissions
Document governing access to a User
Access Policy Document (XDMv2.1

XDM_UAP-SUB-S-001-M Support Subscribing to changes |5.1.12 XDM_Core-SUB-S-001-O AND
User Access Policy Document XDM_Core-SUB-S-002-O
(XDMv2.0)

XDM_UAP-SRC-S-001-O Support Search in Modification 5.1.13 XDM_Core-SRC-S-004-O AND
History Document (XDMv2.1) XDM_UAP-MHI-S-001-O

XDM_UAP-SRC-S-002-O Support Search in Request jsto |5.1.13 XDM_Core-SRC-S-005-O AND
Information Document (XDMv2.1) XDM_UAP-RHI-S-001-O

XDM_UAP-PRF-S-001-O Support XDM Preferences Documeb.1.14 XDM_Core-PRF-S-001-O AND
(XDMv2.1) (XDM_UAP-FWD-S-001-O OR

XDM_UAP-MHI-S-001-O OR
XDM_UAP-RHI-S-001-0)
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Item Function Reference | Requirement
XDM_UAP-MHI-S-001-O Support Modification History 5.1.15 XDM_Core-MHI-S-001-O AND
Information Document (XDMv2.1) XDM_UAP-PRF-S-001-O
XDM_UAP-RHI-S-001-O Support Request History Infotioa |5.1.15 XDM_Core-RHI-S-001-O
Document (XDMv2.1)
XDM_UAP-FWD-S-001-O Support Forwarding of a Userc@ss | 5.1.16 XDM_Core-FWD-S-001-O
Policy Document (XDMv2.1)
XDM_UAP-RES-S-001-O Support Restore of User Acdeslicy | 5.1.17 XDM_Core-RES-S-001-O
Document (XDMv2.1)
XDM_ UAP-REF-S-001-O Support Document Referenctleér |5.1.18 XDM_Core-REF-S-001-O
Access Policy Document
XDM_UAP-DIFF-S-001-O Support Differential Read irsé&r 5.1.19 XDM_Core-DIFF-S-001-O
Access Policy Document (XDMv2.1
XDM_UAP-DIFF-S-001-O Support Differential Write ldser 5.1.19 XDM_Core-DIFF-S-002-O
Access Policy Document (XDMv2.1
XDM_Policy-SUB-S-001-M | Subscribing to changes incAss 5.2 XDM_Core -SUB-S-001-O AND
Policy documents XDM_Core -SUB-S-002-O
XDM-UAP-BC-S-001-M Support Backward compatibilitp@ | 7.1
User Access Policy Application Usage
(XDMv2.0)
XDM_SUAP-AU-S-001-O Support for Subscriber defirigser | 5.2 XDM_Core-XOP-S-001-M AND
Access Policy Application Usage XDM_SUAP-AU-S-002-O AND
(XDMv2.1) XDM_SUAP-AU-S-003-O AND
XDM_SUAP-AU-S-004-O AND
XDM_SUAP-AU-S-005-O AND
XDM_SUAP-AU-S-006-O AND
XDM_SUAP-AU-S-007-O AND
XDM_SUAP-AU-S-008-O AND
XDM_SUAP-AU-S-009-O AND
XDM_SUAP-SEC-1-002-O AND
XDM_SUAP-SEC-S-002-0O
XDM_SUAP-AU-S-002-O Subscriber defined User AccBsticy | 5.2.1 XDM_SUAP-AU-S-001-O
Document structure (XDMv2.1)
XDM_SUAP-AU-S-003-0O Support Application Unique 1D i 5.2.2 XDM_SUAP-AU-S-001-0O
Subscriber defined User Access Policy
Application Usage (XDMv2.1)
XDM_SUAP-AU-S-004-O Support XML schema of Subscribe| 5.2.3 XDM_SUAP-AU-S-001-O

defined User Access Policy Docume
(XDMv2.1)

nt

XDM_SUAP-AU-S-005-O

Support MIME type of Subscriber
defined User Access Policy Docume
(XDMv2.1)

525
nt

XDM_SUAP-AU-S-001-O

XDM_SUAP-AU-S-006-O Support validation constrainfs 5.2.6 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy
DocumentUser Acce (XDMv2.1)

XDM_SUAP-AU-S-007-O Support data semantics of Stibsc | 5.2.7 XDM_SUAP-AU-S-001-O

defined User Access Policy Docume
(XDMv2.1)

nt

XDM_SUAP-AU-S-008-0 Support naming conventions of 5.2.8 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy
Document (XDMv2.1)

XDM_SUAP-SEC-S-001-O Support default Authorizatjpslicy |5.2.11 XDM_SUAP-AU-S-001-O AND

for accessing a Subscriber defined
User Access Policy Document

(XDMv2.1)

XDM_Core-SEC-S-001-M
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Item Function Reference | Requirement
XDM_SUAP-SEC-S-002-O Support Authorization policéfined| 5.2.11 XDM_SUAP-AU-S-001-O AND
in an Access Permissions Document XDM_Core-SEC-S-002-O
governing access to a Subscriber
defined User Access Policy Document
(XDMv2.1)
XDM_SUAP-SUB-S-001-O | Support Subscribing to chanige |5.2.12 XDM_SUAP-AU-S-001-O AND
User Access Policy Document XDM_Core-SUB-S-001-O AND
(XDMv2.1) XDM_Core-SUB-S-002-O
XDM_SUAP-PRF-5-001-O Support XDM Preferences Docaime5.2.14 XDM_Core-PRF-S-001-O AND
(XDMv2.1) XDM_SUAP-AU-S-001-O AND
(XDM_SUAP-FWD-S-001-O OR
XDM_SUAP-MHI-S-001-O OR
XDM_SUAP-RHI-S-001-0O)
XDM_SUAP-MHI-S-001-O | Support Modification History 5.2.15 XDM_SUAP-AU-S-001-O AND
Information Document (XDMv2.1) XDM_Core-MHI-S-001-M
XDM_SUAP-RHI-S-001-O Support Request History Infation | 5.2.15 XDM_SUAP-AU-S-001-O AND
Document (XDMv2.1) XDM_ Core-RHI-S-001-O
XDM_SUAP-RES-S-001-O | Support Restore of Subscriledined | 5.2.17 XDM_SUAP-AU-S-001-O AND
User Access Policy Document XDM_Core-RES-S-001-O
(XDMv2.1)
XDM_SUAP-REF-S-001-O Support Document Reference of |5.2.18 XDM_SUAP-AU-S-001-O AND
Subscriber defined User Access Policy XDM_Core-REF-S-001-O
Document (XDMv2.1)
XDM_SUAP-DIFF-S-001-O | Support Differential Read in 5.2.19 XDM_SUAP-AU-S-001-O AND
Subscriber defined User Access Policy XDM_Core-DIFF-S-001-O
Document (XDMv2.1)
B.2 Policy XDM Application Usages (XDMC)
Item Function Reference | Requirement
XDM_UAP-AU-C-001-O Support for User Access Policy 5.1 XDM_UAP-AU-C-002-O AND
Application Usage (XDMv2.0) XDM_UAP-AU-C-003-O AND
XDM_UAP-AU-C-004-O AND
XDM_UAP-AU-C-005-O AND
XDM_UAP-AU-C-006-O AND
XDM_UAP-AU-C-007-O AND
XDM_UAP-AU-C-008-O
XDM_UAP-AU-C-002-O Support User Access Policy 51.1 XDM_Core-XOP-C-003-M AND
Document structure (XDMv2.0) XDM_UAP-AU-C-001-O
XDM_UAP-AU-C-003-O Support Application Unique ID in  |5.1.2 XDM_UAP-AU-C-001-O
User Access Policy Application Usage
(XDMv2.0)
XDM_UAP-AU-C-004-0O Support XML schema User Access|5.1.3 XDM_UAP-AU-C-001-O
Policy Document (XDMv2.0)
XDM_UAP-AU-C-005-0O User Access Policy conforms to 5.15 XDM_UAP-AU-C-001-O
MIME type
XDM_UAP-AU-C-006-0O Validation constraints, in addih to | 5.1.6 XDM_UAP-AU-C-001-O
the XML schema
XDM_UAP-AU-C-007-O Data semantics of User Accesfidyo|5.1.7 XDM_UAP-AU-C-001-O
XDM_UAP-AU-C-008-O Support Naming conventions ofdds | 5.1.8 XDM_UAP-AU-C-001-O
Access Policy Document (XDMv2.0
XDM_UAP-ERR-C-001-O Support handling of HTTP "409 5.1.6 XDM_UAP-AU-C-001-O

Conflict" response from the XDMS

(XDMv2.0)
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Item Function Reference | Requirement
XDM_UAP-SEC-C-001-O Support Access Permissions 5.1.11 XDM_UAP-AU-C-001-O AND
Document (XDMv2.1) XDM_Core-SEC-C-006-O
XDM_UAP-SUB-C-001-O Support Subscribing to changes |5.1.12 XDM_UAP-AU-C-001-O AND
User Access Policy Document XDM_Core-SUB-C-001-O AND
(XDMv2.0) XDM_Core-SUB-C-002-O
XDM_UAP-SUB-C-002-O Support Subscribing to chaniges |5.1.12 XDM_UAP-AU-C-001-O AND
User Access Policy Document using XDM_Core-SUB-C-003-O
XDCP (XDMv2.1)
XDM_UAP-SRC-C-001-O Support Search in Modification 5.1.13 XDM_UAP-AU-C-001-O AND
History Information (XDMv2.1) XDM_Core-SRC-C-004-O
XDM_UAP-SRC-C-002-O Support Search in Request Hysto |5.1.13 XDM_UAP-AU-C-001-O AND
Information (XDMv2.1) XDM_Core-SRC-C-005-O
XDM_UAP-PRF-C-001-O Support XDM Preferences 5.1.14 XDM_UAP-AU-C-001-O AND
Document(XDMv2.1) XDM_Core-PRF-C-001-O
XDM_UAP-MHI-C-001-O Support Modification History 5.1.15 XDM_UAP-AU-C-001-O AND
Document (XDMv2.1) XDM_ Core-MHI-C-001-O
XDM_UAP-RHI-C-001-O Support Request History Documen|5.1.15 XDM_UAP-AU-C-001-O AND
(XDMv2.1) XDM_Core-RHI-C-001-O
XDM_UAP-RES-C-001-O Support Restore of User Acdeskicy | 5.1.17 XDM_UAP-AU-C-001-O AND
Document (XDMv2.1) XDM_Core-RES-C-001-O
XDM_UAP-REF-C-001-O Support Document Reference sétJ| 5.1.18 XDM_UAP-AU-C-001-O AND
Access Policy Document (XDMv2.1 XDM_Core-REF-C-001-O
XDM_UAP-DIFF-C-001-O Support Differential Read ofé&r 5.1.19 XDM_UAP-AU-C-001-O AND
Access Policy Document (XDMv2.1 XDM_ Core-DIFF-C-001-O
XDM_UAP-DIFF-C-001-O Support Differential Write afser 5.1.19 XDM_UAP-AU-C-001-O AND
Access Policy Document(XDMv2.1) XDM_ Core-DIFF-C-003-O
XDM_SUAP-AU-C-001-O Support Subscriber defined User |5.2 XDM_SUAP-AU-S-002-O AND
Access Policy Application Usage XDM_SUAP-AU-S-003-O AND
(XDMv2.1) XDM_SUAP-AU-S-004-O AND
XDM_SUAP-AU-S-005-O AND
XDM_SUAP-AU-S-006-O AND
XDM_SUAP-AU-S-007-O AND
XDM_SUAP-AU-S-008-O AND
XDM_SUAP-AU-S-009-0O
XDM_SUAP-AU-C-002-O Support Subscriber defined User |5.2.1 XDM_SUAP-AU-S-001-O AND
Access Policy Document structure XDM_Core -XCAP-S-001-M
(XDMv2.1)
XDM_SUAP-AU-C-003-O Support Application Unique ID i 5.2.2 XDM_SUAP-AU-S-001-0O
Subscriber defined User Access Policy
Application Usage (XDMv2.1)
XDM_SUAP-AU-C-004-O Support XML schema of Subscribe|5.2.3 XDM_SUAP-AU-S-001-O
defined User Access Policy Document
(XDMv2.1)
XDM_SUAP-AU-C-005-O Support MIME type of Subscriber |5.2.5 XDM_SUAP-AU-S-001-0O
defined User Access Policy
(XDMv2.1)
XDM_SUAP-AU-C-006-O Support Validation constrairmtfs 5.2.6 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy
Document (XDMv2.1)
XDM_SUAP-AU-C-007-O Support Data semantics of Suiwer |5.2.7 XDM_SUAP-AU-S-001-O
defined User Access Policy Document
(XDMv2.1)
XDM_SUAP-AU-C-008-O Support Naming conventions for |5.2.8 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy

Application Usage (XDMv2.1)
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Item Function Reference | Requirement

XDM_SUAP- SEC-C-001-O | Support Access Permissions 5.2.11 XDM_SUAP-AU-S-001-O
Document (XDMv2.1)

XDM_SUAP-SUB-C-001-O | Support Subscribing to chaniye 5.2.12 XDM_SUAP-AU-C-001-O AND
Subscriber defined User Access Policy XDM_Core-SUB-C-001-O AND
Document using SIP (XDMv2.1) XDM_Core-SUB-C-002-O

XDM_SUAP-SUB-C-002-O | Support Subscribing to chanige 5.2.12 XDM_SUAP-AU-C-001-O AND
Subscriber defined User Access Policy XDM_Core-SUB-C-003-O
Document using XDCP (XDMv2.1)

XDM_ UAP-SRC-C-001-O Support Search in Modification 5.2.13 XDM_SUAP-AU-C-001-O AND
History Information (XDMv2.1) XDM_Core-SRC-C-004-O

XDM_ UAP-SRC-C-002-O Support Search in Requestdyst | 5.2.13 XDM_SUAP-AU-C-001-O AND
Information (XDMv2.1) XDM_Core-SRC-C-005-O

XDM_SUAP-PRF-C-001-O | Support XDM Preferences 5.2.14 XDM_SUAP-AU-C-001-O AND
Document(XDMv2.1) XDM_Core-PRF-C-001-O

XDM_SUAP-MHI-C-001-O | Support Modification History 5.2.15 XDM_SUAP-AU-C-001-O AND
Document (XDMv2.1) XDM_ Core-MHI-C-001-O

XDM_SUAP-RHI-C-001-O Support Request History Documne |5.2.15 XDM_SUAP-AU-C-001-O AND
(XDMv2.1) XDM_Core-RHI-C-001-O

XDM_ SUAP-RES-C-001-O | Support Restore of Subscridsdined | 5.2.17 XDM_SUAP-AU-C-001-O AND
User Access Policy Document XDM_Core-RES-C-001-O
(XDMv2.1)

XDM_SUAP-REF-C-001-O Support Document Reference of |5.2.18 XDM_SUAP-AU-C-001-O AND
Subscriber defined User Access Policy XDM_Core-REF-C-001-O
Document (XDMv2.1)

XDM_SUAP-DIFF-C-001-O | Support Differential Read of 5.2.19 XDM_SUAP-AU-C-001-O AND
Subscriber defined User Access Policy XDM_Core-DIFF-C-001-O
Document (XDMv2.1)

XDM_SUAP-DIFF-C-001-O | Support Differential Write of 5.2.19 XDM_SUAP-AU-C-001-O AND
Subscriber defined User Access Policy XDM_Core-DIFF-C-003-0O

Document (XDMv2.1)

B.3 Policy XDM Application Usages (XDM Agent)

Item Function Reference | Requirement
XDM_UAP-AU-A-001-O Support User Access Policy 5.1 XDM_UAP-AU-A-002-O AND
Application Usage (XDMv2.0) XDM_UAP-AU-A-003-O AND
XDM_UAP-AU-A-004-O AND
XDM_UAP-AU-A-005-O AND
XDM_UAP-AU-A-006-O AND
XDM_UAP-AU-A-007-O AND
XDM_UAP-AU-A-008-O
XDM_UAP-AU-A-002-O Support User Access Policy 5.1.1 XDM_Core-XOP-A-003-M AND
Document structure (XDMv2.0) XDM_UAP-AU-A-001-O
XDM_UAP-AU-A-003-O Support Application Unique ID in | 5.1.2 XDM_UAP-AU-A-001-O
User Access Policy Application Usage
(XDMv2.0)
XDM_UAP-AU-A-004-O Support XML schema User Access | 5.1.3 XDM_UAP-AU-A-001-O
Policy Document (XDMv2.0)
XDM_UAP-AU-A-005-0O Support MIME type of User Access|5.1.5 XDM_UAP-AU-A-001-O
Policy Document (XDMv2.0)
XDM_UAP-AU-A-006-O Support Validation constraint§ dser | 5.1.6 XDM_UAP-AU-A-001-O

Access Policy Document (XDMv2.0
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Item Function Reference | Requirement
XDM_UAP-AU-A-007-O Support Data semantics of User 5.1.7 XDM_UAP-AU-A-001-O
Access Policy Document (XDMv2.0
XDM_UAP-AU-A-008-O Support Naming conventions fosé&f | 5.1.8 XDM_UAP-AU-A-001-0O
Access Policy Document (XDMv2.0
XDM_UAP-ERR-A-001-O Support handling of HTTP "409 5.1.6 XDM_UAP-AU-A-001-O
Conflict" response from the XDMS
(XDMv2.0)
XDM_UAP-SEC-A-001-O Support Access Permissions 5.1.11 XDM_UAP-AU-A-001-O AND
Document (XDMv2.1) XDM_ Core-SEC-A-006-O
XDM_UAP-SUB-A-001-O Support Subscribing to changes |5.1.12 XDM_UAP-AU-A-001-O AND
User Access Policy Document using XDM_Core-SUB-A-001-O AND
SIP (XDMv2.1) XDM_Core-SUB-A-002-O
XDM_UAP-SRC-A-001-O Support Search in Modification 5.1.13 XDM_UAP-AU-A-001-O AND
History Information (XDMv2.1) XDM_Core-SRC-A-004-O
XDM_UAP-SRC-A-002-O Support Search in Request Histo |5.1.13 XDM_UAP-AU-A-001-O AND
Information (XDMv2.1) XDM_ Core-SRC-A-005-O
XDM_UAP-PRF-A-001-O Support XDM Preferences Docutnerb.1.14 XDM_UAP-AU-A-001-O AND
(XDMv2.1) XDM_Core-PRF-A-001-O
XDM_UAP-MHI-A-001-O Support Modification History 5.1.15 XDM_UAP-AU-A-001-O AND
Document (XDMv2.1) XDM_Core-MHI-A-001-O
XDM_UAP-RHI-A-001-O Support Request History Docurhen | 5.1.15 XDM_UAP-AU-A-001-O AND
(XDMv2.1) XDM_Core-RHI-A-001-O
XDM_UAP-RES-A-001-O Support Restore of User Accesticy|5.1.17 XDM_UAP-AU-A-001-O AND
Document (XDMv2.1) XDM_Core-RES-A-001-O
XDM_UAP-REF-A-001-O Support Document Reference st |5.1.18 XDM_UAP-AU-A-001-O AND
Access Policy Document (XDMv2.1 XDM_Core-REF-A-001-O
XDM_UAP-DIFF-A-001-O Support Differential Read ofser 5.1.19 XDM_UAP-AU-A-001-O AND
Access Policy Document (XDMv2.1 XDM_ Core-DIFF-A-001-O
XDM_UAP-DIFF-A-001-O Support Differential Write ddser 5.1.19 XDM_UAP-AU-A-001-O AND
Access Policy Document (XDMv2.1 XDM_Core-DIFF-A-003-O
XDM_SUAP-AU-A-001-O Support for Subscriber defingder | 5.2 XDM_SUAP-AU-S-002-O AND
Access Policy Application Usage XDM_SUAP-AU-S-003-O AND
(XDMv2.1) XDM_SUAP-AU-S-004-O AND
XDM_SUAP-AU-S-005-O AND
XDM_SUAP-AU-S-006-O AND
XDM_SUAP-AU-S-007-O AND
XDM_SUAP-AU-S-008-O AND
XDM_SUAP-AU-S-009-O
XDM_SUAP-AU-A-002-0O Support Subscriber defined User |5.2.1 XDM_SUAP-AU-S-001-O AND
Access Policy Document structure XDM_Core-XOP-S-001-M
(XDMv2.1)
XDM_SUAP-AU-A-003-0O Support Application Unique IDi 5.2.2 XDM_SUAP-AU-S-001-0O
Subscriber defined User Access Policy
Application Usage(XDMv2.1)
XDM_SUAP-AU-A-004-O Support XML schema of Subscribe | 5.2.3 XDM_SUAP-AU-S-001-O
defined User Access Policy Document
(XDMv2.1)
XDM_SUAP-AU-A-005-O Support Subscriber defined User | 5.2.5 XDM_SUAP-AU-S-001-O
Access Policy Document(XDMv2.1)
XDM_SUAP-AU-A-006-O Support Validation constrairdaé 5.2.6 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy
Document (XDMv2.1)
XDM_SUAP-AU-A-007-O Support Data semantics of Suliser |5.2.7 XDM_SUAP-AU-S-001-O

defined User Access Policy Docume

nt

(XDMv2.1)
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Item Function Reference | Requirement

XDM_SUAP-AU-A-008-O Support Naming conventions for | 5.2.8 XDM_SUAP-AU-S-001-O
Subscriber defined User Access Policy
Document(XDMv2.1)

XDM_SUAP-SEC-A-001-O | Support Access Permissions 5.2.11 XDM_SUAP-AU-A-001-O AND
Document (XDMv2.1) XDM_Core-SEC-A-006-O

XDM_SUAP-SUB-A-001-O | Support Subscribing to changes |5.2.12 XDM_SUAP-AU-A-001-O AND
Subscriber defined User Access Policy XDM_Core-SUB-A-001-O AND
Document using SIP (XDMv2.1) XDM_Core-SUB-A-002-O

XDM_SUAP-SRC-A-001-O | Support Search in Modification 5.2.13 XDM_SUAP-AU-A-001-O AND
History Information (XDMv2.1) XDM_Core-SRC-A-004-O

XDM_SUAP-SRC-A-002-O | Support Search in Requestdfyst | 5.2.13 XDM_SUAP-AU-A-001-O AND
Information (XDMv2.1) XDM_Core-SRC-A-005-O

XDM_SUAP-PRF-A-001-O Support XDM Preferences Docuime5.2.14 XDM_SUAP-AU-A-001-O AND
(XDMv2.1) XDM_Core-PRF-A-001-O

XDM_SUAP-MHI-A-001-O | Support Modification History 5.2.15 XDM_SUAP-AU-A-001-O AND
Document (XDMv2.1) XDM_ Core-MHI-A-001-O

XDM_SUAP-RHI-A-001-O | Support Request History Docurne |5.2.15 XDM_SUAP-AU-A-001-O AND
(XDMv2.1) XDM_Core-RHI-A-001-O

XDM_SUAP-RES-A-001-O | Support Restore of Subscrilefined | 5.2.17 XDM_SUAP-AU-A-001-O AND
User Access Policy Document XDM_Core-RES-A-001-O
(XDMv2.1)

XDM_SUAP-REF-A-001-O | Support Document Reference of |5.2.18 XDM_SUAP-AU-A-001-O AND
Subscriber defined User Access Policy XDM_Core-REF-A-001-O
Document of (XDMv2.1)

XDM_SUAP-DIFF-A-001-O | Support Differential Read of 5.2.19 XDM_SUAP-AU-A-001-O AND
Subscriber defined User Access Policy XDM_Core-DIFF-A-001-O
Document (XDMv2.1)

XDM_SUAP-DIFF-A-001-O | Support Differential Write of 5.2.19 XDM_SUAP-AU-A-001-O AND
Subscriber defined User Access Policy XDM_Core-DIFF-A-003-O
Document (XDMv2.1)

B.4 Aggregation Proxy

Item Function Reference Requirement

XDM_UAP-BC-S-002-M Support Backward compatibility 7.2

Procedures at the Aggregation Proxy

(XDMv2.0)
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Appendix C. Examples (Informative)

C.1 User Access Policy Document Structure

1) Following table shows the sample structure of arWgeess Policy Document of Ronald
(“sip:ronald.underwood@example.com”) containing fibllowing policies:

» Forthe IM Service Ronald wants to reject all theoiming request except for Pager Mode Message from
the user whose addressip:percy.underwood@example.cam“tel:+43012349999”

* Reject all the Anonymous Request
* Reject Group Advertisements
* Route all PoC communication requests from userspbalice to the Offline Storage if Ronald is offif.

* Auto Answer is enabled for the PoC communicatiaqquests received from the users listed in PoC Buddy
List.

<?xm version="1.0" encodi ng="UTF-8"?>
<rul eset xm ns="urn:ietf:parans: xn : ns: conmon-policy"
xm ns: ocp="ur n: oma: xm : xdm conmmon- pol i cy"
xm ns: oxe="ur n: oma: xm : xdm ext ensi ons"
xm ns: xsi ="http://wwm. w3. or g/ 2001/ XM_Schema- i nst ance" >
<rul e id="f3g44r1">
<condi ti ons>
<identity>
<one id="tel:+43012349999"/ >
<one i d="si p: percy. under wood@xanpl e. cont'/ >
</identity>
<oxe: nedi a-1ist>
<oxe: al | - medi a- except >
<oxe: pager - node- nessage/ >
</ oxe: al | - nedi a- except >
</ oxe: nedi a- | i st>
<oxe:service-list>
<oxe: service enabler="ini/>
</ oxe: service-list>
</ condi ti ons>
<actions>
<oxe:allowreject-invite>true</oxe:allowreject-invite>
</ actions>
</rul e>
<rule id="ythk764">
<condi ti ons>
<ocp: anonynous-r equest / >
</ condi ti ons>
<actions>
<oxe:allowreject-invite>true</oxe:allowreject-invite>
</ acti ons>
</rul e>
<rul e id="ythk780">
<condi ti ons>
<oxe: nedi a-1ist>
<oxe: group-advertisenment/>
</ oxe: nedi a- | i st>
</ condi tions>
<actions>
<oxe:al lowreject-invite>true</oxe:allowreject-invite>
</ acti ons>
</rul e>
<rul e id="ythk790">
<condi ti ons>
<identity>
<many>
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<except id="sip:alice@xanple.con/>
</ many>
</identity>
<oxe: service-list>
<oxe: service enabl er="poc"/ >
</ oxe: service-list>
</ condi ti ons>
<actions>
<oxe: al l ow of f1i ne-storage>true</oxe: al | ow of fl i ne- st orage>
</ acti ons>
</rul e>
<rul e id="yt hk7000" >
<condi ti ons>
<ocp:external -1ist>
<ocp:entry anc="http://xcap. exanpl e. cont r esour ce-
|'i sts/users/sip:ronal d. under wood@xanpl e. conf i ndex/ ~~/ r esour ce-
list/list%B@anme=%22onma_pocbuddyl i st 9%22%D"/ >
</ ocp:external -1ist>
<oxe:service-list>
<oxe: servi ce enabl er="poc"/>
</ oxe: service-list>
</ condi tions>
<actions>
<oxe: al | ow aut o- answer node>t r ue</ oxe: al | ow aut o- answer node>
</ acti ons>
</rul e>>
</rul eset>
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