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1. Scope

The SyncML Initiative, Ltd. was a not-for-profit qaoration formed by a group of companies who coraigel to produce an
open specification for data synchronization andaemanagement. Prior to SyncML, data synchroromatind device
management had been based on a set of differaptigtary protocols, each functioning only witherylimited number of
devices, systems and data types. These non-intetdpdechnologies have complicated the tasks esysnanufacturers,
service providers, and developers. Further, afpralion of different, proprietary data synchrotiiza and device
management protocols has placed barriers to tlemedet use of mobile devices, has restricted daesaand delivery and
limited the mobility of the users.

SyncML Components:
* SyncML is a specification that contains the follagimain components:
* An XML-based representation protocol
* A synchronization protocol and a device managemsstbcol
e Transport bindings for the protocol

The data representation specifies an XML DTD thiaties the representation of all the informationuigqd to perform
synchronization or device management, including dattadata and commands. The synchronization evided
management protocols specify how SyncML messaga®igning to the DTD are exchanged in order to allo®yncML
client and server to exchange additions, delefgdates and other status information.

There are also DTDs which define the representationformation about the device such as memoracayp, and the
representation of various types of meta informasiooh as security credentials.

Although the SyncML specification defines transgwrtdings that specify how to use a particulargport to exchange
messages and responses, the SyncML represengtimhronization and device management protocolansport -
independent. Each SyncML package is completelycgaifained, and could in principle be carried by aansport. The
initial bindings specified are HTTP, WSP and OBIbBXt there is no reason why SyncML could not be an@nted using
email or message queues, to list only two alteveatiBecause SyncML messages are self-containdtipl@transports may
be used without either the server or client deviwmsng to be aware of the network topology. Traushort-range OBEX
connection could be used for local connectivitythvihe messages being passed on via HTTP to améttieosted
synchronization server.

To reduce the data size, a binary coding of Synti&ed on the WAP Forum's WBXML is defined. Messagayg also be
passed in clear text if required. In this and othiays SyncML addresses the bandwidth and resoumi@tions imposed by
mobile devices.

SyncML is both data type and data store indepen@smicML can carry any data type which can be red as a MIME
object. To promote interoperability between diffaranplementations of SyncML, the specificationlirdes the
representation formats used for common PIM data.

This document specifies the common XML syntax agmantics used by all SyncML protocols. The SyncMpresentation
protocol is defined by a set of messages that@resyed between entities participating in a Synadperation. The
SyncML representation protocol embodies the conekptSyncML Package. The SyncML Package perfoongesset of
operations. This conceptual "package" permits edHdatch" of multiple operations put togetherisingle SyncML
Message or conveyed as separate SyncML Messagbsc@ataining a single operation.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thigpeface

3.2

Application

Capabilities exchange

Client

Command

Data

Data collection

data element

Data element equivalence

Data exchange

Data format

Datatype

Data synchronization

Data synchronization
protocol

Message

Definitions

A SyncML application that supports the SyncML piib The application can either be the
originator or recipient of the SyncML protocol comnas. The application can act as a SyncML
client or a SyncML server.

The SyncML capability that allows a client and serio exchange what device, user and application
features they each support.

A SyncML Client refers to the protocol role where @hpplication issues SyncML "request"
messages. For example in data synchronizatior§the SyncML Command in a SyncML
Message.

A SyncML Command is a protocol primitive. Each SylicCommand specifies to a recipient an
individual operation that is to be performed. Foaraple, the SyncML Commands supported by this
specification include Add, Alert, Atomic, Copy, @&, Exec, Get, Map, Replace, Search, Sequence
and Sync.

A unit of information exchange, encoded for trarssitn over a network.

A data element which acts as a container of otatx dlements, (e.g., {c {{i1, datal}, ... {in,
datan}}}). In SyncML, data collections are synchioed with each other. See data element.

A piece of data and an associated identifier ferdhta, (e.qg., {i, data}).

When two data elements are synchronized. The egacantics is defined by a given data
synchronization model.

The act of sending, requesting or receiving a tdata elements.

The encoding used to format a data type. For ex@nohhracters or integers or character encoded
binary data.

The schema used to represent a data object @xtcalendar MIME content type for an iCalendar
representation of calendar information or textftivey MIME content type for a vCard
representation of contact information).

The act of establishing an equivalence betweerdata collections, where each data element in one
item maps to a data item in the other, and thea aequivalent.

The well-defined specification of the "handshakingivorkflow needed to accomplish
synchronization of data elements on an originatok r@cipient data collection. The SyncML
specification forms the basis for specifying anrodata synchronization protocol.

A SyncML Message is the primary contents of a Syhdhckage. It contains the SyncML
Commands, as well as the related data and metesiafmn. The SyncML Message is an XML
document.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Operation A SyncML Operation refers to the conceptual tratisa@achieved by the SyncML Commands
specified by a SyncML Package. For example in #&e ©f data synchronization, "synchronize my
personal address book with a public address book".

Originator The network device that creates a SyncML request.

Package A SyncML Package is the complete set of commandselated data elements that are transferred
between an originator and a recipient. The Syncldtkpge can consist of one or more SyncML
Messages.

Par ser Refers to an XML parser. An XML parser is not absely needed to support SyncML. However, a

SyncML implementation that integrates an XML panmsgght be easier to enhance.

This document assumes that the reader has somi@féynivith XML syntax and terminology.

Recipient The network device that receives a SyncML requestesses the request and sends any resultant
SyncML response.

Representation protocol A well-defined format for exchanging a particularm of information. SyncML is a representation
protocol for conveying data synchronization andickeynanagement operations.

Server A SyncML Server refers to the protocol role wheragplication issues SyncML "response”
messages. For example in the case of data synehtimm, a Results Command in a SyncML
Message.

Synchronization data Refers to the data elements within a SyncML Commébnd general reference, can also refer to the

sum of the data elements within a SyncML MessadgyocML Package.
SyncML request message An initial SyncML Message that is sent by an orégor to a recipient network device.

SyncML responsemessage A reply SyncML Message that is sent by a reciptdra SyncML Request back to the originator of
the SyncML Request.

3.3 Abbreviations

URI Uniform Resource Identifier[RFC2396]
URL Uniform Resource Locator [RFC2396]
WAP Wireless Application Protocol
XML Extensible Markup Language

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

This document specifies the common XML syntax asmdantics used by all SyncML protocols.

The SyncML representation protocol is defined Isgtiof messages that are conveyed between epiitisipating in a
SyncML operation. The messages are representau@sibh document. XML is the industry standard foxteocument
mark-up, as defined in [ XML].

The SyncML representation protocol also can betifled as a MIME content type. MIME is the Interretandard for
identifying multipurpose message contents. It ptesia useful mechanism for differentiating betweiéierent content and
document types.

The SyncML representation protocol supports prdtotadels that are based on a request/response awistracture, as
well as those that are based on a "blind push” canchstructure.

The SyncML representation protocol embodies theephof a SyncML Package. The SyncML Package ped@ome set
of operations. This conceptual "package" permitseeia "batch" of multiple operations put togetimea single SyncML
Message or conveyed as separate SyncML Messagbsc@ataining a single operation. SyncML Messagedte body of
the MIME entities.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5. SyncML

5.1 SyncML Package and Messages

In SyncML, the operations are conceptually bourtd aSyncML Package. The SyncML Package is just a conceptual frame
for one or moreSyncML Messages that are REQUIRED to convey a set of protocolasgius.

A SyncML Message is a well-formed XML document attheres to the DTD, but does not need to be valid#&tor
example, a SyncML message does not need to beatedithut the XML MUST adhere to whatever explicitBfined order
appears in the DTD. The document is identifiedi®ySyncML root or document element type. This eeintype acts as a
parent container (i.e., root element type) forSlyacML Message.

The SyncML Message, as specified before, is arvididal XML document. The document consists of adeeaspecified by
theSyncHdr element type, and a body, specified by$SlyacBody element type. The SyncML header specifies routing
and versioning information about the SyncML Messdde SyncML body is a container for one or m8yacML

Commands. The SyncML Commands are specified by indivicdilament types. The SyncML Commands act as conginer
for other element types that describe the speaifitke SyncML command, including any data or mefarmation.

5.2 SyncML Commands

SyncML defines the following "request” commands:
- Add. Allows the originator to ask that a data elenmrdata elements supplied by the originator be dddelata
accessible to the recipient.

- Alert . Allows the originator to notify the recipient. & motification can be used as an application-tdiegipon
message or a message intended for display thrdnegietipient's user interface.

- Atomic . Allows the originator to indicate that a set ofmmands to be performed with all or nothing sentanti
- Copy. Allows the originator to ask that a data elenmniata elements accessible to the recipient beedop

- Delete . Allows the originator to ask that a data elen@riata elements accessible to the recipient hetatbl A
Delete command can include a request for the archivinthefdata.

- Exec. Allows the originator to ask that a named or digplpexecutable is invoked by the recipient.

- Get. Allows the originator to ask for a data elementiata elements from the recipient. A get can ielthe resetting
of any meta-information that the recipient mainsa&out the data element or collection.

- Map. Allows the originator to ask the recipient to apeithe identifier mapping between two data cdbest
- Move. Allows the originator to ask that a data elen@niata elements accessible to the recipient toded.
- Put . Allows the original to put a data element or dataments on to the recipient.

- Replace . Allows the originator to ask that a data elenmmdata elements accessible to the recipient Haaeg. This
command makes a complete replacement of the daizeet.

- Search . Allows the originator to ask that the supplieggube executed against a data element or dateetem
accessible to the recipient.

- Sequence . Allows the originator to indicate that a set oframands is to be performed in the specified sequenc

- Sync. Allows the originator to specify that the incledeommands be treated as part of the synchronizeafibvo data
collections.

SyncML defines the following "response” commands:

- Status . Indicates the completion status of an operatiahat an error occurred while processing a previ@guest.
- Results . Used to return the data results of eith&ed or Search SyncML Command.
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The SyncML Commands themselves do not fully defireesemantics of the SyncML Operation. For exanigldding” a
document to an application to a database may hewedifferent semantics from "Adding" a transactiequest to a queue.
The semantics of a SyncML Operation are determinyetthe type of data that is being operated upors fiteans that it is
possible for an originator to request an operatioa particular recipient that makes no sensedadhipient. In that case, the
recipient MUST return an error response status.code

5.3 Security

An objective of SyncML is to provide a framework &ecure operation. SyncML itself does not defimg mew security
schemes. Instead, it provides the framework tolehgé authentication, authentication, authorizatiod inclusion of
encrypted data in a SyncML Package. In additioa,afiginator and recipient MAY use the security tremdsms of the
underlying transport to authenticate each othertampfovide a secure transport for the exchandgyatML Packages.

SyncML can be used by an originator to encapsualatieentication information in théred element type.

SyncML can also be used to allow an originatorhtallenge the authentication of a recipient with@ml element type.
Not all authentication schemes provide a challengehanism. However, the MD5 Digest scheme doesge®uch a
capability.

The Basic scheme is identified by the Wghcml:auth-basic . This authentication scheme is a Base64 character
encoding, as defined by Section 6.8, "Base64 Coiftemsfer-Encoding” in [RFC2045], of the concation of the
originator's userid, followed by the COLON (i.e")"separator character, followed by the passwesbeiated with the
specified userid. This authentication scheme isequitble to the threat of network eavesdrop, batrigple to implement.
However, take care when using this scheme. For pbara user is strongly advised to consider usidit@nal security
considerations, such as an encrypted transportection.

The MD5 Digest scheme is identified by the Wighcml:auth-md5 . Let MD5(data) denote the result of applying the
MD5 hash algorithm to “data”, the result is a 128Hinary quantity. Let A be the concatenation ofauthentication
identifier as the originator’s userid, followed the COLON (i.e., “.") separator character, followsglsome secret known by
the originator and recipient such as the originstpassword for the corresponding userid, for imsta

A="Brucel:OhBehave”
Let AD be defined as:
AD = MD5(A)

Let B64(data) denote the result of the base64 engadgorithm applied to “data”. This authenticatischeme is the MD5
digest form of the concatenation of B64(AD), folledvby the COLON (i.e. “:") separator characterldaied by the

recipient specified nonce string. The maximum darathat the nonce string can be used by the atgiris the current
SyncML session. Note that issuing a honce doesartdtitute use — a nonce MAY be issued for usheémext session.
More frequent changes to the nonce string can eeifggd with theNextNonce element type within thbleta element
type of theChal element type. The MD5 digest algorithm and a plphwailable source code for generating MD5 digest
strings is specified by [RFC1321]. The MD5 credainth 128-bit binary digest value, MUST be Baselédracter encoded
when transferred as clear-text XML. For WBXML regeatation, the additional Base64 character encadingt necessary.

Other authentication schemes can be specifiediby @agreement between the originator and the rewtpi

The authentication procedures for the SyncML DatacBronization protocol are defined in [DSPRO]heTauthentication
procedures for the SyncML Device Management prdtamdefined in [DMSEC] .

To specify the userid for the credentials, whendteglentials do not include it in the resolvablerfpthe userid MUST be
transferred in theocName element ofSource in SyncHdr . If the userid can be resolved from the credesitialg., in the
case of the Basic authentication, it can be omitteieh theLocName element to reduce the number of bytes to be
transferred.

<SyncML xmins="SYNCML:SYNCML1.2">
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<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionlD>1</Session|D>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/sync-server</Lo cURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Bruce2</LocName> <!-- userid -->
</Source>
<Cred>
<Meta>
<Type xmlIns='syncml:metinf>syncml:auth-m d5</Type>
<Format xmIns='syncml:metinf>b64</Format>
</Meta>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>

<l— Base64 coded MD5 digest, for user “Bruc e2”, password
“OhBehave”, nonce

“Nonce” " -->
</Cred>
</SyncHdr>
<SyncBody>...</SyncBody>
</SyncML>

5.3.1 Optional Authentication Types

SyncML also allows additional authentication schenteit does not mandate them. A list of additiayaés follows (but is
not the definitive list):

Authentication schemes Description
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syncml:auth-x509 The data would be an actual X.509
Certificate. The data SHOULD be sent raw in
WBXML, and base64 encoded in XML.

syncml:auth-securid The data specific for SecurlD

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml:auth-safeword The data specific for SafeWord

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml:auth-digipass The data specific for DigiPass

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

Note that if a challenge from the authentication se rver is to be sent, it will be
sent in the NextNonce element.

5.4 XML Usage

The SyncML Messages are represented in a markaguége defined by [XML]. The SyncML representatpsatocol is an
XML application. The SyncML DTD (Document Type Deifion) defines the XML document type used to reprd a
SyncML Message. The SyncML DTD can be found ini®act, but it is not necessary to read the DTDrifeo to
understand the protocol.

SyncML Messages are specified using well-formed XMbwever, the SyncML Messages need not be valid XMat is,
the SyncML Messages do not need to specify the Xfgtlaration or prolog. They only need to specify tlody of the
XML document. This restriction allows for the SyncMWlessages to be specified with greater tersetesswell-formed,
valid XML documents.

SyncML makes heavy use of XML name spaces. NameespgdUST be declared on the first element typeudbkas an
element type from the name space.

Names in XML are case sensitive. By conventiorhen$yncML DTD, the element type and attributenditnes are specified
using the convention that the first character icheaord of the name is in upper case text and negieaiof the characters in
each word of the names specified in lower case EttexampleSyncML for the Sync Mark-up Language tagMsgRef

for the Message Reference tag.

The element types in the SyncML DTD are definedhinita namespace associated with the URI
http://www.openmobilealliance.org/tech/DTD/OMA-TS-S yncML_RepPro_DTD-V1 _2.dtd orthe
URN SYNCML:SYNCMLL1.2 The SyncML DTD are also identified by the ISO ©G@rmal public identifier
/ISYNCML//DTD SyncML 1.2//EN

SyncML also makes use of XML standard attributeashsasxml:lang . Any XML standard attribute can be used in a
SyncML document.

XML can be viewed as more verbose than alterndttivary representations. This is often cited asaage why it might not
be appropriate for low bandwidth network protoctilsmost cases, SyncML uses shortened elementatypeattribute
names. This provides a minor reduction in verbogityditionally, the SyncML Messages can be encadeaitokenized,
binary format defined by [WBXML] . The use of [WBXM format is external to specification of the Siuic protocol and
transparent to any SyncML application. The comliamadf the use of shortened element type namesaradternative
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binary format makes SyncML competitive, from a coegsed format perspective, with alternative, biviape, binary
representations.

One of the main advantages of XML is that it isidely accepted International recommendation fot tecument mark-up.
It provides for both human readability and machpnecessability. In addition, XML allows the origtoato capture the
structure of a document, not just its content. Thisxtremely useful for applications such as dgtechronization, where not
just content, but structure semantics is often argbd.

5.5 MIME Usage

The [RFC2045] Internet standard provides an ingestcepted mechanism for identifying different @atttypes. The
SyncML Message is identified by a MIME media tyjpbe media type for the SyncML Message is registaiigiin the
vendor tree. The MIME content types for SyncML &8lynchronization are specified in [DSREPU]. M™I&E content
types for SyncML Device Management are specifiegDiMREPU]. One of these MIME content types MUSTused for
identifying SyncML Messages within transport andssen level protocols that support MIME contentetyp

5.6 Identifiers

Identifiers in SyncML, such as in tl8ource orTarget element types, can be a combination of UniformoRese
Identifiers (URI), as defined by [RFC2396] , UnifioiResource Names (URN) and textual names.

In SyncML, all URI and URN values are specifiedpassable character data in element types or aadieamdata in attribute
lists. Applications MUST specify a valid URI or URMIue. Even with an integrated "validating XML par*, as defined in
[XML], an application will need to confirm the vdity of any URI or URN.

SyncML uses the SYNCML URN type to identify SyncMpecific name spaces and unique names. Other Updd t(MAY
be used. For instance, thecURI element type could contain one of the followingNUR

IMEI URN Identify an International Mobilegtipment Identifiers [IMEI] . The IMEI URN specifiea
valid, 15 digit IMEI. The format of the URN is
IMEL: B #HHH

ESN URN Identify an Electronic Serial Number. TE®N specifies a valid, 8 digit ESN. The format
of the URN is ESN: #####H#HH#
MEID URN Identify a Mobile Equipment Identity. TREID URN specifies a valid, 15 digit MEID.

The format of the URN is
MEID: ##tt#HH##HHHHAR#

Other URN types MAY be used in thecURI element type also.
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6. Mark-up Language Description

The SyncML representation protocol is a documernkrag consisting of XML element types. This sectnvides a prose
description of this mark-up. The element typesda#ned in terms of their purpose or usage, pagklments, any
restrictions on content or use and content model.

In the "Attributes" section for the description feach element type, the text "None." means no Synspkcific attributes
are defined. However, XML standard attributes déhl® used within these element types.

Restrictions listed in this document apply to 3lh&MJL protocols. Any additional restrictions faaeh protocol and
examples that illustrate the use of each elemeeat t@an be found in the representation protocolaisaguments [DSREPU]
and [DMREPU].

6.1 Common Use Elements

The following are common element types used by manseother SyncML element types.

6.1.1 Archive

Usage: Indicator that the data specified in thelete command SHOULD be archived (e.g., a copy keptheyrecipient
prior to being deleted from the recipient dataexibn.

Parent Elements: Delete

Content Model:

(EMPTY)

Attributes: None.

6.1.2 Chal

Usage: Specifies an authentication challenge. The rexai¥ the challenge specifies authentication credisn of the given
authentication type and format, in the next request

Parent Elements. Status

Restrictions: TheMeta element type specifies any meta-information altoeichallenge. Th&ype andFormat element
types within theMeta element type specify the authentication scheme &ym format, respectively. The default type is
syncml:auth-basic for the SyncML "Basic" form of authentication. Ttype valuesyncml:auth-md5  MUST be
explicitly specified to indicate the SyncML "MD5 @est Access" authentication scheme. If the SyncMD5 Digest
Access" authentication scheme is usedNegtNonce element type can be specified if the challengguests the use of a
new nonce string. The format value MUSTH®&, when using the clear-text, XML representatione Types for the
SyncML authentication schemes are specified ini@eé&t.3, "Security”, of this specification.

An authentication challenge can be specified fahez# a number of SyncML "security layers". For exde, a challenge can
be specified against the SyncML server, databasa ardividual command on a database. To challanggncML server, a
Chal element type is sent in tis&tatus command corresponding to tBgncHdr of the associated SyncML request. To
challenge a database, fBhal element type is sent in ti8tatus command corresponding to tA&ert or Sync

command associated with the database. To chalkecgenmand on a database, @&l element type is sent in the

Status command corresponding to an individual commangl (&dd, Alert , Delete ) on the database. Mechanisms for
authentication challenges at the transport leveehandled within the individual transport.

If absent and if the status code28Q) OK then the same credentials MUST be used in theSymncML request.
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If absent and if the status code242) Authentication accepted , then credentials need not be specified for any
subsequent SyncML requests within the current ses3ihe session is authenticated.

Content Model:

(Meta)

Attributes: None.

6.1.3 Cmd

Usage: Specifies the name of the SyncML command referéroy aStatus element type.
Parent Elements: Status

Restrictions: The value MUST be one @fdd, Alert , Atomic , Copy, Delete , Exec, Get, Map, Move,Put ,
Replace , Results , Search , Sequence, Status , Sync.

Content Model:

(#PCDATA)

Attributes: None.

6.1.4 CmdID
Usage: Specifies a SyncML message-unique command identif

Parent Elements: Add, Alert , Atomic , Copy, Delete , Exec, Get, Map, Move,Put , Replace , Results , Search ,
Sequence , Status , Sync

Restrictions: A text value that MUST be unique within the SyricMessage.
The element type MUST always be present and theevdlUST NOT be the text string "0".
Content Model:

(#PCDATA)

Attributes: None.

6.1.5 CmdRef

Usage: Specifies th&€mdID referenced by &tatus element type.
Parent Elements: Results, Status
Restrictions; MUST refer to the identifier of the SyncML comnabreference by th8tatus element type.

The only instance where the element type can benalis theStatus command is the case where 8tatus command
refers to theSyncHdr of the associated SyncML request message. Forggamstatus can be sent back to the originator
for exceptions (e.g.401) Unauthorized ) found within theSyncHdr of the originator's request.

Content M odel:

(#PCDATA)

Attributes: None.
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6.1.6 Cred

Usage: Specifies an authentication credential for thiginator.

Parent Elements: Add, Alert , Copy, Delete , Exec, Get, Put, Map, Move, Replace , Search , Status, Sync,
SyncHdr

Restrictions: TheMeta element type specifies any meta-information altioeicredentials. Theéype andFormat element
types within thevieta element type specify the credential scheme typef@amat, respectively. The default type is
syncml:auth-basic for the "Basic" form of autheation. The type value syncml:auth-md5 MUST be exthyi specified to
indicate the SyncML "MD5 Digest" authentication soke. The format MUST be b64, when using the clest-XML
representation. However, when using "Basic" formathentication, the b64 format does not indicha# the credentials are
base64 encoded twice. TBata element type specifies the credential value. Vped for these SyncML authentication
schemes are specified in Section 5.3, "Securitithis specification.

If absent, and no other authentication credentéd specified in either a parent command or irSyyecHdr element type,
then no authentication credential is specified.

If an authentication credential was specified Ipasent command or in tigyncHdr element type, then that authentication
credential specified there is assumed to be sefftdior the operation specified by the current eentype. Specifying
insufficient authentication credentials will resinita @01) Unauthorized  exception condition.

If the authentication challenge is received (Seddhal element type) for the request, the credential gk format of the
next request MUST be applied to it.

Content M odel:

(Meta?, Data)

Attributes: None.

6.1.7 Field

Usage: Specifies a field level filter to be performed thie parent element of the filter element.
Parent Elements: Filter

Restrictions: If theField element is present, tivdeta Type subelement of thEilter element is used to indicate the
content type used in the content filtering and MUfTpresent. Thkem Meta  element is used to indicate the device info
mime type and MUST be present. Them Data  element MUST contaiRroperty elements. The mark-up characters
of the Data element content MUST be properly est@oeording to [XML] specification rules or the CIDA sections

MUST be used. ThEroperty elements MUST be used to override &mgperty elements previously received in the
CTCapelement for the content-type being filtered and$MUapply to the current synchronization sessioy.dfho

Field elementis present in thelter element, then all properties SHOULD be filterechgsine device info data store
CTCapelement for the specifiedlert Target element.

Content Model:

(Item)

Attributes: None.

6.1.8 Filter

Usage: Specifies a filter action to be performed on plagent element.
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Parent Elements: Target

Restrictions: TheFilter  element MAY appear in thEarget element forAlert elements. If thé&ilter  element is
present, thiMeta Type is used to indicate the content type used inittex fluery and MUST be present. If tRiter
element does not haveReecord nor aField element, then the filter request is ignored amtBonization MUST
continue without any filtering.

Content Model:

(Meta, Field?, Record?, FilterType?)

Attributes: None.

6.1.9 FilterType

Usage: Indicates the type of filtering behaviour thab&ing requested. If the requested filter typeoissupported by the
recipient then &tatus code 406 (OPTIONAL feature not supported) MUSTrdterned. Thétem element of the
Status command SHOULD indicate that tRéterType element was the unsupported feature.

Parent Elements: Filter

Restrictions: If present, these keywords MUST be one ofRhterType keywords listed below. If not present, then the
FilterType value of “EXCLUSIVE” MUST be assumed.

It is assumed that for the current release (e.qcBy. Common 1.2) the only valid use case for filigris when a client
sends a filter to a server. In further releasessgecification of filtering may satisfy additionade cases.

In the following definitions:

+ "Sender" defines the side that sends and usetea (€lg. client)

+  "Recipient” defines the other side that receivesHiiter (e.g. server)

+ "ltem" defines a record in a datastore - Whenamiis said to be synchronized, this means that a
command on this item is transmitted in the Pack&yer in the Package #4.

Keywords Description

EXCLUSIVE Indicates that the sender is requesting that the set of items
to be synchronized MUST be exactly the set of items
specified by the Filter. The items outside the filter criteria in
the recipient's data store MUST not be synchronized. The
recipient MUST send Delete commands to the sender for all
the items outside the filter criteria that it (the recipient)
assumes to exist in the sender's data store.

INCLUSIVE Indicates that the sender is requesting that the set of items
to be synchronized MUST include the set of items specified
by the Filter. The recipient MUST NOT create new items
outside the filter criteria in the sender's data store. The
items that exist on both sides belong to the set of
synchronization, even if they are outside the filter criteria.
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Content Model:

(#PCDATA)

Attributes: None.
The main difference between EXCLUSIVE and INCLUSIYEer types is that:

» The EXCLUSIVE filter recipient MUST send DELETE comands for all the items that it assumes to exighén
sender's data store if they do not satisfy therfilt
e In case of INCLUSIVE filter, there is no such remment.

It is recommended to follow the behavior describetbw for the use of EXCLUSIVE and INCLUSIVE filtgypes:

(In the following, it is said that a device sentdsupdates regarding items, means that it sendmemas (ADD, REPLACE,
MOVE, DELETE) regarding those items).

Items sent by the sender of the filter:

*  For both EXCLUSIVE and INCLUSIVE filter types: tlsender sends to the recipient its updates regaitainmg
insideand outside the filter criteria, since the filter ordpplies to the recipient's items.

Items sent by the recipient of the filter:

» For an EXCLUSIVE filter: the recipient sends to gendeonly its updates (except for DELETE) regarding items
inside the filter criteria. The DELETE commands &ensent regardless of whether the deleted itemingade or
outside the filter.

* For an INCLUSIVE filter: the recipient sends to gendeits updates regarding items inside the filter cidteThe
recipient sends also to the sender its updatesdiegatems outside the filter criteria if they @ddy exist in the
sender's side. The recipient does not create inghhder's data store new items outside the fitttaria.

Deletion of items outside the filter criteria ireteender's data store:

* For an EXCLUSIVE filter: the recipient sends DELET&nmands to the sender for the items outsideiltee f
criteria in the sender's data store.
e For an INCLUSIVE filter: there is no such requirare

6.1.10 Final
Usage: Indicator that the SyncML message is the lastsags in the current SyncML package.
Parent Elements. SyncBody

Restrictions: The element type MUST only be specified on tist taessage of the SyncML package. If not presieeat t
more messages follow this SyncML message in theeouSyncML package.

The SyncML Synchronization Protocol specificati@BSPRO] specifies the semantics of the differemtc®L packages for
the SyncML synchronization protocol. The SyncML evManagement Protocol specification [DMPRO] sfiex the
semantics of the different SyncML packages forSgecML device management protocol.

Content M odel:

(EMPTY)

Attributes. None.
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6.1.11 Lang

Usage: Specifies a preferred language for results data®et, Put  or Search command (i.e., commands that return text
results).

Parent Elements. Get, Put , Search

Content M odel:

(#PCDATA)

Attributes: None.

6.1.12 LocName
Usage: Specifies the display name for the target or soaddress.
Parent Elements. Target , Source

Content Model:

(#PCDATA)

Attributes: None.

6.1.13 LocURI

Usage: Specifies the target or source specific address.
Parent Elements: Target , Source, SourceParent, TargetParent
Restrictions: MUST be either an absolute or a relative URI @redli-known URN.

Content M odel:

(#PCDATA)

Attributes: None.

6.1.14 MoreData

Usage: Indicator that a SyncML data element is incompéetd there will be one or more subsequent chunks.
Parent Elements: Item

Restrictions: The element type MUST be specified on all butl#st chunk of data of an item. If not presentnttiee item is
either contained within a single message or itbging chunk of the data item.

Content M odel:

(EMPTY)

Attributes: None.

6.1.15 MsgID

Usage: Specifies a SyncML session-unique identifiertfer SyncML Message.
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Parent Elements: SyncHdr

Restrictions: The message identifier MUST be unique to the aewithin the SyncML session. The element type MWST
specified in thesyncHdr . The value is a monotonically increasing numeasluig starting at one (1) for the first message in
the SyncML session. The message identifier spekifiea SyncML request MUST be the content of isgRef element

type in the corresponding SyncML results or respatatus.

Content M odel:

(#PCDATA)

Attributes: None

6.1.16 MsgRef

Usage: Specifies a reference to a SyncML session-unidetifier referenced by a SyncML results or resmostatus.
Parent Elements: Results , Status

Restrictions: The value MUST reference the message identifiehe SyncML message referred to by the results or
response status.

Content M odel:

(#PCDATA)

Attributes: None

6.1.17 NoResp

Usage: Indicates that the originator does not want pease status sent back in the response message.

Parent Elements: Add, Alert , Atomic , Copy, Delete , Exec, Get, Move, Put, Replace , Search , Sequence ,
Sync, andSyncHdr

Content Model:

(EMPTY)

Attributes: None

6.1.18 NoResults

Usage: Indicates that the results ofSearch command MUST be retained on the recipient to leel @s the source for a
subsequent SyncML command.

Parent Elements. Search

Content M odel:

(EMPTY)

Attributes: None
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6.1.19 NumberOfChanges

Usage: Indicates the total number of changes (the nurabAdd, Replace andDelete commands) that are going to be
sent from sender to recipient during a synchroidnagession so that the recipient MAY use thisiimfation to calculate
progress information.

Parent Elements. Sync

Content Model:

(#PCDATA)

Attributes: None.

6.1.20 Record

Usage: Specifies a record level filter to be performerttie parent element of the filter element.
Parent Elements: Filter

Restrictions: TheRecord element MAY appear in thigilter  element forAlert Target elements. If th&kecord
element is present, tideta Type sub-element of thEilter element is used to indicate the content type usélel
filter record query and MUST be present. Record Item element specifies the filter query itself. Thieta Type
subelement of thRecord Item  element is used to indicate the filter query gramritheData sub-element of the
Record ltem  element is used to indicate the filter query itselfl MUST be present.

Content M odel:

(Item)

Attributes: None.

6.1.21 RespURI

Usage: Specifies the URI that the recipient MUST usedny response to this message.
Parent Elements: SyncHdr

Restrictions: The value of this element is the address, irfdhm of an absolute URI that the recipient MUST tmeany
response to this message. If the Source is nataime as this value, then the Source element MUSiTba specified in the
SyncHdr element type. Note that the server anabdaes are the same entities at this new addrRes=ipt of this command
does not mean you SHOULD repeat commands in theque message.

Content Model:

(#PCDATA)

Attributes: None.

6.1.22 SessionlD

Usage: Specifies the identifier of the SyncML sessioaaasated with the SyncML Message.
Parent Elements. SyncHdr

Restrictions: The value is an opaque string. The element typkSWM be specified in the SyncHdr element type in all
SyncML Messages. The initiator SHOULD use uniqusstémIDs for each session.
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The maximum length of 8essionID is 4 bytes. Note for a client having an 8 birementingSessionID counter is
enough for practical implementations.

Content M odel:

(#PCDATA)

Attributes: None

6.1.23 SftDel
Usage: Indicates that the delete command is a "Soft @&le
Parent Elements: Delete

Content M odel:

EMPTY

Attributes: None

6.1.24 Source

Usage: Specifies source routing or mapping information.
Parent Elements. Item, Map , Mapltem , Search , Sync, SyncHdr ,

Restrictions: When specified in thkem element type, thBource element type specifies the database item thhgeis t
source of the SyncML command.

When specified in th8yncHdr element type, th8ource element type specifies the source routing inforomator the
network device that originated the SyncML Message.

If the RespURI element type is also specified within tBgncHdr , then theSource element type specifies the source
routing information for a proxy originator of theqr®&ML message.

Content M odel:

(LocURI, LocName?)

Attributes: None.

6.1.25 SourceParent

Usage: Specifies the parent information of the item tisapecified bySource LocURI  and Target LocURI.
Parent Elements: Item

Content Model:

(LocURI)

Attributes: None.

6.1.26 SourceRef

Usage: Specifies th&ource referenced by &tatus orResults element type
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Parent Elements. Status, Results

Restrictions: When specified in th8tatus element type, specifies the source address spedifithe command associated
with the response status. When specified irRbsults  element type, specifies the source address spedifithe
associateearch command.

The element type MUST be specified iStatus command corresponding to any SyncML command ticuides the
Source element type.

Content Model:

(#PCDATA)

Attributes: None.

6.1.27 Target

Usage: Specifies target routing or mapping information.
Parent Elements. Item, Map , Mapltem , Search , Sync, SyncHdr ,

Restrictions: When specified in thekem element type, th€arget element type specifies the database item thheis t
target of the SyncML command.

When specified in th8yncHdr element type, th&arget element type specifies the target routing inforarafor the
network device that is receiving the SyncML Message

TheFilter  element type can only be specified whenTheget Item element type is specified within aert
element.

Content M odel:

(LocURI, LocName?, Filter?)

Attributes: None.

6.1.28 TargetParent

Usage Specifies the parent information of the item tsatpecified byrarget LocURI.
Parent Elements: Item

Content Model:

(LocURI)

Attributes: None.

6.1.29 TargetRef

Usage: Specifies th@arget referenced by &tatus orResults element type
Parent Elements: Status, Results

Restrictions: When specified in th8tatus element type, specifies the target address spddiiithe command associated
with the response status. When specified irRbsults element type, specifies the target address spddifithe
associateearch command.
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The element type MUST be specified iStatus command corresponding to any SyncML command ticuides the
Target element type.

Content Model:

(#PCDATA)

Attributes. None.

6.1.30 VerDTD

Usage: Specifies the major and minor version identitiéthe SyncML representation protocol specificatimed to
represent the SyncML message.

Parent Elements: SyncHdr

Restrictions: Major revisions of the specification create inguatible changes that will generally require a ngic®IL
parser. Minor revisions involve changes that doimgact basic compatibility of the parser. WhenXiéL document
conforms to this revision of the SyncML represedntaprotocol specification the value MUST b . The element type
MUST be included in the SyncHdr.

Content Model:

(#PCDATA)

Attributes: None.

6.1.31 VerProto
Usage: Specifies the version identifier of the SyncMlofarcol specification used with the SyncML Message.
Parent Elements: SyncHdr

Restrictions: The first SyncML Message in each SyncML Package &om an originator to a recipient MUST inclutie
VerProto element type in th8yncHdr .

Content M odel:

(#PCDATA)

Attributes: None.

6.2 Message Container Elements

The following element types provide the basic comasupport for the SyncML message.

6.2.1 SyncML
Usage: Specifies the container for a SyncML Message.
Parent Elements: None. This is the root or document element.

Content M odel:

(SyncHdr, SyncBody)

Attributes:
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Name Type Occurrence Description
xmins CDATA REQUIRED Value MUST be the text: ‘SYNCML:SYNCML1.2'

6.2.2  SyncHdr

Usage: Specifies the container for the revisioning, megtinformation in the SyncML message.

Parent Elements: SyncML

Restrictions: The OPTIONALMeta is used to convey meta-information about the Synohssages, such as the
maximum byte size of a SyncML response.

Content Model:

(VerDTD, VerProto, SessionlD, MsgID, Target, Source , RespURI?, NoResp?,
Cred?, Meta?)

Attributes. None

6.2.3 SyncBody

Usage: Specifies the container for the body or contefithe SyncML message.
Parent Elements: SyncML
Restrictions: None.

Content Model:

((Alert | Atomic | Copy | Exec | Get | Map | Move | Put | Results | Search
| Sequence | Status | Sync | Add | Replace | Delete )+, Final?)

Attributes: None.

6.3 Data Description Elements

The following element types are used as contaileenents for data exchanged in a SyncML Message.

6.3.1 Data
Usage: Specifies discrete SyncML data.
Parent Elements. Alert , Cred, Item , Status , Search

Restrictions: The content information can be either parsabéatter data or mark-up data. If the element typeains any
mark-up, then the name space for the element ty&ST be declared on the element types in the coimésrmation.

When specified in aAlert , the element type specifies the type of alert.

When specified in &€red , the element type specifies the authenticatiodemBals.
When specified in attem , the element type specifies the item data.

When specified in &tatus , the element type specifies the request status tyqeb.

Content Model:
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(#PCDATA)

Attributes: None.

6.3.2 Item

Usage: Specifies a container for item data.

Parent Elements: Add, Alert , Copy, Delete , Exec, Field, Get , Put , Move, Record, Replace , Results
Status

Restrictions: If the source URI for the data is an externaltgnthen theData element is absent. In this case, the recipient
will need to retrieve the data from the specifietiwork location.

Any Data element iritem MUST be the last element item .

ThelLocURI element type in th&arget or Source element types for any of the SyncML commands @a kelative
URL. This restriction is not captured by the SyncHIID.

When specified in aAdd, Copy, Delete , Exec, Get, Put, Replace , orResults command, the element type
specifies data item that is the operand for thernand.

When specified in aAlert , the element type specifies the parameters foaltre type.

When specified in &tatus , the element type specifies additional informatdout the request status code type. For
example, it might specify the component of the esfjuhat caused the status condition.

Content Model:

(Target?, Source?, SourceParent?, TargetParent?, Me ta?, Data?)

Attributes: None.

6.3.3 Meta
Usage: Specifies meta-information about the parent elgrhge.

Parent Elements. Add, Atomic, Chal, Copy, Cred, Delete, Get, Filter, Item, Map,
Move,Put, Replace, Results, Search, Sequence, Sync

Restrictions: When specified in th€hal , the element type specifies meta-information alloeitauthentication scheme
requested.

When specified in th€red , the element type specifies meta-information abloeauthentication credential.

When specified in th&tomic , Sequence andSync, then the scope for the meta-information inclualethe contained
commands, unless the meta-information is overridjeaMeta in a contained command.

When specified in thResults , the element type specifies meta-information alloairesults set.

When specified in th&dd, Copy, Delete , Get, andReplace commands, the element type specifies meta-infoomat
about the SyncML command.

When specified in a command that includes Itengs ¢&dd, Delete, Replace, Move or Copy) it is reccenaed that the
scope for the meta-information includes all thetaoed items. If a contained item also includegaMeformation then it is
recommended that it is considered to override §ipegilements within the Meta, not the whole Metaha# containing
command. For example, if a command includes a Ejgment within a Meta and a contained item inctual&ize element
within a Meta then it is recommended that the Tgleenent be considered to apply to the containeul. ite
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Content Model:

(#PCDATA)

Attributes: None
6.3.4 Correlator

Usage: Specifies a link between an Exec command and archsynous response.

Parent Elements. Alert, Exec
Restrictions. None

Content Model:

(#PCDATA)

Attributes: None

6.4 Protocol Management Elements
6.4.1 Status

Usage: Specifies the request status code for a correpgorsyncML command.
Parent Elements: SyncBody

Restrictions: A Status command only applies to the command corresponditige specifie€CmdRef (i.e., 1:1
correspondence of a command arstatus ). If there were multiplédtem elements specified in the command, and if the
items’ status code were not the same, thBtatus MUST be returned for each of the items. If altlod items had the
same status codeStatus for all of the items MAY be returned. In theseeatheSourceRef andTargetRef

elements are used to identify them , which the status code applies to. If all of ttegris in the command had the same
status code, then it is also allowed to returmglsiStatus for the entire command. When returning a sirjigtus for a
command with multiple items, ti&ourceRef andTargetRef elements MUST NOT be specified in tB&atus
command.

Additionally, if theStatus command is associated with a command that had ottmemands inside it (e.gync,
Atomic , Sequence ), then the status value only applies to the cporeding command, and is not related to the stétus o
the commands inside it.

Ordering ofStatus commands in a SyncML response MUST match the afigre commands in the corresponding
SyncML request. That is, when there are multiplee@nds in a SyncML request, then the correspon8iatus
commands MUST appear in the SyncML response isdhge order as the associated commands appeated3$yricML
request.

In addition, the status on ti8yncHdr MUST be the first status element in tBgncBody of the response. Even in the case
where the statuses for the previous request spétiplaumessages/responses, the statuSyortHdr MUST be the first
status element followed by other statuses andfoairing statuses.

TheCmdID element type specifies the SyncML message-unidesetifier for this command.

TheMsgRef element type specifies the MsgID of the associ&gttML request.
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The CmdRef element type specifies ti@mdID of the associated SyncML request. The elementMIST be present. If
"0", theStatus command corresponds to a status code foBymeHdr of the SyncML message referenced by the Status
command.

The Cmdelement type specifies the name of the SyncML candrassociated with the SyncML request. The valleeo
element type can also b8yncHdr " when theCmdRef element type has a value of "0".

The optionalTargetRef  element type specifies the target addresses freragbociated command. If them element of
the command associated with tB&atus command has darget element, the value MUST be copied into the
TargetRef of theStatus command. If more than ofd@argetRef element type is specified, then the request status
code applies to all of theJargetRef values. If the request status code is applicabthd entire list of multiple items
specified in the associated request command, tiehargetRef  element type MUST NOT be specified. If the Status
element refers to a command containing a singfe,ltke TargetRef element MAY be omitted to minimizessage size.

The OPTIONALSourceRef element type specifies the source address froragbeciated command. If them element
of the command associated with B&atus command has 8ource element, the value MUST be copied into the
SourceRef of theStatus command. If more than orf@urceRef element type is specified, then the request status
code applies to all of theSourceRef values. If the request status code is applicabthe entire list of items specified in
the associated request command, therstheceRef element type MUST NOT be specified.

TheCred element type specifies authentication credentiatfe command.

TheChal element type specifies the authentication chaéidbgthe command or the message. If the status itothe
Data element is401) Unauthorized  or (407) Authentication required , the challenge SHOULD be included.

TheData element type specifies the request status codge typ

The OPTIONAL and repeatableem element type contains additional information altbetstatus condition, such as the
SyncML command.

This specification permits @tatus command to be issued against ano8tatus command. This case will probably not
normally be encountered. However, there are extreanes where this feature is necessary. For exaihpleerver returns a
(401) Unauthorized  status code with a request for an authenticattberse that is not supported by the client, thentlie
might use a406) Optional feature unsupported to notify the server that that requested authetticacheme is
not supported and negotiate a authentication scliteshoes support. SyncML servers and SyncML cligrtissupporting
such a usage case need provide no further respmiise SyncML entity issuing the "Status on a $tatu

A Status MUST also be returned for tt&/ncHdr . However, if a client creates a message contaioithga successful
Status on aSyncHdr , the entire message MUST NOT be sent. A serveSWbBend this message.

Status codes are listed in Section 10, ResponsesSTades.

Content M odel:

(CmdID, MsgRef, CmdRef, Cmd, TargetRef*, SourceRef* , Cred?, Chal?, Data,
Item*)

Attributes: None.

6.5 Protocol Command Elements
6.5.1 Add

Usage: Specifies the SyncML command to add data to a daltection.

Parent Elements: Atomic , Sequence , Sync, SyncBody
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Content Model:

(CmdID, NoResp?, Cred?, Meta?, Item+)

Attributes: None.

6.5.2 Alert

Usage: Specifies the SyncML command for sending customtent information to the recipient. The commanavjates a
mechanism for communicating content informatiorghsas state information or notifications to an agtion on the
recipient device. In addition, this command prosgide'standard way to specify non-standard" extecdetmands, beyond
those defined in this specification.

Parent Elements. Atomic , Sequence , SyncBody

Content M odel:

(CmdID, NoResp?, Cred?, Data?, Correlator?, Item*)

Attributes: None.

6.5.3  Atomic
Usage: Specifies the SyncML command to request thasthmrdinate commands be executed as a set or albt at
Parent Elements: Sequence , Sync, SyncBody

Content Model:

(CmdID, NoResp?, Meta?, (Add | Delete | Copy | Atom ic | Map | Move |
Replace | Sequence | Sync | Get | Exec | Alert)+)

Attributes: None.

6.54 Copy
Usage: Specifies that the SyncML command to copy daag from one location to another in the recipietdtabase.
Parent Elements. Atomic , Sequence , Sync, SyncBody

Content M odel:

(CmdID, NoResp?, Cred?, Meta?, Item+)

Attributes: None.

6.5.5 Delete
Usage: Specifies the SyncML command to delete data faoata collection.
Parent Elements: Atomic , Sequence , Sync, SyncBody

Content M odel:

(CmdID, NoResp?, Archive?, SftDel?, Cred?, Meta?, | tem+)
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Attributes: None.

6.5.6 Exec
Usage: Specifies the SyncML command to execute a prooedke recipient network device.
Parent Elements: SyncBody , Atomic , Sequence

Content Model:

(CmdID, NoResp?, Cred?, Meta?, Correlator?, Item)

Attributes: None.

6.5.7 Get
Usage: Specifies the SyncML command to retrieve datanftbe recipient.
Parent Elements. SyncBody , Sequence , Atomic

Content Model:

(CmdID, NoResp?, Lang?, Cred?, Meta?, Item+)

Attributes: None.

6.5.8 Map
Usage: Specifies the SyncML command used to update ifiiemntaps.
Parent Elements: Atomic , Sequence , SyncBody

Content M odel:

(CmdID, Target, Source, Cred?, Meta?, Mapltem+)

Attributes: None.

6.5.9 Mapltem
Usage:
Parent Elementdvap

Content Model:

(Target, Source)

Attributes: None.

6.5.10 Move

Usage: Specifies a SyncML Protocol Command Element to stgdove operation
Parent Elements. Atomic, Sequence, Sync, SyncBody
Attributes: None

Content M odel:
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(Cmdld, NoResp?, Cred?, Meta?, Item+)

6.5.11 Put
Usage: Specifies the SyncML command to transfer datast¢éo a recipient network device or database.
Parent Elements: SyncBody

Content M odel:

(CmdID, NoResp?, Lang?, Cred?, Meta?, Item+)

Attributes: None.

6.5.12 Replace
Usage: Specifies the SyncML command to replace data.
Parent Elements: Atomic, Sequence, Sync , SyncBody

Content Model:

(CmdID, NoResp?, Cred?, Meta?, Item+)

Attributes: None.

6.5.13 Results

Usage: Specifies the SyncML command that is used tornetiue results of &earch or Get command.
Parent Elements. SyncBody
Restrictions: The mandator&mdID element type specifies the SyncML message-unideetifier for this command.

The OPTIONALMsgRef element type specifies the MsgID of the associ8gttML request. If th&isgRef is not present
in aResults element type, then tidsgRef value of "1" MUST be assumed.

TheCmdRef element type specifies ti@mdID of the associated SyncML request. If not pregbetyesponse status code is
associated witlcmdID value of "1".

The OPTIONALMeta element type specifies meta-information to be deethe command. For example, the common
media type or format for all the items can be dipti The scope of the meta-information is limitedhe command.

The OPTIONALTargetRef  element type specifies the target address fronageeciated command.
The OPTIONALSourceRef element type specifies the source address frormdbeciated command.

One or mordtem element types MUST be specified. Titem element type specifies the results. Bwirce specified
within theltem element type SHOULD be a relative URI, as relativéhe correspondingourceRef .

Content Model:

(CmdID, MsgRef?, CmdRef, Meta?, TargetRef?, SourceR ef?, ltem+)

Attributes: None
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6.5.14 Search

Usage: Specifies the SyncML command to search a rediglatabase.
Parent Elements: SyncBody

Content M odel:

(CmdID, NoResp?, NoResults?, Cred?, Target?, Source +, Lang?, Meta, Data)

Attributes: None.

6.5.15 Sequence
Usage: Specifies the SyncML command to order the prangssf a set of SyncML commands.
Parent Elements: Atomic , Sync, SyncBody

Content Model:

(CmdID, NoResp?, Meta?, (Add | Replace | Delete | C opy | Atomic | Map |
Move | Sync | Get | Alert | Exec)+)

Attributes: None.

6.5.16 Sync
Usage: Specifies the SyncML command that indicates a dghchronization operation.
Parent Elements. Atomic , Sequence , SyncBody

Content M odel:

Atomic | Copy | Delete | Move | Sequence | Replace) *)

(CmdID, NoResp?, Cred?, Target?, Source?, Meta?, Nu mberOfChanges?, (Add |

Attributes: None.
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/7. SyncML DTD

<l--

SyncML Representation Protocol (SYNCML) V1.2 Docume nt Type Definition
modified 03 Mar 2005

Copyright Open Mobile Alliance Ltd., 2002-2005

All rights reserved

SYNCML is an XML language. Typical usage:

<?xml version="1.0"?>

<IDOCTYPE SyncML PUBLIC "-//SYNCML//DTD SYNCML 1 .2/[EN"
"http://www.openmobilealliance.org/tec h/DTD/OMA-TS-
SyncML_RepPro_DTD-V1 2.dtd"
[<?0ma-syncml-ver supported-versions=" 1.2"?>]>
<SyncML>
</SyncML>

Terms and conditions of use are available from the
Open Mobile Alliance Ltd. web site at
http://www.openmobilealliance.org/useterms.html

=

<?xml version="1.0" encoding="UTF-8"?>
<!-- Root Element -->

<IELEMENT SyncML (SyncHdr, SyncBody)>

<IELEMENT SyncHdr (VerDTD, VerProto, SessionID, Msg ID, Target, Source,
RespURI?, NoResp?, Cred?, Meta?)>

<IELEMENT SyncBody ((Alert | Atomic | Copy | Exec | Get | Map | Put |
Results | Search | Sequence | Status | Sync | Add | Move | Replace |

Delete)+, Final?)>
<l-- Commonly Used Elements -->

<l-- Archive indicator for Delete -->
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<I[ELEMENT Archive EMPTY>

<!I-- Value must be one of "Add" | "Alert" | "Atomic
IIEXeCII | IIGetII | llMapll | IIMOVeII I IlPutll | IIRepIacell
| "Sequence" |

"Status” | "Sync". -->

<IELEMENT Cmd (#PCDATA)>

<I-- Authentication Challenge -->
<IELEMENT Chal (Meta)>

<I-- Sync message unique identifier for command -->
<IELEMENT CmdID (#PCDATA)>

<!-- Reference to command identifier -->
<IELEMENT CmdRef (#PCDATA)>

<!-- Credentials -->

<I[ELEMENT Cred (Meta?, Data)>

<!I-- Final message flag -->

<I[ELEMENT Final EMPTY>

<!I-- Desired language for results -->
<IELEMENT Lang (#PCDATA)>

<I-- Location displayable name -->
<IELEMENT LocName (#PCDATA)>

<!I-- Location URI -->

<IELEMENT LocURI (#PCDATA)>

<!-- Indication for more data to come -->
<I[ELEMENT MoreData EMPTY>

<I-- SyncML Message ID -->

<IELEMENT MsgID (#PCDATA)>

<I-- Reference to a SyncML Message ID -->
<IELEMENT MsgRef (#PCDATA)>

<!I-- No Response Status Requested Indicator -->
<IELEMENT NoResp EMPTY>

<!I-- No Results Requested Indicator -->

<IELEMENT NoResults EMPTY>

| IICOpyll | llDeletell |
| "Results” | "Search"
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<!I-- NumberOfChanges used to display progress infor mation -->
<IELEMENT NumberOfChanges (#PCDATA)>
<!I-- URI recipient used for response -->
<IELEMENT RespURI (#PCDATA)>

<I-- SyncML session identifier -->

<IELEMENT SessionID (#PCDATA)>

<!I-- Soft delete indicator for Delete -->
<IELEMENT SftDel EMPTY>

<I-- Source location -->

<IELEMENT Source (LocURI, LocName?)>
<IELEMENT SourceParent (LocURI)>
<IELEMENT SourceRef (#PCDATA)>

<I-- Target location information -->

<IELEMENT Target (LocURI, LocName?, Filter?)>
<IELEMENT TargetParent (LocURI)>
<IELEMENT TargetRef (#PCDATA)>

<!I-- SyncML specification major/minor version info. -->

<I-- For this version of the DTD, the value is "1.2 ">
<IELEMENT VerDTD (#PCDATA)>

<!-- Data sync protocol major/minor version -->

<!I-- For example, "xyz/1.2" -->

<IELEMENT VerProto (#PCDATA)>

<!I-- Synchronization data elements -->

<!-- [tem element type -->

<IELEMENT Item (Target?, Source?, SourceParent?, Ta rgetParent?, Meta?,
Data?, MoreData?)>

<I-- Meta element type -->

<I-- Element types in the content MUST have name sp ace declared. -->
<I--The Meta content would be something such as: <M eta> <Type

xmins='syncml:metinf'>text/calendar</Type> <Format
xmins='syncml:metinf'>xml</Format> </Meta>-->

<I[ELEMENT Meta (#PCDATA)>

<I--Correlator element type -->
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<IELEMENT Correlator (#PCDATA)>

<!-- Actual data content -->

<IELEMENT Data (#PCDATA)>

<!l-- SyncML Commands -->

<I-- Add operation. -->

<IELEMENT Add (CmdID, NoResp?, Cred?, Meta?, Item+)
<I-- Alert operation. -->

<I-- Alert types are either "User Agent" or "Applic
<IELEMENT Alert (CmdID, NoResp?, Cred?, Data?, Corr
<I-- Atomic operation. All or nothing semantics. --

<IELEMENT Atomic (CmdID, NoResp?, Meta?, (Add | Rep
Atomic | Map | Move | Sequence | Sync | Get | Exec

<!I-- Copy operation. -->

<IELEMENT Copy (CmdID, NoResp?, Cred?, Meta?, Item+
<I-- Delete operation. -->

<IELEMENT Delete (CmdID, NoResp?, Archive?, SftDel?
<!I-- Exec operation -->

<!I-- Executable can either be referenced with Targe

<I-- or can be specified in the Data element type.
<IELEMENT Exec (CmdID, NoResp?, Cred?, Meta?, Corre
<I-- Get operation. -->

<IELEMENT Get (CmdID, NoResp?, Lang?, Cred?, Meta?,
<I-- MAP operation. Create/Delete an item id map ke
<IELEMENT Map (CmdID, Target, Source, Cred?, Meta?,
<IELEMENT Mapltem (Target, Source)>

<I-- Move operation. -->

<IELEMENT Move (CmdID, NoResp?, Cred?, Meta?, Item+
<I-- Put operation. -->

<IELEMENT Put (CmdID, NoResp?, Lang?, Cred?, Meta?,
<!I-- Replace operation. -->

<IELEMENT Replace (CmdID, NoResp?, Cred?, Meta?, It

<!I-- Results operation. -->

ation" oriented -->
elator?, Item*)>

>

lace | Delete | Copy |
| Alert)+)>

)>

, Cred?, Meta?, Item+)>

t element type -->

>

lator?, Item)>

ltem+)>

pt at the server. -->

Mapltem+)>

)>

ltem+)>

em+)>
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<IELEMENT Results (CmdID, MsgRef?, CmdRef, Meta?, T argetRef?, SourceRef?,
ltem+)>

<!-- Search operation. -->

<IELEMENT Search (CmdID, NoResp?, NoResults?, Cred? , Target?, Source+,
Lang?, Meta, Data)>

<l-- Sequence operation. -->

<IELEMENT Sequence (CmdID, NoResp?, Meta?, (Add | R eplace | Delete | Copy
| Atomic | Map | Move | Sync | Get | Alert | Exec)+ )>

<!-- Status operation. -->

<IELEMENT Status (CmdID, MsgRef, CmdRef, Cmd, Targe tRef*, SourceRef*,
Cred?, Chal?, Data, Item*)>

<!-- Synchronize Operation. -->

<IELEMENT Sync (CmdID, NoResp?, Cred?, Target?, Sou rce?, Meta?,
NumberOfChanges?, (Add | Atomic | Copy | Delete | M ove | Replace |
Sequence)*)>

<!-- Filtering operations -->

<IELEMENT Filter (Meta, Field?, Record?, FilterType ?)>
<IELEMENT Field (Item)>

<IELEMENT Record (Item)>

<IELEMENT FilterType (#PCDATA)>

<!-- End of DTD Definition -->
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8. WBXML Definition

The following tables define the token assignmeaidiie mapping of the SyncML related DTDs and elengpes into
WBXML as defined by [WBXML] .

8.1 Code Space Definitions

This version of the SyncML representation protamcification maps all the SyncML related DTDs iW&XML code
spaces.

DTD Name WBXML PUBLICID Formal Public | dentifier
Token (Hex Value)
SyncML FD1 -/ISYNCML//DTD SyncML 1.0//EN
SyncML 1.1 FD3 -/ISYNCML//DTD SyncML 1.1//EN
SyncML 1.2 0x1201 -/ISYNCML//DTD SyncML 1.2//EN

The SyncML DTD is assigned the WBXML document palidientifier (i.e., the "publicid" WBXML BNF produion)
associated with th@x1201t oken.

8.2 Code Page Definitions

The following code page tokens represent SyncMateel DTD public identifiers. This version of thenSiL
representation protocol specification utilizes WiBXML code page tokens for identifying DTDs.

DTD Name WBXML Code Page Formal Public | dentifier
Token (Hex Value)
SyncML 00 -/[SYNCML//DTD SyncML 1.2//EN
MetInf 01 -/[SYNCML//DTD MetInf 1.2//EN
Reserved for DM usage 02 Reserved for DM usage

8.3 Token Definitions

The following WBXML token codes represent elemeppiess (i.e., tags) form code page x00 (zero), SynéMD.

Element Type Name WBXML Tag Token (Hex Value)
Add 05
Alert 06
Archive 07
Atomic 08
Chal 09
Cmd 0A
CmdID 0B
CmdRef oc
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Copy 0D
Cred OE
Data OF
Delete 10
Exec 11
Final 12
Get 13
ltem 14
Lang 15
LocName 16
LocURI 17
Map 18
Mapltem 19
Meta 1A
MsgID 1B
MsgRef 1C
NoResp 1D
NoResults 1E
Put 1F
Replace 20
RespURI 21
Results 22
Search 23
Sequence 24
SessionID 25
SftDel 26
Source 27
SourceRef 28
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Status 29

Sync 2A
SyncBody 2B
SyncHdr 2C
SyncML 2D
Target 2E
TargetRef 2F
Reserved for future use. 30
VerDTD 31
VerProto 32
NumberOfChanges 33
MoreData 34
Field 35

Filter 36
Record 37
FilterType 38
SourceParent 39
TargetParent 3A
Move 3B
Correlator 3C

The WBXML token codes from code page x01 (one)espnt the Metinf DTD. These token definitions agéred in the

MetInf DTD specification [DMPRO] .
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9. Common URI Scheme Types

The following is a list of common URI scheme types

URI Scheme Type

Description

FTP File Transfer Protocol
HTTP Hypertext Transfer Protocol
IMEI International Mobile Equipment

Identifier
LDAP Lightweight Directory Access
Protocol
OBEX IrDA Object Exchange Protocol
SYNCML SyncML specific, as defined in one
of the protocol or format
specifications

WSP Wireless Session Protocol

ESN Electronic Serial Number
MEID Mobile Equipment Identity
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10.Response Status Codes

The response status codes in SyncML are a nunetizalue. The codes are divided into six clasEks.only valid values
are the standard values defined in this specitinati

Implementations that desire to add to these vaB#ULD submit a change requesitailto:technical-
comments@openmobilealliance.org

Status Codes Reason Phrase

Informational 1xx

101 In progress. The specified SyncML command is besngied out,
but has not yet completed.

Successful 2xx

200 OK. The SyncML command completed successfully.

201 Item added. The requested item was added.

202 Accepted for processing. The request to eitheartemote
execution of an application or to alert a userppligation was
successfully performed.

203 Non-authoritative response. The request is beiggarded to by

an entity other than the one targeted. The resperamdy to be
returned when the request would have been result@@00
response code from the authoritative target.

204 No content. The request was successfully completédo data is
being returned. The response code is also retunn@gponse to a
Get when the target has no content.

205 Reset content. The source SHOULD update their cbnide
originator of the request is being told that tleintent SHOULD
be synchronized to get an up to date version.

206 Partial content. The response indicates that oautyqf the
command was completed. If the remainder of the canthtan be
completed later, then when completed another apiatep
completion request status code SHOULD be created.

207 Conflict resolved with merge. The response inds#tat the
request created a conflict; which was resolved witherge of the
client and server instances of the data. The respmtiudes both
the Target and Source URLs in titem of theStatus . In
addition, a Replace command is returned with thegetbdata.

208 Conflict resolved with client’'s command "winning'he response
indicates that there was an update conflict; whiels resolved by
the client command winning.

209 Conflict resolved with duplicate. The responsedats that the
request created an update conflict; which was vesiolith a
duplication of the client’s data being createdhia server databasg|.
The response includes both the target URI of th@ichte in the
Iltem of theStatus . In addition, in the case of a two-way
synchronization, aAdd command is returned with the duplicate
data definition.

210 Delete without archive. The response indicatestti@tequested
data was successfully deleted, but that it wasargtived prior to
deletion because this OPTIONAL feature was not sttpp by the
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implementation.

211 Iltem not deleted. The requested item was not fourcbutd have
been previously deleted.

212 Authentication accepted. No further authenticattoneeded for th¢
remainder of the synchronization session. Thismese code can
only be used in response to a request in whicletb@entials were

provided.

213 Chunked item accepted and buffered.

214 Operation cancelled. The SyncML command completed
successfully, but no more commands will be proatsgthin the
session.

215 Not executed. A command was not executed, as & tésiser

interaction and user chose not to accept the choice

216 Atomic roll back OK. A command was insidéomic element
andAtomic failed. This command was rolled back successfully.

Redirection 3xx

300 Multiple choices. The requested target is onemdraber of
multiple alternatives requested target. The alterasSHOULD
also be returned in tHeem element type in th8tatus

301 Moved permanently. The requested target has a iewThe new
URI SHOULD also be returned in titem element type in the
Status

302 Found. The requested target has temporarily maveddifferent

URI. The original URI SHOULD continue to be usetheTURI of
the temporary location SHOULD also be returnechiltem
element type in th8tatus . The requestor SHOULD confirm the
identity and authority of the temporary URI to aotbehalf of the
original target URI.

303 See other. The requested target can be found #iearidRI. The
other URI SHOULD be returned in tihiem element type in the
Status

304 Not modified. The requested SyncML command wasretuted

on the target. This is an additional responsedaatbe added to
any of the other Redirection response codes.

305 Use proxy. The requested target MUST be accessedgh the
specified proxy URI. The proxy URI SHOULD also leturned in
theltem element type in th8tatus

Originator Exceptions 4xx

400 Bad request. The requested command could not ferpexd
because of malformed syntax in the command. Théonmadd
command MAY also be returned in them element type in the
Status

401 Invalid credentials. The requested command failsthbse the
requestor MUST provide proper authentication. & ghoperty type
of authentication was presented in the originaliest, then the
response code indicates that the requested comhaenioleen
refused for those credentials.

402 Paymentneeded. The requested command failed bepsnser
payment isneeded. This version of SyncML does taotdardize
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the payment mechanism.

403 Forbidden. The requested command failed, but ttipient
understood the requested command. Authenticatibmati help
and the request SHOULD NOT be repeated. If thepiewt wishes
to make public why the request was denied, theesargbtion
MAY be specified in thétem element type in th8tatus . If the
recipient does not wish to make public why the esjuvas denied
then the response code 404 MAY be used instead.

404 Not found. The requested target was not found.ndaation is
given as to whether this is a temporary or permao@mdition. The
response code 410 SHOULD be used when the condstion
permanent and the recipient wishes to make thigpiaalic. This
response code is also used when the recipientrdegant to
make public the reason for why a requested comrisanat
allowed or when no other response code is apptepria

405 Command not allowed. The requested command islioste] on
the target. The recipient SHOULD return the allowedhmand for
the target in thétem element type in th8tatus

406 Optional feature not supported. The requested cordrfailed
because an OPTIONAL feature in the request wasungported.
The unsupported feature SHOULD be specified byitéma
element type in th8tatus

407 Missing credentials. This response code is sindl&01 except
that the response code indicates that the origiMatdST first
authenticate with the recipient. The recipient SHOUlso return
the suitable challenge in tihal element type in th8tatus

408 Request timeout. An expected message was not egteiithin the
REQUIRED period of time. The request can be regeat@nother
time. TheRespURI can be used to specify the URI and optiona
the date/time after which the originator can repeatrequest. See
RespURI for details.

409 Conflict. The requested failed because of an updatéict
between the client and server versions of the &sting of the
conflict resolution policy is outside the scopdlu$ version of
SyncML. However, identification of conflict resoloh performed,
if any, is within the scope.

y

410 Gone. The requested target is no longer on theiegtiand no
forwarding URI is known.
411 SizeREQUIRED. The requested command MUST be accoiegba

by byte size or length information in theta element type.

412 Incomplete command. The requested command failetden
recipient because it was incomplete or incorrefcttyned. The
recipient SHOULD specify the portion of the commahat was
incomplete or incorrect in tHeem element type in th8tatus

413 Request entity too large. The recipient is refusogerform the
requested command because the requested iterges than the
recipient is able or willing to process. If the ddion is temporary,
the recipient SHOULD also includeStatus ~ with the response
code 418 and specifyRespURI with the response URI and
optionally the date/time that the command SHOULDdyeated.
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414 URI too long. The requested command failed becthesearget
URI is too long for what the recipient is able dlliwg to process.
This response code is seldom encountered, buetwbken a
recipient perceives that an intruder might be atttamy to exploit
security holes or other defects in order to thre#te recipient.

415 Unsupported media type or format. The unsuppornbetent type
or format SHOULD also be identified in thiem element type in
the Status

416 Requested size too big. The request failed bedhesepecified
byte size in the request was too big.

417 Retry later. The request failed at this time areldtiginator

SHOULD retry the request later. The recipient SHQWpecify a
RespURI with the response URI and the date/time that the
command SHOULD be repeated.

418 Already exists. The requestdit or Add command failed
because the target already exists.

419 Conflict resolved with server data. The responsi&ates that the
client request created a conflict; which was resdlisy the server
command winning. The normal information in tB&tus
SHOULD be sufficient for the client to "undo" thesolution, if it
is desired.

420 Device full. The response indicates that the reciphas no more
storage space for the remaining synchronizatioa. ddte response
includes the remaining number of data that couldoeareturned to
the originator in thétem of theStatus

421 Unknown search grammar. The requested command failehe
server because the specified search grammar wésoan. The
client SHOULD re-specify the search using a knoearsh
grammar.

422 Bad CGI Script. The requested command failed orsémeer
because the CGl scripting in thecURI was incorrectly formed.
The client SHOULD re-specify the portion of the coand that
was incorrect in théem element type in th8tatus

423 Soft-delete conflict. The requested command failedause the
"Soft Deleted" item was previously "Hard Deletedi'tbe server.

424 Size mismatch. The chunked object was receivedheusize of
the received object did not match the size declaigdn the first
chunk.

425 Permission Denied. The requested command failedusecthe

sender does not have adequate access control pemsi¢ACL)
on the recipient.

426 Partial item not accepted. Receiver of status dé6a¥ resend the
whole item in next package.

427 Item Not empty. Parent cannot be deleted sincentains children.

428 Move Failed

Recipient Exception 5xx

500 Command failed. The recipient encountered an uregde
condition which prevented it from fulfilling the gaest

501 Command not implemented. The recipient does nqi@tiphe
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command REQUIRED to fulfill the request. This ig thppropriate
response when the recipient does not recognizeetheested
command and is not capable of supporting it for mspurce.

502 Bad gateway. The recipient, while acting as a gayesv proxy,
received an invalid response from the upstreanpie it
accessed in attempting to fulfill the request.

503 Service unavailable. The recipient is currentlyhladao handle the
request due to a temporary overloading or maintemanthe
recipient. The implication is that this is a temgagrcondition;
which will be alleviated after some delay. The pgent SHOULD
specify the URI and date/time after which the erégor SHOULD
retry in theRespURI in the response.

504 Gateway timeout. The recipient, while acting assegyay or
proxy, did not receive a timely response from thstteam
recipient specified by the URI (e.g. HTTP, FTP, LBP)*or some
other auxiliary recipient (e.g. DNS) it needed toess in
attempting to complete the request.

505 DTD Version not supported. The recipient does nppsrt or
refuses to support the specified version of SyndWID used in
the request SyncML Message. The recipient MUSTuihelthe
versions it does support in them element type in th8tatus

506 Processing error. An application error occurred@hrocessing
the request. The originator SHOULD retry the re¢ugse
RespURI can contain the URI and date/time after which the
originator can retry the request.

507 Atomic failed. The error caused all SyncML commands it
Atomic element type to fail.
508 RefreshREQUIRED. An error occurred that necessitatesfresh

of the current synchronization state of the cligith the server.
Client is requested to initiate the session typcHjgd in the
server's ALERT (which is included in the same pagkas the
Status 508). The only valid values for this ALERTE aither a slow
sync (201) or a refresh with the server.

509 Reserved for future use.

510 Data store failure. An error occurred while progegshe request.
The error is related to a failure in the recipigata store.

511 Server failure. A severe error occurred in the sewhile
processing the request. The originator SHOULD NéxXfyrthe
request.

512 Synchronization failed. An application error ocedtduring the

synchronization session. The originator SHOULDa#she
synchronization session from the beginning.

513 Protocol Version not supported. The recipient dosssupport or
refuses to support the specified version of thecBjn
Synchronization Protocol used in the request Syndhdissage.
The recipient MUST include the versions it doespsupin the
Iltem element type in th8tatus

514 Operation cancelled. The SyncML command was notpbeted
successfully, since the operation was already dkeacleefore
processing the command. The originator SHOULD retiea
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command in the next session.

516 Atomic roll back failed. Command was insideomic element
andAtomic failed. This command was not rolled back
successfully. Server SHOULD take action to trygoaver client
back into original state.

517 Atomic response too large to fit. The responsentatamic
command was too large to fit in a single message.

Application specific codes 1xxx

1000 — 1999 These status codes are application specific staiss and the
meanings of these are not defined in this spetidfina

It is recommended to define status codes with déimeesgrouping as
above within this application specific interval litits the
application that defines the allowed values:

Informational 11xx
Successful 12xx
Redirection 13xx

Originator Exceptions  14xx
Recipient Exception 15xx
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Appendix B. Static Conformance Requirements (Normative)

The notation used in this appendix is specifieliinor! Reference source not found.. Further static conformance
requirements for the usage of this specificatiensgecified in [DSREPU], [DSPRO] [DMREPU] and [DRP] .

B.1 Client Features
B.1.1 Security

Item Function Ref. Status Requirement
DSDM-RepPro-SEC- | Support Basic and MD5 5.3 M
C-001
DSDM-RepPro-SEC- | Support optional authentication types 531 O
C-002

B.1.2 XML Usage

Item Function Ref. Status Requirement

DSDM-RepPro-XML- | Support namespace usage 54 M
C-001

B.1.3  MIME Usage

Item Function Ref. Status Requirement

DSDM-RepPro-MIME- | Support MIME content types 5.5 M
C-001

B.1.4 Identifiers

Item Function Ref. Status Requirement

DSDM-RepPro-IDS-C-| Support URI, URN, textual names 5.6 M
001

B.1.5 Common Use Elements

Item Function Ref. Status Requirement
DSDM-RepPro-CUE- | Support Archive 6.1.1 (0]
C-001
DSDM-RepPro-CUE- | Support Chal 6.1.2 @) DSDM-RepPro-DDE-C-003
C-002
DSDM-RepPro-CUE- | Support Cmd 6.1.3 0]
C-003
DSDM-RepPro-CUE- | Support CmdID 6.1.4 O
C-004
DSDM-RepPro-CUE- | Support CmdRef 6.1.5 0]
C-005
DSDM-RepPro-CUE- | Support Cred 6.1.6 @] DSDM-RepPro-DDE-C-001
C-006
DSDM-RepPro-CUE- Support Field 6.1.7 (0]
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Item Function Ref. | Status Requirement

C-007

DSDM-RepPro-CUE- | Support Filter 6.1.8 0] DSDM-RepPro-DDE-C-003
C-008

DSDM-RepPro-CUE- | Support Filter Type 6.1.9 0]
C-009

DSDM-RepPro-CUE- | Support Final 6.1.1( @]
C-010

DSDM-RepPro-CUE- | Support Lang 6.1.11 0]
C-011

DSDM-RepPro-CUE- | Support LocName 6.1.1P 0]
C-012

DSDM-RepPro-CUE- | Support LocURI 6.1.13 O
C-013

DSDM-RepPro-CUE- | Support MoreData 6.1.14 @]
C-014

DSDM-RepPro-CUE- | Support MsglD 6.1.15 O
C-015

DSDM-RepPro-CUE- | Support NoResp 6.1.17 0]
C-016

DSDM-RepPro-CUE- | Support NoResults 6.1.18 0]
C-017

DSDM-RepPro-CUE- | Support NumberOfChanges 6.1.19 G
C-018

DSDM-RepPro-CUE- | Support Record 6.1.20 @)
C-019

DSDM-RepPro-CUE- | Support RespURI 6.1.211 @)
C-020

DSDM-RepPro-CUE- | Support SessionlD 6.1.22 O
C-021

DSDM-RepPro-CUE- | Support SftDel 6.1.23 @)
C-022

DSDM-RepPro-CUE- | Support Source 6.1.24 0] DSDM-RepPro-CUE-C-013
C-023

DSDM-RepPro-CUE- | Support SourceParent 6.1.25 O
C-024

DSDM-RepPro-CUE- | Support SourceRef 6.1.26 O
C-025

DSDM-RepPro-CUE- | Support Target 6.1.27 O DSDM-RepPro-CUE-C-013
C-026

DSDM-RepPro-CUE- | Support TargetParent 6.1.28 O
C-027

DSDM-RepPro-CUE- | Support TargetRef 6.1.29 0]
C-001

DSDM-RepPro-CUE- | Support VerDTD 6.1.3C M
C-028

DSDM-RepPro-CUE- | Support VerProto 6.1.31 M
C-029
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01

B.1.6 Message Container Elements
Item Function Ref. Status Requirement
DSDM-RepPro-MCE- | Support SyncML 6.2.1 M DSDM-RepPro-MCE-C-
C-001 002 AND DSDM-RepPro-
MCE-C-003
DSDM-RepPro-MCE- | Support SyncHdr 6.2.2 M DSDM-RepPro-CUE-C-0
C-002 AND DSDM-RepPro-CUE-
C-029 AND DSDM-
RepPro-CUE-C-021 AND
DSDM-RepPro-CUE-C-015
AND DSDM-RepPro-CUE-
C-023 AND DSDM-
RepPro-CUE-C-026
DSDM-RepPro-MCE- | Support SyncBody 6.2.3 M DSDM-RepPro-PME-C-0
C-003 OR DSDM-RepPro-PCE-C
001 OR DSDM-RepPro-
PCE-C-002 OR DSDM-
RepPro-PCE-C-003 OR
DSDM-RepPro-PCE-C-004
OR DSDM-RepPro-PCE-C
005 OR DSDM-RepPro-
PCE-C-006 OR DSDM-
RepPro-PCE-C-007 OR
DSDM-RepPro-PCE-C-008
OR DSDM-RepPro-PCE-C
011 OR DSDM-RepPro-
PCE-C-012 OR DSDM-
RepPro-PCE-C-013 OR
DSDM-RepPro-PCE-C-014
OR DSDM-RepPro-PCE-C
015 OR DSDM-RepPro-
PCE-C-016
B.1.7 Data Description Elements
Item Function Ref. | Status Requirement
DSDM-RepPro-DDE- | Support Data 6.3.1 M
C-001
DSDM-RepPro-DDE- | Support ltem 6.3.2 M
C-002
DSDM-RepPro-DDE- | Support Meta 6.3.3 M
C-003
DSDM-RepPro-DDE- | Support Correlator 6.3.4 O
C-004
B.1.8 Protocol Management Elements
Item Function Ref. Status Requirement
DSDM-RepPro-PME- | Support Status 6.4.1 M

C-001
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B.1.9 Protocol Command Elements

Item Function Ref. Status Requirement
DSDM-RepPro-PCE- | Support Add 6.5.1 O DSDM-RepPro-CUE-C-004
C-001 AND DSDM-RepPro-DDE-

C-003
DSDM-RepPro-PCE- | Support Alert 6.5.2 0] DSDM-RepPro-CUE-C-004
C-002 AND DSDM-RepPro-DDE-
C-003
DSDM-RepPro-PCE- | Support Atomic 6.5.3 O DSDM-RepPro-CUE-C-004
C-003 AND (DSDM-RepPro-PCE-

C-001 OR DSDM-RepPro-
PCE-C-002 OR DSDM-
RepPro-PCE-C-003 OR
DSDM-RepPro-PCE-C-004
OR DSDM-RepPro-PCE-C
005 OR DSDM-RepPro-
PCE-C-006 OR DSDM-
RepPro-PCE-C-007 OR
DSDM-RepPro-PCE-C-008
OR
DSDM-RepPro-PCE-C-010
OR DSDM-RepPro-PCE-C
012 OR DSDM-RepPro-
PCE-C-015 OR DSDM-
RepPro-PCE-C-016)

DSDM-RepPro-PCE- | Support Copy 6.5.4 O DSDM-RepPro-CUE-C-004

C-004 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Delete 6.5.5 0] DSDM-RepPro-CUE-C-004

C-005 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Exec 6.5.6 0] DSDM-RepPro-CUE-C-0p4

C-006 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Get 6.5.7 @) DSDM-RepPro-CUE-C-004

C-007 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Map 6.5.8 O DSDM-RepPro-CUE-C-004

C-008 AND DSDM-RepPro-PCE-
C-009

DSDM-RepPro-PCE- | Support Mapltem 6.5.9 0] DSDM-RepPro-CUE-C-0R6

C-009 AND DSDM-RepPro-CUE-
C-023

DSDM-RepPro-PCE- | Support Move 6.5.1( @] DSDM-RepPro-CUE-C-004

C-010 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Put 6.5.11 O DSDM-RepPro-CUE-C-0p4

C-011 AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE- | Support Replace 6.5.12 0] DSDM-RepPro-CUE-C-004

C-012 AND DSDM-RepPro-DDE-
C-003
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Item

Function

Ref.

Requirement

DSDM-RepPro-PCE-
C-013

Support Results

6.5.1

DSDM-RepPro-CUE-C-(
AND DSDM-RepPro-DDE-
C-003

DSDM-RepPro-PCE-
C-014

Support Search

6.5.1

DSDM-RepPro-CUE-C-(
AND DSDM-RepPro-CUE-
C-023 AND DSDM-
RepPro-DDE-C-003 AND
DSDM-RepPro-DDE-C-001

DSDM-RepPro-PCE-
C-015

Support Sequence

6.5.1

DSDM-RepPro-CUE-C-
AND (DSDM-RepPro-PCE+
C-001 OR DSDM-RepPro-
PCE-C-002 OR DSDM-
RepPro-PCE-C-003 OR
DSDM-RepPro-PCE-C-004
OR DSDM-RepPro-PCE-C
005 OR DSDM-RepPro-
PCE-C-006 OR DSDM-
RepPro-PCE-C-007 OR
DSDM-RepPro-PCE-C-008
OR
DSDM-RepPro-PCE-C-010
OR DSDM-RepPro-PCE-C
012 OR DSDM-RepPro-
PCE-C-016)

04

04

D04

DSDM-RepPro-PCE-
C-016

Support Sync

6.5.1¢

DSDM-RepPro-CUE-C-0
AND (DSDM-RepPro-PCE-
C-001 OR DSDM-RepPro-
PCE-C-003 OR
DSDM-RepPro-PCE-C-004
OR
DSDM-RepPro-PCE-C-005
OR DSDM-RepPro-PCE-C
010 OR
DSDM-RepPro-PCE-C-012
OR DSDM-RepPro-PCE-C

04

015)

B.2 Server Features
B.2.1 Security

Item

Function

Ref.

Status

Requirement

001

DSDM-RepPro-SEC-S;

Support Basic and MD5

5.3

002

DSDM-RepPro-SEC-S;

Support optional authentication types

5.3

B.2.2 XML Usage

| Item

Function

| Ref. | status | Requirement
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D3

D1

Item Function Ref. | Status Requirement
DSDM-RepPro-XML- | Support namespace usage 5.4 N
S-001
B.2.3 MIME Usage
Item Function Ref. | Status Requirement
DSDM-RepPro-MIME- | Support MIME content types 5.5 M
S-001
B.2.4 ldentifiers
Item Function Ref. Status Requirement
DSDM-RepPro-IDS-S- | Support URI, URN, textual names 5.6 M
001
B.2.5 Common Use Elements
Item Function Ref. | Status Requirement
DSDM-RepPro-CUE- | Support Archive 6.1.1 (0]
S-001
DSDM-RepPro-CUE- | Support Chal 6.1.2 @) DSDM-RepPro-DDE-S-0
S-002
DSDM-RepPro-CUE- | Support Cmd 6.1.3 0]
S-003
DSDM-RepPro-CUE- | Support CmdID 6.1.4 (0]
S-004
DSDM-RepPro-CUE- | Support CmdRef 6.1.5 0]
S-005
DSDM-RepPro-CUE- | Support Cred 6.1.6 0] DSDM-RepPro-DDE-S-0
S-006
DSDM-RepPro-CUE- | Support Field 6.1.7 (0]
S-007
DSDM-RepPro-CUE- | Support Filter 6.1.8 0] DSDM-RepPro-DDE-S-0
S-008
DSDM-RepPro-CUE- | Support Filter Type 6.1.9 @]
S-009
DSDM-RepPro-CUE- | Support Final 6.1.1( 0]
S-010
DSDM-RepPro-CUE- | Support Lang 6.1.11 0]
S-011
DSDM-RepPro-CUE- | Support LocName 6.1.1P 0]
S-012
DSDM-RepPro-CUE- | Support LocURI 6.1.13 O
S-013
DSDM-RepPro-CUE- | Support MoreData 6.1.14 0]
S-014
DSDM-RepPro-CUE- | Support MsglD 6.1.15 O

S-015
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Item Function Ref. | Status Requirement

DSDM-RepPro-CUE- | Support NoResp 6.1.17 0]

S-016

DSDM-RepPro-CUE- | Support NoResults 6.1.18 0]

S-017

DSDM-RepPro-CUE- | Support NumberOfChanges 6.1.19 g

S-018

DSDM-RepPro-CUE- | Support Record 6.1.20 O

S-019

DSDM-RepPro-CUE- | Support RespURI 6.1.211 O

S-020

DSDM-RepPro-CUE- | Support SessionID 6.1.22 O

S-021

DSDM-RepPro-CUE- | Support SftDel 6.1.23 0]

S-022

DSDM-RepPro-CUE- | Support Source 6.1.24 0] DSDM-RepPro-CUE-S-013

S-023

DSDM-RepPro-CUE- | Support SourceParent 6.1.25 0

S-024

DSDM-RepPro-CUE- | Support SourceRef 6.1.26 O

S-025

DSDM-RepPro-CUE- | Support Target 6.1.27 O DSDM-RepPro-CUE-S-013

S-026

DSDM-RepPro-CUE- | Support TargetParent 6.1.28 O

S-027

DSDM-RepPro-CUE- | Support TargetRef 6.1.29 0]

S-001

DSDM-RepPro-CUE- | Support VerDTD 6.1.3C M

S-028

DSDM-RepPro-CUE- | Support VerProto 6.1.31 M

S-029

B.2.6 Message Container Elements

Item Function Ref. | Status Requirement

DSDM-RepPro-MCE- | Support SyncML 6.2.1 M DSDM-RepPro-MCE-S-002

S-001 AND DSDM-RepPro-MCE-
S-003

DSDM-RepPro-MCE- | Support SyncHdr 6.2.2 M DSDM-RepPro-CUE-S-028

S-002 AND DSDM-RepPro-CUE-
S-029 AND DSDM-
RepPro-CUE-S-021 AND
DSDM-RepPro-CUE-S-015
AND DSDM-RepPro-CUE-
S-023 AND DSDM-
RepPro-CUE-S-026

DSDM-RepPro-MCE- | Support SyncBody 6.2.3 M DSDM-RepPro-PME-S-001

S-003

OR DSDM-RepPro-PCE-SH
001 OR DSDM-RepPro-
PCE-S-002 OR DSDM-

RepPro-PCE-S-003 OR
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Item Function Ref. Status Requirement
DSDM-RepPro-PCE-S-004
OR DSDM-RepPro-PCE-S
005 OR DSDM-RepPro-
PCE-S-006 OR DSDM-
RepPro-PCE-S-007 OR
DSDM-RepPro-PCE-S-008
OR DSDM-RepPro-PCE-S
011 OR DSDM-RepPro-
PCE-S-012 OR DSDM-
RepPro-PCE-S-013 OR
DSDM-RepPro-PCE-S-014
OR DSDM-RepPro-PCE-S
015 OR DSDM-RepPro-
PCE-S-016
B.2.7 Data Description Elements
Item Function Ref. Status Requirement
DSDM-RepPro-DDE- | Support Data 6.3.1 M
S-001
DSDM-RepPro-DDE- | Support ltem 6.3.2 M
S-002
DSDM-RepPro-DDE- | Support Meta 6.3.3 M
S-003
DSDM-RepPro-DDE- | Support Correlator 6.3.4 O
S-003
B.2.8 Protocol Management Elements
Item Function Ref. Status Requirement
DSDM-RepPro-PME- | Support Status 6.4.1 M
S-001
B.2.9 Protocol Command Elements
Item Function Ref. Status Requirement
DSDM-RepPro-PCE-S; Support Add 6.5.1 O DSDM-RepPro-CUE-S-
001 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S{ Support Alert 6.5.2 O DSDM-RepPro-CUE-S-
002 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S1 Support Atomic 6.5.3 O DSDM-RepPro-CUE-S-

003

004 AND (DSDM-RepPro-
PCE-S-001 OR DSDM-
RepPro-PCE-S-002 OR
DSDM-RepPro-PCE-S-
003 OR DSDM-RepPro-
PCE-S-004 OR DSDM-
RepPro-PCE-S-005 OR
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Item Function Ref. Status Requirement
DSDM-RepPro-PCE-S-
006 OR DSDM-RepPro-
PCE-S-007 OR DSDM-
RepPro-PCE-S-008 OR
DSDM-RepPro-PCE-S-
010 OR DSDM-RepPro-
PCE-S-012 OR DSDM-
RepPro-PCE-S-015 OR
DSDM-RepPro-PCE-S-
016)
DSDM-RepPro-PCE-S1 Support Copy 6.5.4 0] DSDM-RepPro-CUE-S-
004 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S1 Support Delete 6.5.5 O DSDM-RepPro-CUE-S-
005 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S{ Support Exec 6.5.6 O DSDM-RepPro-CUE-S-
006 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S+ Support Get 6.5.7 @] DSDM-RepPro-CUE-S-
007 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S+1 Support Map 6.5.8 O] DSDM-RepPro-CUE-S-
008 004 AND DSDM-RepPro-
PCE-S-009
DSDM-RepPro-PCE-S{ Support Mapltem 6.5.9 O DSDM-RepPro-CUE-S-
009 026 AND DSDM-RepPro-
CUE-S-023
DSDM-RepPro-PCE-S¢ Support Move 6.5.1( O DSDM-RepPro-CUE-S-
010 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S+ Support Put 6.5.11 O DSDM-RepPro-CUE-S-
011 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S{ Support Replace 6.5.12 @] DSDM-RepPro-CUE-S+
012 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S; Support Results 6.5.18 @) DSDM-RepPro-CUE-S-
013 004 AND DSDM-RepPro-
DDE-S-003
DSDM-RepPro-PCE-S; Support Search 6.5.14 O DSDM-RepPro-CUE-S-
014 004 AND DSDM-RepPro-
CUE-S-023 AND DSDM-
RepPro-DDE-S-003 AND
DSDM-RepPro-DDE-S-
001
DSDM-RepPro-PCE-S+ Support Sequence 6.5.15 O DSDM-RepPro-CUE-St
015 004 AND (DSDM-RepPro-
PCE-S-001 OR DSDM-
RepPro-PCE-S-002 OR
DSDM-RepPro-PCE-S-
003 OR DSDM-RepPro-
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Item

Function

Ref.

Status

Requirement

PCE-S-004 OR DSDM-
RepPro-PCE-S-005 OR
DSDM-RepPro-PCE-S-
006 OR DSDM-RepPro-
PCE-S-007 OR DSDM-
RepPro-PCE-S-008 OR
DSDM-RepPro-PCE-S-
010 OR DSDM-RepPro-
PCE-S-012 OR DSDM-
RepPro-PCE-S-016)

016

DSDM-RepPro-PCE-S;

Support Sync

6.5.1¢

DSDM-RepPro-CUE-S-
004 AND (DSDM-RepPro-
PCE-S-001 OR DSDM-
RepPro-PCE-S-003 OR
DSDM-RepPro-PCE-S-
004 OR
DSDM-RepPro-PCE-S-
005 OR DSDM-RepPro-
PCE-S-010 OR
DSDM-RepPro-PCE-S-
012 OR DSDM-RepPro-
PCE-S-015)
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