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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

The Enabler Test Requirements (ETR) document fEthabler under consideration is created and niagttdy the
Technical Working Group (TWG) responsible for theftnical specifications for the corresponding Eeabl

The ETR document is intended to cover at leastetheguirements collected in the Requirements Dootlfil?MSCRD] and
the Architecture Document [DMSCAD] in addition toyaother items the TWG has identified as importrugh to
warrant attention from interoperability perspectarel identify any technical functionalities thabstd be covered by

testing.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

3.2 Definitions

TestFest Multi-lateral interoperability testing event
3.3 Abbreviations

AD Architecture Document

DM_SC Device Management Smart Card

OMA Open Mobile Alliance

RD Requirements Document

SCWS Smartcard Web Server
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4. Introduction

The purpose of this Enabler Test Requirements deatiia to help guide the testing effort for the Elea OMA DM Smart
Card V1.0, documenting those areas where testingp#& important to ensure interoperability of impéntations.

The Enabler under consideration comprises thevatig specifications:

« OMA DM Smart Card Requirements, version 1.0: Sp&wif the requirements for the enabler.
« OMA DM Smart Card Architecture, version 1.0: Spygici§ the architectural design for the enabler.

« OMA DM Smart Card Technical Specification, versibf: Specifying the technical details that allow th
implementation of a DM Server in a Smart Card thatble to establish DM Sessions as defined in [B&Pwith
DM Client residing in the device.

Generally, the testing activity should aim at vatidg the normal working behaviour of the clientyge interactions, as well
as testing the error conditions whenever it is fpbss$o set up the appropriate scenarios. As OMA Biart Card V1.0 re-
uses [DMERELD] and [SCWSERELD] enablers testinghofse enablers is outside the scope of this spetiifin;
nevertheless, minimum features required from tlersblers to build OMA DM Smart Card V1.0 are in@dddn the present
specification to provide a testing framework. Thkdwing sections provide a more detailed desaiptf the testing
requirements for OMA DM_SC V1.0.

This document also intends to provide some guidandde prioritization of the specifications andtfees to be tested
within Enabler OMA DM Smart Card V1.0.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Test Requirements

The OMA DM Smart Card enabler (DM_SC) allows thelementation of a DM Server in a Smart Card andipes the
mechanisms required to trigger DM sessions with Olidnt residing in the device.

5.1 Enabler Test Requirements

The test requirements collected in this sectiorreleted to the Enabler DM_SC V1.0.

In this section, it should be defined what spedificctionalities of this Enabler shall or shouldtbsted to ensure adequate
operational of the implementations, including aegwsity requirements and constraints on usageeifipd (e.g. user can
forward a media object but can not visualize it)affmeans that devices (clients/serves) shall dat thiey have to do and
they shall not do what they are not allowed toRiuth types of test requirements (positive and negaésting) should be
included here if so required.

Besides this information, OMA Architecture spedfi “Framework Architecture”, consisting of a setemmon functions
that need to be invoked in most use cases involviaglifferent Service Enablers. The functionaléguirements defined in
the OMA Framework Architecture, i.e. authenticatianthorization, charging, billing, common diregtoetc. should also be
listed in this table.Use cases are the main inpidentify test requirements.

The following test requirements should cover botimférmance test requirements (i.e. functionalityéatested to verify
wheter it is implemented either in the client sidén the server side) and Interoperability teguisements (i.e. client/server
interactions one with another)

The following sections (Mandatory and Optional tesfuirements) could also be separated for cliedtsgrver test
requirements.

The tables for the mandatory and optional testirements include the following columns:

FEATURE KEY: A set of characters uniquely identifying the eealbést requirement to be tested.
It is suggested that the Feature Key is no lontggm ¢ to 5 characters. The
purpose of the Feature Key is that when usedsiinditly refers to only one
feature to be tested.

FEATURE DESCRIPTION: A description of a technical specification feattw be tested.
FEATURE TEST REQUIREMENTS: A description of what shall be tested for thettiea,

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering manddéatyrres/functions of an Enabler which shall alwlagsmplemented in
the client/server

NOTE: These tables need to be filled out at alleveere ambiguity is not present but details areaverwhelming.

Ambiguity means that the details do not have séweemnings nor have more than one possible impléatien path
following.

5.1.1.1 DM Client

No new test requirements for DM Clients are intrmetiiin this specification. Testing of the DM Clienandatory features is
a prerequisite and MUST be performed accordindptdETS].

Table 1 lists some options of [DMERELD] along witteir test requirements (i.e. [DMETR]) that becoma&ndatory within
the context of DM_SC. Testing of such features MUW@Tperformed according to the corresponding festification (i.e.
[DMETS)).

FeatureKey Feature Description Feature Test Requirements
(e.g. Featurefrom [DMETR])
NOTI_C_M_01 Server Initiated Notification Requiregtest server initiated notification
nglr(;Cval HTTP_C_M_02 HTTP binding Required to test the tpamsis utilized
Error
Flow

Table 1: DM Client Applicability Table for Enabler Specific Mandatory Test Requirements

51.1.2 DM_SC Server

No new test requirements for DM Servers are inteedlin this specification. Testing of the DM Serm@andatory features
MUST be performed according to [DMETS].

Table 2 lists some options of [DMERELD] along witteir test requirements (i.e. [DMETR]) that becoma&ndatory within
the context of DM_SC. Testing of such features MUW&Tperformed according to the corresponding festification (i.e.
[DMETS)).

Mandatory features for a SCWS MUST comply with tleeirresponding requirements and test specificdtien
[SCWSETR] and [SCWSETS)).

FeatureKey Feature Description Feature Test Requirements
(e.g. Featurefrom [DMETR])

Normal | NOTI_S_M_01 Server Initiated Notification Requiredtest server initiated notification
Flow |HTTP_S_M_02 HTTP binding Mandated to test the fpanisis utilized
Error
Flow

Table2: DM_SC Server Applicability Tablefor Enabler Specific Mandatory Test Requirements

5.1.1.3 DM_SC Gateway

FeatureKey ‘ Feature Description Feature Test Requirements

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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DM

FeatureKey Feature Description Feature Test Requirements
OFTCFG_D_M_01| Support of off-line trigger method Required to test th&egistry Application data is
configuration properly communicated to the Smart card
WUP_D_M_02 Support of wake-up mechanism Requirgddbthat the Smart card is able to send a
Notification using either an off-line trigger, on an-
Normal line trigger.
Flow |[TRIG_D M 03 Support of trigger method Requiredest that DM Notification is locally sent
from the Smart card to the DM Client.
TRNS_D_M_04 Use local transport protocols with 8mart| Required to test whether local transport protoceals be|
card used with smart card. i.e. BIP protocol or TCP/IP
protocol
Error |TERR_D M 01 Support of trigger method errors Regplibo test that error cases (e.g. DM Client bus
Elow are properly handled by the Smart card.

)

Table 3: DM_SC Gateway Applicability Tablefor Enabler Specific Mandatory Test Requirements
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Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETR-DM_SC-V1_0-20100427-C Page 11 (13)

5.1.2 Optional Test Requirements

Optional test requirements are covering optionalifiees/functions of an Enabler.

If an optional requirement of the Enabler is impéeted in the client/server, this requirement SHAld tested.
NOTE: These tables need to be filled out at allevere ambiguity is not present but details areaverwhelming.

Ambiguity means that the details do not have séweemnings nor have more than one possible impleatien path
following.

5.1.21 DM Client

Testing of the DM Client optional features usedtiy DM_SC enabler MUST be performed according ¢ocibrresponding
test specification (i.e. [DMETS]). Those featureB§T be included in the [DMSCTS] and are listed héss for
completeness.

Feature Key Feature Description Feature Test Requirements
Normal |HTTPS_C_O_01| HTTPS support Required to test thesprart is utilized
Flow
Error
Flow

Table4: DM Client Applicability Tablefor Enabler Specific Optional Test Requirements

5.1.2.2 DM_SC Server

Testing of the DM Server and SCWS optional featusesd by the DM_SC enabler MUST be performed aaogrt the
corresponding test specification (i.e. [DMETS] 48€@WSETS]).

Feature Key Feature Description Feature Test Requirements
Normal |HTTPS_S_M_01] HTTPS support Mandated to test tmsprart is utilized
Flow
Error
Flow

Table5: DM_SC Server Applicability Tablefor Enabler Specific Optional Test Requirements

5.1.2.3 DM_SC Gateway

Feature Key Feature Description Feature Test Requirements

Normal
Flow

Error
Flow

Table 6: DM_SC Gateway Applicability Tablefor Enabler Specific Optional Test Requirements
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5.2 Backwards Compatibility

Smartcards which implement this version of the &81gDMSCERELD] SHALL be compatible with OMA DM V2.
Notification [DMNOTI].

Smartcards which implement this version of the &81dgDMSCERELD] SHALL respond to a Pkg#1 from an @NDM
V1.2 client by using OMA DM protocol V1.2 [DMPRO].

5.3 Enabler Dependencies

The DM_SC depends upon two OMA enablers:
1. OMA Device Management V1.2 enabler [ DMERELD]. Frarhich it re-uses transparently:
o OMA Device Management Notification Initiated Sessil.2 [DMNOTI]
o OMA Device Management Protocol V1.2 [DMPRO] andresponding DTD.
2. OMA Smartcard Web Server V1.1 enabler [SCWSEREIHD§m which it re-uses transparently:
0 OMA Smartcard Web Server V1.1 technical specifaafSCWSTS]
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No previous version within OMA

A.2 Draft/Candidate Version 1.0 History

Document I dentifier Date Sections Description
Draft Version 03 Dec 2009 All Incorporates:
OMA-ETR-DM_SC-V1_0 OMA-DM-SC-2009-0016R02-INP_ETR_baseline
Candidate Version n/a n/a Status changed to Candidate by TP:
OMA-ETR-DM_SC-V1_0 Ref#OMA-TP-2010-0190R01-
INP_DM_Smart_Card_V1_0_ERP_for_Candidate_Approval

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



