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1. Scope

This document describes DiagMonMO employed in Daagics and Monitoring management that builds onlenerages
the OMA DM v1.2 protocol [DMPRO]. It provides stiéerd DM Management Objects and associated clielet@nd server-
side behaviour necessary to conduct Diagnosticdvionitoring activities on mobile devices.

The DiagMonMO defined in this specification willqwide the Diagnostics and Monitoring System witlpeaeric framework
and interface to the device functions that perfdifferent Diagnostics and Monitoring activities. é&e functions are not

specified in this enabler release.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exghjiéghdicated to be

informative.

3.2 Definitions

Device Description
Framework

Device Management

Device M anagement
Server

Diagnostics and
Monitoring Function

Diagnostics and
Monitoring System

Interior Node

L eaf Node

Management Tree

Management Object

Node

A specification for how to describe the managensgntax and semantics for a particular device type.

Management of the Device configuration and othemamad objects of Devices from the point of view of
the various Management Authorities. Device Managgnmeludes, but is not restricted to setting aliti
configuration information in Devices, subsequerdatps of persistent information in Devices, retlef
management information from Devices and processuegits and alarms generated by Devices.

A network based entity that issues OMA DM commataddevices and correctly interprets responses sent
from the devices.

Functions in a device that can be remotely invdkgad Diagnostics and Monitoring System, that, when
invoked, executes a diagnostics related logictiarneresults

A system that is associated with the Device Managgi8ystem and is also under the administratian of
management authority. It employs the standard BeManagement System interaction with a (set of)
device(s). The Diagnostics and Monitoring Systeovjates enhancements to the Device Management
System to support Diagnostics and Monitoring.

A node that may have child nodes, but cannot stoyevalue. The Format property of an interior nizde
node.

A node that can store a value, but cannot havd doitles. The Format property of a leaf node isode.

The mechanism by which the management client iatenaith the device, e.g. by storing and retrieving
values from it and by manipulating the propertiei,dor example the access control lists.

A MO is the data model for information which isagical part of the interfaces exposed by DM
components

A node is a single element in a management treereléan be two kinds of nodes in a management tree:
interior nodes and leaf nodes. The Format propEréynode provides information about whether a risde
a leaf or an interior node.

3.3 Abbreviations

DDF Device Description Framework
DFID Diagnostic Function Identifier
DiagMonM O Diagnostics and Monitoring MO
DM Device Management

MO Management Object

OMA Open Mobile Alliance

URI Uniform Resource Identifier
URL Uniform Resource Locator
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4. Introduction

The Diagnostics and Monitoring (DiagMon) Functigesform various Diagnostics and Monitoring actidtiin order to
diagnose problems, report data, or collect measem&sata associated with a device, with applinatan the device, with
the network in which the device operates or witbess to services provided by the network.

The purpose of the DiagMonMO is to provide a genffEEmework and interface for different Diagnosticgl Monitoring
Functions so that they can be managed in a consisi@nner by using the same description framewdtie specific
Diagnostics and Monitoring functions will not befided in this specification.
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5. The DiagMon Framework

The generic management interface for Diagnostidshonitoring Functions can be broadly divided iti@ parts: the
DiagMon Management Objects and the Alert messageugh this interface a server can configure ookevthe functions
behind it, and retrieve results of Diagnostics anitored information. Note that this interface fiamork does not present
any specificfunction. Instead, it is intended to be used tornged wide range of DiagMon functions. For thisgmse, the
Diagnostics and Monitoring Function ID (DFID) isadsto identify the function represented by thigiface. With this
identifier, the server is able to get further imi@tion of the function.

In addition, this generic management interfaceesighed to cover different processing types ofotarifunctions —
synchronous, asynchronous or always running - &sadta allow multiple instantiation of the same dtion. In case of
multiple instantiation, separate management objestsl to be created for each instantiation. Ant @ztantiation can be
distinguished by the URIs of the management ohjects

As explained above, this generic management irdenfaovides a common template that can be reusedg@mwide range
of functions, whilst allowing flexible extensionsr(customization) for different functions.

5.1 DiagMonMO

A _Diagnostics and Monitoring function is residenttba device. The DiagMonMO makes this function reetyo
callable by theédiagnostics and Monitoring SystenThe DiagMonMO is used as the means to exposBitgnostic and
Monitoring function to the Diagnostics and MonitayiSystem. The DiagMonMO will provide the following
management capabilities and diagnostics and mamitoperations.

¢ Invoke the Diagnostics and Monitoring functions

e  Stop the Diagnostics and Monitoring functions

e Configure the Diagnostics and Monitoring functidosreporting, execution, etc.
e Retrieves the Diagnostics and Monitoring data errésults

e Notifications using the Generic Alert

5.2 Diagnostics and Monitoring Management Object

The management objects associated with Diagnaatidsvionitoring management are assembled undertemat nodex
(dynamically or statically created).

Management Object identifier: urn:oma:mo:oma-diagmon:1.0

Protocol Compatibility: This object is compatible with OMA Device Managernprotocol specifications, version 1.2
[DMPRQ].

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3 Figure of the Management Object (Informative)
——  ServerlD _! — ConfigParms ? I
—————— L ———— 4
DiagMonConfig? } DlagDataURL’? I
L ——— —
F—— —— — —
DiagMonData | DefDuration? |
——— ——— J
Description? — DefMemory’? |
——————————— 1
I_— “Status ? I BT ReportCondltlon’> j Frequency? |
____________ ) _—e— — ———
—————— I— —_———-—
—| Operations | Start i Ext?
| TEeT Stop

Figure 1. Diagnostics and Monitoring M anagement Object

5.4 Diagnostics and Monitoring Management Object Parameters

This section describes the properties for DiagMonMO

<>
Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore node Get
This interior node groups together the parametetiseoDiagMon MO. The ancestor elements of thisedefine
the position in the DM tree of this MO.
<x>/DFID
Status Tree Occurrence Format Min. Access Types
Required One chr Get

DFID leaf node is used to contain a unique idesttifinat identifies the Diagnostics and Monitoringdtion. The

value of the leaf node MUST be a unique registéedtifier. The DFIDs and how the identifiers aegistered will
not be specified in this specification.
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<x>/Server|D
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

The ServerID leaf node is used to identify the IMag server where the alert and collected Diagnsstitd
Monitoring data SHALL be sent if the node is prdsen

Values
Leaf values are in URI format [RFC3986]

<x>/Description

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This optional leaf node provides a descriptionhaf Diagnostics and Monitoring function.

<x>/DiagM onConfig

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is a placeholder for the Diagimssand Monitoring configuration information. Somthe
supported sub-nodes of this node (as per the d®&d® MAY be invalid for specific DiagMon Functions

<x>/DiagM onConfig/ConfigPar ms

Status Tree Occurrence Format Min. Access Types
Optional One node Get

This interior node is a placeholder for one or muaeameters related to the Diagnostics and Monigdfiinction.
This node provides additional configuration infotioa (e.g. package which may contain Key Perfornreanc
Indicators to be recorded) for a given DFID. Thatent MAY be associated with the specific DFID énhdot
specified in this specification.

<x>/DiagM onConfig/DiagDataURL
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node contains the URL [RFC3986] of aeralate data server that the client MAY use to @eltte
Diagnostics and Monitoring data.
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<x>/DiagM onConfig/DefDur ation
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne int Get

This node specifies the time-limit threshold fonming of the Diagnostics and Monitoring function&hen the
time-limit threshold is exceeded the DiagMon CIisHIST stop the Diagnostics and Monitoring functidiis
time is expressed in seconds, presented as alB&igned non-negative integer.

<x>/DiagM onConfig/DefM emory

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne int Get

This optional node specifies the Diagnostics anahitdoing memory-size-limit threshold for runningeth
Diagnostics and Monitoring function. When the meynsize-limit is exceeded, the DiagMon Client MUS®s
the Diagnostics and Monitoring function. The amoofitnemory is expressed in bytes, presented abia 32
unsigned non-negative integer.

<x>/DiagM onConfig/ReportCondition

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node acts as a placeholder to corddfarent reporting conditions which indicates whRiagnostics
and Monitoring data is reported back to the Diagioesand Monitoring System via Generic Alert anbssguent
Get commands mechanism.

<x>/DiagM onConfig/ReportConfig/Frequency

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne int Get

This leaf node contains an integer value indicatirggfrequency at which alert about Diagnostics ieditoring
data is reporteback to the Diagnostics and Monitoring System. Dregnostics and Monitoring System MAY use
Get command on the ‘DiagMonData’ node to retrielagdostics data.

Note: Each diagnostic function will define whag thet of diagnostic data is to be collected.

Values Description

0 The Device SHOULD NOT send generic alert to Dslits and
Monitoring System when the set of diagnostics dasbeen

completelycollectec.
1 The Device MUST send generic alert as soon agipaato

Diagnostics and Monitoring System when the setiafmostics
data has been completely collected.

any other value greater| The Device MUST send generic alert as soon asipahtd

than 1 Diagnostics and Monitoring System after tf{eset of diagnostics
datahas been completely collec.
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<x>/DiagM onConfig/ReportCondition/Ext

Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This interior node allows for the extensions ororggonfigurations.

<x>/DiagM onData

Status

Tree Occurrence

Format

Min. Access Types

Required

One

node

Get

This node identifies the collected Diagnostics Btahitoring data, which SHOULD be retrieved by theagnhostics
and Monitoring System. The collected DiagMon datuits as identified by leaf nodes that are athébé¢his
node are created dynamically and have appropatedt properties as per [DMTND]. Devices MUST sonpp
adding of leaf nodes under /<x>/DiagMonData. DegiSHOULD support these leaf nodes formatted in xml

<x>/Operations

Status

Tree Occurrence

Format

Min. Access Types

Optional

One

node

Get

This node is a placeholder for operations thathmexecuted to start or stop Diagnostics and Mdngdunction.

<x>/Operations/Start

Status

Tree Occurrence

Format

Min. Access Types

Required

One

null

Exec

This leaf node is the target of an ‘Exec’ commamdtart the Diagnostics and Monitoring functionidest on the

device. This node is required and MUST be predahtiOperations node is supported.

<x>/Operations/Stop

Status

Tree Occurrence

Format

Min. Access Types

Required

ZeroOrOne

null

Exec

This leaf node is the target of an ‘Exec’ commamdtbp the Diagnostics and Monitoring function desit on the
device. This node is required if the Operationsenisdsupported.
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<x>/Status

Status Tree Occurrence Format Min. Access Types
Optional One chr Get

This leaf node specifies the operational stathefiagnostics and Monitoring function. The valdi¢his node
MUST be one of the following , although all valuaght not be applicable to a specific diagnostioction:

State Meaning
Stopped The Diagnostics and Monitoring functiost@pped.
Running The Diagnostics and Monitoring function is runnifiglowing
explicit invocation.

Continuous The Diagnostics and Monitoring function is a continsly available
function that is always running. Running and Stapptates are not
applicable.

<xX>/Ext
Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is a placeholder for platformvendor specific extensions.
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6. Invocation and Reporting Behavior

DiagMon Functions fall into two broad categoridgge that are continuously available and thosehidneat to be explicitly
invoked. The invocation and reporting behavioa@iagMon MO depends on which of the two broad gaties it falls
into.

6.1 Invoking Diagnostic Functions

A DiagMon function that is not continuously availSHALL be invoked by sending an Exec commandéo t
<x/>Operations/Start node.

For functions that are continuously available aplieit invocation using the <x>/Operations noded required. The MO
definitions for such functions MUST NOT support #w>Operations/Start node.

6.2 Result Reporting

6.2.1  Explicitly Invoked Functions

Explicitly invoked DiagMon Functions can report itheesults synchronously or asynchronously, asrilesd in the
following sub-sections

6.2.1.1 Asynchronous Execution (Use of the Generic Alert)

Explicitly invoked DiagMon Functions that executyyachronously MUST report their results by issuiimgalert with type
“urn:oma:at:diagmon:1.0:OperationComplete” in taeng or new DM session, according to the Generict Adechanism
defined in section 8.7 of [ DMPRO]. The GenericAlmessage includes the following data:

* An alert type “urn:oma:at:diagmon:1.0:OperationCtetgd — Used to identify the result type of the mimn;
MUST be included in <Meta>/<Type> element.

» The URI of the operation node on which the Execmamd was invoked— Used to identify the source. This
information MUST be included in the Source/LocURdreent within the Generic Alert.

» The URI of the DiagMonData node or its child nodevides the location at which the output data assed with
the DiagMon Function is present. This informatMb)ST be included in the Target/LocURI element witkie
Generic Alert if the Diagnostics and Monitoring @tion generates DiagMonData. If no DiagMonDatadseyated
then the Target element MUST NOT be present wittnGeneric Alert.

* An integer result code — Used to report resulhefihvocation of the Diagnostics and Monitoringdtion, as
defined in section 6.4. This information MUST beluded in an Iltem/Data element within the GenellieriA

The Diagnostics and Monitoring System MAY retrigkie collected DiagMon Data by sending a Get comntand
DiagMonData or its child nodes.

The following is an example message:

<Alert>

<CmdID>2</CmdID>

<Data>1226</Data> <!-- Alert Code for Genekiert -->

<Item>
<Source>

<LocURI>./DiagMon/abc/Operations/Start</LocURI>
</Source>
<Target>
<LocURI>./DiagMon/abc/DiagMonData</LocURI>

</Target>
<Meta>
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<Type xmins="syncml:metinf*>urn:oma:aigmon:1.0:OperationComplete</Type>
<Format xmlIns="syncml:metinf">text/plaifrormat>
<Mark xmlIns="syncml:metinf*>warning</Mark
</Meta>
<Data>1200</Data> <!-- DiagMon Resuitdg@ -->
</ltem>
</Alert>

6.2.1.2 Synchronous Reporting

For explicitly invoked DiagMon functions thakecute synchronously, the Diagnostics and Momigp8ystem MAY retrieve
the collected DiagMon Data by sending a Get comntariziagMonData or its child nodes.

If the DiagMon function is executed synchronouspytxec command, the DiagMon Client MUST send refsulExec
command as described below:

* The <Data> element MUST contain a valid DiagMonuReSode defined in section 6.4.

* The URI of the operation node on which the Execmamd was invoked — Used to identify the source; NS
included in the <Source>/<LocURI> of <Status>/<Iteglement.

* The URI of the DiagMonData node or its child nodevides the location at which the output data assed with
the DiagMon Function is present. This informatioST be included in the <Target>/<LocURI> of
<Status>/<ltem> element if the Diagnostics and Nwimg function generates DiagMonData. If no Diagilata
is generated then the Target element MUST NOT bseant.

The following is an example message:

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Exec</Cmd>
<Data>1200</Data> <!--DiagMon Result stabasle -->
<ltem>
<Source>
<LocURI>./DiagMon/abc/Operations/Start</LocURI>
</Source>
<Target>
<LocURI>./DiagMon/abc/DiagMonData</LocURI>
</Target>
</ltem>
</Status>

These functions SHALL NOT report any results vian€c Alerts

6.2.2 Continuously Available Functions
For diagnostic function that are continuously aafali, the Diagnostics and Monitoring System MAYiete the DiagMon

Data by sending a Get command to DiagMonData arhiilsl nodes. These functions SHALL NOT report aggults via
Generic Alerts.

6.3 Proposed Alert Type

The following is the Alert Type for the Diagnostiaad Monitoring specific Generic Alert to be semtnfi device to
Diagnostics and Monitoring System at the end ofitivecation of the Diagnostics and Monitoring funas:
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e “urn:oma:at:diagmon:1.0:OperationComplete”

6.4 Result Codes

The Result Code of the DiagMon operation MUST b# ae an integer value in ltem/Data element ofGkeeric Alert
[DMPRO] message or in response to an Exec comnidrelResult Code MUST be one of the values defirgtovn

Code Meaning Usage
1200 Successful Successful - The Request has Siextee
1201 Successful — Data Available Successful — DiagRata is available

1240-1249| Successful — Vendor Specified Succe&yieration with Vendor Specified Result Code.
Note: this extension applies to DiagMon framework.

1250-1259| Successful - DiagMon Successful Operation.
Framework Future Releases . o ]
Specified Note: this extension is for future DiagMon framewor
releases.
1260-1299| Successful - DiagMon Successful Operation.

Function Specified . o ] . )
Note: this extension is for DiagMon Function Spiecif

Result Code.

1400 Operation Failed Operation failed to stargtop Diagnostics and Monitoring
function

1401 Not authorized The server is not authorizecbtaluct this operation.

1402 Not Implemented The device does not suppertefuested operation.

1403 Out of memory The operation failed due to filsient memory in the

device to execute the Diagnostics and Monitoringfion

1404 Storage is Full The operation failed due swfficient storage in the
recipient device to store events or data for Diatjne and
Monitoring function.

1440-1449| Operation Failed — Vendor | Operation Failure with Vendor Specified Result Code
Specified . ] . )
Note: this extension applies to DiagMon framework.

1450-1459| Operation Failed — DiagMon Operation Failure.

Framework Future Releases _ o )
Specified Note: this extension is for future DiagMon framewor

releases.

1460-1499| Operation Failed — DiagMon Operation Failure.

Function Specified _ o ) _ )
Note: this extension is for DiagMon Function Spiecif

Result Code¢
Table 1 - DiagM on Result Codes
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Appendix B.

Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

B.1 SCR for DiagMon Tree Structure

(Normative)

Item

Function

Reference

Requirement

DIAG-T-001-M

Use of appropriate
Management Object
identifier for the
DiagMon node

Section 5.2

DIAG-T-002-M

Support for Required
nodes under root node

Section 5.3

DIAG-T-003-O

Support for Optional
nodes

Section 5.3

DIAG-T-004-M

Support for Required

nodes under an Optiona|

node if the Optional
node is supported

Section 5.3

B.2 SCR for DiagMon Client

Item

Function

Reference

Requirement

DIAG-C-001-M

DM Client allows
Diagnostics and
Monitoring System to
invoke diagnostic
functions via DiagMon
MO

Section 5

DIAG-C-002-O0

DiagMon Functions are
executed asynchronous
to Diagnostics and

Monitoring System using
Generic Alert

)

Section 6.2.1
Y

DIAG-C-003-O

Synchronous execution
of DiagMon Functions
by receiving a
subsequent Get
command by the server
which returns results
available

Section 6.2.1.2

DIAG-C-004-M

Alert Type provides
information on MO

Section 6.3

B.3 SCR for DiagMon System

Item

Function

Reference

Requirement

DIAG-S-001-M

Support for the DiagMo

h Section 5.4

Management Object
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DIAG-S-002-M

Diagnostics and
Monitoring System can
invoke DiagMon
Functions via DiagMon
MO

Section 6.2.1

DIAG-S-003-O

DiagMon Functions are

executed asynchronously

by Diagnostics and
Monitoring System using
Generic Alert

Section 6.2.1

DIAG-S-004-O

Server sends a Get
command to retrieve
collected DiagMon data

Section 6.2.1.2

DIAG-S-005-M

Alert Type is received
that provides information
on MO

Section 6.3
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Appendix C. Best Practices for defining DiagMon Functions (Informative)

DiagMon Functions are essentially MOs, and theeeédlrthe best practices for defining MOs, as doented in [ACMO],
apply to them as well. There are also some additibest practices that apply to DiagMon Functions.

The following is a list of best practices to bddeled for documenting DiagMon Functions. Thesd peactices are also
applicable to external Standards Developing Orgditims (SDOs) that may define their own DiagMon ¢tiams.

1. Identify the broad category and the subcategorgeuthe broad category, into which the DiagMon Fiancfalls. If the
DiagMon Function does not fall into one of the &rig categories, create a new one.

2. Create a new subsection for the DiagMon functiotlenrthe section pertaining to its subcategory. useassume this
section is Sectior.

3. Under Sectionx create the following subsections:
x.1 I ntroduction
This subsection provides a brief description ofBii@gMon Function and highlights its salient featur
X.2 DFID
This subsection provides the DFID of the DiagMométion.
x.3 Non-applicable nodes from DiagM on M O definition

This subsection lists the nodes from the DiagMon 8&@nition that do not apply to the DiagMon furaetj
if any.

For DiagMon Functions that are continuously avddathe following nodes generally do not apply:
=  ServerlD
= DiagMonConfig

=  Operations

For explicitly invoked DiagMon Functions that dotmeport their results asynchronously, the follogvitode
generally does not apply:

=  ServerlD
x.4 Function Description

This subsection includes a figure that gives threplete structure of the DiagMon Function, prefeyablthe
enhanced graphical notation, as described in [ACM®§escription of the various nodes in the MO
definition is also included, as per [ACMO] guidadi However, nodes that are not different from the
DiagMon framework description are not describethia section.

x.5 Additional Information

This optional subsection provides any addition&drimation that is specific to the DiagMon Function.

Note: If the DiagMon Function is defined by an external SDO, only subsection x.1 should be present. In that case, subsection
x.1 should only provide a reference to the pertinent document that describes the DiagMon Function.
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