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1. Scope

This technical specification describes Managemdae€s and Generic Alerts that are needed to peotvid DM Gateway
functionality, as defined in [DMDICT].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction

The OMA DM [DMPROQ] protocol is used for the remobanagement of devices. In most instances, the OMAServer
and the OMA DM Client communicate with each othieectly. However, direct communication between Eid Server and
the DM Client is not always possible, nor desirabige to inaccessibility of devices behind a firbwadevices supporting a
management protocol other than OMA DM. This speatfon provides a framework for OMA DM to manageides
indirectly (that is, through a DM Gateway [DMDICTs illustrated in Figure 1).

The DM Gateway supports various modes of operatidme precise role played by the DM Gateway in aagament
session involving a DM Server and an End Deviceeddp upon the mode of operation of the DM Gatewagome
instances the DM Gateway is managed by an OMA Dieseand in turn, the DM Gateway manages other [Bevices
under it. In other instances, the DM Gateway meeglgbles a DM Server to communicate with an othewireachable
End Device. The DM Gateway's modes of operationdafened in Section 5.1.

End Device

Gateway End Device

OMA-DM
Server

&
<5

End Device

Figure 1: Device Management Via a DM Gateway

4.1 Version 1.0

Version 1.0 introduces the OMA Gateway MO enablEhis version defines the following MOs:
= Device Inventory MO
= Gateway Config MO
= Fanout MO
= Image Inventory MO
= End Device Trigger MO

This version also defines the following alert types

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Device Attach Alert

Device Detach Alert

Fanout Result Aggregation Alert
Fanout Completion Status Alert
Device Detection Alert
Bootstrapped DMS List Alert
Associated Gateway Alert

Image Ready Alert

Additionally, the specification provides designdglines for the adaptation of non OMA DM protocsOMA DM.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve
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5. Overview of DM Gateway Functionality = (Normative )

This section provides an overview of the DM Gatefumctionality. The DM Server and DM Gateway intamoect over the
underlying DM-1 interface, as defined in [DMARCHihd use the GWMO-1 and GwMO-2 interfaces defined in
[GWMO_AD].

The DM Gateway maintains Management Objects to @tipp

* The collection of device identifier and device agdr information relating to End Devices attachetthéoDM
Gateway and making this information available @M Server (that is, Device Inventory MO)

« The organization of End Devices into Device groups,configuration of the Bootstrap Server URL abdtrolling
the reporting of alerts pertaining to the End Desito the DM Server (that is, Gateway Config MO)

e The distribution of DM commands to multiple End mes that are attached to the DM Gateway (thdtdsput
MO)

« The distribution of DM Noatification to End Devicg(ghat are attached to the DM Gateway (that is, Badice
Trigger MO)

e The local storage of the software images for Endidas, for efficient software distribution (that Isnage
Inventory MO)

5.1 Gateway Modes of Operation

The DM Gateway provides three modes of operatioan3parent, Proxy, and Adaptation. These modepeftion allow
interconnection and management operations betw& 8erver and End Devices, as described in tHeviihg sub-
sections.

The DM Gateway can operate in different modes fiferdnt devices simultaneously.

5.1.1  Transparent Mode

In this mode, the DM Gateway assists the DM Seirveending a DM Notification [DMNOTI] to the End Diee(s) behind
the DM Gateway. The DM Gateway forwards the DM Ficdition to the End Device(s). The DM Gateway does
participate in the management session that gedblestied between the DM Server and the End Deviedi@r the delivery
of the DM Notification to the End Device(s).

5.1.2  Proxy Mode

In this mode, the DM Gateway manages End Devidegkind the DM Gateway on behalf of the DM Servesrdahe OMA
DM protocol. Two related DM sessions are estabtisloae is between the DM Server and the DM Gatetveeypther is
between the DM Gateway and the End Device(s).

The DM Server sends management commands to the &M@y and the DM Gateway forwards the management
commands to the targeted End Device(s), withinva message generated by the DM Gateway. After the@itéway
receives the responses sent by the End Devick&sM Gateway may notify the DM Server about thenowand
completion status, or it may send the aggregatgubrese of the command, from multiple End Deviceshé DM Server.
The command results are available for retrievaluh the Fanout MO interface on the DM Gateway.
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5.1.3 Adaptation Mode

In this mode, the DM Gateway manages End Devidedkind the DM Gateway, on behalf of the OMA DM Szraver a
non-OMA DM protocol. When operating in the AdappatiMode, the DM Gateway is expected to make adfést to
translate between the OMA DM commands and the atfzgragement protocol.

This specification only provides design guidelif@sadaptation of non-OMA DM protocols to OMA DMgiocol. The
mapping rules between OMA DM protocol and the nddAODM management protocol of the End Devices areside the
scope of this specification.
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6. Management Objects (Normative)

This section describes the various Management @bfbtOs) that have been defined for realizing thé Gateway
[DMDICT] functionality. The MOs conform to the Magement Object definition and description conventas outlined in
the [DMTND] specification.

6.1 Device Inventory MO
6.1.1 MO Description

The Device Inventory MO resides in the ManagemeaeTDMTND] of the DM Gateway and it maintains st lof devices
in the network that are managed through the DM Waye

This MO is updated when the DM Gateway becomeseawia new End Device in the network or the DM @ty
becomes aware that a previously subtending Endd@ésino longer present in the network.

Figure 2 gives the pictorial description of the evinventory MO. The description of the variouslas within this MO is
given below.

— «<x> }— Inventory } DevCount | (Interior Node |
— Records b <x»* }{ DeviceID [ Leaf Node |
H DevType { Optional Node |

— L ANRef [ Required Node |

—| LddressType

|
|
|
|
 Lddress? |
|
|
|
)

—LHDdE

H L AN F—{ <x>* }— MTU
—| NetworkType
— Ext?

{Ext? p

Figure 2: Device Inventory MO
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<X>

Status Tree Occurrence Format Min. Access Types
Required One node Get

This placeholder node is the root node for the BeWnventory MO. The parent node of this
node defines the location of this MO in the DM Geg's Management Tree.

The Management Object Identifier for the Devicedntory MO MUST be: “urn:oma:mo:oma-
gwmo-deviceinventory:1.0".

<x>/Inventory

Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node is the parent node for all devitventory information.

<x>/Inventory/DevCount

Status Tree Occurrence Format Min. Access Types
Required One int Get, No Replace

This leaf node gives the number of End Devicesdhatmanaged through the DM Gateway.
This value MUST only be set by the DM Gateway.

<x>/Inventory/Records

Status Tree Occurrence Format Min. Access Types
Required One node Get, No Replace

This interior node is the parent node for all deviltventory entries.

<x>/Inventory/Records/<x>

Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore node Get, No Replace

This placeholder node contains the device invendotyy for a specific End Device that is
subtending from the DM Gateway.

<x>/Inventory/Records/<x>/DevicelD

Status Tree Occurrence Format Min. Access Types
Required One chr Get, No Replace

The value of this leaf node provides the publiaidg of the Device. This identifier is used by
the DM Server to indicate to the DM Gateway thge¢alEnd Device to be managed. For End
Devices supporting OMA DM, this value SHOULD be #ane as the value of tBevidnode
in the Devinfo MO[IDMSTDOBJ]. If the End Device does not support the notiodefice
identity, this value MUST be assigned by the DMé&aty and it MUST be unique within the
Management Tree of the DM Gateway.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-GwMO-V1_0-20120306-C

Page 15 (86)

<x>/Inventory/Records/<x>/DevType

Status Tree Occurrence Format
Required One chr

Min. Access Types
Get, No Replace

The value of this leaf node indicates the Devigetyor End Devices supporting OMA DM,
this value MUST be the same as the value oDteeTypenode in the DevDetail MO
[DMSTDOBJ].

<x>/Inventory/Records/<x>/LANRef

Status Tree Occurrence Format
Optional One chr

Min. Access Types
Get, No Replace
The value of this leaf node indicates the nodentdraieprovides information about the LAN in

which the End Device is deployed. The value of ttide MUST be matched with one of the
child nodes of the<x>/Inventory/LAN/<x>"'node.

If the Gateway supports this node, it MUST alsopsup<x>/Inventory/LAN node.

<x>/Inventory/Records/<x>/AddressType

Status Tree Occurrence Format
Required One int

Min. Access Types
Get, No Replace

The value of this leaf node specifies the addigss of the End Device. Valid values for this
node MUST be one of the following:

Value Meaning Description

0 Non-Routable The address of the End Device isrnatable. The DM
Server cannot access the End Device directly.

1 IPV4 The address of the End Device is a publiciytable
IPv4 address.

2 IPV6 The address of the End Device is a publiciytable
IPv6 address.

3 GRUU The address of the End Device is a GRUUexidThe
DM Notification will be sent as a connectionles® Sl
MESSAGE or a connection oriented MSRP messag
[SIPPush]. T

<x>/Inventory/Records/<x>/Address

Status Tree Occurrence Format
Required ZeroOrOne chr

Min. Access Types
Get, No Replace

The value of this leaf node provides the publidable address of the End Device. This node

MUST NOT be present if the value of the siblidddressTyp@ode is 0 (that is, Non-
Routable).
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<x>/Inventory/Records/<x>/Mode

Status Tree Occurrence Format Min. Access Types
Required One int Get, No Replace

The value of this leaf node indicates the operatimale of the DM Gateway for the End
Device. Valid values for this node MUST be oneld following:

Value Meaning

1 The Gateway is operating only in the Transpakéode for
the End Device.

2 The Gateway is operating only in the Proxy Moaletfie
End Device.

3 The Gateway is operating in both the Transpavite

and in the Proxy Mode for the End Device.

4 The Gateway is operating only in the Protocol ptdtion
Mode for the End Device.

<x>/Inventory/LAN

Status Tree Occurrence Format Min. Access Types
Optional One node Get, No Replace

This interior node is for storing information redeny the local area network in which the End
Device is deployed.

<x>/Inventory/LAN/<x>

Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore node Get, No Replace

This placeholder node is for storing informatiogaeding the local area network in which the
End Device is deployed. The name of this nodefermed by the value of the
‘<x>/Inventory/Records/<x>/LANRéfnode.

<x>/Inventory/LAN/<x>/MTU

Status Tree Occurrence Format Min. Access Types
Optional One int Get, No Replace

The value of this node indicates the Maximum Trassion Unit (MTU) size, in bytes, for the
network between the DM Gateway and the End Device.
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<x>/Inventory/LAN/<x>/NetworkType

Status Tree Occurrence Format Min. Access Types
Required One int Get, No Replace

The value of this node indicates the network typéctvis used between Gateway and End
Device.

Value Meaning Description

0 Unknown Network Type is unknown

1 Wired IP Wired IP based network

2 Bluetooth Bluetooth communication link

3 ZigBee ZigBee communication link

4 WiFi Wireless IP based network

5 6LOWPAN IPv6 over Low power Wireless Personal Network

<x>/Inventory/LAN/<x>/Ext

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is for vendor-specific extensida store the LAN related information

<x>/Inventory/Ext

Status Tree Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is for vendor-specific extensida the Device Inventory MO.

6.2 Gateway Config MO
6.2.1 MO Description

The Gateway Config MO resides in the Management T8 TND] of the DM Gateway and it maintains infoation
regarding the handling of different types of Endvides by the DM Gateway. This MO contains the failog sub-trees:

® DevTypelnfo: This sub-tree is used to hold conimédrmation for reporting the Device Attach/Detaaderts and
providing bootstrapping information depending oa tlevice type of the End Devices.

® Config: This sub-tree is used by the DM Serverdofigure the DM Gateway for features such as tpenteng of alerts
that the DM Gateway might send to the DM Serveis &lso used to store End Device credentialherDiM Gateway
for those End Devices that require DM Server asdibbotstrapping [section 8.5.1.1].

® DevGroup: This sub-tree is used to assign attaBmedDevices into groups, which can then be adddefssecommand
fanouts or notification fanouts.
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Figure 3 gives the pictorial description of the &edy Config MO. The description of the various e®avithin this MO is
given below.

<x> —(DevapeInfD )—(<x>* DevType I
BE3trapInfo )—(<x>* )—| B3trapURL I |Leaf Node |

i Optional Hode

{ FeptServer Ids )—' <R

—(Config Llert )—(<x>* DeviceType

Required Node

GroupID

AlertType?

|

|

|

|

Devicelpphuth - <x=* Deviee ID |
)—kapkuth <=+ AhuthLewvel |

AiuthType

hiuchSecret?
LiuthData

—(DevGroup‘? :]—({x>+ )——| GrouplD

H GroupSize

H GroupType
H Members? <DevID>* |

|
|
|
I
H Condition? )—I:: DevTypeCriteria? I
|

COtherCriteria? |

—| PopulateGroup?

Figure 3: Gateway Config MO

<X>

Status Occurrence Format Min. Access Types

Required One node Get

This placeholder node is the root node for the BayeConfig MO. The parent node of this node defithes
location of this MO in the DM Gateway's ManagemeErde.

The Management Object Identifier for the Gatewapf@MO MUST be: “urn:oma:mo:oma-gwmo-config:1.0”".

<x>/DevTypelnfo

Status Occurrence Format Min. Access Types

Required One node Get

This interior node contains all of the informatipertaining to the handling of different types oftHbevices by the
DM Gateway.
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<x>/DevTypelnfo/<x>

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get, Add, Delete

This placeholder node contains information aboetitandling of one particular type of End Deviceliyy DM

Gateway.

<x>/ DevTypelnfo/<x>/DevType

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get, Replace

The value of this leaf node specifies the devipety

<x>/DevTypelnfo/<x>/BStrapinfo

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node contains all bootstrapping relsathat are needed for client-initiated bootstaptlie device type.

<x>/DevTypelnfo/<x>/BStraplnfo/<x>

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get, Add, Delete

This placeholder node contains one bootstrappiogrdethat has all of the information for clienttiated bootstrap

for the device type.

<x>/DevTypelnfo/<x>/BStraplinfo/<x>/BStrapURL

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get, Replace

The value of this leaf node indicates the URL & Bootstrap Server for the device type.

<x>/DevTypelnfo/<x>/ReptServerlds

Status

Occurrence

Format

Min. Access Types

Optional

One

node

Get

Page 19 (86)

This interior node contains information about alMZervers to which the DM Gateway MUST report aert
pertaining to End Devices of the specified devigeet
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<x>/DevTypelnfo/<x>/ReptServerlds/<x>

Status Occurrence Format Min. Access Types

Get, Add, Delete,

Required ZeroOrMore null
Replace

The name of this leaf node is the identifier of @i Server to which the DM Gateway MUST report tder
pertaining to End Devices of the specified deviget The DM Gateway MUST have been previously
bootstrapped to this DM Server.

<x>/Config

Status Occurrence Format Min. Access Types

Required One node Get

This interior node contains the configuration pastars for the DM Gateway.

<x>/Config/Alert
Status Occurrence Format Min. Access Types
Required One node Get

This interior node is the root node for all of t@nfiguration parameters dealing with the repgrifi Generic
Alerts pertaining to End Devices. If this node haschildren, the DM Gateway reports all Generierfd
pertaining to End Devices to the DM Server(s).

<x>/Config/Alert/<x>
Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This placeholder node groups the configuration patars for the reporting of Generic Alerts basedame
criteria (for example, alert type, device typedevwice group). This node MUST contain either ErexTypechild
node or thesrouplD child node, but not both.

<x>/Config/Alert/<x>/DeviceType

Status Occurrence Format Min. Access Types

Required One chr Get

The value of this leaf node specifies the devipe t\Note that for OMA DM devices, the device typaeétermined
by theDevTypenode in the DevDetail MO [DMSTDOBJ].

This node is mutually exclusive with its sibli@roupID node.
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<x>/Config/Alert/<x>/GroupID

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

chr

Get

The value of this leaf node specifies the GroupiBich is specified in the DevGroup sub-tree of tiS.

This node is mutually exclusive with its siblibgvTypenode.

<x>/Config/Alert/<x>/AlertType

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get

The value of this leaf node specifies the GenelatAype. Absence of this node implies all Genétiert types.

<x>/Config/DeviceAppAuth

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This node specifies authentication informationHosting End Devices that require DM Server assisted
bootstrapping [section 8.5.1.1].

<x>/Config/DeviceAppAuth/<x>

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get

Page 21 (86)

This placeholder node stores the authenticaticorindtion for a particular End Device.

<x>/Config/DeviceAppAuth/<x>/DevicelD

Status Occurrence Format Min. Access Types

Required One chr Get

This node specifies the Device ID associated withAppAuth setting.

<x>/Config/DeviceAppAuth/<x>/AppAuth
Status Occurrence Format

Min. Access Types

Required One node Get

This node specifies authentication informationtfa@ End Device whose identifier is the value ofghding
DevicelDnode.
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<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>

Status

Occurrence

Format

Min. Access Types

Required

OneOrMore

node

Get

This interior node acts as a placeholder for onmare authentication settings.

<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthLevel

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node specifies the authentication level. Seaild in [DMSTDOBJ].

<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthType

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node specifies the authentication type. S¢gldén [DMSTDOBJ].

<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthName

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node specifies the authentication name. Sedislen [DMSTDOBJ].

<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthSecret

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get

This node specifies the authentication secret.dgeals in [DMSTDOBJ].

<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthData

Status

Occurrence

Format

Min. Access Types

Required

One

bin

No Get

This node specifies the authentication data. Stelsien [DMSTDOBJ].
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<x>/DevGroup
Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node contains information pertaintogall device groups that have been set up on Medateway for
the group management of devices that are subtefidingthe DM Gateway.

The DM Server uses the group identifier to fanarhmands to multiple End Devices, via a DM Gatewpgrating
in the Proxy Mode.

<x>/DevGroup/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This placeholder node contains information pertajrto one device group.

<x>/DevGroup/<x>/GrouplD

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get, No Replace

The value of this node specifies the device groepiifier. This value MUST be unique within the Magement

Tree of the DM Gateway. The value of this node MUfgTset by the DM Gateway.

The DM Gateway SHOULD follow some naming conventiondevice groups to ensure that the device group

identifier does not clash with any End Device idfeart

<x>/DevGroup/<x>/GroupSize

Status

Occurrence

Format

Min. Access Types

Required

One

int

Get, No Replace

The value of this leaf node is the number of devigihin the device group. The value of this ndlgST be set
by the DM Gateway.
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<x>/DevGroup/<x>/GroupType

Status Occurrence Format Min. Access Types

Required One int Get, Replace

The value of this leaf node indicates the critésramembership of this group. The value of this@®UST be one
of the following:

Value Semantics

0 Enumerated membership (default value)

1 Membership based on device type

2 Membership based on other conditions set by e D
Server

If the DM Server sets the value to be ‘0’, then il Server MUST add individual End Devices under
<x>/DevGroup/<x>/Members sub-tree.

If the DM Server sets the value to be ‘1’ or ‘2ieh the DM Gateway MUST add individual End Deviceder
<x>/DevGroup/<x>/Members sub-tree according todteditions specified in <x>/DevGroup/<x>/Conditinade.

When the <x>/DevGroup/<x>/Members sub-tree is mapty, the DM Server MUST NOT change the value & th
node. Any attempt by the DM Server to change theevaf this node when the device group is not ergptALL
be rejected by the DM Gateway, with a status cd@8 forbidden'.

<x>/DevGroup/<x>/Members

Status Occurrence Format Min. Access Types

Required ZeroOrOne node Get

This interior node contains all of the membershef device group.

<x>/DevGroup/<x>/Members/<DevID>

Status Occurrence Format Min. Access Types

Get, Add, Delete (in
the case of enumeratgd
membership)

Get, No Add, No
Required ZeroOrMore null Delete , No Replace
(in the case of device
type based
membership or other
criteria based
membership)

The name of this placeholder leaf node is the iflenbf the device that is the member of the devgcoup. Any

attempt by the DM Server to manipulate (Add, Detat®Replace) this node if the value of the reladedupType
node is ‘1’ (that is, membership based on devipe)yr ‘2’ (that is, membership based on other t@ms set by
the DM Server) MUST be rejected by the DM Gateweith a status code ‘403 forbidden’.
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<x>/DevGroup/<x>/Condition

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This interior node is the parent node for all af thformation pertaining to a condition-based group

<x>/DevGroup/<x>/Condition/DevTypeCriteria

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get, Replace

The value of this leaf node is the device type eissed with the device group set by the DM ServEris node is
mutually exclusive with thex>/DevGroup/<x>/Condition/OtherCriterianode.
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<x>/DevGroup/<x>/Condition/OtherCriteria
Status Occurrence Format Min. Access Types

Required ZeroOrOne chr Get, Replace

The value of this leaf node is the condition expi@s that the DM Server wants the End Device tblfurhe value
of this node is set by the DM Server.

The expression is defined using the following AB&itax:

Expression = Condition *(( "|" / "&" ) Condition)

Condition = CondStr / "(" CondStr )"

CondStr = URI ("="/">"/"<"/"I=") Value

; Definition of URI is as per the TND s pec

Value = ValueStr / "(" ValueStr ")" /\" ValueStr \

ValueStr = 1*ValueChar

ValueChar = ALPHA / DIGIT /"+" /" " /""" "

An example of the value of this node is:

(/A/B/Softwarel/VERSION=1.20 | ./A/B/Softwarel/VER SION<1.20) &
./A/DevDetail/DevType=Smartphone

This node is mutually exclusive with tke>/DevGroup/<x>/Condition/DevTypeCriteriaode.
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<x>/DevGroup/<x>/PopulateGroup
Status Occurrence Format Min. Access Types

Required ZeroOrOne null Get, Exec

This node is used with the Exec command by the W& to populate the group when the value ofiliténg
GroupTypenode is ‘1’ or ‘2. This node MUST NOT be preséthe value of its siblingsroupTypenode is ‘0’
(that is,Enumerated membership

Once the DM Gateway receives the Exec commandUisMadd individual End Devices under
<x>/DevGroup/<x>/Memberssub-tree according to the conditions specifiethexx>/DevGroup/<x>/Condition

node.
<x>/Ext
Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is for vendor-specific extensida the Gateway Config MO.

6.3 Fanout MO
6.3.1 MO Description

The Fanout MO resides in the Management Tree [DMJTdfhe DM Gateway and maintains information retjag the
handling of DM command fanout and response aggiayat the Proxy Mode or in the Adaptation Mode.

Figure 4 gives the pictorial description of the #@anMO. The descriptions of the various nodes withis MO are provided
below.
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—{ Fanout }—{ <x>* }— ReportFilter?

— DMCommands ?

( Interior Node

[ Leaf Node

H NonDMC omma hds ? i Optional Node

] el ed e

— TargetRef [ Required Node

— Target RefType

—| RezpHandling?

—(Operat ions Start I
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i DevREesultEin? I
—| Itatus |
— Ext? )
Figure 4: Fanout MO
Fanout
Status Occurrence Format Min. Access Types
Required One node Get

This interior node is the root node for the Fard@.

The Management Object Identifier for the Fanout MOST be: “urn:oma:mo:oma-gwmo-fanout:1.0".

Fanout/<x>
Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node is the placeholder for paransetegarding fanout operation for targeted End Defgic
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Fanout/<x>/ ReportFilter

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get, Replace

The value of this node specifies the filter corditfor aggregation results; it can also be usextdate the
filtered group when ‘creategroup’ operation is used

The expression for the Response filter conditioeiined using the following ABNF syntax:

Expression = Condition *(("&" / "|") Condition)

Condition = "CmdID" ("="/">" / "<") CmdIDs "&" "(" StatusCondition ")"
StatusCondition = StatusVal *( ("&" / "|") StatusVa )
StatusVal = "StatusCode" ("="/">" / "<") StatusCo des

CmdIDs = 1*DIGIT

StatusCodes = 3*4DIGIT /"=

This node specifies the combination of CmdID(s) eeldted status code(s) which indicates how the DM
Gateway generates a Result Aggregation Alert basdtie results from the End Devices. If it is presthe DM
Gateway MUST send the filtered result within thesileAggregation Alert based on the specific statude(s)
for the specific CmdID(s) to the DM Server.

For example:

If the DM Server wants to indicate the expectedniairof results based on all status code for thpl&e’
command with CmdID 10001, then the DM Server canttesanout/<x>/ReportFilter node to
“cmdid=10001&(statuscode>0 & statuscode < 999)*aondid=10001&(statuscode=*)" .

If the DM Server wants to indicate the expectedniairof results based on a specific status code'Z268y or
‘202") for the ‘Replace’ command with CmdID 100Qkhen the DM Server can set thanout/<x>/ReportFilter
node to “cmdid=10001&(statuscode=200 | statuscod2y2

Fanout/<x>/DMCommands

Status Occurrence Format Min. Access Types
Required ZeroOrOne xml Get

This node specifies the management operations toria@rded to all targeted End Devices specifiedHgy
TargetRef node when the ‘Start'operation is exatiethe DM Server. The value of this node MUSTfoom
to the structure of the <SyncBody> element, adlpeDM representation protocol [DMREPPRO].

This node is mutually exclusive with its sibliNpnDMCommandgaode.
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Fanout/<x>/NonDMCommands

Status Occurrence Format Min. Access Types
Optional ZeroOrOne bin Get

The value of this leaf node is the non-OMA DM megsthat will be forwarded to all targeted End Degic
specified by théTargetRef'node wheriStart’ operation is executed by the DM Server.

This leaf node is valid for non-OMA DM End Devicks which DM Gateway is operating in Adaptation Mod

This node is mutually exclusive with its siblilgCommandsode.

Fanout/<x>/TargetRef
Status Occurrence Format Min. Access Types
Required One chr Get, Replace

The value of this leaf node specifies the interntdedet of the DM commands stored in the ‘'DMCommands
node. Depending upon the value of the ‘TargetRedTypde, the DM Gateway will either issue the DM
commands to the targeted End Device specified &yiwvicelD node in the Device Inventory MO, or itlw
issue the DM commands to a device group specifjeal BrouplD node in the Gateway Config MO.

Fanout/<x>/TargetRefType

Status Occurrence Format Min. Access Types
Required One int Get, Replace

The value of this leaf node indicates whether tilee ofTargetReiode is Device ID or Group ID. The value
“0” indicates the TargetRef is the Group ID, and Halue “1” indicates the TargetRef is the sing&ide ID.
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Fanout/<x>/RespHandling

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

int

Get

The value of this leaf node indicates how the raspmf the fanout command needs to be reportdtDM
Server. The valid values for this node are aghpefollowing table:

Value Semantics

0 No report

Upon completion of the fanout command, the DM GatgMUST NOT send
any alert to the DM Server. However, the commasilts are still available
in the Results subtree and the DM Server can vettiee complete results
from there.

1 Completion Status report

Upon completion of the fanout command, the DM GatgMUST send the
Fanout Completion Status AlerfThis alert contains only the overall status ¢
the command.

=Y

2 Aggregated Response report

Upon completion of the fanout command, the DM GatgMUST send the
Fanout Result Aggregation AlerfThis alert contains not only the overall
status of the command but the aggregated respsnsella

If this node is not present, the default value @hat is,Completion Statuseport) MUST apply.

Fanout/<x>/Operations
Status Occurrence Format Min. Access Types
Required One node Get

This interior node is the parent node for operatismpported by the Fanout MO.

Fanout/<x>/Operations/Start

Status Occurrence Format Min. Access Types
Required One null Get, Exec

This node is the target node for the Exec commarstiatrt the command fanout operation. Invokingcexe this
node causes the DM Gateway to send the DM comnepetsfied in the<x>/FanOut/DMCommandsode to
the target End Device(s).

Fanout/<x>/Operations/Creategroup

Status Occurrence Format Min. Access Types
Optional One null Get, Exec

This Optional node is used with the Exec commanthbyDM Server to request the DM Gateway to popudat
new group based on the criteria specifieBamout/<x>/ReportFilternode. After the DM Gateway performs the
Exec command, the DM Gateway MUST populate theagegioup within the Gateway ConfigMO and send the
URI of the new group to the DM Server.
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Fanout/<x>/Results

Status Occurrence Format Min. Access Types
Required One node Get

The interior node contains the response from each®evice to which the DM command was fanned out.

Fanout/<x>/Results/<x>

Status Occurrence Format Min. Access Types
Required One node Get, Delete

This placeholder node contains the response froernEm Device.

Fanout/<x>/Results/<x>/DevicelD

Status Occurrence Format Min. Access Types
Required One chr Get

The value of this leaf node specifies the identifiethe End Device.

Fanout/<x>/Results/<x>/DevResultWBXML

Status Occurrence Format Min. Access Types
Required ZeroOrOne bin Get

The value of this leaf node is the <SyncBody> &f thsponse message received by the DM Gatewaytfrem
End Device in wbxml format. The <SyncHdr> part g response message MUST be removed by the DM
Gateway.

This node is mutually exclusive with its sibling\dResultXML and DevResultBin node.

Fanout/<x>/Results/<x>/DevResultXML

Status Occurrence Format Min. Access Types
Required ZeroOrOne xml Get

The value of this leaf node is the <SyncBody>haf tesponse message received by the DM Gatewaytfrem
End Device in xml format. The <SyncHdr> part of teeponse message MUST be removed by the DM
Gateway.

This node is mutually exclusive with its sibling\ResultWBXML and DevResultBin node.

Fanout/<x>/Results/<x>/DevResultBin

Status Occurrence Format Min. Access Types
Optional ZeroOrOne bin Get

The value of this leaf node is the response ferféimout command, as per the native managemermqgotot
supported by the End Device.

This node is mutually exclusive with tbevResultWBXMland DevResultXMlnodes.
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Fanout/<x>/Status
Status Occurrence Format Min. Access Types
Required One int Get, No Replace

The value of this leaf node indicates the stafub@®fanout command. The allowed values for tinide are as
per the following table:

Value Semantics
Range

0 Command not executed (default value)

1 Command under execution

2 Command completed successfully

3 Command completed with errors

Fanout/<x>/Ext
Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is for vendor-specific extemsido the Fanout MO.

6.4 Image Inventory MO
6.4.1 MO Description

The Image Inventory MO resides in the Managemeae TDMTND] of the DM Gateway and it maintains infoation
regarding images (for example, Delivery PackageSto©MO) which can be retrieved by or delivered nal Bevice(s). This
MO can also be utilized for efficiently deliverimgages to multiple End Devices combined with, bitlimited to, fanout
commands.

Figure 5 gives the pictorial description of the fadnventory MO. The description of the related emdithin this MO is
given below.

—(<x>)—|:{(ExpirgrPDlicgr? | (Interic\r Hode ]

Images +— <x>* 1 ImagelD | Leaf Node |
|

H ExpirationTime ?
— Data? | |[Reguired Node |

{ Optional Node |

— ImageURI?

H LocallmageURI?

|
|
{ Operat ions +— Download |

Figure 5: Image Inventory MO
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<X>

Status Occurrence Format Min. Access Types

Required One node Get

This place holder node is the root node for thegenlaventory MO. The parent node of this node defithe
location of this MO in the DM Gateway’'s Manageménge.

The MOID for the Image Inventory MO MUST be: “urma:mo:oma-gwmo-imageinventory:1.0".

<x>/ExpiryPolicy

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

int

Get, No Replace

This leaf node specifies the maximum amount of timeninutes, for which the DM Gateway can locafche any
image. The purpose for this node is to let the DiWw8r know how long the local image URI can benerieed by
the DM Server for delivering images to the End Resi This value MUST be set by the DM Gateway.

Absence of this node implies that the DM Gatewayasresource constrained and it can store imags(k)ng as
the DM Gateway’s policy permits.

<x>/Images
Status Occurrence Format Min. Access Types
Required One node Get

This interior node is the parent node for all théadpertaining to locally stored images.

<x>/ Images/<x:

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrMore

node

Get

This placeholder node contains information pertajriib a specific image.

<x>/ Images/<x>/ImagelD

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This leaf node specifies the identifier for a detied image. The value for this leaf node MUST tséga®d by the

DM Gateway and it MUST be unique within Image Intgey MO.
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<x>/ Images/<x>/ExpirationTime

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node specifies the expiration date ame tior this image. After the expiration time elapgbe DM
Gateway SHOULD remove this image as soon as pedclibe representation of this node MUST follow the
[YYYY]-[MM]-[DD] T[hh]:[mm]Z format, as defined bylSO 8601.

If the <x>/ExpiryPolicy node exists, the DM Server MUST set this valuéghsd the overall time the DM Gateway
stores this image is less than or equal to theevalihe<x>/ExpiryPolicy node. In the case that the
<x>/ExpiryPolicy is not present, the DM Server can set this valuenly date and time in the future.

If this leaf node is not present, it means thatehg no expiration for this image, and the DM ®atg can keep this
image as long as the DM Gateway's policy permitghis case, this image can be deleted with aricixplelete
command.

<x>/ Images/<x>/Data

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

bin

No Get, Replace

This leaf node stores the actual binary data fansage. When using OMA DM for image delivery, th[Server
can upload the actual image data by sending theaBepommand to this node. After completely recgjthe
image, the DM Gateway MUST properly set trozallmageURode. For this, the DM Gateway can store the
image in the DM Gateway itself or in a local staagrver. The DM Gateway MUST send limage Readwylert
back to the DM Server after setting thecallmageURIhode. This node is mutually exclusive with itslisitp
ImageURInode.

<x>/ Images/<x>/ImageURI

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node specifies the downloadable URI efithage; this value MUST be set by the DM Servleis URI is
used by the DM Gateway to download the image bygian alternate download mechanism (such as HTTRIGe
Download over the Air [DLOTA]). The DM Gateway MUSsLipport HTTP Get to download the image. This node

is mutually exclusive with the siblingata node.

<x>/ Images/<x>/LocallmageURI

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get, No Replace

This leaf node specifies the local URI of an imaa®] its value MUST be set by the DM Gateway afterimage
is downloaded either by using the alternative doadimechanism (using tirmageURInode) or by using OMA
DM (using theData node). The downloaded image can reside in the Rité@ay or in the local storage server.

<x>/ Images/<x>Operations

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node is the parent node for operatismpported by the Image Inventory MO.
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<x>/ Images/<x>/Operations/Download

Status Occurrence Format Min. Access Types
Required One null Get, Exec

This node is used with Exec command to downloadrtfagie identified by thémageURInode. After completely
downloading the image, the DM Gateway MUST propsdi/the_ocallmageURhode, and MUST send thmage
Ready Alerback to the DM Server to inform the completiorttod download.

6.5 End Device Trigger MO
6.5.1 MO Description

The End Device Trigger MO resides in the Manageriee¢ [DMStdObj] of a DM Gateway that supports Thansparent
Mode of operation. This MO accepts the Notificatrnessage [DMNOTI] from the DM Server and forwaitds the End
Device(s).

Figure 6 shows a pictorial description of the GatgwWotification MO. The descriptions of the varicumdes within this MO
are provided below.

—|;EDTrigger ]—({:x} TargetRef | [Interic\r Lode :|
TargetRefType | | Leaf Node |
Mezszage I | Optional MNode !
Operations ]—| Sendl | Fequired Node I

Figure 6: End Device Trigger MO

EDTrigger

Status Tree Occurrence Format Min. Access Types
Optional One node Get

This interior node is the root node for the End ibevirigger MO. If the DM Gateway does not suppii
Notification message forwarding using the End Devicigger MO, this node MUST NOT be present.

The Management Object Identifier for the End Devicggger MO MUST be: “urn:oma:mo:oma-gwmo-
edtrigger:1.0".

EDTrigger/<x>
Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This interior node is the placeholder for parametegarding sending Notification message to the Eexice(s).
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EDTrigger/<x>/TargetRef

Status

Tree Occurrence

Format

Min. Access Types

Required

One

chr

Get, Replace

The value of this leaf node references the interidegkt of the DM Notification message stored ia th
‘EDTrigger/Messagenode.

Depending upon the value of tHeDTrigger/<x>/TargetRefTypenode, the DM Gateway will either send the DM
Notification message to the targeted End Deviceifpd by theDevicelDin Device Inventory MO, or it will send
the DM Notification message to the targeted Endi€esy specified by th&rouplD in the Gateway Config MO.

EDTrigger/<x>/TargetRefType

Status

Tree Occurrence

Format

Min. Access Types

Required

One

int

Get, Replace

The value of this leaf node indicates whether thlee of EDTrigger/<x>/TargetReéfnode is DevicelD or
GrouplD. The value “0” indicates thEDTrigger/<x>/TargetRé&fis a GrouplD; the value “1” indicates the
‘EDTrigger/<x>/TargetRéfis a single DevicelD.

EDTrigger/<x>/Message
Status Tree Occurrence Format Min. Access Types
Required One bin Replace

The value of this node is the Notification messdgt as defined in [DMNOTI]. The DM Gateway willrfeard
this content to the targeted End Device(s) poitdaly the EDTrigger/<x>/TargetRefnode upon invocation of
the Exec command on tiD Trigger/<x>/Operations/Sendode.

EDTrigger/<x>/Operations

Status

Tree Occurrence

Format

Min. Access Types

Required

One

node

Get

This node is the parent node for operations withenGateway Notification MO.

EDTrigger/<x>/Operations/Send

Status

Tree Occurrence

Format

Min. Access Types

Required

One

null

Exec

This node is used with the Exec command to sendlittification message to the End Device specified i
EDTrigger/ <x>/TargetRehode.

6.6 End Device Account Extension

6.6.1 MO Description

When an End Device queries a local Bootstrap Semeéretrieves the bootstrap package, using thveigs) information

provided in the bootstrap package, it is not rgaaliiparent to the End Device whether a given sesv@DM Server or a
DM Gateway. To address this, the DM Account pentgjio DM GwMO MUST support the following addition@ode(s).
Other nodes in DM Account are defined in [DMSTDOBJ]
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<x>/Ext/oma_gwmo

Status Occurrence Format Min. Access Types
Required One node Get

This placeholder node contains information aboetiV Gateway specific behavior

<x>/Ext/oma_gwmo/ ServerType

Status Occurrence Format Min. Access Types
Required One bool Get

This leaf node specifies whether the server isegigfized DM Server operation (such as DM Gatewiiyhe

ServerType node is set to true, then the sernMeM<ateway. Else if it set to false, the servethis normal DM
Server.

The default value of this node is false.
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7. Alerts (Normative)
This section describes the various alerts that baea defined for realizing the DM Gateway [DMDICUhctionality.

7.1 Device Inventory Alerts

The device inventory alerts are issued by the DNe®ay when the DM Gateway becomes aware of a nehCEvice in
the network or the DM Gateway becomes aware tpateously subtending End Device is no longer pregethe network.

The device inventory alerts MUST carry an XML bdtgt conforms to the schema specified in Appendix The alert
content includes the following parameters:

» DevicelD: Identifier for the End Device.
» Address: Public routable address of the End Defli@pplicable; included only in Transparent Mode).
» AddressType: Public routable address type of the Bevice (if applicable; included only in Transpar&ode).

* Mode: Operation mode of the DM Gateway for thigipatar End Device (included only in Device Attaélert).

The following sub-sections define the various typkdevice inventory alerts that are specifiedhiis £nabler.

7.1.1 Device Attach Alert

TheDevice Attach Aleris issued by the DM Gateway to the DM Server witenDM Gateway detects a new End Device.
The mechanism by which a new End Device is detestedtside the scope of this specification.

The Device Attach Alert conforms to the GenericrA[®MPRO] mechanism. The alert message includeddhowing
data:

+ <Meta>/<Type> element: Contains the media typénefdlert content. The value MUST be the alert tgeatifier
‘urn:oma:at:oma-gwmo:deviceattached:1.0’.

» <Meta>/<Format> element: Contains the format ofatest content. The value MUST be ‘xml’.
* <Meta>/<Mark> element: Contains the importancelle¥¢he alert message. This element is optional.

* <Source>/<LocURI> element: Contains the sourceestdof the MO. The value MUST be the address of the
<x>/Inventory node.

» <lItem>/<Data> element: Contains the device inforomabf the attached devices in xml format as defime
Appendix C.1.

When the device information exists on the DM Sertlee DM Server MUST update the device informatonording to the
Device Attach Alert.

The following is an example of the Device AttackeAlmessage which reports four attached End Devices

<Alert>

<CmdID>2</CmdID>

<Data>1226</Data> <!I-- Generic Alert -->

<ltem>
<Source><LocURI>./Gateway/Inventory</LocURI></S ource>
<Meta>

<Type xmiIns="syncml:metinf’>
urn:oma:at:oma-gwmo:deviceattached:1.0
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</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmiIns="syncml:metinf'>informational</Ma rk> <I-- Optional -->
</Meta>
<Data>
<!|[CDATA[
<Devicelnventory>
<Device>
<DevicelD>devicel23</DevicelD>
<Mode>1</Mode>
</Device>
<Device>
<DevicelD>device456</DevicelD>
<Mode>1</Mode>
</Device>
<Device>
<DevicelD>device789</DevicelD>
<Mode>1</Mode>
</Device>
<Device>
<DevicelD>device011</DevicelD>
<Mode>2</Mode>
</Device>
</Devicelnventory>
1>
</Data>
</ltem>
</Alert>

7.1.2 Device Detach Alert

The Device Detach Alert is issued by the DM Gateteathe DM Server when an existing End Device iaceed from the
DM Gateway. The mechanism by which detachment aba@sting End Device is detected is outside thepeaif this
specification.

The Device Detach Alert conforms to the GenericriIEBMPRO] mechanism. The alert message includeddtowing
data:

+ <Meta>/<Type> element: Contains the media typénefdlert content. The value MUST be the alert tgeatifier
‘urn:oma:at:oma-gwmo:devicedetached:1.0'.

» <Meta>/<Format> element: Contains the format oféategt content. The value MUST be ‘xml'.
* <Meta>/<Mark> element: Contains the importance llef¢he alert message. This element is optional.

e <Source>/<LocURI> element: Contains the sourceestdof the MO. The value MUST be the address of the
<x>/Inventory node.

* <|tem>/<Data> element: Contains the device inforamabf the detached devices in xml format as defiime
Appendix C.1.

The following is an example of the Device DetackrAmessage which reports two detached End Devices:

<Alert>
<CmdID>2</CmdID>
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<Data>1226</Data> <I-- Generic Alert -->

<Iltem>
<Source><LocURI>./Gateway/Inventory</LocURI>< /Source>
<Meta>

<Type xmiIns="syncml:metinf'>
urn:oma:at:oma-gwmo:devicedetached:1.0
</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmIns="syncml:metinf’>informational< /Mark> <!-- Optional -->
</Meta>
<Data>
<I[CDATA[
<Devicelnventory>
<Device>
<DevicelD>devicel123</DevicelD>
</Device>
<Device>
<DevicelD>device012</DevicelD>
</Device>
11>
</Data>
</ltem>
</Alert>

7.2 Command Fanout Alerts

The command fanout alerts are issued by the DMu&atéo the DM Server in response to a command faoperation.
The following sub-sections define the various typesommand fanout alerts that are specified ia émabler.

7.2.1  Fanout Result Aggregation Alert

The Fanout Result Aggregation Alert is used byDive Gateway to include the aggregated responseeofaimout command
from multiple End Devices. Prior to invoking a fart command, the DM Server can specify that it wainé DM Gateway
to issue a Fanout Result Aggregation Alert uponmetion of the fanout command.

The Fanout Result Aggregation Alert conforms to@eneric Alert [DMPRQO] mechanism. The alert messagkides the
following data:

* <Meta>/<Type> element: Contains the media typénefdlert content. The value MUST be the alert igeatifier
‘urn:oma:at:oma-gwmo: resultaggregation 1.0’.

» <Meta>/<Format> element: Contains the format ofédlegt content. The value MUST be ‘xml'.
+ <Meta>/<Mark> element: Contains the importancelle¥¢he alert message. This element is optional.

* <Source>/<LocURI> element: Contains the sourceestdof the MO. The value MUST be the URI of roothaf
Result sub-tree where thefanout command resulbisd.

» <lItem>/<Data> element: Contains the aggregatedtriesyml| format, as defined in Appendix C.2.

The following is an example of the Fanout Resulgsgation Alert message which reports resultsvior End Devices:

<Alert>
<CmdID>157</CmdID>
<Data>1226</Data> <l-- Generic Alert -->
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<|tem>

<Source><LocURI>./Gateway/Fanoutobjectl/Results </LocURI></Source>

<Meta>
<Type xmiIns="syncml:metinf'>
urn:oma:at:oma-gwmo:resultaggregation:1.0
</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmlIns="syncml:metinf’>informational</Ma rk>
</Meta>
<Data>
<I[CDATA[
<Node>
<l— Result of Devicel23 -->
<DevicelD>devicel123</DevicelD>
<DevResult> <l— This Result contains
whole SyncBody -->
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>2</CmdID>
<CmdRef>1</CmdRef>
<Cmd>Sequence</Cmd><!-- Sequence executed correctl
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Replace</Cmd>

<TargetRef>./XXXX/XXXXXX/xxxx</TargetRef> <l-- OK,
changed -->
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</DevResult>
</Node>
<Node>

<I-- Result of Device456 -->
<DevicelD>device456</DevicelD>
<DevResult> <l— This Result contains t
SyncBody -->
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd> <!-- SyncHdr accepted, Server wi
this part-->
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Replace</Cmd>
<TargetRef>./XxXxx/Xxxxxx/xxxx</TargetRef>

<Data>403</Data> <I--No!

the

y >

data

he whole

Il ignore
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Forbidden -->
</Status>
<Final/>

</SyncBody>
</DevResult>
</Node>
1>
</Data>
</ltem>
</Alert>

7.2.2  Fanout Completion Status Alert

The Fanout Completion Status Alert is used by tMe@®ateway to indicate the completion of the fanouthmand.

The Fanout Completion Status Alert conforms to@eaeric Alert [DMPRQO] mechanism. The alert messagkides the
following data:

* <Meta>/<Type> element: Contains the media typénefdlert content. The value MUST be the alert igeatifier
‘urn:oma:at:oma-gwmo:completionstatus 1.0'.

» <Meta>/<Format> element: Contains the format ofatest content. The value MUST be ‘xml’.
* <Meta>/<Mark> element: Contains the importance llef¢he alert message. This element is optional.

* <Source>/<LocURI> element: Contains the sourceesidof the MO. The value MUST be the URI of the afo
the Result sub-tree where the fanout command risssiibred.

The following is an example of the Fanout Complet8iatus Alert message:

The following is an example of the Fanout Completio n Status Alert message:
<Alert>
<CmdID>257</CmdID>
<Data>1226</Data> <l-- Generic Alert -->
<ltem>
<Source><LocURI>./Gateway/Fanoutobjectl/Results </LocURI></Source>
<Meta>
<Type xmiIns='syncml:metinf'>
urn:oma:at:oma-gwmo:completionstatus:1.0
</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmIns="syncml:metinf’>informational</Ma rk>
</Meta>
</ltem>
</Alert>

7.3 Bootstrapped DMS List Alert

TheBootstrapped DMS Liskeneric Alert is issued by the End Device to the Biteway under the following conditions:

= the End Device is bootstrapped to a new DM server
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= the End Device is unbootstrapped from an existiivyEerver

The Alert Type Identifier for this alert MUST beruoma:at:oma-gwmo:BootstrappedDMSList:1.0.

This alert conforms to the Generic Alert structums, defined in [DMPRQ]. It lists all the DM Servdrs which the End
Device is currently bootstrapped.

An example of this alert is shown below.

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!-- Generic Aler t-->
<ltem>
<Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI>< /Source>
<Target><LocURI>192.168.4.1</LocURI></Target>
<Meta>
<Type xmlns="syncml:metinf">
urn:oma:gwmo: BootstrappedDMSList:1.0
</Type>
<Format xmlns="syncml:metinf">text/plain</Fo rmat>
</Meta>
<Data>
<I[CDATA[
<ServerList>
<Serverinfo>
<ServerlD>ServerA</ServerID>
<BootstrapURL>http://servera.com/bootstrap</B ootstrapURL>
</Serverinfo>
<Serverinfo>
<ServerlD>ServerB</ServerID>
<BootstrapURL>http://serverb.com/bootstrap</B ootstrapURL>
</Serverinfo>
</ServerList>
-1
</Data>
</ltem>
</Alert>

The XML Schema for this alert is provided in Appxti3.

7.4 Associated Gateway Alert

TheAssociated Gatewageneric Alert is issued by the End Device to the Bétver. It contains the publicly routable
address of the DM Gateway.

The Alert Type Identifier for this alert MUST beruoma:at:oma-gwmo:AssociatedGateway:1.0.

This alert conforms to the Generic Alert struct@g defined in [DMPRO].
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An example of théssociated Gateway Generic Alertshown below.

<Alert>
<CmdID>9</CmdID>
<Data>1226</Data> <!l-- Generic Alert -- >
<ltem>
<Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI>< /Source>
<Target><LocURI>http://www.telco_operator.com/m gmt-
server</LocURI></Target>
<Meta>
<Type xmlns="syncml:metinf">
urn:oma:gwmo: AssociatedGateway:1.0
</Type>
<Format xmlns="syncml:metinf">text/plain</For mat>
</Meta>
<Data>
<I[CDATA[
<GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>
- 1>
</Data>
</ltem>
</Alert>

The XML Schema for this alert is provided in Appxt@i4.
7.5 Image Ready Alert

The Image Ready Alert is issued by the DM Gatewaphé DM Server upon the successful alternativertioad or direct
delivery via OMA DM. This alert indicates to the D&&rver the location where the image has beendstocally. This
enables the DM Server to include the local URIhef image in the DM commands that target the Enddesyfor efficient
distribution of the image. This Image Ready Alet) ST be sent in both cases; the alternative downteachanism, and the
OMA DM direct delivery.

On receiving the Image Ready Alert, the DM Senar ase the <x>/Images/<x>/LocallmageURI for furtimage
distributions.

The Image Ready Alert conforms to the Generic ABMPRO] mechanism. The alert message includeadlaving data:

* <Meta>/<Type> element: Contains the media typénefdlert content. The value MUST be the alert igeatifier
‘urn:oma:at:oma-gwmo:imageready:1.0'.

» <Meta>/<Format> element: Contains the format oféategt content. The value MUST be ‘xml'.

+ <Meta>/<Mark> element: Contains the importancelle¥¢he alert message. This element is optional.

» <Source>/<LocURI> element: Contains the sourceesidof the MO. The value MUST be the address of the
<x>/Images/<x>/ImageURI node in case of using ftermative download or the address of the

<x>/Images/<x>/Data node in case of using OMA Divkdi delivery.

* <Target>/<LocURI> element: Contains the target adslof the MO. The value MUST be the value of the
<x>/Images/<x>/LocallmageURI node.

The following is an example of the Image Ready fAheessage:

<Alert>
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<CmdID>2</CmdID>

<Data>1226</Data> <!-- Generic Alert -->

<ltem>
<Source><LocURI>./GW/ImginvMO/Images/FW1.2/Imag
<Target><LocURI>

http://fe80::202:b3ff:fele:8329/scomo/packagelD123<
<Meta>
<Type xmiIns="syncml:metinf'>
urn:oma:at:oma-gwmo:imageready:1.0

</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmlns='syncml:metinf’>informational</Ma
</Meta>
</ltem>
</Alert>

eURI</LocURI></Source>

/LocURI></Target>

rk> <!-- Optional -->
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8. DM Gateway Functionality

This section describes the DM Gateway [DMDICT] ftioeality in terms of the MOs that are defined é@cton 6 and the

alerts that are defined in section 7.

8.1 General Management Flow

This section describes the general managementffiothhe remote management of End Devices, via thleGateway.

Different steps in the general management flowdafened in the following sub-sections.

8.1.1 Inventory Update Flow

DM Server

DM Gateway

End Device(s)

X.2 DM Gateway sends Device
Attach Alert to the DM Server

X1 Device is registered with the DM Gateway

mode> relationship

A

DM Server is aware of the
relationship association

X.3.DM Server stores the
<Gateway, Device ID, operation

Figure 7: Inventory Update Flow

Step X.1: The End Device is detected by the DM Gate

Step X.2: The DM Gateway updates its Inventory Md aends Device Attach Alert to the DM Server, Whitcludes the
Gateway address, Device ID/Address, and Operatiotem

Step X.3: The DM Server stores the <Gateway addBmsgce ID/Address, Operation mode> relationsfiips is used to
guarantee the DM Notification for the Device carskat to the correct DM Gateway or Devices. At thégye, the DM

Server becomes aware of the End Device.
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8.1.2  Synchronous Management in Proxy/Adaptation Mo  de

DM Server DM Gateway End Device(s)

Y.1 DM Server sends DM Notification to
DM Gateway

»

Y.2 DM Session gets established

Y.3 DM Server issues command for
fanning out

Y.4 DM Gateway triggers session
establishment (e.g. by sending the DM
Notification for OMA-DM devices)

\4

Y.5 Management session gets
established

Y.6 DM Gateway forwards command
to End Device(s) (after adaptation, if
needed)

\4

Y.7 End Device sends response(s) to
DM Gateway

<€
€

P Y.8 Management session gets closed

<

Y.9 DM Gateway stores the
aggregated result (after

adaptation, if needed)

Y.10 DM Gateway sends command
status to DM Server, if needed

<

Y.11 Management session gets closed
<«

Figure 8: Synchronous Management in Proxy/Adaptatioc Mode

Step Y.1: The DM Server gets the address of theceted DM Gateway by querying the stored relatigmsThe DM
Server sends the DM Notification to the DM Gateway.

Step Y.2: The DM session gets established betweeDM Server and the DM Gateway.

Step Y.3: The DM Server instantiates the Fanoutd@he DM Gateway, indicating the target End Defgre The DM
Server subsequently invokes fanout execution.

Step Y.4: For each OMA DM target End Device, the Blteway generates its own DM Notification to thelBevice.
For each non-OMA DM target End Device, the mechanised for triggering the End Device is outsidegbepe of this
specification.

Step Y.5: An OMA DM management session is estabtighetween each OMA DM End Device and the DM Gagevildhe
protocol used for establishing a management sesstteen non-OMA End Devices and the DM Gatewatside the
scope of this specification.

Step Y.6: The DM Gateway forwards the DM commarmdthe End Device(s) after adaptation, if needed.

Step Y.7: The End Device(s) send responses to khé&Bteway.
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Step Y.8: The management session between the DWagitand the End Device(s) is closed.
Step Y.9: The DM Gateway stores the aggregatedtrafter adaptation, if needed.

Step Y.10: If the DM Server chooses to be notifted, DM Gateway will send tHéanout Result Aggregatiaalert or the
Fanout Completion Statudert to the DM Server, depending upon the respbiasdling selection made by the DM Server in
the Fanout MO.

Step Y.11: The OMA DM session between the DM Gateand the DM Server is closed.
8.1.3  Asynchronous Management in Proxy/Adaptation M  ode

DM Server DM Gateway End Device(s)

Y’.1 DM Server sends DM Notification to
DM Gateway

Y’.2 DM Session gets established

<

Y’.3 DM Server issues command for
fanning out

Y’.4 DM Gateway sends status to DM
Server

A

Y’.5 DM Session gets closed

A

Y’.6 DM Gateway triggers session
establishment (e.g. by sending the DM
Notification for OMA-DM devices)

Y’.7 Management session gets
established

A

Y’.8 DM Gateway forwards command
to End Device(s) (after adaptation, if
needed)

Y

Y’.9 End Device sends response(s) to
DM Gateway

<
<

P Y’.10 Management session gets closed

<

Y’.11 DM Gateway stores the
aggregated result (after

adaptation, if needed)

1l

~

1l

Y’.12 Management session gets
established

A

Y’.13 DM Gateway sends the Fanout
Result Aggregation Alert or the Fanout
‘Completion Status Alert to the DM Server

‘Y‘.14 Management session gets closed N
«

Figure 9: Asynchronous Management in Proxy/Adaptatbtn Mode
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Step Y'.1- Step Y'.3: These steps are identicsidps Y.1 through Y.3 in the ‘Synchronous manageériew in
proxy/adaptation mode’ case.

Step Y'.4: The DM Gateway sends the status to tieServer indicating that the DM commands will befpemed
asynchronously.

Step Y'.5: The DM session gets closed.

Step Y'.6 — Step Y'.11: These steps are identicsieps Y.4 through Y.9 in the ‘Synchronous managerfiow in
proxy/adaptation mode’case.

Step Y'.12: OMA DM session gets established betwieedM Server and the DM Gateway.

Step Y'.13: The DM Gateway sends #anout Result Aggregaticalert or the=anout Completion Statwdert to the DM
Server, depending upon the response handling eeleude by the DM Server in the Fanout MO.

Step Y'.14: The OMA DM session between the DM 8eand the DM Gateway gets closed.

8.1.4 Management in Transparent Mode

DM Server DM Gateway End Device(s)

Z.1 DM Server sends Notification
message for the End Device(s) to the
DM Gateway

Z.2 DM Gateway forwards the
Notification message to the End
Device(s)

A4

Z.3 Management session gets established

A

Z.4 DM Server manages the End Device(s) within the DM session.

\4

Z.5 DM session gets closed
[bememmmmmme e »

Figure 10: Management Flow in Transparent Mode

Step Z.1: The DM Server sends a DM Notification sage for the End Device(s) to the DM Gateway. Théfidation
message indicates the target End Device(s) in b Bxension Header field (section 8.2.1.1).

Step Z.2: The DM Gateway forwards the DM Notificatimessage to the End Device(s).
Step Z.3: The End Device establishes a normal OMAd@ssion with DM Server.

Step Z.4: The DM Server manages the End Devicamitte context of the OMA DM session.
Step Z.5: The OMA DM session between the DM Seavet the End Device gets closed.
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8.2 Transparent Mode Operation

The Transparent Mode can be used by the DM Senwvazrtd the DM Notification message [DMNOTI] to agle End
Device or to multiple End Devices, via the DM Gatgw The latter mode of operation is referred tthia specification as
thenotification fanouffeature. For using the notification fanout featlitis RECOMMENDED that the same notification
credentials [DMSTDOBJ] be shared across multipilggeEnd Devices and for the Notification messagest to be
generated using these credentials.

This enabler defines two approaches for realiziegTiransparent Mode. A DM Gateway MAY support onéoth the
approaches. These approaches are defined inltbeiftg sub-sections.

8.2.1  Push Header Extension Approach

This approach relies on a specially formatted OM&sHPmessage [PushMsg], which contains the GwMOriskie Header,
carrying OMA-DM Package #0 in its payload.

8.2.1.1 GwMO Package #0 Push Message Header Format

The GwMO Push Extension Header follows the sanmeige structure as the other Push message headeatsscribed in
[PushMsqg]. This header is registered with the OMRISsh Message Header Code Registry under the foltpname:

=  X-Oma-GwMO

The header structure is described by the followvABINF [RFC5234] syntax:

X-Oma-GwMO = "X-Oma-GwMOQO" ":" Address

Address = Target [ "&" Address |

Target = 1*TargetChar
; Target can be a device identifier or
; a device group identifier

TargetChar = ALPHA / DIGIT /" /"-" /" _"[""

8.2.1.2 GwMO Package #0 Push Message Header Process ing

To have a DM Notification message delivered to Bredices that do not have a publicly routable adsjraDM Server
MUST send the DM Noatification message to the asdediDM Gateway. The DM Notification message MU&dlude the
X-Oma-GwM~Qextension header to specify the device identdieat device group identifier. Upon receiving thisssage,
the DM Gateway MUST process the X-Oma-GwMO headéind the target End Device(s) and then forwarl biM
Notification message to the specified End Deviceghout the X-Oma-GwMO header. The DM Gateway MIUNOT
report any errors back to the DM Server.

The DM Server MAY also use this mechanism to seBiMaNotification message to End Devices that hapeilalicly
routable address.

The target referred to in the X-Oma-GwMO extengieader can be:

= an End Device identifier
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= adevice group identifier
= an enumerated collection of End Device identifeand/or device group identifiers, delimited by ti& tharacter

Upon receiving a DM Notification message, that eam the X-Oma-GwMOheader, the DM Gateway first checks the
Device Inventory MO to see if it recognizes the Byalice identifier(s). It then checks the GateWanfig MO to see if it
recognizes the device group identifier(s). The Biteway fans out the Notification to all of thegeetr End Devices that it
can resolve. Any unresolved Notification messaggets are silently ignored.

Figure 11 shows an illustrative network consistiige DM Server, a DM Gateway and three End Dewaesse public
identifiers are “Tab1”, “Tab2”, and “Tab3". The awectivity between all network elements in the dégmay be wired or
wireless, and all network elements may be fixethobile.

IP addrass:
fec0:9271:14f2:e267:d26:ff:e3b:52b0

Public identity: “Tab1”

IP address: local subnet address
= Public identity: “Tab2”
=N

OMA-DM B
Gateway ,

OMA-DM £
Server )

i IP address: 192.168.168.0

Public identity: “Tab3”

Figure 11: lllustrative Network of DM Server, DM Gateway and End Devices.

A DM Server that wants to send a DM Notificationgs&ge to “Tabl1” and “Tab3” will send a special Raygk0 message to
the DM Gateway. The message will contain tieUma-GwMOheader, with the value set tddb1&Tab3".

Upon receiving this message, the DM Gateway estaddi that the message is not destined for iteffien checks its
Device Inventoryo see if it recognizes the target devices. iscthse, the DM Gateway recognizes the devicestand
forwards the Package 0 message to both the devices.

If the DM Gateway receives a message with the vafuke “X-Oma-GwMOheader set toTab4”, the message will be
silently discarded.
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8.2.2  End Device Trigger MO Approach

If the DM Gateway supports the End Device Trigged Mhe DM Server MAY use it for forwarding a DM Nfatation
message to the End Device(s).

The Server will specify the targeted End DevicesEiiTrigger/<x>/TargetRef node and will set thdwa of
‘EDTrigger/<x>/TargetRefType’ according to the typE'EDTrigger/<x>/TargetRef node value. The adtDé/
Notification data is stored as the value of ‘EDBeg/<x>/Message’ node.

When the Exec operation on the node ‘EDTrigger/©pdrations/Send’ is performed, the DM Gateway séinel€ontent of
‘EDTrigger/<x>/Message’ to the targeted End De\sgelf the ‘EDTrigger/<x>/TargetRef value is natrcectly set, the
Gateway will return the error code “400: Bad Redjues the Exec operations.

8.2.2.1 MO Cleanup on the DM Gateway

In order to avoid proliferation of End Device TriggMO instances on the DM Gateway, the DM Sen#®BLD delete
MO instances from the Management Tree when thepatenger in use.

8.3 Proxy Mode Operation
8.3.1 DM Command Fanout

The Fanout MO enables the DM Server to send the $2lvh commands to a group of End Devices. The DMeGay
MUST collect the response from each End Deviceiwithis group and make it available for retrievgltbe DM Server
from the Results subtree of the Fanout MO. Adddlty, the DM Gateway MAY send thiieanout Result Aggregatiocalert
or theFanout Completion Statudert to the DM Server, depending upon the respbasidling selection made by the DM
Server in the Fanout MO.

The following diagram describes the Fanout flovease the DM Gateway is configured to send the RaResult
Aggregation Alert to the DM Server:
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DM Server

1l

DM Gateway

End Devices W

0. A device group is created in
the Config MO on the DM
Gateway

1. DM Server instantiates the
Fanout MO and sets
appropriate values in the MO

X. DM Se

Y. DM Ser

>

2. DM Server sends Exec
command to DM Gateway to
start the fanout operation

3. DM Gateway sends the
commands to each Device in
the device group

1l

6. .DM Gateway prepares the

4. Device sends back the
response to DM Gateway

Fanout Result Aggregation
Alert based on the expression
of ‘ReportFilter’, and sends
Fanout Result Aggregation
Alert or the Fanout
Completion Status Alert to
DM Server.

trver retrieves the aggregated results at g
time

er can execute ‘creategroup’ node in Fa

new group in ConfigMO for sub-sequentia

5. DM Gateway stores the
responase of each device in the
Fanout MO

ome later

noutMO to populate a
I managment

Figure 12: DM Command Fanout

13

Step 0: The pre-condition of Fanout operation & thdevice group has been created in the GatewaffgMO by the DM

Gateway.

Step 1: The DM Server instantiates the Fanout M@sats the following nodes in the Fanout MO with #ppropriate

values:

FanOut/<x>/DMCommands

FanOut/<x>/TargetGroupRef

If the DM Server would like to obtain the speciitatus code(s) for a specific CmdID, then it skeishode with the

appropriate value:

FanOut/<x>/ReportFilter

An example to set uReportFilternode:CmdID=100 & StatusCode=404.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-GWMO-V1_0-20120306-C Page 55 (86)

Step 2: The DM Server sends the Exec command tDkh&ateway to trigger it to fan-out DM Commands ise
FanOut/<x>/DMCommands nodéo the targeted End Device(s) specified inrctiedFanOut /TargetRef node

For example:

<Exec>
<CmdID>3</CmdID>

<|tem>
<Target>
<LocURI>./SCM/FanOut/ Fanoutinstance01/Operation/ Start</LocURI>
</Target>

</ltem>

</Exec>

Step 3: The DM Gateway establishes a DM Sessidma¢ith End Device specified in thanOut /<x>/TargetRef nodand
forwards the DM Commands sethanOut /<x>/DMCommandsaode to the targeted End Device(s).

Step 4: The End Device receives the DM Commands fre DM Gateway and returns the results to the Gaeway after
execution.

Step 5: The DM Gateway stores the response froim Ead Device in the Fanout MO. For each End Deviue DM
Gateway creates an interior child node undefFdmeOut /<x>/Resultsrode. This node contains the following leaf child
nodes:

= <x>/Results/<x>/DevicelD:The value of this leaf node is the identifier loé tEnd Device

= <x>/Results/<x>/DevResultXM(if the command result is in the SyncML format) or
<x>/Results/<x>/DevResultWBXM(if the command result is in the WBXML format): Thalue of this leaf node is the
command result returned by the End Device

Step 6: After the DM Gateway collects all respongesill check the value of ‘ReportFilter’ node éprepare the Fanout
Result Aggregation Alert:

If the node ‘ReportFilter’ was specified, then frenout Result Aggregation Alert will contain theutts from End
Device(s) which return the specified cmdid andéiated status code;

If the node ‘ReportFilter’ was not specified, thtbe Fanout Result Aggregation Alert will contaihthe results from End
Device(s).

After the preparation of the Fanout Result Aggriegaf\lert, the DM Gateway MAY send tHe&anout Result Aggregation
alert or theFanout Completion Statusert to the DM Server, depending upon the respbasdling selection made by the
DM Server in the Fanout MO.

Step X: At some later time, the DM Server invokes Get command against the Results sub-tree ID¥h&Sateway to get
the aggregated results for the fanout commandjmatltontext of a separate DM session.

Step Y: Optionally, the DM Server can execute thadut/<x>/Operation/Creategroup to populate a newmin the
Gateway ConfigMO. The DM Gateway returns the URthaf new group to the DM Server.

8.3.2 Retention of Response Data

Once a fanout command has completed executiometiponsibility is on the DM Server to read the oese data from the
Results sub-tree. The DM Gateway will retain tbgponse information for a certain period of timertovide the DM
Server an opportunity to read the response. Thedakéway MAY delete older responses, as per i@ loalicy. Itis,
therefore, important for the DM Server to retri¢lre fanout command response from the DM Gatewaytimely manner
after the command has completed execution.
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8.3.3  Fanout Forwarding and Response Processing

When the Exec operation is invoked on the Fanout@gerations/Start node, the DM Gateway sendsdheeat of the
Fanout/<x>/DMCommands node to each targeted EnicBeVo achieve this, the DM Gateway needs to ptgpenstruct
the DM message to deliver the fanout commandsdh Ead Device. The DM Gateway also needs to prabesgesponse
received from the End Device prior to submittingulés back to the DM Server.

8.3.3.1 Command Fanout

Before starting the fanout operation, the DM Senezds to properly configure the Fanout/<x>/DMComdsanode
according to the following rules:

= The value of the Fanout/<x>/DMCommands node MUSAfa@an to the structure of the <SyncBody> element.
= The command identifier for each fanout command MW&Tassigned by the DM Server.

= Each fanout command MUST use the proper node a&ldgescheme to guarantee the address validity a.edbs
targeted End Devices. For example, when the alestduget address of the fanout command is diffexerdss each
End Device, the DM Server MUST use the virtual @Rtressing.

After initiating the Fanout/<x>/Operations/Starteogtion, the DM Gateway MUST generate the DM mes$ageach
targeted End Device. The generated DM message Mid8Mhin the fanout commands from the Fanout/<x>/Dk@ands
node.

The DM message generated by the DM Gateway MAYaiordther DM Commands—strictly for the DM Gatewhythis
case, the DM Gateway MUST NOT use the command ifiknstalready assigned by the DM Server for theofa
commands. Examples of DM Commands for the DM Gag&sa@vn purposes are:

= Providing the <Status> element for the <SyncHdrtheflast message from the End Device.
= |ssuing non-fanout commands to the End Device(s).
= |ssuing alerts to the End Device(s).

The DM Gateway can deliver the generated DM mesgatiee End Device either in the new DM Sessioimdhe existing
DM Session.

8.3.3.1.1 lllustrative Example

This section describes an illustrative example liiiclv the DM Server requests the fanout of a Getroand on the
“Jantivirus_data/version” node and the Replace mamd on the “./antivirus_data/reserve_exec” nodeelthat in this
example, it is assumed that all targeted End Deviere the same absolute target address.

The DM Server instantiates the Fanout MO and $etyvalue of the Fanout/<x>/DMCommands node aswaio

<SyncBody>
<Get>
<CmdID>1</CmdID>
<ltem>
<Target>
<LocURI>./antivirus_data/version</LocURI>
</Target>
</ltem>
</Get>
<Replace>
<CmdID>2</CmdID>
<Item>
<Target>
<LocURI>./antivirus_data/reserve_exec</LocURI>
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</Target>
<Data>2011-07-11T03:00Z</Data>
</ltem>
</Replace>
</SyncBody>

The DM Gateway sends a DM Notification to establstiew DM Session for delivering the fanout comnsadternatively,
the DM Gateway can use an existing DM sessiontHisioption is not described here. The Pkg#1 froenEnd Device to
the DM Gateway is as follows:

<SyncML>
<SyncHdr>...</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID> <!I-- Server-initiated session - ->
<Data>1200</Data>
</Alert>
<Replace>
<CmdID>2</CmdID> <!-- Replace for Devinfo -->

</Replace>
<Replace>
<CmdID>3</CmdID> <!-- Replace for DevDetail -->

</Replace>

<Alert>
<CmdID>4</CmdID> <!-- Client Event (could be Mul tiple) -->
<Data>1224</Data>

</Alert>

<Alert>
<CmdID>5</CmdID> <!-- Generic Alert (could be Mu Iltiple) -->
<Data>1226</Data>

</Alert>

<Alert>
<CmdID>6</CmdID> <!-- DM Tree Changed Alert -->
<Data>1228</Data>

</A.I.ert>
</SyncBody></SyncML>

The DM Gateway generates the SyncML message fdgildeDevice.
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<SyncML>
<SyncHdr>...</SyncHdr>
<SyncBody>
<Status>
<CmdID>3</CmdID><Cmd>SyncHdr</Cmd> <!-- Status fo r SyncHdr -->
</Status>

<Status>
<CmdID>4</CmdID>
<CmdRef>1</CmdRef> <l-- Status for Server-inited
Session -->
</Status>
<Status>
<CmdID>5</CmdID>
<CmdRef>2</CmdRef> <I--
Status for Devinfo -->
</Status>

<I-- More Status Here -->
<Status>
<CmdID>6</CmdID>
<CmdRef>4</CmdRef> <!-- Status for Client
Event Alert -->
</Status>
<Get>
<I-- fanout command Get -->
<CmdID>1</CmdID>
<Iltem>
<Target>
<LocURI>./antivirus_data/version</LocURI>
</Target>
</ltem>
</Get>
<Replace>
<!-- fanout command Replace -->
<CmdID>2</CmdID>
<I[tem>
<Target>
<LocURI>./antivirus_data/reserve_exec</LocURI>
</Target>
<Data>2011-07-11T03:00Z</Data>
</ltem>
</Replace>
<I-- More
Alerts Here -->
</SyncBody>
</SyncML>

8.3.3.2 Response Processing

On receiving the fanout response from the End Bx\ttee DM Gateway MUST properly configure the
Fanout/<x>/Results/<x> sub-tree to store the resilihe node value of the DevResultXML and DevR&§BIXML node
MUST conform to the structure of the <SyncBody>n&bat, as per the DM representation protocol [DMRE®R The
DevResultXML or DevResultWBXML node MUST store tresults only for the fanout commands and MUST N@Fes
the <Status> element for the preceding <SyncHdcbaay results for commands issued locally by the GaMeway.
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The End Device can use the asynchronous responserfee parts of the fanout commands. In this sanathe End Device
will send the Generic Alerts to the DM Gateway afteishing the accepted commands. The DM Gatew&ysW collect the
results from the Generic Alerts (that is, storeg¢htire <Alert> node either in the DevResultXMLDevResultWBXML
node). However, the DM Gateway MUST NOT store tBtatus> elements for ‘(202) Accepted for processimd also
MUST NOT store any results if they are not reldtethe fanout commands.

In the case where the DM Server chooses to retie@Result Aggregation Alerthe DM Gateway MUST issue the alert
after receiving responses from all of the targ&rd Devices. In the case that the DM Gateway faileceive responses
from some of the End Devices, tResult Aggregation AleMUST be sent after a certain timeout (left to ierpentation).

Additionally, the DM Gateway MAY send thHeesult Aggregation Alertsubsequently to report for delayed results from
some of the End Devices. The subseqiragult Aggregation AlerfglAY also be sent to deliver periodic responses
triggered by the fanout commands. On receivingiflayed or periodic responses, the DM Gateway MUdate either the
DevResultXML or DevResultWBXML node accordingly. 8BubsequerResult Aggregation AlertSHALL NOT include
information that has already been reported in &iposResult Aggregation Alerso as to minimize the redundant
information from the DM Gateway to the DM Server.

8.3.3.2.1 lllustrative Example

This section describes an illustrative example liclv the DM Gateway collects the results for the fanout commands:
Get “./antivirus_data/version” and Exec “./SCOMOddoad/PKG1/Operations/Download”. The End Devicgpands
synchronously for the Get and asynchronously ferEkec.

The Fanout/<x>/DMCommands node contains two DM Camas as follows, and the DM Gateway delivers thehé
End Device(s).

<SyncBody>
<Get>
<CmdID>1</CmdID>
<Item>
<Target>
<LocURI>./antivirus_data/version</LocURI>
</Target>
</ltem>
</Get>
<Exec>
<CmdID>2</CmdID>
<Item>
<Target>
<LocURI>./SCOMO/Download/PKG1/Operations/Downloa d</LocURI>
</Target>
</lItem>
</Exec>
</SyncBody>

The DM Gateway receives the responses for the faswumands. The <Status> for the Exec command shwatst is an
asynchronous response.

<SyncBody>
<Status> <l—
Status for Get -->
<CmdRef>1</CmdRef>
<Cmd>Get</Cmd>
<TargetRef>./antivirus_data/version</TargetRef>
<Data>200</Data>
</Status>
<Results> <l—
Results for Get -->
<CmdRef>1</CmdRef>
<ltem>
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<Source>
<LocURI>./antivirus_data/version</LocURI>
</Source>
<Data>antivirus-inc/20010522b/5</Data>
</ltem>
</Results>
<Status> <I--
Async Response for Exec -->
<CmdRef>2</CmdRef>
<Cmd>Exec</Cmd>
<Data>202</Data>
</Status>
</SyncBody>
The DM Gateway receives the Generic Alerts forrdsailt of the Exec command.
<Alert>
<CmdID>2</CmdID>
<Data>1226</Data>
<ltem>
<Source>
<LocURI>./SCOMO/Download/PKG1/Operations/Downloa d</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Component1</L ocURI>
</Target>
<Meta>
<Type>urn:oma:at:scomo:1.0:OperationComplete</Ty pe>
<Format>xml</Format>
</Meta>
<Data>
<![CDATA[
<ResultCode>1200</ResultCode>
<ldentifier>ComponentliD</Identifier>
11>
</Data>
</ltem>
</Alert>

The previous status for Exec command is replac#d tive Generic Alerts. The DM Gateway stores tlselte only for the

fanout command in the DevResultXML node as follows:

<SyncBody>
<Status>
Status for Get -->
<CmdRef>1</CmdRef>
<Cmd>Get</Cmd>
<TargetRef>./antivirus_data/version</TargetRef>
<Data>200</Data>
</Status>
<Results>
Results for Get -->
<CmdRef>1</CmdRef>
<ltem>
<Source>
<LocURI>./antivirus_data/version</LocURI>
</Source>
<Data>antivirus-inc/20010522b/5</Data>
</ltem>

<l

<l
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</Results>
<Alert> <l--
Generic Alert for Exec -->
<CmdID>2</CmdID>
<Data>1226</Data>
<ltem>
<Source>
<LocURI>./SCOMO/Download/PKG1/Operations/Downlo ad</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Component1</ LocURI>
</Target>
<Meta>
<Type>urn:oma:at:scomo:1.0:OperationComplete</T ype>
<Format>xml</Format>
</Meta>
<Data>
<I[CDATA][
<ResultCode>1200</ResultCode>
<ldentifier>Component1lID</Identifier>
11>
</Data>
</ltem>
</Alert>
</SyncBody>

8.4 Realizing Adaptation Mode Functionality (In formative)

This informative section describes a few approadbesealizing the Protocol Adaptation Mode. Othgproaches for
realizing the Adaptation Mode are not precluded.

8.4.1 Adaptation Using Fanout MO

This approach relies on the Fanout MO with the ddmpability of being able to adapt OMA DM messagethe native
management protocol supported by the End Devices.

The following steps constitute a typical flow ftwet Adaptation Mode using this approach, as shovwmgare 13:

1. The DM Server instantiates the Fanout MO on the ®ateway within the context of a DM session betwien
DM Server and the DM Gateway.

2. The DM Server sets the DM command in BidCommandsode of this MO instance. The DM Server thenassu
an Exec command on ti@perations/Starhode of this MO instance.

3. The DM Gateway adapts the DM command to the natigragement protocol of the End Device and forwtres
adapted command to the End Device

4. Upon receiving the response from the End Device M Gateway adapts the response to the DM protmud|
sets it in theDevResultXMLlor DevResultWBXMhode, for retrieval by the DM Server.

One advantage with this approach is that the DMWe3as completely oblivious to the management protounning
between the DM Gateway and the End Device. ThesQilA DM End Devices in Proxy Mode and non-OMA DMd&E
Devices in Adaptation Mode are treated exactlysdnme from DM Server’s perspective.
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8.4.2

OM Gateway
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Figure 13: GwMO Adaptation Mode realisation with Fanout MO

Adaptation Using Protocol Encapsulation

As the DM Gateway cannot always support adaptatfail possible native management protocols of Beglices, an
alternative approach is described here.

Using this approach, the Management Authority ceanthe OMA DM infrastructure to easily manage EmdiDes with
native management protocols that are not suppbstéde DM Gateway in deployment. Here, the prot@ataptation
functionality is provided by the management autlyarsing a non-OMA DM server, operating in conjuoctwith an OMA
DM Server.

The following steps constitute a typical flow fbeetAdaptation Mode using this approach:

1.

The Management Authority creates the non-OMA DM omand message and makes it available to the OMA DM
Server, via some unspecified mechanism.

The OMA DM Server instantiates the Fanout MO onbiv Gateway within the context of a DM session bedw
the OMA DM Server and the DM Gateway. This MO imsta contains thBlonDMCommandandDevResultBIN
nodes.

The DM Server sets the non-OMA DM command as tteevaf theNonDMCommandsode of this MO instance.
The DM Server issues an Exec command on the Opaséfitart node of this MO instance.

The DM Gateway forwards the non-OMA DM commandhe End Device. It is assumed that the DM Gateway ca
communicate with the End Devices at least in thadport layer (for example, Ethernet), even ifribe-OMA DM
protocol is not supported between the DM Gatewalyreom-OMA DM End Devices.

Upon receiving the response from the End Deviee XM Gateway sets it in tH2evResultBimode for retrieval by
the Management Authority.

One advantage with this approach is that the pobtadaptation operation is the responsibility af Management Authority,
which may include a separate non-OMA DM Server camicating with the OMA DM Server. The interface Wween the
non-OMA DM Server and the OMA DM Server is out-agbpe of this specification.

As can be clearly seen, the non-OMA DM managementncands are delivered to the DM Gateway using thNeAMDM
infrastructure. The OMA-DM protocol has no othelerim this approach.
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Figure 14: GwMO Adaptation Mode Realisation Using Potocol Encapsulation

8.4.3  Adaptation with DM Gateway in Origin Server R ole

In some instances, the DM Gateway can play theaflkeOrigin Serverby hosting the Management Tree of the End
Device. In other words, the DM Gateway presenth een-OMA DM End Device as a logical OMA DM Devittethe DM
Server, as shown in Figure 15. As can be seemth&erver directly invokes commands on the Manag@riree of the
End Device. The DM Gateway adapts the DM commandse native management protocol of the End Deaiub

forwards the adapted commands to the End DevigmnUWeceiving the response from the End DevicePteGateway
adapts the response to DM format, updates the Daé Tar the End Device (if needed), and forwardsattiegpted response to
the DM Server.

In this approach, the DM Gateway has to deal withextra overhead of maintaining the Managemerg fimeeach End
Device, which may become an issue if the numbattathed non-OMA DM End Devices is excessive.

OMA DM
Protocol
DM Server
Ony

DM Gateway
Management Tree

" Non OMA_DM
i Datamodel

Nn:r|F1 -OMADM ; End-

otocol 1 i

< — Device
A

End Device A
Management Trae
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¢

End Device B
Management Tree

DM Gateway

Figure 15: GwMO Adaptation Mode Realization with Gaeway as Origin Server
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8.5 Bootstrapping

8.5.1  Bootstrapping the End Device to the DM Gatewa vy

The DM Bootstrap specification [DMBOOT] lists foynossible approaches to the DM Bootstrap processtoclzed
bootstrap, server initiated bootstrap, bootstramfiSmartCard, and client initiated bootstrap. leotly these bootstrapping
approaches can work for DM Gateway BootstrappingBomd Devices as well. However, in practice somettafse
bootstrapping approaches may not be feasible far Bevices. For example, some of the End Deviceg opgerate in
private networks, which are outside the contrdrrafélitional service providers. For this reasonréhmay not be enough cost
justification for customized bootstrap and SmartClootstrap. Server initiated bootstrap on a blan# Device is also a
big challenge because the Device may not have lzalijjoroutable address that can be used by sonmte peshanisms (for
example, OMA Push) to bootstrap the End Device.

This specification describes two approaches foe@ay Bootstrapping on the End Device. These twocgmhes are
described in the following subsections. The DM @atg MUST support at least one of these approacheseds to be
noted that other approaches for Gateway Bootstngpmi the End Device are not precluded.

There are some scenarios in which the End Devisdddistinguish between a DM Server and a DM Gagewlo handle
such scenarios, the value of the ‘Ext/oma_gwmofSappe’ node in DMAcc MO indicates whether the gntihe Device
interacting with is a DM Server or a DM Gateway.

8.5.1.1 DM Server Assisted Bootstrapping

In this approach, a previously bootstrapped DM &ebootstraps the End Device to the DM Gatewaghasvn in Figure 16
and Figure 17. The DM Server bootstraps the Enddedo the DM Gateway the very first time a DMses is established
between the End Device and the DM Server, or whamigne End Device is detected in a new locatior ifistallation of
DM Gateway credentials on the End Device is per&afmsing the normal bootstrapping process [DMBOOQOIHe
installation of End Device credentials on the DMé&®ay is performed through the Gateway Config M&3.is clear from
Figure 16 and Figure 17, the association betweeitid Device and the DM Gateway is establishedheydtM Server.
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Figure 16: DM Server Assisted Gateway Bootstrapping
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Figure 17: DM Gateway Bootstrapping Following Devie Location Update

8.5.1.2 Local DM Bootstrap Server Assisted Bootstra  pping

In this approach, the End Device obtains the DMe@aly Bootstrap from a local DM Bootstrap Serverlescribed in
[DMBOOT].

It is clear from Figure 18 that the associationmsetn the End Device and the DM Gateway gets esteadalidynamically.
The DM Server learns about this association upoeiveng the Device Attach Alert from the DM Gateway
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Figure 18: Local DM Bootstrap Server Assisted Gateay Bootstrapping

8.5.2  Bootstrapping the DM Gateway
The DM Gateway SHALL be bootstrapped in accordamitie [DM-BOOT].
8.5.3  Pre-bootstrapped End Devices

This specification discusses various scenario&fmt Device bootstrapping.

»  The End Device is only bootstrapped to the DM Gatew

*  The End Device is only bootstrapped to a subsBt\MfServers to which a DM Gateway is bootstrapped.
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*  The End Device is pre-bootstrapped to some DM $eneewhich the DM Gateway is not bootstrappedr é@ample,
an End Device may be factory bootstrapped to timelaes DiagMon DM Server, while the DM Gateway tbieh the
End Device is attached is completely unaware & Bl Server. Another example is a case where aad@rdevice
moves to a different location, where the DM Gatevgagot bootstrapped to a DM Server to which thd Bevice had
been previously bootstrapped.

This enabler supports the following three posgib#ifor the DM Gateway to handle End Devices #ratpre-bootstrapped
to other DM Servers.

«  The DM Gateway ignores all pre-bootstrapped infdiomeon the End Device

The DM Gateway gets bootstrapped to any DM Sexvevrttich the End Device is bootstrapped but the Dile@ay is
not

« The DM Gateway does not get bootstrapped to any3$aver to which the End Device is bootstrappedtih@tDM
Gateway is not. However, a DM Notification messagsith the Push Extension Header, is forwardeth& End
Device if it originates from such a DM Server

These possibilities are left to the DM Gateway iempéntation and they are discussed in the followirgsections.

8.5.3.1 Ignoring Pre-bootstrapped Information

In this case the DM Gateway only allows the EndiDeto be managed by a DM Server to which it istbwapped itself. If
the End Device has a publicly routable addressishiatown to the DM Server, the DM Server can digecommunicate
with the End Device, bypassing the DM Gateway catghy.

8.5.3.2 Bootstrapping to End Device’s DM Server

In this case the DM Gateway proceeds with the ¥alhg steps to trigger the bootstrapping of the Diltévay to the End
Device’s DM Server.

Step I The End Device retrieves the bootstrap package the local Bootstrap Server.

Step 2 The End Device installs the bootstrap package.

Step 3 The End Device reads the value of the ‘Ext/omang¥serverType’ node in DMAcc MO to recognize the DM
Server as a DM Gateway.

Step 4 The End Device sendsBootstrapped DMS Liggeneric Alert (section7.3) to the DM Gateway. T8isneric Alert
lists all the DM Servers to which the End Device baen previously bootstrapped.

Step 5 The DM Gateway checks the list of DM Server IDgsl identifies the DM Servers to which the DM Gatg is not
already bootstrapped.

Step 8 The DM Gateway starts the client initiated bowtst as defined in section 5.1.2.4 of [DMBOOT].

Figure 19 shows the work flow.
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Figure 19: DM Gateway Bootstrapping to End Device’®M Server

8.5.3.3 Allowing Transparent Mode Operation for End Device’s DM Server

In this case the DM Gateway proceeds with the ¥alg steps to allow the Transparent Mode operdtonhe End
Device’'s DM Server, without getting bootstrappedite DM Server.

Step 1 This step is the same as step 1 in section 2.5.3.

Step 2 This step is the same as step 2 in section 8.5.3.

Step 3 This step is the same as step 3 in section 8.5.3.

Step 4 This step is the same as step 4 in section 2.5.3.
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Step 5 The End Device sends tAssociated Gatewageneric Alertto that DM Server. This alert provides the publicly
routable address of the DM Gateway to the DM Server

Step 6 This step is the same as step 5 in section 8.5.3.

Step 7 The DM Gateway establishes an internal mappirtgyden the DM Server ID and the End Device ID. Tnables
the DM Gateway to provide the Transparent Mode afjar for the End Device for a DM Notification magge, with Push
Extension Header, which originates from the DM 8ereven though the DM Gateway is not bootstrappede DM
Server.

Figure 20 shows the work flow.
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Figure 20: DM Gateway supporting the Transparent Male for the End Device’s DM Server
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8.6 Image Distribution

To efficiently distribute images (for example, Dreliy Package for SCOMO) to End Devices, the DM 8euilizes the
Image Inventory MO resident on the DM Gateway.His section, image distribution examples usinglthage Inventory
MO are shown. Although these illustrative examlesw the package delivery of SCOMO, the Image ItorgrMO can
work with any other enablers that deal with imaggrihutions.

The DM Server can either deliver the image to tihé Gateway by using an alternative download mechmamis by using the
OMA-DM protocaol. In the latter case, the DM Serperforms a Replace operation on the <x>/Images[3atd node,
which contains the binary data for the image data.

8.6.1 Image Distribution in Proxy Mode

Figure 21 shows the flow for the image distributwith the DM Gateway operating in the Proxy ModbeWarious steps in
the flow are listed below.
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(The DMCommands node includes
LocallmageURI)

\ 4

6. DM Server executes
Fanout/<x>/Operations/Start to
trigger the fanout operations

7. DM Gateway fans out the
DMCommands (LocallmageURI) to the
target End Devices

8. End Device uses

to download the Image (the alternative

downl

Figure 21: Image Distribution in Proxy Mode

he LocallmageURI

oad)

Step 1 The DM Server configures the Image Inventory MQlistribute an image (e.g. Delivery Package foO$D) to

multiple End Devices.
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Step 2 (Alternative download case) The DM Server setsvilue for the ImageURI node. The DM Server subsety
invokes the Exec operation on the <x>/Images/<xet@gons/Download node to trigger the DM Gatewagidavnload the
image.

Step 3 (Alternative download case) The DM Gateway dovadithe image. The image is stored on the DM Gatéeself,
or on a storage server on the local network. Aftanpletely downloading the image, the DM Gatewdy Hee
LocallmageURI node (e.g. http://fe80::202:b3ff:feZ29/scomo/package123).

Step 2 (OMA DM case) For delivering the image, the DMn&& uses the Replace command to the <x>/ImagefData
node.

Step 3% (OMA DM case) On completely receiving the imaties DM Gateway sets the LocallmageURI node (e.qg.
http://fe80::202:b3ff.fele:8329/scomo/package 1E8Y. this, the DM Gateway can store the image orDiMeGateway itself
or at a local storage server.

Step 4 The DM Gateway sends the Image Ready Alert. Tiegge Ready Alert contains the value of the LocajjetiRlI
node.

Step 5 The DM Server instantiates the Fanout MO or upslan existing Fanout MO instance on the DM Gat&wvay
Management Tree. When the DM Server sets the V¥afutbe Fanout/<x>/DMCommands node, it refers ®lthtal image
URI, provided by the DM Gateway previously in timdge Ready Alert, for initiating download on thedEPevice.

The example below shows the inclusion of the latage URI in the Fanout/<x>/DMCommand node prepatetie DM
Server for forwarding to the End Device, via the [@dteway:

<Add>
<CmdID>1</CmdID>
<ltem>
<Target><LocURI>./GWMO/Fanout/fol/DMCommands</LocUR I></Target>
<Data>
<I[CDATA][ <! -DMConmands is inlined within <!'[CDATA[..]]-->
<Add>
<CmdID>1</CmdID>
<ltem>
<Target><LocURI>./SCOMO/Download/Pkgl</LocURI></Tar get>
</ltem>
</Add>
<Add>
<CmdID>2</CmdID>
<ltem>
<Target><LocURI>./SCOMO/Download/Pkg1/PkglD</LocURI ></Target>
<Data>Packagel23</Data>
</ltem>
</Add>
<Add>
<CmdID>3</CmdID>
<ltem>
<Target><LocURI>./SCOMO/Download/Pkgl/PkgURL</LocUR I></Target>
<Data>http://fe80::202:b3ff.fele:8329/scomo/package 123</Data> <! -
Local URI-->
</ltem>
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</Add>
11>
</Data>
</ltem>
</Add>

Step 8 The DM Server executes the Fanout/<x>/Operatitast node to trigger the fanout procedure.
Step 7 The DM Gateway fans out the Fanout/<x>/DMCommatodse target End Devices.

Step 8 The End Device uses the local image URI (e.@:#t€80::202:b3ff.fele:8329/scomo/packagel23)demioad the
image by the alternative download.

8.6.2 Image Distribution in Transparent Mode

Figure 22 shows the flow for the image distributwith the DM Gateway operating in the Transparent®l The various
steps in the flow are listed below. Note that beftow considers two End Devices, but it can coveltiple End Devices as
well.
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DM Server DM Gateway

1. DM Server configs
ImagelnventoryMO

Device 1

Device 2

2.a DM Server sets ImageURI and
executes Operations/Download

(alternative download)

»
>

image by the alternative download,

3.a DM Gateway downloads the
and sets LocallmageURI

2.b DM Server delivers the image with
Replace command to the Data node

(OMA DM)

»
>

at the local networks, and sets

3.b DM Gateway stores the image
LocallmageURI

4. DM Gateway sends Image Ready
Alert

5. DM Server sends the DM
Notification to DM Gateway for the
inaccessible End Devices

6. DM Gateway fans out the DM

Notification to the target End Devices

7. End Device initiates the DM session
with the DM Server

A 4

8. DM Server invokes the download
operation using the local image URI

Figure 22: Image Distribution in Transparent Mode

9. End Device uses the local image URI
to download the Image (the alternative
download)

Step 1 ~ Step 4These steps are the same as Step 1 through 8tegedtion 8.6.1.

Step 5 The DM Server sends the DM Notification (Pack&@¢to the DM Gateway for the inaccessible End Dewi The
GwMO Package #0 Push Message Header or the Endée&rigger MO can be used as described in thecse8tR.

Step 8 The DM Gateway forwards the DM Notification (Pagle #0) to the target End Devices.

Step 7 The End Device initiates the DM session with Eiéd Server.

Step 8 Within the context of the DM session, the DM Sarinvokes a download operation on the End Devisig the
local image URI, provided by the DM Gateway prewlgun the Image Ready Alert.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-GWMO-V1_0-20120306-C Page 77 (86)

Step 9 The End Device uses the local image URI to doaailthe image.
Step 8 and Step 9 can be repeated for other Enidé&ev
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior version
A.2 Draft/Candidate Version 1.0 History
Document Identifier Date Sections Description
Draft Versions 30 Jun 2010 All Baseline TS
OMA-TS-GwMO-V1_0 08 Sep 2010 56,7,8 Incorporated the followdiry
OMA-DM-GwMO-2010-0036-CR_New_Sections_in_TS
20 Oct2010 5,6,7,8, Incorporated the following CRs:

Appendix C OMA-DM-GwMO-2010-0044R01-CR_LAN_Device_Inventory_ MO
OMA-DM-GWMO-2010-0045R01-CR_Gateway_Config_MO

OMA-DM-GwMO-2010-0049R01-
CR_Device_Inventory_Update_Alert

OMA-DM-GWMO-2010-0055R01-CR_GWMO_Overview
OMA-DM-GWMO-2010-0058R01-CR_Sp_Push_Hdr_4_DM_Gw

21 Oct 2010 4.1 Re-application of CR:
OMA-DM-GwMO-2010-0044R01-CR_LAN_Device_Inventory_ MO

22 Oct 2010 2, App A2 Slight editorial clean-upreferences and of history box
Language set to English UK.

17 Nov 2010 All Incorporated the following CRs:
OMA-DM-GwMO-2010-0062R02-CR_Inventory_Update_Alert
OMA-DM-GwMO-2010-0071R04-CR_Normative_Lang_4_ Ext rHd

OMA-DM-GwMO-2010-0070R03-
CR_Transparent_Mode_Def_Clarification

OMA-DM-GwMO-2010-0068-CR_Removed_LAN_from_Inventory
OMA-DM-GwMO-2010-0064R02-CR_Fanout_MO

23 Nov 2010 All OMA-DM-GwMO-2010-0065R02-CR_Fanowbrkflow
OMA-DM-GwMO-2010-0067R01-CR_Config_Inventory_Alert
OMA-DM-GwMO-2010-0066R03-CR_Update_Config_MO

13 Jan 2011 2,3 Incorporated the following CRs:
2.2, OMA-DM-GwMO-2010-0081R04-
6.4 (new) CR_Image_Inventory_MO_Baseline

8.3 (new) OMA-DM-GwMO-2010-0084R02-
CR_Gateway_Bootstrapping_on_End_Device

Re-numbering of figures
Sorting of lists in alphabetical order in 2 and 3
Change from “X-Oma-GwMOQ” to “X-OMA-GwMOQ” in sectioB

28 Mar 2011 All Incorporated the following CRs:
OMA-DM-GwWMO-2011-0001R02-CR_Cleanup
OMA-DM-GwMO-2011-0002-CR_FanoutMOForSingleDevice
OMA-DM-GwMO-2011-0003R01-CR_End_Devices_and_eddori
OMA-DM-GwMO-2011-0004R02-CR_Image_Inventory MO_Usag
OMA-DM-GwMO-2011-0006R02-CR_Condition_Expressionh&ma
OMA-DM-GwMO-2011-0007R02-CR_Fanou_Result_Alert

28 Apr 2011 6.3 Incorporated the following CRs:
OMA-DM-GwMO-2011-0016R03-CR_Format_of_DevResult
OMA-DM-GwMO-2011-0024-CR_Fanout_MO_Bug_Fix

03 May 2011 6.4,8.1 Incorporated the following €Rs
OMA-DM-GwMO-2010-0060R05-CR_General_Flow
OMA-DM-GwMO-2011-0025-CR_Minute_Resolution_for_Ewrpi
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Document Identifier

Date

Sections

Description

31 May 2011

6.3,
9(new),
10(new)

Incorporated the following CRs:
OMA-DM-GwMO-2011-0027R01-CR_Description_of_DevResul
OMA-DM-GwMO-2011-0018R02-
CR_Realizing_Adaptation_Mode_Functionality
OMA-DM-GwMO-2011-0033R01-
CR_DM_Gateway_Bootstrap_Options

Change Section number of Security consideratior®ettion 11
Update Contents

17 June 2011

21,22,
4,4.1,5,5.1,
51.1,51.2,
5.1.3,6.1.1,
6.3.1,6.4.1,
8.2.2,

Figure
number

Incorporated the following CRs:
OMA-DM-GwMO-2011-0035R01-CR_Expiry_to_ExpirationTem
OMA-DM-GwMO-2011-0036R01-CR_Overview;

OMA-DM-GwMO-2011-0037-
CR_Server_Gateway_Device_Connectivity;

OMA-DM-GwMO-2011-0040R01-CR_Update_Introduction;
OMA-DM-GwMO-2011-0041R01-CR_Update_Functionality;
OMA-DM-GwMO-2011-0042R01-
CR_Update_Device_Inventory_MO;
OMA-DM-GwMO-2011-0026R02-CR_AddRootNodeForFanoutMO;
OMA-DM-GwMO-2011-0017R04-
CR_ImagelnventoryMO_Bug_Fixes;

29 June 2011

7.1,8.3, 84
8.5,

Incorporated the following CRs:
OMA-DM-GwMO-2011-0046R01-CR_Update_Alerts;
OMA-DM-GwMO-2011-0049R01-
CR_Update_Proxy_Mode_Operation;
OMA-DM-GwMO-2011-0050R01-
CR_Update_Gateway_Bootstrapping;
OMA-DM-GwMO-2011-0051-CR_Update_Image_Distribution;
OMA-DM-GwMO-2011-0052R03-
CR_Adaptation_Mode_Realisation_with_Fanout_MO;

28 July 2011

2,8,
Appendix E

Incorporated the following CRs:
OMA-DM-GwMO-2011-0048R01-
CR_Update_Transparent_Mode_Operation;

OMA-DM-GwMO-2011-0047R02-CR_Update_General_Work vlo
OMA-DM-GwMO-2011-0058-CR_Schema_Result_aggregatidert;
OMA-DM-GwMO-2011-0061R01-CR_Reference_BUG_FIX;
Editorial harmonization of reference rows

13 Oct 2011

2.1,83,84

Incorporated the follap@Rs:
OMA-DM-GwMO-2011-0064R04-
CR_Adaptation_Mode_Realisation_Protocol_Encapsriati
OMA-DM-GwMO-2011-0065R04-
CR_Adaptation_DMCommands_Node
OMA-DM-GwMO-2011-0068R02-
CR_Fanout_Forwarding_and_Response_Processing
OMA-DM-GwMO-2011-0069R05-CR_Fanout_Response_Pracgss
OMA-DM-GwMO-2011-0071R02-
CR_Resp_Handling_in_Fanout_MO
OMA-DM-GwMO-2011-0074R01-
CR_Changed_semantics_of_Mode_node
OMA-DM-GwMO-2011-0077R03-
CR_GatewayConfigMO_ Clarifications
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Document Identifier Date Sections Description
11 Nov 2011 | 6.5,8.2.4,4, | Incorporated the following CRs:

5,6.1,6.2, | OMA-DM-GWMO-2011-0063R05-CR_EndDeviceTriggerMO

6c',3'A;bADp,p OMA-DM-GWMO-2011-0067R05-CR_result_grouping

8.4,8.2,8.3, OMA-DM-GwMO-2011-0088R01-CR_populate_group

AppC, 8, OMA-DM-GwMO-2011-0089R02-CR_TS_Section_4_Cleanup

App B, 7.3, | OMA-DM-GWMO-2011-0090R01-CR_TS_Section_5_Cleanup

8.6 OMA-DM-GWMO-2011-0091R01-CR_Inventory MO_Cleanup
OMA-DM-GwMO-2011-0092R01-CR_Gw_Config_MO_Cleanup
OMA-DM-GwMO-2011-0094R02-CR_Fanout_MO_Cleanup
OMA-DM-GwWMO-2011-0098R01-CR_Section_7_Cleanup
OMA-DM-GwWMO-2011-0099-CR_Appendix_Section_Cleanup
OMA-DM-GwMO-2011-0100R01-CR_Section_8.4_Cleanup
OMA-DM-GwMO-2011-0103-CR_Section_8.2_Cleanup
OMA-DM-GwMO-2011-0104-CR_Section_8.3_Cleanup
OMA-DM-GwMO-2011-0105R01-
CR_Bootstrapping_Sections_Cleanup
OMA-DM-GwMO-2011-0115-CR_Delete_Appendix_C
Re-numbering of figures
Updated Index for content and figure;

Incorporated the following CRs:
OMA-DM-GwMO-2011-0082R04-
CR_Processing_Fanout_Response_Update
OMA-DM-GwMO-2011-0102R01-CR_Section_8.1_Cleanup
OMA-DM-GwMO-2011-0116R01-CR_SCR_Update
OMA-DM-GwMO-2011-0117-CR_Image_Ready_Alert
OMA-DM-GwMO-2011-0080R03-
CR_ImagelnventoryMO_Clarifications
OMA-DM-GwMO-2011-0081R01-
CR_Image_Distribution_Clarifications

05 Dec 2011 | 6.4,8.5.3, Incorporated the following CR:

App C OMA-DM-GWMO-2011-0126R01-
CR_Update_6.4_Image_Inventory_MO
OMA-DM-GwMO-2011-0096R03-CR_Pre_bootstrapped_End/i€s
Updated Index for content and figure

09 Dec 2011 All Incorporated the following CR:
OMA-DM-GwMO-2011-0129R01-CR_Clarification_of_RepBifter
OMA-DM-GwMO-2011-0120-CR_TS_Tech_Writer_Update
OMA-DM-GwMO-2011-0122-CR_TS_MISC_Update
OMA-DM-GwMO-2011-0125R01-
CR_Update_Section_8.6_Image_Distribution

15 Dec 2011 All Incorporated the following CRs:

OMA-DM-GwMO-2011-0124R01-CR_TS_Editorial CONRR
OMA-DM-GwMO-2011-0128R02-
CR_DevicelnventoryMO_LAN_Info

OMA-DM-GwWMO-2011-0131-CR_TS_editorial_updates_fraddONR

OMA-DM-GwMO-2011-0132R01-
CR_Installation_of_credential_for CONRR

OMA-DM-GwMO-2011-0134-CR_More_TS_Editorial_Updates
OMA-DM-GwMO-2011-0135-CR_Bootstrap_figure_update®NR
Restored a few header styles

Fixed font and one hyperlink in references section.
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Document Identifier Date

Sections

Description

04 Jan 2012

All

Incorporated the following CRs:

OMA-DM-GwMO-2011-0127R04-
CR_Update_7.3_Image_Ready_Alert

OMA-DM-GwMO-2011-0137R01-CR_Organize_Alerts
OMA-DM-GwMO-2011-0138-CR_Updating_alert_list
OMA-DM-GwMO-2011-0139R01-
CR_Transparent_Mode_Section_Cleanup
OMA-DM-GwMO-2011-0140R01-
CR_CONRR_TS030_comment_resolution_bugfix

OMA-DM-GwMO-2011-0141-CR_Update_8.6_Image_Distribot
OMA-DM-GwWMO-2011-0142R01-CR_Image_Dist_in_Transpdre
OMA-DM-GwMO-2011-0143-CR_Section_8_ Normative

17 Feb 2012

All

Incorporated the following CRs:

OMA-DM-GwMO-2012-0001R02-CR_Almost_final_TS_cleanup
OMA-DM-GwMO-2012-0009-CR_Dictionary_TS

OMA-DM-GwWMO-2012-0012-CR_Alert_Type_Clean_Up

22 Feb 2012

6.6,7.3,7.4,
75,85,C5

Incorporated the following CRs:
OMA-DM-GwMO-2012-0015-CR_ServerType
OMA-DM-GwMO-2012-0014R01-CR_Different_MOID_for_DM#Ac

OMA-DM-GwMO-2012-0016R01-
CR_Remove_Fig7_DMAccExtension

Editorial:

. In 6.6 Remove reference to DMAcc that does nottéxis
StdObj

. Update toc

Candidate Version 06 Mar 2012
OMA-TS-GwWMO-V1_0

N/A

Status changed to Candidate by TP

TP ref #OMA-TP-2012-0083-
INP_GwMO_V1_0_ERP_and_ETR_for_Candidate_approval
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefB@GRRULES].

B.1 SCR for GwMO Tree Structure

Item

Function

Reference

Requirement

GwMO-T-001-M

Use of appropriate
Management Object
identifier for the GwMO
node

Sections 6.1.1,
6.2.1,6.3.1,6.4.1

GwMO-T-002-M

Support for Required node
under the root node

sSections 6.1.1,
6.2.1,6.3.1,6.4.1

GwMO-T-003-O

Support for Optional nodes  SectiorisB.

6.2.1,6.3.1,6.4.1

GwMO-T-004-M

Support for Required node
under an Optional node if
the Optional node is
supported

sSections 6.1.1,
6.2.1,6.3.1,6.4.1

B.2 SCR for GwMO Client

B.2.1 SCR for Device Inventory MO and DM Notificati on
Item Function Reference Requirement
GwMO-C-001-M Support for updating Section 6.1.1,
Device Inventory MO when 8.1.1
the GW becomes aware of
a new Device
GwMO-C-002-M Support for updating Section 6.1.1
Device Inventory MO when
the GW becomes aware of
a previously subtending
Device that is no longer
present in the network
GwMO-C-003-M Support for Device Section 6.1.1,
Inventory Alert 71.1
GwMO-C-004-M Support for Device Detach Section 6.1.1,
Alert 6.2.1,7,1.2
GwMO-C-005-M Support for the Gateway in Section 6.1.1
Proxy mode
GwMO-C-006-M Support for the Gateway in Section 6.1.1
Transparent and Proxy
mode
GwMO-C-007-0 Support for the Gateway in Section 6.1.1, 8.4
Adaptation mode
GwMO-C-008-M Support for management of Section 6.1.1
End Devices with different
types of End Device
addresses
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Item Function Reference Requirement
GwMO-C-009-M Transparent mode and Section 8.2.2
support GwMO Package #0
Push Message Header
Format processing
B.2.2 SCR for Gateway Config MO
Item Function Reference Requirement

GwMO-C-010-M

Support for PopulateGrouy
operation

b Section 6.2.1

GwMO-C-011-M Support for enumerated | Section 6.2.1
based group membership

GwMO-C-012-M Support for group Section 6.2.1
membership based on
device type

GwMO-C-013-0O Support for other Section 6.2.1
conditions set by DM
Server for group
membership

B.2.3 SCR for Fanout MO
Item Function Reference Requirement

GwMO-C-014-M

Support for Fanout
operation

Section 6.3.1, 8.3

GwMO-C-015-M

Support for Fanout Result
Aggregation Alert

Section 6.3.1, 7.2

GwMO-C-016-M

Support for Fanout Result
Complete Status Alert

Section 6.3.1, 7.2

GwMO-C-017-O

Support synchronous resyltSection 8.1.2

reporting

GwMO-C-018-0 Adaptation mode and Section 8.4.3
support non-DM commandp

GwMO-C-018-M Support Fanout notification  Sectio2.8.

GwMO-C-020-M Support for result filtering Sectior28

GwMO-C-021-O0 Support for create group | Section 6.3.1
based on result filtering

B.2.4 SCR for Image Inventory MO
Item Function Reference Requirement

GwMO-C-022-M Support download for Section 6.4.1

image for example,
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Item Function Reference Requirement
delivery package)
GwMO-C-023-M Support for expire image | Section 6.4.1
inventory
GwMO-C-024-M Support for assignment of| Section 6.4.1
LocallmageURI operation
B.3 SCR for GwMO Server
Item Function Reference Requirement
GwMO-S-001-M Support for the Gateway | Section 6
Management Object
GwMO-S-002-M Transparent mode and Section 8.2.1

support GWMO Package #
Push Message Header
Format

D
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Appendix C. XML Schema for GwMO Alerts (Normative)

Note:- The following alerts do not contain any data therefore no XML Schema is defined for them:
= Fanout Completion Status Alert

= Image Ready Alert

C.1 Device Inventory Alerts (Device Attach/Device D  etach)

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSche ma
elementFormDefault="qualified">
<xs:element name="Devicelnventory">
<xs:complexType>
<xs:sequence>
<xs:element ref="Device" maxOccurs="unbound ed"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Device">
<xs:.complexType>
<xs:sequence>
<xs:element ref="DevicelD"/>

<xs:element ref="Mode" minOccurs="0" maxOcc urs="1"/>
<xs:element ref="Address" minOccurs="0" max Occurs="1"/>
<xs:element ref="AddressType" minOccurs="0" maxOccurs="1"/>

</xs:sequence>
</xs:.complexType>
</xs:element>
<xs:element name="DevicelD" type="xs:string"/>
<xs:element name="Address" type="xs:string"/>
<xs:element name="AddressType" type="xs:string"/>
<xs:element name="Mode" type="xs:unsignedint" />
</xs:schema>

C.2 Fanout Result Aggregation Alert

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSche ma
elementFormDefault="qualified">

<xs:element name="Node">
<xs:complexType>
<xs:sequence>
<xs:element name="DevicelD" type="xs:string"/>
<xs:element name="DevResult" type="xs:string"/>
</xs:sequence>

</xs:complexType>
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</xs:element>

</xs:schema>

C.3 Bootstrapped DMS List Alert

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSche
elementFormDefault="qualified">

<xs:element name="ServerList">
<xs:element name="Serverinfo">
<xs:.complexType>
<xs:sequence>
<xs:element name="ServerID" type="xs:stri
<xs:element hame="BootstrapURL" type="xs:
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:element>

</xs:schema>

ma

ng"/>

string"/>

C.4 Associated Gateway Alert

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSche
elementFormDefault="qualified">

<xs:element name="GwAddress" type="xs:string"/>

</xs:schema>

ma
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