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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2011 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

To enhance the adoption of OMA DM Management Objecid facilitate their management, this enablepg@ses to define
a standardized Management Object called List ofpsttpd Management Objects (ListMO) that lists thanslgement
Objects supported by the OMA DM Client residenttbe device and exposed by the device. It wouldwaléo Device
Management Server to easily retrieve the list ef shpported MOs and specific details. Managemenidkities can use
this information for various management operatidomisexample provisioning services to capable devithrough creating or
updating DM Tree based on MO information.
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2. References

2.1 Normative References

[OMA-DM] OMA Device Management, Version 1.2,
Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt
[SCRRULES] “SCR Rules and Procedures”, Open Mobile Allianc&@MA-ORG-SCR_Rules_and_Procedures,

URL:http://www.openmobilealliance.org/

[1SO8601] Data elements and interchange formats -- Informatiterchange -- Representation of dates and times
URL:http://www.iso.org/

2.2 Informative References

[DMDICT] " OMA Device Management Dictionary", Draft Versi@r0, Open Mobile Alliance™,
URL :http://www.openmobilealliance.org/
[OMADICT] “Dictionary for OMA Specifications”, Version 2.8,@n Mobile Alliance™,

OMA-ORG-Dictionary-V2_8,
URL:http://www.openmobilealliance.org/

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-ListMO-V1_0-20110511-C Page 6 (18)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all defiitions used in this document.

3.3 Abbreviations

Kindly consult [DMDICT] and [OMADICT] for all abbréiations used in this document.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

4.1 Version 1.0

This enabler provides a list of supported Manageardajects in the Device. This list consists of Management Object ID
with specific information such as the list of URIsthe Management Object instances.

In addition, ListMO provides information such asatlentity can create nodes for the listed MOIDs threddate of the MO
specification.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Requirements

5.1 High-Level Functional Requirements

(Normative)

Label Description Release
ListMO-HLF-1 The ListMO enabler SHALL list all thelanagement Objects supported byl.0
the DM Client
ListMO-HLF-2 The ListMO enabler SHALL list all ohe instantiated Management 1.0
Objects in the DM Client, subject to ACL rules
ListMO-HLF-3 The ListMO enabler SHALL ensure ListMi® up-to-date at all times 1.0

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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6. Architectural Model

6.1 Dependencies
The ListMO architecture diagram indicates depenisnen the OMA DM architecture.

6.1.1 OMA Device Management [OMA-DM]

The described architecture depends upon the OMAdBeManagement enabler. While nothing in this assdture
presupposes a particular version of that enaldeclérity and ease of reference, assume all nefeieto [OMA-DM] are to
the Approved OMA Device Management v1.2 EnableeRst unless otherwise specified.

6.2 Architectural Diagram

List of supported . Device Management :
Management Objects Enabler o BRRREEERERERERELE : Authority :
DM-Func :
ListMO
A : DMA-DMS

: DM-5 Exposes MOs

: DM Enabler :
DM-1 DM Client-Server Protocol
DM Client < ............................... .> DM Server

-------- P Indicates interfaces outside scope of ListMO or DM enablers

Figure 1: ListM O Architecture

6.3 Functional Components and Interfaces/reference points
definition

6.3.1 Management Object

6.3.1.1 List of supported Management Object

Standardized interface to a device’s list of suggbManagement Objects Management Object. Exptsedgh the {DM
Client} for authorized access by {Management Auities} utilizing {DM Servers} communicating over {M-1} using the
OMA Device Management Protocol [OMA-DM].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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6.3.2 Protocol Endpoints
6.3.2.1 DM Client

The DM Client is the abstract software componeat tonforms to the requirements for DM Clients #jegtin the OMA
Device Management Enabler.

6.3.2.2 DM Server

The DM Server is the abstract software componeaitabnforms to the requirements for DM Servers ifipedn the OMA
Device Management Enabler.

6.3.3 Interfaces

6.3.3.1 DM-1 Device Management Client-Server Protocol

This provides an interface over which DM Servery send device management commands to DM Client©ahlients
may return status and alerts to DM Servers. Thisimterface that is bearer neutral and offersynséandardized bindings
including HTTP and HTTPS.

6.3.3.2 DM-5 DM Exposes Management Objects

The MO schemas are exposed by the {DM Client} tigioiis device management tree.

6.3.3.3 DM-Func DM Functions

The {Standard Management Objects} represent integfdo the Device’s {DM Client} configuration anukt Device's DM-
related information which may be targeted by a {BewWanagement Authority} to perform Device ManagamFunctions.
The functions available depend upon the DM Stan@jéct specifications (e.g. Get, Replace, AddeBxlAtomic, and
Sequence), the access rights assigned to speaificngters for a given Device Management Authagity] on the specific
device implementation.

6.3.3.4 DMA-DMS Interface

The interfaces between a Device Management Auth®tine-of-business systems and a Device Manage®erver are out
of scope. For purposes of illustration, this iraed allows the Device Management Authority to sulaevice management
requests to the DM Server and to be apprised afteeand device-generated alerts received by theeséom the DM
Client. For purposes of this reference architectie®cription, readers should assume that an impittien-specific
interface to the DM Server is used by the Devicendggement Authority to submit DM commands and araftgzsults
returned by the DM Client.

6.4 Flows

The List of supported Management Objects Manage®@éject described in this architecture documestigematic in
nature and does not imply any particular protocalata flow. The OMA Device Management Enabler [OlDA] specifies
the protocol and data flows that are expectedlfeneserver communication. These object schemasiédized by and
incorporated into the normal flow descriptionshattenabler and readers are referred to the OMAdedvtanagement
Enabler for further understanding.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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7. ListMO Management Object

The ListMO Management Object is at the root ofliv Tree.

Protocol Compatibility: This object is compatible with OMA Device Managernprotocol specifications, version 1.2 and
above.

7.1 Tree Structure

ListMO tree has a well-defined structure, with desited Ext nodes to allow non-standard extensigeso

7.2 Figure of the Management Object (Informative)
— . /List MO — <x>+ b MOID | (Interior Hode |
H InstanceCount? | [ Leaf Node |
— Instances - <x>*| {oOptional Node |
H SubnodeCreator | [ Required Node |
i MODate i
H{ Ext? )

Figure 2: ListM O M anagement Obj ect

7.3 List of supported Management Objects Parameters

List of supported Management Objects Management@lopnsists of the following parameters:

ListMO

Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups together the parametieasList of supported Management Objects Manager@déiect.
This node MUST be located at the root of the DMeTre

The type of this node MUST be the ListMO Managen@biect ID “urn:oma:mo:oma-listmo:1.0".

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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ListM O/<x>
Status Tree Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node groups together the parametiaslist of supported Management Objects. The @ocetements
of this node define the position in the ManagenTgat of this Management Object. But the structdithe DM
tree and hence positions in the tree of Managebjects are out of scope of this specification.

ListM O/<x>/MOID
Status Tree Occurrence Format Min. Access Types
Required One chr Get

This value of leaf node MUST contain the Managen@@ject ID of the listed Management Object.

ListM O/<x>/I nstanceCount
Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne int Get

This leaf node specifies the number of instancasttite DM Server has Get access to the root dfi@ahat have
been instantiated in the Management Tree of thecde\Absence of this node SHALL signify an instamount of
0.

ListM O/<x>/I nstances

Status Tree Occurrence Format Min. Access Types
Required One node Get

This node holds all the instances of a specific Bl@at the DM Server has Get access to. If thezenarnodes
under <x>/Instances, it means the MO is supportechbt instantiated — there MAY be instances ofNt@ in the
DM Tree but they are not visible to the DM Server.

ListM O/<x>/I nstances/<x>
Status Tree Occurrence Format Min. Access Types
Required ZeroOrMore chr Get

The value of this leaf node specifies the Unifores8urce Identifier (URI) of an instance of the MOID

This leaf node and sub-nodes SHALL only be popdlé#téhe DM Server has Get access to the root®M©
instance.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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ListM O/<x>/SubnodeCr eator

Status Tree Occurrence Format Min. Access Types
Required One int Get
This leaf node indicates how nodes for this MOIDI & created on the DM Client. Valid values foisthode are:
Integer Value Status Description
1 Client The DM Client will create any necessary nodes.
2 Server The DM Server will create any necessary nodes.
A hybrid situation where the DM Server will creat|
3 Server And Client some nodes and the DM Client will create other
nodes.

ListM O/<x>/M ODate

Status

Tree Occurrence

Format Min. Access Types

Optional

One

chr Get

This optional leaf node specifies the date of th@ $fpecification. It is particularly useful for n@MA

specifications that did not update the version nemid the MOID with subsequent publications (foasple,
3GPP’s ANDSF MO has several different documentsrileiag their MO with different structure and détat with
the same MOID). The date MUST be encoded per thé bsed [ISO8601] basic format

ListM O/<x>/Ext

Status

Tree Occurrence

Format Min. Access Types

Optional

ZeroOrOne

node Get

This optional interior node designates a brancth@fMOID sub-tree into which platform or vendorengions
MAY be added, permanently or dynamically. Ext siges$, such as this one, are included at varioueplia the
ListMO Management Object to provide flexible poinfsextension for platform or implementation-spicif
parameters. However, vendor extensions MUST NOddfi@med outside of this Ext sub-tree.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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8. Release Information

8.1 Supporting File Document Listing

Doc Ref ‘ Permanent Document Reference | Description

Supporting Files

[ListMODDF] | OMA-SUP-MO_ListMO-V1_0-20110511-C ListMO Device Description File.

Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_nigt1O-
V1_0.ddf

Table 1: Listing of Supporting Documentsin ListMO V1.0 Release

8.2 OMNA Considerations

The OMNA registry needs to add and maintain thiefahg in the MO registry:

S

IMO | dentifier I Description 10wner 1Version MO DDF MO Spec |
1 I L} 1 1
jmmmmmaamaa- L R LR R ]
1 . . . n 1 1 1 1 1
drn.omamo.oma- List of supported MOg DMWG , 1.0 ,ListMO-V1_0.ddf 1 OMA-ER-ListMO-V1_0-20110511-C
listmo:1.0 n 1 1 1 1 1
e e e e e e e e == L L - - — - e emememeaes U -

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date Description
N/A N/A No prior version
A.2 Draft/Candidate Version 1.0 History
Document I dentifier Date Sections Description
Draft Version 15 Oct 2010 All First draft baseline as agreed in “OMA-DM-ListM©@40-0001-
INP_ListMO_1_0_baseline”
Draft Versions 14 Dec 2010 | 1,4,5,7 and| Applied:
OMA-ER-ListMO-V1 0 B OMA-DM-ListMO-2010-0002R01-CR_Requirements
- OMA-DM-ListMO-2010-0003R01-CR_Scope_Intro
OMA-DM-ListMO-2010-0004R06-CR_ListMO_structure
10 Jan 2011 72,73 Applied:
OMA-DM-ListMO-2010-0007-
CR_Changes_to_ClientAddsNodes_node
18 Jan 2011 2,4,6,7.3 Applied:
OMA-DM-ListMO-2011-0001-CR_Introduction_and_bug_.tioc
OMA-DM-ListMO-2010-0006R04-CR_architecture.doc
25 Jan. 2011 Appendix C Applied:
OMA-DM-ListMO-2011-0002R01-CR_SCR
26 Jan 2011 All Language set to English UK, harmonization of fontpyright year
changed to 2011, re-numbering of figures
11 Feb. 2011 7.3,82 Applied:
OMA-DM-ListMO-2011-0005-CR_OMNA
OMA-DM-ListMO-2011-0006R04-CR_MO_Updates
01 Mar. 2011 | 1,2.1,2.2,4,| Applied:
5,6.1,6.2, | OMA-DM-ListMO-2011-0007R01-CR_Closure_Review_result
g:i ;i27,'3' OMA-DM-ListMO-2011-0009R01-CR_Arch_Diagram
B.1.2,C.4 OMA-DM-ListMO-2011-0010-CR_Location
30 Mar. 2011 7.3 Applied:
OMA-DM-ListMO-2011-0013-CR_Instance_Population
04 Apr. 2011 8.1 Updated the latest version of sujipy document
Candidate Version 11 May 2011 N/A Status changed to Candidate by TP
OMA-ER-ListMO-V1_0 Ref # OMA-TP-2011-0161-
INP_ListMO_V1.0_ERP_and_ETR_for_Candidate_approval
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Appendix B. Use Cases (Informative)

B.1 List of supported Management Objects retrieval

A Device Management Server (DMS) wants to know wahagement Objects are being managed/supportdtetiyevice
Management Client on the device. For example, a Dhitfht want to deploy a service that requires a Mi&tMO is the
central placeholder to easily retrieve a list comigy the device supported MO and associated M@ildehe authorized
DMS would simply get this new MO and thus retri¢hre required information.

B.1.1 Short Description

The DMS retrieves the ListMO subtree. ListMO prasdan up-to-date list of the DM Client’s suppomiéahagement
Objects. The DM Client’s supported Management Gbjace indexed by Management Object instances.

B.1.2 Market benefits
Thanks to ListMO, DM Servers can easily and effitigidentify what Management Objects are suppobgthe DM
Client. The DMS can also find out what MO are insitzted.

B.2 Dynamic and automatic update of ListMO

More and more Management Objects are specifieccandbe dynamically created on a device’'s DM Trém DM Tree
used to be static and this acceleration of MO d@edimby multiple organizations will make the DMé&g more and more
dynamic. In addition, multiple authorities can mgaaifferent instances of the same Management Objes the reason
why ListMO must be dynamically and automaticallydaped.

B.2.1 Short Description

A new Management Obiject is installed on a devidedethrough new firmware or new application). Hupport of this
MO will be automatically/dynamically added to List®M Thus it allows DM Management Authorities (i.eM[3ervers) to
easily and efficiently obtain this information équired. It would be the same if a new instancanoéxisting MO is created.

B.2.2 Market benefits

Thanks to ListMO, DM Servers can easily and effitigidentify what Management Objects are suppobgthe DM Client
as ListMO is up-to-date at all times.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-ListMO-V1_0-20110511-C Page 17 (18)

Appendix C.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefBGRRULES].

C.1 ERDEF for ListMO - Client Requirements

This section is normative.

Item Feature/ Application Requirement
OMA-ERDEF-ListMO-C-001-M DM Client ListMO-HLF-1
OMA-ERDEF-ListMO-C-002-M DM Client ListMO-HLF-2
OMA-ERDEF-ListMO-C-003-M DM Client ListMO-HLF-3

Table2: ERDEF for ListMO Client-side Requirements

C.2 ERDEF for ListMO - Server Requirements

This section is normative.

Item Feature/ Application Requirement

Support for the List of Supported
Management Objects (ListMO)

OMA-ERDEF-ListMO-S-001-M DM Server

Table 3: ERDEF for ListM O Server-side Requirements

C.3 SCR for ListMO Tree Structure

Item Function Reference Requirement
Use of appropriate
. o management object .
ListMO-T-001-M identifier for the ListMO Section 7.3
root node
ListMO-T-002-M Support for Required | g, i 7 3
nodes
ListMO-T-003-0 Support for Optional | go i 7.3
nodes
C.4 SCR for DM Client
Item Function Reference Requirement
. 001 Support for an always . . i i
ListMO-C-001-M up-to-date ListMO Section 7.3 ListMO-HLF-3
Support listing all the
ListMO-C-002-M DM Client supported Section 7.3 ListMO-HLF-1
MOs
Support listing all the
. instantiated MOs in the . .
ListMO-C-003-M DM Client, subject to th Section 7.3 ListMO-HLF-2
ACL rules
C.5 SCR for DM Server
Item Function Reference Requirement
ListMO-S-001-M Support for the List of Section 7.3
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Item

Function

Reference

Requirement

Supported Management

Objects (ListMO)
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