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You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
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However, the members do not have an obligatiorotmuoct IPR searches. The declared Essential IPRbikcly available
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this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRES& OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
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THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
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1. Scope (Informative)

OMA Mobile Codes Enabler aims to stimulate, by ¢heation of a standard, a global market in whicttbdes act as
enablers for camera-equipped devices* to accedemband services. Some technologies already darstxample, in
Japan, 2D barcode scanning is in widespread useet4, there is fragmentation in the worldwide neardurrently due to
the variety of approaches as to which barcode Siogbes should be supported, what format of datg sfeuld contain,
and how client software should behave when barcadesead. The Open Mobile Alliance aims to hagmentation by
providing a standard by creating specificationaddress interoperability needs as they arise. ®@nocagh mobile code
clients that follow those specifications are depbbpn consumer handsets, marketing organisatiahp@ishers will be
able to include mobile codes as links to onlinetenhand services with confidence, in advertisind promotional
campaigns, and in printed and displayed media ofynkinds.

*Note: Devices for the Mobile Codes Enabler (MCakler) are intended to be handheld mobile deviceshandsets,
PDAs, etc.) used by a human person.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exgpiéhdicated to be

informative.

3.2

Code Clearing House
function

Code Management
Platform

Code Resolution (or
Code Resolution
function)

Code Transfer
Direct Code

Home CMP

Indirect Code

Indirect Code Identifier

Mobile Code
Mobile Code Client

Mobile Code Data
Format

Mobile Code Publisher

Mobile Code Registry

Mobile Code Sales
Agency

Mobile Code Scanning

Mobile Code Service
Policy

Remote CMP

Definitions

The process of Indirect Code routing based onrtizdct Code Identifier, through which: a) the
Resolving CMP is determined, and b) the Indireal€tlentifier is forwarded to the Resolving CMP.

The Code Management Platform provides a resolonice pertaining to Indirect Codes; it is normyall
capable of performing both the Code Clearing H¢@seH) function and Code Resolution (CR) and may
also interact with other Code Management Platfoamsequired. In certain deployment scenarios, the
CCH function and the CR function may be implemeritetivo separate Code Management platforms.
(See Split-CMP-Parent and Split-CMP-Child).

The process of mapping a Direct Code or an Indiecte into either content to be consumed direatly b
the device, or the address of content (or a sérticke accessed by the device. Typically, Code
Resolution for Indirect Codes requires access twar& service.

The ability for a Mobile Code Publisher to chanige Resolving CMP for a single or multiple Indirect
Code Identifiers.

A Mobile Code that contains either: (a) contentdivect consumption by the device, or (b) the asislf
content (or a service) to be accessed (typicallyR&[URI]).

The CMP to which a particular MCC is configuredstmd all Code Resolution requests. Where
applicable in a Split-CMP deployment scenario,oene CMP may be a Split-CMP-Parent.

A Mobile Code that contains an Indirect Code |dfesti

An identifier in the Indirect Code that has to bealved in order to access the intended contesgrice.
See also Code Resolution.

A 1D or 2D barcode as read by camera-equipped e&vic

The MC Enabler software entity that resides indbeice, and contains the functionality to acquire,
decode, and extract the encoded information fah&urprocessing as required. This is often refetveas
a Mobile Code Reader and these terms can be usedyyously.

The syntactical description of the information @néd within a Mobile Code.

This is a brand (business, organisation or indigipwho distributes certain content or serviceg.(&n
advertising campaign) to a mass audience by usiolgil®lCode Scanning as a channel.

A local registry responsible for sub-allocationMdbile Code Routing Prefixes within the ranges of
Routing Prefixes obtained from OMNA. The Mobile @dRegistry (MCR) also supports a data look-up
facility accessible by authorised principals (€§1Ps or Split-CMP-Parents) for Routing Prefixestn
database.

The Mobile Code Sales Agency ensures the best El@unbe service or campaign success by
coordinating business topics and related activaiebehalf of the Mobile Code Publisher.

The physical act of capturing a Mobile Code Symfggland decoding the information contained within
the Mobile Code.

A set of Policy Conditions [OMADICT] that conveyservice level constraints that are placed on Code
Resolution. Mobile Code Service Policy is typicalgfined by the Mobile Code Publisher and is
applicable to one or more Indirect Code Identifiers

The CMP that receives a Code Resolution requeshwieeHome CMP (or Split-CMP-Parent, where
applicable) is unable to resolve a particular lectiitCode Identifier.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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Resolution Identifier
Resolving CMP

Routing Prefix

Split-CMP-Child

Split-CMP-Parent

Symbology

That part of the Indirect Code Identifier that &ed to index the content or service.

The CMP (or Split-CMP-Child, where applicable) tiaable to resolve a particular Indirect Code
Identifier.

That part of the Indirect Code Identifier that ains a value that is uniquely assigned to the CMP (
Split-CMP-Child, where applicable) and is usedrfmiting.

A CMP in the Split-CMP deployment scenario, wheng/dhe Code Resolution function is implemented.
In addition, subject to business relationship, E-8MP-Child may be associated with one and onig o
Split-CMP-Parent.

A CMP in the Split-CMP deployment scenario, wheng/dhe Code Clearing House function is
implemented. In addition, subject to businesgiaiahip, a Split-CMP-Parent may be associated with
multiple Split-CMP-Children.

The algorithm by which data is encoded as visuahehts (typically arrangements of lines or squares)
and the resultant “look and feel” for the user.

3.3 Abbreviations

1D 1-Dimensional

2D 2-Dimensional

CCH Code Clearing House (function)

CMP Code Management Platform

CR Code Resolution (function)

CTIA Cellular Telephone Industries Association (“The #l8ss Association”)
EAN European Article Number, see EAN/UPC

EAN/UPC Barcode Symbology family including EAN-8, EAN-13PQ-A, and UPC-E [EAN/UPC]
FTP File Transfer Protocol

GSMA Groupe Speciale Mobile (GSM) Association

ICI Indirect Code Identifier

IEC International Electrotechnical Commission

ISO International Organization for Standardization

MC Mobile Code

MCP Mobile Code Publisher

OMA Open Mobile Alliance

QR Quick Response, a type of barcode Symbology [QR]

UPC Universal Product Code, see EAN/UPC

URI Uniform Resource Identifier [URI]

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

4.1 General Introduction

Mobile Codes — 2D and 1D barcodes (see examplesvpblave emerged as a promising enabler of thelmotiernet in
some markets. Camera-equipped handsets now hadesgoagh optics, image resolution and processipgaity to read
mobile codes on printed materials and electrorspldys. These symbols or ‘Symbologies’ (see Figritpde information
such as, URLs, phone numbers, and in-line contegt business cards).

There is, however, still a lack of interoperabilitgtween different markets and players. The mgjoficonsumers are
unlikely to adopt the technology before it comes-jmstalled on their mobile devices. Similarly, keting, publishing and
other industries that are otherwise motivated twviole mobile codes will not adopt them without adkgig potential for
consumer take-up. That in turn would entail deplegbon a large variety of mobile devices, and operability between

different service providers.
5901234234570

Symbology | QR [QR] Data Matrix [DATAMATRIX] EAN-13 [EAN/UPC]

Example -

Data | http://www.openmobilealliance.org http://www.openilealliance.org 5901234123457

Figure 1 — Symbology Examples

4.2 Actors and Roles

As described in [OMAWP] Section 6.1 therein, twothwels of encoding data in the mobile code are:i@ddmobile codes,
and b) Indirect mobile codes. Due to more elalgonatwork functions required for the Indirect M@bode ecosystem, it is
useful to highlight the primary actors and thesprective key roles in major advertising campaiggiagiindirect Mobile
Codes. This information is motivated by knowledgéngd from extensive consultation with stakeholdeckiding the
advertising community and operators in both the @Sivid CTIA.

Note that other mobile code usage scenarios ratieéto advertising campaign may not involve théoMoCode Sales
Agency.

4.2.1 Mobile Code Publisher (MCP)

In the case of Indirect Codes, the Mobile Code Bhbl (or ‘brand’) executes a campaign or servicadguiring Indirect
Code ldentifiers (ICls) from the Code ManagemeatfBtm, creating a Symbology image for each ICI #reh publishes
these images as Mobile Codes in print or electrorédia for distribution. The Mobile Code Publisheay optionally
contract a Mobile Code Sales Agency (i.e., a brokemiddleman’ entity) that acts on its behalfdifferent capacities.
Such capacities may range from turnkey advertisargpaign design, results tracking & reporting,iomsy obtaining ICls
from the CMP, or including encoding of ICIs intorSlyology images for distribution. The Mobile CoddeSaAgency exists
as a surrogate and may act as a trusted brokesztwiftof the Mobile Code Publisher, but is not dedras a sufficiently
distinct actor in the Indirect Mobile Code ecosyste

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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In the case of Direct Codes, the Mobile Code Phblisnay encode the Mobile Code data into the Ditexte himself, or
via a business partner.

42.2 End User

In the context of Mobile Codes, the end user isctiresumer of the content or service accessed viail&Gode scanning.

4.2.3  Mobile Code Client (MCC)

In the case of Direct Codes, the Mobile Code Cl{afgo commonly referred to as ‘Mobile Code readerdcesses the
decoded Mobile Code data appropriately (e.g. triggea browsing session based on the decoded Ugth fhe image).

In the case of Indirect Codes, the MCC is configuresend the decoded Mobile Code data contaihiadQl to a
designated CMP to resolve acquired Indirect Codktsough the MCC residing in the mobile device niatgract with other
components in the device (e.g. camera, OS or ogisadent applications), only interactions betwdenMCC and the server
entities in the network are of interest in the M@agler.

424 Mobile Device

In the MC Enabler, the mobile device hosts and sttpmperations of the MCC insofar as its intexattiith other relevant
components in the device (e.g. camera, OS and o#hielent applications).

4.2.5 Code Management Platform (CMP)

The Code Management Platform is only used in th@éiet Code ecosystem. See inter-related defirstiaf Code
Management Platform, Code Clearing House funct@nge Resolution function, Split-CMP-Parent, Splie-Child and
Code Transfer in Section 3.2.

The Code Management Platform (CMP) performs theprimary functions: Code Clearing House (CCH) fimttand Code
Resolution (CR) function. Other ancillary functsosupported by the CMP include: Mobile Code regt&in and optionally
Code Transfer. The CMP functions typically areifi@fl within a single ownership & operational eroniment; however,
diverse business relationships in different markegy require deployment of the CCH functions andf@itions in
physically separate ownership & operational settin§o enable such a business requirement andyaieeid scenario, the
CMP may be split into two physically separate pérts, Split-CMP-Parent and Split-CMP-Child).

4.2.6  Mobile Operator

In the MC Enabler, the mobile operator is respdeditr the following key roles:

It provides data connectivity service up to thesgort level only; it might not have any visibility the Mobile Code
Scanning application (i.e., does not know the nmegaof specific interactions between the MCC andriiigvork server
entities). As such, it is responsible for all natrdata usage charging process, unless otherwesifisg.

For Indirect Codes, the mobile operator may in seases also assume the role of the CMP providbjestto market
and/or regulatory conditions. When a CMP (or SphiP-Parent, where applicable) has managementgubst
responsibilities of the MCC, that CMP is referrechs the Home CMP (see Section 3.2 - Definitions).

The Home CMP provider (may or may not be a moljlerator) performs the management and support fimtf the
MCC and collaborates with other CMPs (referreds¢hee Remote CMPSs) to resolve Indirect Codes febmefits of the
end user. In addition, where legally permissilild technically feasible, the Home CMP may optignetillect & report
additional user and mobile device related infororathat may be of interest to Mobile Code Publisher

4.2.7 Mobile Code Registry (MCR)

The Mobile Code Registry is responsible for assignhof Routing Prefixes (see Section 3.2 - Defimis)** to associated
CMPs that it serves. It does so by sub-allocatiiodpile Code Routing Prefixes within the ranges ofifng Prefixes which
it obtained from the root-level Routing Prefix ditery administrator mandated by OMA (anticipateddéoOMNA). The
MCR also maintains a repository of network addresgexssociated CMPs and supports a real-timeldalkaup facility for
CMP routing information based on the assigned Roufrefixes.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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** Note: Formatting of the ICl and CMP Routing Rkemay involve further decomposition into additadrsub-parts, details

4.2.8

of which are defined in the Technical Specificatidn addition, the optionality of the MCR and atladternative
means to realise the equivalent MCR functions @ addressed therein.

Summary

The following summary indicates all the key actiientified in the previous subsections:

Mobile Code Publisher (or brand)

End user

Mobile Code Client (also commonly referred to asbif® Code reader or scanner)
Mobile device

Code Management Platform

Mobile Operator (and Home CMP provider)

Mobile Code Registry

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Mobile Codes Enabler Description (Informative)

5.1

Introduction

This version of the MC Enabler specifies normatugport required (as well optional features) ffulhecosystem for both
Direct and Indirect Codes.

Technology, interface behaviour and proceduregnteroperability (some of which are optional) apedified for:

5.2

Symbology(ies)

Mobile Code Data Format

Direct encoding of content

Encoding of Indirect Code Identifiers
Resolution of Indirect Code Identifiers

Security, Tracking & Reporting, and Code Transfercgdures

Version 1.0

This version of the MC Enabler supports all funetifity described in Section 6 — Requirements of tlicument in its
entirety, unless otherwise indicated.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-MC-V1_0-20130611-A Page 13 (26)

6. Requirements

The classifications of requirements are generasell on the level of support indicated in the dguelent of this Enabler,
including business/market, regional and technieatons.

6.1 Modularisation
6.1.1 Symbology

This functional module includes the requirementsriandating certain Symbology(ies), symbol creatphysical aspects of
the symbols, robustness, reliability, choice of giogy(ies), and decoding aspects.

6.1.1.11 Mobile Code Data Format

This functional module includes requirements onliappon identifiers, element identifiers, messagformats, payload
types, and decoding aspects.

6.1.2  Service Aspects — offline

This functional module refers to the aspects ofMit Enabler that will enable servicesyuiring no network interaction to
be performed (e.g., locally scanning and storin@ard). This functional module includes requirersest various content
types, application invocation and character sets.

6.1.3  Service Aspects — online

This functional module refers to the aspects ofMli@Enabler that will enable servicesjuiring network interaction to be
performed (e.g., scanning an Indirect Code, resglitiin the network and browsing to the indicatiedtination content or
service). Service Aspects — online includes requémrts on Direct and Indirect Codes, Indirect Camiution and the back-
end architecture needed for this.

6.1.4  System requirements

This functional module includes requirements acotient and server software and hardware, includigrgain terminal
requirements pertinent to this Enabler but aranmetided elsewhere.

6.1.5  User Interaction requirements

This functional module includes specific user iatgion requirements (e.g., notifications, user arigiation, and user
authentication).

6.1.6  Security

This functional module includes specific securgguirements (e.g., authentication, and confidetyjal

6.2 High-Level Functional Requirements

Label Description Enabler Functional
Release Module

SYMB-001 The MC Enabler SHALL mandate at least open standards | MC 1.0 Symbology
defined Symbology.

SYMB-002 The MC Enabler SHALL only mandate opemsdtds defined | MC 1.0 Symbology
Symbology(ies).

SYMB-003 The MC Enabler Symbology(ies) SHALL be qmatible with the| MC 1.0 Symbology
Mobile Code Data Format(s)

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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D

n]

n]

D

n]

D

D

n]

Label Description Enabler Functional
Release Module
SYMB-004 The MC Enabler SHALL make it possible fbe Service MC 1.0 Symbology
Provider to provision or update the MCC to supjpaiditional
Symbology(ies), subject to the capabilities andeasqrivileges
of that mobile device.
NOTE: Additional Symbology(ies) as mentioned aboaey
include ones not mandated by the MC Enabler.
SYMB-005 If a Symbology is technically capable apporting both Direct | MC 1.0 Symbology
Codes and Indirect Codes, and is supported by a M@&OMC
Enabler SHALL be able to use the Symbology for Hoitect
Codes and Indirect Codes.
SYMB-006 The Mobile Codes Symbologies mandatechieyMC Enabler MC 1.0 Symbology
SHALL support error correction.
SYMB-007 The Mobile Code Symbologies not mandatgthe MC Enabler| MC 1.0 Symbology
SHOULD support error correction.
SYMB-008 The Mobile Codes Symbologies MAY supporttltiple error MC 1.0 Symbology
correction levels (tradeoffs between size and ax)r
SYMB-009 The Mobile Codes Symbologies mandated by the MGEna | MC 1.0 Symbology
SHALL be implemented in accordance with their resipe open
standards Symbology Specification.
MCDF-001 The Mobile Code Data Format SHALL be ablsupport a MC 1.0 Mobile Code
payload of an ICI. Data Format
SA-ON-001 The MC Enabler SHOULD support Code Trangfiat allows an| MC 1.0 Service Aspects
ICI to be transferred from one Resolving CMP totheosuch — Online
that the new Resolving CMP shall become respon$ible
resolving this identifier.
SA-ON-002 The ICI SHALL contain a CMP Routing Predind a Resolution| MC 1.0 Service Aspects
Identifier. — Online
SA-ON-003 Each ICI SHALL be globally unique. MC 1.0 Service Aspectg
— Online
SA-ON-004 Each CMP Routing Prefix SHALL be globaliyique and MC 1.0 Service Aspects
identify one and only one Resolving CMP. — Online
SA-ON-005 The MCR SHALL support assignment of aisteone Routing MC 1.0 Service Aspects
Prefix to each CMP that it serves. — Online
SA-ON-006 The MC Enabler SHALL enable Routing Presi such that they| MC 1.0 Service Aspects
are globally unigue. - Online
SA-ON-007 The MC Enabler SHALL enable the ResoMgP to be aware| MC 1.0 Service Aspects
of the mappings between all locally hosted ICIhwiiteir — Online
associated content, or addresses of content dceerv
SA-ON-008 The MC Enabler SHALL enable routing of tiC] to its MC 1.0 Service Aspects
Resolving CMP that is uniquely able to resolvegpecific — Online
identifier to its associated content or addressootent or
service.
SA-ON-009 The MC Enabler SHALL enable the ResoM@igP to be able ta MC 1.0 Service Aspects
resolve and deliver the content or address of comeservice to — Online
the requestor.
SA-ON-010 The MC Enabler SHALL enable the MCR tomtgin aoneto | MC 1.0 Service Aspects

one mapping of CMP Routing Prefix with an associatetwork

address through which to reach the CMP.

— Online

n]
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Label Description Enabler Functional
Release Module
SA-ON-011 The MC Enabler SHALL enable the CMP taabée to locally MC 1.0 Service Aspects
cache information on the mapping between other Gditing — Online
Prefixes and associated network addresses throhith wo
reach the other CMPs.
SA-ON-012 There SHALL be only one Global Mobile @degistry Deleted Service Aspeg
— Online
SA-ON-013 The MC Enabler SHALL enable the MCR taimtein an MC 1.0 Service Aspects
authoritative list of Resolving CMP (including reéat Split- — Online
CMP-Parent, where applicable) Routing Prefixestaed
associated network addresses.
SA-ON-014 The MC Enabler SHALL enable the MCR todiée to deliver | MC 1.0 Service Aspect$
the CMP network address(es) to the requestor — Online
SA-ON-015 The MC Enabler SHALL enable the MCR tamtein an MC 1.0 Service Aspects
authoritative database of ICls that have been fiearesl between — Online
old and new Resolving CMPs (including relevant tSphiP-
Parents, where applicable) and their associategonketaddresses
SA-ON-016 The MC Enabler SHALL enable the MCR tokmghe full (or MC 1.0 Service Aspects
partial) database of transferred ICls availabla @MVP. — Online
SA-ON-017 The MC Enabler MAY utilise Symbology typelication MC 1.0 Service Aspects
detected as part of resolution of the Indirect Nimkiode. — Online
SA-ON-018 The MC Enabler MAY be able to utilise plgmental MC 1.0 only for Service Aspectg
information not contained within the Mobile Codef included | the 2*and 4’ — Online
by MC Enabler entities, to supplement Code Resmhuti bullets.
specifically:
« Identification of the Mobile Code enabled device; The fland &
+ ldentification of the end user associated withN@C; bullets are for
« Subscriber information from the service provider; future release.
< Additional information (e.g., information added &y
Mobile Code reader application).
SA-OFF-001 | The MC Enabler SHALL support the encgdifibusiness cardg MC 1.0 Service Aspects
in the Symbology. — Offline
SA-OFF-002 | The MC Enabler SHALL be able to recogrand process MC 1.0 Service Aspects
business card information (e.g., name, addreseag)any name, — Offline
email addresses, phone numbers, birthday, nickreamteJRLS).
SA-OFF-003 | The MC Enabler SHALL support the encgdif at least the MC 1.0 Service Aspects

following:
¢ email address
e phone number
¢ http and https URI
¢ sms URI
¢ mailto URI
« tel URI
e im URI

Except for sms
URI, mailto URI
and im URI; all of
these are for
future release.

— Offline

ts

D

D

D
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Label

Description

Enabler
Release

Functional
Module

SA-OFF-004

The MC Enabler SHALL support the encgddh multiple
characters set including:

* numeric

« alphanumeric

e special character sets

e 2 byte character sets (e.g., Asian languages)
e plain text

* international text

MC 1.0

Service Aspects

— Offline

n]

SA-OFF-005

The MC Enabler MAY expose the data bt read from a
Direct Code to an execution environment througlagplication
interface.

MC 1.0

Service Aspects

— Offline

n]

SA-OFF-006

The MC Enabler MAY support applicatiomocation that is to
be executed in an execution environment.

MC 1.0

Service Aspects

— Offline

D

SYS-001

The MC Enabler SHALL enable the Direct Melttodes to be
capable of containing content. The type of cong&H&\LL be
declared in the Mobile Code (e.g., by MIME type [WH]).

For future release

System
Requirements

SYS-002

The MC Enabler SHALL enable the MCC tooikey an
appropriate application, based on the type of ctntecluding:
e If a phone number is selected, the MC Enabler SHAkeL
able to invoke an application to initiate a voied cor
SMS/MMS message client.
« If an email address is selected, the MC Enabler [SH#e
able to invoke an email client.

e Ifa URL is selected, the MC Enabler SHALL be afole
invoke a browser to access the designated URLpor a
appropriate application to store the URL in a deaigd
storage.

« If business card information is selected, the M@liter
SHALL be able to invoke an application to store da¢a in
the phone book.

« |If location data is selected, the MC Enabler SHAfdr,
Indirect Mobile Codes, be able to invoke a location
application on the device.

MC 1.0

System
Requirements

SYS-003

The MC Enabler SHALL support collecting aedorting of
anonymous user information provided by the end user
voluntarily, subject to legal and technical limitets.

MC 1.0

System
Requirements

SYS-004

When user personal data collection andtiegds implemented
the MC Enabler SHALL provide a means for the engfr ig
“Opt-In” or “Opt-Out” (i.e. enable or disable) oer personal
data collection and reporting for Code Scanninggsses under
the following conditions:

e Default for all Code Scanning processes.

« Per Code Scanning process.

MC 1.0

System
Requirements

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.
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Label Description Enabler Functional
Release Module

SYS-005 When user personal data collection andtiegds implemented, MC 1.0 System
the MC Enabler SHOULD support the collection ofus Requirements
attributes based on mformaﬂon entered by theusad on a Deleted support o
voluntary, or “Opt-In” basis, for example: Preferred

. Age language.
« Gender

« Postal Code/Zip Code

* Household Income

SYS-006 When User personal data collection is impieted by the MC | MC 1.0 System
Enabler, it SHALL be possible for the end userpdate, modify Requirements
or delete the information previously entered byehd user.

SYS-007 The MC Enabler SHOULD support tracking brggjing of user | MC 1.0 System
code scanning behaviours subject to legal and teghn Requirements
limitations.

SYS-008 When tracking and logging of user code sicgnbehaviours are| MC 1.0 System
implemented, the MC Enabler SHALL provide a meangtie Requirements
User to “Opt-In” or “Opt-Out” (i.e. enable or didabrelated to
the tracking and logging of user code scanning \iebas under
the following conditions:

« Default for all Code Scanning processes.
¢ Per Code Scanning process.

SYS-009 When tracking and logging of user code sicgnbehaviours are| MC 1.0 System
implemented, the MC Enabler SHALL provide a means t Requirements
account for attributes for unique user reporting siatistical
reporting. For example:

« User personal data collected as per SYS-008, aknblea

¢ Number of code scans.

« Date and Time of code scans.

« ldentification of Network from which the code scas
originated.

» User mobile device make and model.

SYS-010 The MC Enabler MAY enable the CMP (or SGMIP-Parent, For future release| System
where applicable) to support a means to access BINScriber Requirements
profile database pertinent to each end user.

SYS-011 When CMP (or Split-CMP-Parent, where ajlie) access to | For future release| System
MNO Subscriber Profile Database is implemented MiG2 Requirements
Enabler SHOULD enable it to be able to accesdates
pertinent to the end user, for example:

« Data usage tariff plan subscribed
» Geo-Location data
Table 1: High-Level Functional Requirements

6.2.1 1D Barcode Specific Requirements (For Future Release)

Label Description Enabler Functional
Release Module
SYS-012 The MC Enabler SHALL be able to processEAB/UPC For future release| System

(ISO/IEC 15420) family of 1D barcodes as Mobile €sd

Requirements
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Label Description Enabler Functional
Release Module

SYS-013 The MC Enabler SHOULD enable the MCC be &bbrocess | For future release| System
EAN/UPC barcodes Requirements

SYS-014 The default processing of EAN/UPC barc&d®ULD be For future release| System
made common with that of 2D Indirect Mobile Codag, Requirements
combining the Symbology identifier with the iderdifread from
the barcode as input to the Indirect resolutionesys

SYS-015 MC Enabler components SHALL NOT modify Rl MC 1.0 System
associated with a specific ICI without prior agresnwith the Requirements
Mobile Code Publisher.

SYS-016 MCCs MAY support customised end user-satdethandlers MC 1.0 System
(e.g., downloaded Java applets) for the data mesa EAN/UPC | sypport of Requirements
codes. (E.g., for independent information-provisioncerning | EAN/UPC is for
consumer products). future release.

Table 2: High-Level Functional Requirements — 1D Becode Specific (For Future Release)

6.2.2  Security

Label Description Enabler Functional
Release Module

SEC-001 The MC Enabler network entity (i.e., HomdR; Remote CMP,| MC 1.0 Security
Resolving CMP and MCR) SHALL be a trusted server.

SEC-002 When resolving an ICI, the trusted sermerthe MCC SHALL | MC 1.0 Security
be able to provide security measures to protecetiseuser (from
phishing, spam, viruses, etc.).

SEC-003 The MC Enabler SHALL enable the trustesdlesetio be able to | MC 1.0 Security
check the validity of the ICI and provide assodiat@l details to
the end user prior to resolving the ICI.

SEC-004 When resolving an ICI, the MC Enabler SHAIrhvide security| MC 1.0 Security
measures to protect network entities from attaeks. (Denial of
Service, man-in-the-middle etc.).

SEC-005 The MC Enabler SHALL enable the MCC to hle & MC 1.0 Security
communicate in a secure manner with a trusted sésee SEC-

001) to resolve ICls.

SEC-006 The MC Enabler SHALL provide secure comrmation between MC 1.0 Security
the network entities.

SEC-007 The MC Enabler SHOULD support for Indifglctde a non- For future release| Security
repudiation mechanism between the Mobile Code Bluétiand
the end user.

Table 3: High-Level Functional Requirements — Seclity
6.2.2.1 Authentication
Label Description Enabler Functional
Release Module
SEC-008 The MC Enabler SHOULD support for Indir€cdes the MC 1.0 Security

authentication of the source of the Mobile CodeHeyMCC at

the time of processing the Mobile Code.
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Label Description Enabler Functional
Release Module
SEC-009 The MC Enabler MAY enable the Resolving ClIP MC 1.0 Security
authenticate the requesting MC Client based orouarprofile
criteria.
Table 4: High-Level Functional Requirements — Authatication
6.2.2.2 Authorization
Label Description Enabler Functional
Release Module
SEC-010 The MC Enabler SHALL enable the MCC to dzusely MC 1.0 Security
updatable or reconfigurable from a trusted server.
Table 5: High-Level Functional Requirements — Authoization
6.2.2.3 Data Integrity
Label Description Enabler Functional
Release Module
SEC-011 The MC Enabler MAY enable the Home CMP esdtving MC 1.0 Security
CMP in conjunction with the MCC to support a setyuri
mechanism (e.qg., digital signature) to validatareat Codes.
SEC-012 The security mechanism, if present in édiCodes, MAY be | MC 1.0 Security
used by the MCC and CMP to validate the Indireai€o
SEC-013 The MC Enabler MAY enable the trusted geawe the MCC to | MC 1.0 Security
support a security mechanism (e.qg., digital sigrtto validate
Direct Codes.
SEC-014 The MC Enabler MAY enable the security na@t$m, if present| For future release| Security
in Direct Codes to be validated by the MCC.
SEC-015 The MC Enabler SHOULD support for Indifgitide and MAY | MC 1.0 Security
support for Direct Mode the verification of thedgtity of
Mobile Code Payload. Except for suppor
for Direct Codes,
which is for future
release.
Table 6: High-Level Functional Requirements — Datdntegrity
6.2.2.4 Confidentiality
Label Description Enabler Functional
Release Module
SEC-016 The MC Enabler SHALL provide security measuo prevent | MC 1.0 Security

exposure of network sensitive information (e.gtwuek entity
addresses, network topology).
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Label Description Enabler Functional
Release Module
SEC-017 The MC Enabler SHOULD support for Indifgitide and MAY | For future release| Security
support for Direct Mode the confidentiality (e.ga encryption)
of the Mobile Code Payload as a secret betweeMui®le Code
Publisher and end user.
NOTE: This is motivated by closed user group usesa
Table 7: High-Level Functional Requirements — Confientiality
6.2.3 Charging

Charging information for the MC Enabler in this &g refers to requirements to track chargeable&vihat are unique to
Mobile Code scanning which can be used as a basisgport possible charging based on prevailinmerddvertising
purchase models. Such charging models are condidadely accepted to Mobile Code Publishers/brandsuting
advertising campaigns. Unless otherwise specififa@harging information requirements herein grpligable to Indirect
Codes used in advertising campaigns.

The MC Enabler, in Indirect Codes, SHOULD suppratking of chargeable events for possible chargetgveen different
actors using the MC Enabler.

Label Description Enabler Functional
Release Module

Conditionality of Main Requirement

SYS-017 Chargeable events to be tracked in the K&bEer for Indirect | MC 1.0 System
Codes SHOULD support the following online advengsi Requirements
purchase model relevant to the Mobile Code Scanning
COST PER CLICK (CPC) CHARGING: This is based on
every time the user “clicks on”, or otherwise iatets with, the
Mobile Code Publisher’s content or service as aatliresult from
the user’s initial Mobile Code Scanning.

Dependent Functional Requirements

SYS-017A If the MC Enabler supports SYS-017, the®HALL track the MC 1.0 System
number of times the user initiates access to,lratise invokes Requirements
the Mobile Code Publisher’s content or service.

SYS-017B If the MC Enabler supports SYS-017, the8HALL correlate MC 1.0 System

between the first user access and subsequentacessas to the
Mobile Code Publisher’'s content or service accesstp (e.g.,
web portal browsing, downloading of a video clip).

Requirements

Conditionality

of Main Requirement

SYS-018

Chargeable events to be tracked in the M&bEr for Indirect
Codes SHOULD support the following online advengsi
purchase model relevant to the Mobile Code Scanning
COST PER ACTION /ACQUISITION (CPA) CHARGING:
This is based on performance or effectivenesseftlvertising
campaign; whereby ‘Action’ or ‘Acquisition’ is defed as the
completion of a recordable event by the user deeatdesult
from the user’s initial Mobile Code Scanning. Ntiat user
Action is uniquely defined and agreed between éneice
provider and Mobile Code Publisher relative tosjpecific

content or service.

For future release

System
Requirements

Dependent Fu

nctional Requirements
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Label

Description

Enabler
Release

Functional
Module

SYS-018A

If MC Enabler supports SYS-018, then itA&H track the
number of “Recordable User Action” Completion Iretions.

Note:

A “Recordable User Action” is defined within thisraext as

possessing all of the following attributes:

1. Itinvolves network based application interactions.

2. Upon its completion, it generates a specific Cotiquhe
Indication that is observable, repeatable and &isleesusing
an objective method.

Examples of pertinent “Recordable User Actions’lide:
completion of a Mobile Code Publisher specifiedlaagion for
user online registration, opening of an online aotpsigning up
to a online distribution list or taking an onlinergey, etc.

For future release

System
Requirements

SYS-018B

If MC Enabler supports SYS-018, then itA&H correlate each
“Recordable User Action” Completion Indication withe user
access to the Mobile Code Publisher’s content mticeas a
direct result from the user’s initial Mobile Codea®ning.

For future release

System
Requirements

Conditionality

of Main Requirement

SYS-019

Chargeable events to be tracked in the M&bEr for Indirect
Codes SHOULD support the following online advergsi
purchase model relevant to the Mobile Code Scanning
COST PER CONVERSION (CPCV) CHARGING: This is
based on the highest degree of effectiveness aflaartising
campaign in that the user is converted from a @a$ge into an
actual customer/subscriber of the Mobile Code Rubli. ‘User
Conversion’ is defined as completion of a recordalsler action
that carries certain commitments to the Mobile CBdblisher’s
offerings as a direct result from the user’s ihilfbile Code
Scanning. Note that User Conversion is uniquefindd and
agreed between the service provider and Mobile Gaddisher
relative to its specific content or service.

For future release

System
Requirements

Dependent Fu

nctional Requirement

SYS-019A

If MC Enabler supports SYS-019, then itA&H track the
number of “Recordable User Conversion” Completion
Indications.

Note:

A “Recordable User Conversion” is defined withimstbontext ag

possessing all of the following attributes:

1. Itinvolves network based application interactions.

2. Upon its completion, it generates a specific Cotiquhe
Indication that is observable, repeatable and &ialeeusing
an objective method.

Examples of pertinent “Recordable User Conversiamgude:
an e-commerce transaction for a purchase, an agiplicfor a

paid subscription, etc.

For future release

System
Requirements
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Label Description Enabler Functional
Release Module
SYS-019B If MC Enabler supports SYS-019, then itA&H correlate each | For future release| System

“Recordable User Conversion” Completion Indicatwith the
user access to the Mobile Code Publisher's comtesérvice as &
direct result from the user’s initial Mobile Codea®ning.

|

Requirements

Conditionality

of Main Requirement

SYS-020

The MC Enabler SHOULD be able to supparsiptency of the
initial resolved content/service URI in order taretate to the
user's subsequent access to Mobile Code Publisibatent or
service (see SYS-017).

For future release

System
Requirements

Dependent Fu

nctional Requirements

SYS-020A If MC Enabler supports SYS-020, then stesicy of the initial | For future release| System
resolved content/service URI, SHOULD be configueald.g., as Requirements
to scope, time duration, or both).

SYS-020B If MC Enabler supports SYS-020, then péesicy of the initial | For future release| System
resolved content/service URI SHALL be held by sted Requirements
network entity.

SYS-020C If MC Enabler supports SYS-020, then pegacy of the initial | For future release| System
resolved content/service URI SHALL be auditable. Requirements

SYS-021 The MC Enabler SHOULD be able to suppost defraying of | For future release| System
the User’s data transport usage charges and atktr at the Requirements
discretion of the actors (e.g., Mobile Code Puldidhrand, Code
Resolution service provider, and mobile operator).

Cost defraying (including possibly zero-rating) tbe user
applies to post-paid subscription plans only. CGlestaying for
pre-paid subscription plans is for further releases
It SHOULD be possible to apply user cost defrayimgoaming
charges according to national or international gaties,
individually or jointly.
Table 8: High-Level Functional Requirements — Chargng
6.2.4  Administration and Configuration
Label Description Enabler Functional
Release Module

SYS-022 The Mobile Code enabled device SHALL suppetwork For future release| System
configuration of Mobile Code Scanning capabilitygraeters, as| Requirements
initiated by the network service provider.

SYS-023 The MC Enabler SHALL support the specifaabf conditions | MC 1.0 System

of service for each Mobile Code (i.e., “Mobile Co8lervice
Policy”).
MC Service Policy MAY include, for example, thelfmling:
« Validity period
« Geographic coverage area(s)
e Support of defraying cost of data transport charges

Except for the %
bullet; support of
defraying cost of
data transport
charges is for
future release.

Requirements

Table 9: High-Level Functional Requirements — Admirstration and Configuration
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6.2.5 Usability

Label Description Enabler Description
Release

UINT-001 The MC Enabler SHALL NOT suppress any usatfirmation MC 1.0 User Interaction
messages generated by other entities associategmitessing g
Mobile Code.

UINT-002 The end user SHALL be able to set perspnaflerences within | MC 1.0 User Interaction
the MCC.

UINT-003 The MCC SHOULD read Mobile Codes in suchay as to MC 1.0 User Interaction

provide the end user with real-time feedback onrmdneode has
been read. The MCC MAY offer reading static imagptare as
an alternative in difficult situations.

UINT-004 The MC Enabler SHOULD make it unambigutmshe end user| MC 1.0 User Interaction
which Mobile Code(s) will be processed. (E.g. g¥sral Mobile
Codes are in the field of view, the one selectethbyend user
would be processed.)

UINT-005 Once a Mobile Code has been read, the Mabker SHALL MC 1.0 User Interactior
make it possible to provide the end user with imfation
regarding:

() If it is known (Direct Code, or resolved ICthe type of
content stored in-line or details of the networkess needed for
the service (URI, phone number, etc.); or if itiknown
(unresolved ICI), an indication that the informatimust first be
fetched from the network;

(2) The text string optionally included in the MbCode.

UINT-006 The MC Enabler SHALL enable the end usebé notified when| MC 1.0 User Interaction
it is not possible to process the Mobile Code. (Ehg mobile
device does not support FTP; the MCC cannot exthectiata;
Home CMP cannot route to the Resolving CMP; or MoBiode
Service Policy reasons.)

UINT-007 The MC Enabler SHOULD notify the end user if thele MC 1.0 User Interaction
Code is read but the Mobile Code Data Format isextgnized.
UINT-008 The MC Enabler SHOULD enable the MCC to inform ¢mel MC 1.0 User Interaction

user about the content or address of content viceeafter
Mobile Code Scanning and/or Code Resolution (8MLS,
phone call, URI).

UINT-009 The MC Enabler SHALL support obtaining usethorisation MC 1.0 User Interaction
before executing the application that is to be katby the data
in the Direct Code, or by resolution of the Indir€ode.

Table 10: High-Level Functional Requirements — Usaility

6.3 Overall System Requirements

Label Description Enabler Functional
Release Module
SYS-024 The combinations of Symbology and Mobilel€®ata Format | MC 1.0 System
used by the MC Enabler SHALL be uniquely identifeab Requirements
SYS-025 The MC Enabler SHALL support provisionirfgservice MC 1.0 System
parameters. Requirements
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Label Description Enabler Functional
Release Module

SYS-026 The MC Enabler SHOULD enable the MCC table to access| MC 1.0 System
available and authorised user preference profilatext Requirements
information.

SYS-027 Processing a given Mobile Code from anyitealevice SHALL | MC 1.0 System
result in access to the content or service deterlay the Requirements
Mobile Code Publisher (subject to the end usergairthorised
to consume the content or service).

SYS-028 The MC Enabler SHALL support both Directl &mdirect MC 1.0 System
Mobile Codes using a common set of Mobile Code Requirements
Symbology(ies), a common Mobile Code Data Formdtan
common processing methodology.

SYS-029 In the case of sms URI and mailto URI,Nt@& Enabler SHALL | For future release| System
make it possible for the Mobile Code Publishergecify Requirements
whether the ‘Body’ and/or ‘Subject’ fields may oaynnot be
changed by the end user. (The end user may deolsend the
message.)

SYS-030 MCC supporting the Direct Mode SHALL sugpdobile Codes| MC 1.0 System
containing free text that includes any URIs alloviogd Requirements
[OMAURI]. This is to provide backwards-compatibjliwith the
many Mobile Codes containing some combination xif éad a
URI.

SYS-031 The Mobile Code Data Format SHALL supparbedding MC 1.0 System
additional code-specific text strings (e.g., thesaage for the Requirements
user when decoding the Mobile Code).

SYS-032 The MC Enabler SHALL support a mechanisnrdturning an | MC 1.0 System
Indirect Code-specific text string from the ResotyiCMP that Requirements
can be used for information to the user. Suchiseaptional for
any given Mobile Code.

SYS-033 The MC Enabler SHALL enable the MCC towltbe end user | MC 1.0 System
to access any content or service whose addreas itelrieved. Requirements

SYS-034 MCC SHALL support deferred processing obi®Code data | MC 1.0 System
(e.g., creation of some bookmark list). Requirements

SYS-035 The MC Enabler SHALL make it possible fog MCC to For future release| System
transmit additional information after reading a MelCode (e.qg., Requirements
current local weather conditions).

MCDF-002 The MC Enabler SHALL ensure that the MQd@Bormat is MC 1.0 Mobile Code

reasonably distinguishable from any other data @éedon a
Mobile Code Symbology.

Data Format

Table 11: High-Level System Requirements
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Appendix A. Change History

(Informative)

A.1 Approved Version History

Reference

Date

Description

Approved Version
OMA-RD-MC-V1_0

11 Jun 2013

Status changed to Approved by TP:
TP ref#: OMA-TP-2013-0182-INP_MC_V1_0_for_final_Apwal
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Appendix B. Use Cases (Informative)

This appendix contains example use cases for Malultes.

B.1 Direct URL Encoding
B.1.1 Short Description

A URL is encoded into a Direct Code and a userstaa code with the camera-phone. The Mobile GZldmt on the
device then decodes the Mobile Code and extraets) BL. The MCC passes this URL to the browser endéwvice which
consumes the URL.

B.1.2 Market benefits

The use case provides a convenient way for usexsdess online content without manual entry of URLs
B.2 Indirect URL Resolution

B.2.1 Short Description

An Indirect Code Identifier is encoded into an hedi Code and a user scans the code with the cgvheree. The MCC on
the device then decodes the Mobile Code and exgtthaetICl. The MCC then passes this ICI to the M@l#ter network
server which returns a URL. The MCC passes this tiRihe browser on the device which consumes the.UR

B.2.2 Market benefits

The use case provides a convenient way for usexsdess online content without manual entry of URIt8s use case can
provide benefits over the Direct URL Encoding ime of post-publishing flexibility, security andlua-added service.

B.3 Direct Content Encoding
B.3.1 Short Description

Business card information is encoded into a Diéade, the user scans the code with the camera-pfbeeViICC on the
device then decodes the content of the Direct Qiogle the business card information) and displags the device.
Business card information may include name, tideaphone number, email address, which can be gixextly into the
phone book. In addition, other functions couldrbked by clicking on the card information on fhteone book (e.g., the
user clicks on the telephone number to dial it).

B.3.2 Market benefits

The use case provides a convenient way for usesavi® business card information into the devicenphmok.
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