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1. Scope (Informative)

This specification defines a RESTful Network API for Network Message Storage using HTTP protocol bindings.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY™”, and “OPTIONAL" in this document are to be interpreted as described in [RFC2119].

All sections and appendixes are normative, unless explicitly indicated to be informative.

3.2 Definitions

For the purpose of this TS, all definitions from the OMA Dictionary [OMADICT] apply.

ﬁgf_?ﬁ&;‘ggﬂ An HTTP URL exposed by a client, on which it is capable of receiving notifications and that can be used by the
URII_I : client when subscribing to notifications.

Heavy-weight A resource which is identified by a resource URL which is then used by HTTP methods to operate on the entire data
Resource structure representing the resource.

Light-weight A subordinate resource of a Heavy-weight Resource which is identified by its own resource URL which is then used
Resource by HTTP methods to operate on a part of the data structure representing the Heavy-weight Resource. The Light-
weight Resource URL can be seen as an extension of the Heavy-weight Resource URL.

There could be several levels of Light-weight Resources below the ancestor Heavy-weight Resource, depending on
the data structure.

Long Polling A variation of the traditional polling technique, where the server does not reply to a request unless a particular event,
status or timeout has occurred. Once the server has sent a response, it closes the connection, and typically the client
immediately sends a new request. This allows the emulation of an information push from a server to a client.

Notification A channel created on the request of the client and used to deliver notifications from a server to a client. The channel
Channel is represented as a resource and provides means for the server to post notifications and for the client to receive them
via specified delivery mechanisms.

For example in the case of Long Polling the channel resource is defined by a pair of URLs. One of the URLS is used
by the client as a call-back URL when subscribing for notifications. The other URL is used by the client to retrieve
notifications from the Notification Server.

l;l;)rt\i/fekr:ation A server that is capable of creating and maintaining Notification Channels.
ﬁleort\i/:kr:-astii%en An HTTP URL expo_sed by a I_\lgtifi'cation Server, that identifies a Notification Channel and that can be used by a
URL client when subscribing to notifications.
3.3 Abbreviations
ACR Anonymous Customer Reference
API Application Programming Interface
CPM Converged IP Messaging
GSM Global System for Mobile
GSMA GSM Association
HTTP HyperText Transfer Protocol
ID Identity
JSON JavaScript Object Notation
MIME Multipurpose Internet Mail Extensions
MMS Multimedia Messaging Service
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MSISDN Mobile Subscriber ISDN Number
NMS Network Message Storage

NTP Network Time Protocol

OMA Open Mobile Alliance

RCS Rich Communication Suite
REST REpresentational State Transfer
SCR Static Conformance Requirements
SIP Session Initiation Protocol

SMS Short Message Service

TS Technical Specification

URI Uniform Resource Identifier
URL Uniform Resource Locator

WP White Paper

XML eXtensible Markup Language
XSD XML Schema Definition
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4. Introduction (Informative)

The Technical Specification of the RESTful Network API for Network Message Storage contains HTTP protocol bindings
for Network Message Storage, using the REST architectural style. The specification provides resource definitions, the HTTP
verbs applicable for each of these resources, and the element data structures, as well as support material including flow
diagrams and examples using the various supported message body formats (i.e. XML and JSON).

4.1 Version 1.0

Version 1.0 of this specification supports the following operations:
- Create a folder.
- Delete a folder
- Rename a folder
- Move folder(s)
- Copy folder(s)
- Store an object (e.g., message, file, etc.) in the storage, in a particular folder
- Delete an object
- Move object(s)
- Copy object(s)
- Bulk Creation of objects (e.g. bulk upload of objects from the device storage to the network storage)

- Retrieve information about a stored object (e.g. message, file, etc.) such as:
0 size
o0 hierarchical location (i.e. the equivalent of a full pathname in a file system)
o flags (string labels) associated with the object

- Update flags (string labels) associated with an object

- Search and retrieve information about a set of selected objects, for example a list of messages, including associated
header information such as subject, date and time

- Retrieve the payload (i.e. stream of bytes) of a stored object
- Retrieve individual attachments of an object

- Retrieve information about a folder, such as:
o hierarchical location (i.e. the equivalent of a full pathname in a file system)
o identification of the contained objects and/or sub-folders (i.e. children in the hierarchy of the storage)

- Search and retrieve information about a set of folders (e.g. root folder)

- Manage subscriptions to event notifications on changes occurring in the network storage
- Notify client(s) about network message storage events

- Manage synchronization between client local storage and network storage

- Subscribe to filtered notifications
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In addition, this specification provides:
- Support for scope values used with the authorization framework defined in [Autho4API_10]
- Support for Anonymous Customer Reference (ACR) as an end user identifier

- Support for “acr:auth” as a reserved keyword in an ACR
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5. Network Message Storage API definition

This section is organized to support a comprehensive understanding of the Network Message Storage API design. It specifies
the definition of all resources, definition of all data structures, and definitions of all operations permitted on the specified
resources.

Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:

Section 5 starts with a description of the concepts used by this API (section 5.1). This is followed by a diagram representing
the resources hierarchy followed by a table listing all the resources (and their URL) used by this API, along with the data
structure and the supported HTTP verbs (section 5.2). What follows are the data structures (section 5.3). A sample of typical
use cases is included in section 5.4, described as high level flow diagrams.

Section 6 contains detailed specification for each of the resources. Each such subsection defines the resource, the request
URL variables that are common for all HTTP methods, and the supported HTTP verbs. For each supported HTTP verb, a
description of the functionality is provided, along with at least one example of a request and the corresponding response. For
each unsupported HTTP verb, the returned HTTP error status is specified, as well as what should be returned in the Allow
header. Note, throughout this specification the terms: “HTTP method” and “HTTP verb” are used interchangeably.

All examples in section 6 use XML as the format for the message body, while JSON examples are provided in Appendix D.
Section 7 contains fault definition details such as Service Exceptions and Policy Exceptions.

Appendix B provides the Static Conformance Requirements (SCR).

Appendix C provides application/x-www-form-urlencoded examples, where applicable.

Appendix F provides a list of all Light-weight Resources, where applicable.

Appendix G defines authorization aspects to control access to the resources defined in this specification.

Appendix H provides a list of the most common object flags.

Appendix | provides a list of object attributes.

Appendix J provides a list of folder attributes.

Note: Throughout this document client and application are used interchangeably.

5.1 Concepts
5.1.1 Object

The object resource in the context of this specification comprises of:

- apayload (sequence of bytes, divided into one or more payload parts)

- flags, which are string labels that may have applicative meaning, such as:
o \Flagged
0 \Seen

- attributes that contain metadata, such as:
0 Message-Context (e.g., voice-message, multimedia-message, pager-message)
o top-level MIME headers (e.g., Content-Type, Content-Location)

- location (i.e. the equivalent of a full pathname in a hierarchical file system)

Each object resource in a given storage is identified by “resourceURL” containing an “objectld”, which is a string that MUST
be unique in the context of that storage (under the same box and over the lifetime of that box, even if the object is deleted).
The objectld is assigned by the storage server. Note: “operations” is a reserved keyword and MUST NOT be used as an
objectld.
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The path for any object in the network storage is made up of a sequence of folder names starting from the root folder and
ending with the given object’s objectld where the folder names and the objectld are separated by a “/” (U+002F) character.

51.2 Folder

Similar to the abstract model of a file system, a folder in the context of this specification is a container with a designated
location (pathname) that can contain objects and/or sub-folders (i.e. be considered as their parent in the location hierarchy).
The folder resource in the context of this specification comprises of:

- attributes

- name

- location (i.e. the equivalent of a full pathname in a hierarchical file system)

- identification of the contained objects and/or sub-folders (i.e. children in the hierarchy of the storage)

Similar to object, as listed above, a folder can also be assigned attributes that contain metadata. A client can perform batch
search for objects/folders by their attributes.

Each folder resource in a given storage is identified by resourceURL containing a “folderld”, which is a string that MUST be
unique in the context of that storage (under the same box and over the lifetime of that box, even if the folder is deleted). The
folderld is assigned by the storage server. Note: “operations” is a reserved keyword and MUST NOT be used as a folderld.

Each folder also has a name, which is used to construct the location (path). The name is a string which MUST be unique in
the context of the folder’s parent folder in the hierarchy of the storage.

The path for any folder in the network storage is made up of a sequence of folder names starting from the root folder and
ending with the given folder’s name where the folder names are separated by a “/” (U+002F) character.

While a folder in a file system model conceptually contains objects and sub-folders, the resource tree shown in Figure 1 does
not mimic that hierarchy. For the purpose of the API, objects and folders are identified by resourceURL containing a unique
objectld and folderld respectively, and not by their location (pathname). However, through RESTful operations and queries
on the resource tree, it is possible for a client to discover the location (full pathname) of all objects and folder in the storage;
hence it is possible to map the full hierarchy. It is also possible to perform a query to resolve a pathname (of a folder or an
object) to the equivalent resourceURL (containing a folderld or objectld).

Folder can be created explicitly using POST /folders or implicitly while creating a new object given a parent folder path
which doesn’t already exist. This results in implicit creation of the non-existent folder(s).

5.1.3 Box

A box represents the logical store that belongs to designated owner(s). For example, a subscriber could be assigned her own
private box, a group of subscribers who need a shared store could be assigned a shared box. In other deployment scenarios a
box could be assigned to a non-human owner, e.g. a connected camera which is assigned a dedicated box. Each box is
identified by “boxlId”, which is a string that MUST be unique in the context of that storage. The creation and deletion of
boxes, and the assignment of boxlds, are out of the scope of this specification.

5.1.4  Subscriptions and notifications

Clients can subscribe for asynchronous notification of changes in the network message storage.

1. The basic mechanism is that a client subscribes for changes to the box (possibly restricted by a filter to a particular
area of interest), and the server notifies that client by sending it change notifications that describe each change that
occurs.

2. If the client wishes to catch up from some previous point (e.g., if it has been offline for a period), it subscribes for
changes from that point, or updates an existing subscription to restart from that point. The point is identified by a
server-provided string called a “restartToken”. The server then sends the client change notifications that describe
each change that has occurred from that point — first all those that have already occurred, and then any changes
which occur subsequently. Hence both catch-up and ongoing changes are handled by the same notifications.

3. To avoid lost updates, every object and folder has a “lastModSeq”. This is a strictly-increasing integer which
allows the client to determine unambiguously whether or not to apply a change it has received. This allows
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clients to behave correctly in the presence of both notification reordering and interleaving of notifications with
direct retrievals or searches (see section 5.1.4.4). It also permits server implementations more freedom in computing
change natifications.

4. To detect lost notifications, every notification has an index. This increments by 1 for each notification. When a
client detects a missing notification, it updates its existing subscription with the previous restartToken, causing the
server to re-issue the missing change notifications. This is similar to the catch-up case, except that a new
subscription is not required.

The subsequent sections provide more detail regarding each of these aspects. Example flows are given in section 5.4.2.1.

514.1 Notifications

A client may subscribe for notification of changes. Such clients will receive a change notification whenever the storage is
considered to be changed (subject to any filtering rules specified when the subscription was created).

Each change notification relates to a single object or folder. It describes the resulting state of that object or folder after the
change (not the change itself) — this ensures it is idempotent. It describes the entire mutable state of the object or folder (not
just the part that has changed) - this ensures it is safe to ignore all but the latest change notification for that object or folder.

The server combines one or more change notifications into a list before sending them to the client. Thus each natification
POSTed by the server to the client is a list of change notifications (“NmsEventList”), not an individual change notification
(“NmsEvent”). Furthermore, if Notification Channel [REST_NetAPI_Notification_Channel] is in use it typically groups
multiple notifications into a list (“NotificationList™) before delivery. Hence the client will typically receive a list of lists of
change natifications in each delivery.

When the server notifies a sequence of changes e.g., in response to a subscription with a restartToken, that sequence of
changes notified may be different from the actual sequence, but it MUST have the same net effect as the actual sequence of
changes that occurred. For example, if within the relevant period

e anobject’s \Seen flag starts out absent, is added and then removed again, the server may notify only that the object’s
\Seen flag was removed;

o if an object is marked \Flagged and then the object is deleted, the server may notify only that the object was deleted:;

e an object which already has the \Flagged flag is not changed at all, the server may notify that its \Flagged flag was
added.

5.1.4.2 Tracked storage changes

This section defines what is considered to be a change to the network message storage, i.e., what triggers a change
notification (section 5.1.4.1) and an update of the object’s or folder’s lastModSeq (section 5.1.4.4).

The following operations (and only these operations) are considered to cause a change in an object in the storage:

creation (whether direct or as part of a recursive operation)
e user-initiated deletion (whether direct or as part of a recursive operation)
*  expiry
e “parentFolder” change
o flag change
The following operations (and only these operations) are considered to cause a change in a folder in the storage:
e creation (whether direct or as part of a recursive operation)
e user-initiated deletion (whether direct or as part of a recursive operation)

*  expiry
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e  “parentFolder” change

e change of any Light-weight Resource within a folder, as described in Section 6.12.1.1 “Light-weight relative
resource paths”, e.g., changing its “folderName”.

This means that an object or folder is considered to have changed only when the change affects the object or folder itself.
That is, changes to the object’s or folder’s derived properties (such as its children or the name or location of one of its parent
folders) is not considered a change to the object or folder itself. In particular:

e Changing the “folderName” of a folder is considered to change that folder, but is not considered to change any
subfolders or objects within it (even though their “path” and “parentFolderPath” values are now different).

e Adding or deleting an object within a folder is considered to change that object, but is not considered to change the
folder itself (even though its “objects” value is now different).

e Adding or deleting a subfolder within a parent folder is considered to change the subfolder, but is not considered to
change the parent folder itself (even though its “subFolders” value is now different).

e Moving a folder to a new location is considered to change the moved folder (since its parentFolder changes), but is
not considered to change any subfolders or objects within it (even though their path and parentFolderPath values are
now different), nor the target (folder) (even though its “subFolders” value is now different).

In each of these cases, it is understood that the client will infer any derived changes it needs in order to capture the overall
change to the storage. For example, when a parent “folderName” changes, even though the storage does not report a change
against the subfolders’ path values, it is understood that the client derives this change locally based on the notification of the
parent folderName change.

514.2.1 Box reset

A box reset is an event where the entire contents of a box are removed or replaced (e.g., by an administrative operation). This
is also considered to be a change to the network message storage. However, in this case the individual changes may be too
many to list, or may not even be available any more.

A box reset notification informs the client that the entire contents of the box have changed — it corresponds to a
UIDVALIDITY change in IMAP [RFC3501]. The client should dispose of all existing object, folder and subscription
references (except for the subscription on which it received the ResetBox notification), and use NMS API requests to
determine the current content of the box. The server will not issue individual notifications for objects or folders which are
removed, changed, or created as a result of a box reset. Notifications issued after the box reset will notify the client of
changes subsequent to the reset. The server SHOULD resend box reset notifications if requested, in the same way as for other
notifications (see Section 5.1.4.3). Thus a lost box reset notification will be discovered when the client attempts to refresh its
subscription, discovers that it is no longer valid, and re-subscribes.

5.1.4.3 Requesting past notifications using restartToken

The box has a parameter called “restartToken”, which is a varying implementation-specific string value which represents the
current point in the stream of changes (see section 5.1.4.2). Informally, it can be thought of as a timestamp or sequence
number, though it can be implemented in other ways.

Each subscription contains a restartToken field. This field is set to the box’s current restartToken when the subscription is
created, and continually updated as notifications are issued. It is returned to the client in the restartToken element when the
subscription is created or updated. Also, each notification (NmsEventList) contains the box’s restartToken at the point
immediately after the notification was issued.

When a client subscribes for changes, it may specify a restartToken (which must have been obtained from a previous
notification or subscription). Alternatively, at any point the client can update an existing subscription to set a previous value
of the restartToken. In either case, the server then issues notifications representing all changes since the point indicated by the
restartToken. This will cause some change notifications to be duplicated. The client can use the lastModSeq values to ensure
only non-duplicated changes are applied. It then continues to send notifications of changes which occur subsequently.
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