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1. Scope

This document specifies common protocols, data access conventions, common data application usages and functional entities
that are needed to provide XDM services to other enablers. Such enablers can utilize this specification to support any

required application-specific usages.
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3. Terminology and Conventions

3.1

Conventions

The key words “SHALL”, “SHALL NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be

informative.

3.2 Definitions

Application Server

Application Unique ID

Application Usage

Document Selector

Document URI

Global Document

Global Tree

Group

Group Identity
Group Usage List
HTTP URI

Node Selector

Node Selector Separator

Node URI

Presence List URI
Primary Principal

Principal

Request-URI

Reverse Proxy

Search Request

Service Provider

SIP NOTIFY
SIP SUBSCRIBE

A functional entity that implements the service logic for SIP sessions (e.g. PoC Server or IM Server).

A unique identifier within the namespace of Application Unique IDs that differentiates XCAP Resources
accessed by one application from XCAP Resources accessed by another. (Source: [RFC4825])

Detailed information on the interaction of an application with an XCAP Server. (Source: [RFC4825])

A sequence of path segments, with each segment being separated by a "/", that identify the XML
document within an XCAP Root that is being selected. (Source: [RFC4825])

The HTTP URI containing the XCAP Root and Document Selector, resulting in the selection of a specific
document. (Source: [RFC4825])

A document placed under the Global Tree that applies to all users of that Application Usage.

A URI that represents the parent for all Global Documents for a particular Application Usage within a
particular XCAP Root. (Source: [RFC4825])

A predefined set of Users together with its policies and attributes. A Group is identified by a Group
Identity.

The SIP URI of the Group.
A list of Service URIs as defined by [XDM_List].
An HTTP Request-URI as defined by [RFC2616].

A sequence of path segments, with each segment being separated by a "/", that identify the XML node
(element or attribute) being selected within a document. (Source: [RFC4825])

A single path segment equal to two tilde characters "~~" that is used to separate the Document Selector
from the Node Selector within an HTTP URI. (Source: [RFC4825])

The HTTP URI containing the XCAP Root, Document Selector, Node Selector Separator and Node
Selector, resulting in the selection of a specific XML node. (Source: [RFC4825])

A Service URI as defined by [RLS XDM].
The user associated with the XCAP User Identity, which defines where the document resides.

An entity that has an identity, that is capable of providing consent and other data, and to which
authenticated actions are done on its behalf. Examples of principals include an individual user, a group of
individuals, a corporation, service enablers/applications, system entities and other legal entities (Source:
[Dict])

A part of the start line of a request using the SIP protocol as defined by [RFC3261].

A web server system that is capable of serving web pages sourced from other web servers (AS), making
these pages look like they originated at the Reverse Proxy. (Source: [3GPP-TS 33.222])

A request to perform a search operation towards one or more XCAP Resources.

A legal or administrative entity that provides a service to its clients or customers. Typically it is (but is not
restricted to) a network operator.

The SIP method NOTIFY as defined by [RFC3265].
The SIP method SUBSCRIBE as defined by [RFC3265].
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SIP URI
Tel URI

URI
URI List
User

User Address

User Document

Users Tree

XCAP Client

XCAP Resource

XCAP Root

XCAP Root URI

XCAP Server

XCAP URI

XCAP User Identifier

A communication resource as defined by [RFC3261].

A globally unique identifier used to describe a resource identified by a telephone number as defined by
[RFC3966].

A Uniform Resource Identifier as defined by [RFC3986].
A list of URIs as defined by [XDM_List].
An entity which uses services. (Source: [Dict])

A User Address identifies a User. The User Address can be used by one User to request communication
with other Users. If the SIP/IP Core is 3GPP IMS or 3GPP2 MMD realization, the User Address is a
public user identity.

A document placed under the Users Tree, that applies to a particular user of that Application Usage.

A URI that represents the parent for all User Documents for a particular Application Usage within a
particular XCAP Root.

An HTTP client that understands how to follow the naming and validation constraints defined in
[RFC4825]. (Source: [RFC4825])

An HTTP resource representing an XML document, an element within an XML document, or an attribute
of an element within an XML document that follows the naming and validation constraints of XCAP.
(Source: [RFC4825])

A context that includes all of the documents across all Application Usages and users that are managed by a
server. (Source: [RFC4825]) In this specification, the XCAP Root means all documents in all XDMSs

accessible via the Aggregation Proxy.

An HTTP URI that represents the XCAP Root. Although a valid URI, the XCAP Root URI does not
correspond to an actual resource. (Source:[RFC4825])

An HTTP server that understands how to follow the naming and validation constraints defined in
[RFC4825]. (Source: [RFC4825])

An HTTP URI that represents an XCAP Resource.

the XCAP Server. (Source: [RFC4825])

3.3 Abbreviations

ABNF
AS
AUID
GAA
HTTP
IETF
IMS
1P
MIME
MMD
OMA
OMNA
SCR
SIP

Augmented Backus-Naur Form
Application Server

Application Unique ID

Generic Authentication Architecture
Hyper Text Transfer Protocol
Internet Engineering Task Force

IP Multimedia Subsystem

Internet Protocol

Multipurpose Internet Mail Extension
MultiMedia Domain

Open Mobile Alliance

OMA Naming Authority

Static Conformance Requirement

Session Initiation Protocol
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TLS
UE
URI
XCAP
XDM
XDMC
XDMS
XML
XUI

Transport Layer Security

User Equipment

Uniform Resource Identifier

XML Configuration Access Protocol
XML Document Management

XDM Client

XDM Server

Extensible Markup Language
XCAP User Identifier
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4. Introduction

Various OMA enablers such as, Presence, Push to talk Over Cellular (PoC), Instant Messaging (IM), etc. need support for
access to and manipulation of certain information that are needed by these enablers. Such information is expressed as XML
documents and stored in various document repositories in the network where such documents can be located, accessed and
manipulated (created, changed, deleted) by authorised Principals.

This specification defines the common protocol for access and manipulation of such XML documents by authorized
Principals. This specification reuses the IETF XML Configuration Access Protocol (XCAP).

XCAP defines:

* A convention for describing elements and attributes of an XML document as an HTTP resource, i.e., accessible via
an HTTP URI

* A technique for using HTTP GET, PUT and DELETE methods for various document manipulation operations (e.g.,
retrieving/adding/deleting elements/attributes, etc.)

*  The concept and structure of an Application Usage by which XML documents can be described
* A default authorization policy for accessing and manipulating documents

This specification also defines a technique by which changes to such XML documents can be conveyed to an XCAP Client.
This reuses an IETF-defined SIP event package by which an XDMC subscribes to changes to one or all documents within
one Application Usage that it owns.

In order to facilitate finding certain information, limited search capabilities are defined. An XDMC can search for data stored
in an XDMS by using HTTP POST requests conforming to defined Application Usages.

Basic requirements for handling of XML documents in remote domains are specified.

Common, reusable as well as enabler-specific document formats and associated Application Usages are described in separate
specifications (shared ones in e.g. [XDM_List], and enabler specific ones in e.g. [[IM_XDM)]) that make use of the XCAP
protocol specified here for their document management.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Common Procedures

5.1 Security Procedures
5.1.1  Authentication

The XDM-3 and XDM-5 reference points between the XDMC and the Aggregation Proxy (see [XDM_AD]) SHALL provide
mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the XDM-3 and XDM-5 reference points correspond to the Ut reference point.
In this case the authentication between the XDMC and the Aggregation Proxy SHALL be performed according to [3GPP-
TS 33.141]/[3GPP2-X.P0027-002].

If the Generic Authentication Architecture (GAA) as defined in [3GPP-TS 33.222] is not used, the XDMC and the
Aggregation Proxy SHALL support the HTTP Digest mechanism for client authentication and MAY support early IMS
authentication according to [3GPP-TR _33.978] section 6.3. If the Aggregation Proxy determines to apply early IMS
authentication, the X-3GPP-Intended-Identity header is missing from the XCAP request and the request is to the “users” tree,
then the Aggregation Proxy MAY extract the user identity from the XUI of the Request-URI for authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP “401 Unauthorized” error response SHALL be used;
2. The “rspauth” parameter MAY be used to provide mutual authentication;

3. The “username” parameter SHALL have the value of the XUI (i.e. the SIP URI or Tel URI) identifying the user (the
public user identity);

NOTE: The “username” can be a part of the Device Provisioning parameters (see Appendix D). When using such
provisioned “username” the XDMC must use it exactly as provisioned.

The XDMC and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in
[RFC2818] for server authentication over the XDM-3 and XDM-5 reference points.

An HTTP "403 Forbidden" error response SHALL be sent to the XDMC after one or more failed responses to a challenge.
The exact count of challenges is decided by local policy.

5.1.2 XDM Client Identity Assertion

The XDMC SHALL deliver in an XDMC identity assertion the XDMC identity that has been successfully authenticated in a
system, which SHALL thus be safely shared and used within trusted networks for authorizing the XDMC without the need
for reauthentication.

When the 3GPP/3GPP2 GAA is not present the Aggregation Proxy:

1. SHALL insert the X-XCAP-Asserted-Identity header, as defined in Appendix E, to the HTTP requests after a
successful HTTP Digest Authentication;

2. SHALL populate the X-XCAP-Asserted-Identity header with the SIP URI in quotation marks (“’) provided by the
“username” field in the HTTP Digest Authorization header.

3. SHALL ensure that only one instance of the X-XCAP-Asserted-Identity header exists in the HTTP requests before
forwarding it. In cases where there are multiple instances, the Aggregation Proxy SHALL remove all previous
instances of this header and insert its own instance of the XDMC identity with which the XDMC authentication with
the Aggregation Proxy was successful.

When realized with 3GPP IMS or 3GPP2 MMD networks and the GAA 1is present or in case of an early IMS deployment as
defined in [3GPP-TR 33.978], the procedures described [3GPP-TS 24.109] SHALL be followed with the following
clarifications:
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The XDMC MAY insert the X-3GPP-Intended-Identity header as defined in [3GPP-TS 24.109] to the HTTP requests to
deliver its preferred identity for XDMC identity assertion.

The Aggregation Proxy
1. SHALL act as an Authentication Proxy defined in [3GPP TS 24.109].
2. SHALL check whether an XDMC identity has been inserted in X-3GPP-Intended-Identity header of HTTP request;

a. If the X-3GPP-Intended-Identity header is included, the Aggregation Proxy SHALL check if the value in
the header is allowed to be used by the authenticated identity.

b. If the X-3GPP-Intended-Identity header is not included, the Aggregation Proxy SHALL insert the
authenticated identity in the X-3GPP-Asserted-Identity header of the HTTP request.

The SIP/IP Core SHALL provide XDMC identity assertion. When realized with 3GPP IMS or 3GPP2 MMD networks, the
XDMC MAY use P-Preferred-Identity SIP header to deliver its preferred identity for XDMC identity assertion and the
Privacy SIP header to set its privacy preference, and the SIP/IP Core SHALL use P-Asserted-Identity SIP header to carry the
asserted XDMC identity within trusted networks, as described in [3GPP-TS 24.229]/[3GPP2-X.S0013-004].

NOTE: Within trusted networks the Trusted XDMC should also provide the XDMC identity assertion when it generates a
HTTP request to XDMS. on behalf of a User. In this case, as the Aggregation Proxy does, the Trusted XDMC should use the
X-XCAP-Asserted-Identity HTTP header, or the X-3GPP-Asserted-Identity HTTP header in 3GPP/3GPP2 realization, to
carry the identity of the User for whom it generates the HTTP request.

5.1.3 XDM Client Identity Sharing

The Untrusted XDMC authentication and identity assertion provided by the Aggregation Proxy SHALL be shared on the
following reference points (see [XDM_AD]) within trusted networks:
1. The XDM-4 reference point between the Aggregation Proxy and the XDMSs;
the XDM-6 reference point between the Aggregation Proxy and the Search Proxy;
the XDM-7 reference point between the Search Proxy and the XDMSs;
the XDM-8 reference point between the Aggregation Proxy and the Cross-Network Proxy;
the XDM-9 reference point between the Search Proxy and the Cross-Network Proxy;
the XDM-13 reference point between the Trusted XDMC and the Search Proxy;
the XDM-14 reference point between the Trusted XDMC and the XDMSs;

e A U i

the NNI-1 reference point between the Cross-Network Proxy and the Cross-Network Proxy of remote network in
case of a trusted remote network.

Further details of the security mechanisms for the above listed reference points are out of scope of this specification.

For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the
corresponding 3GPP/3GPP2 specifications.

5.1.4 Integrity and Confidentiality Protection

The integrity and confidentiality protection for XCAP/HTTP traffics SHALL be provided on the following reference points
(see [XDM_AD]):

1. The XDM-3 reference point between the XDMC and the Aggregation Proxy;

2. the XDM-5 reference point between the XDMC and the Aggregation Proxy;

3. the NNI-1 reference point between the Cross-Network Proxy and the Cross-Network Proxy of remote network.
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The TLS SHALL be supported as specified in [RFC2246] with the following clarifications:
TLS RSA WITH 3DES EDE CBC_ SHA cipher suites SHALL be supported; other cipher suites defined in [RFC2246]
MAY be supported.

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC and the Aggregation Proxy
SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP-TS 33.222].

The XDM-3 and XDM-5 reference points SHALL protect HTTP requests by enabling TLS transport security mechanism.
The TLS resumption procedure SHALL be used as specified in [RFC2818].

The NNI-1 reference point SHALL protect HTTP traffic by enabling the TLS transport security mechanism or other inter-
network domain security mechanism. When using TLS, the TLS resumption procedure SHALL be used as specified in
[RFC2818]. When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the protection of the
HTTP traffic between trusted domains MAY be implemented using Network Domain Security as defined in [3GPP-

TS 33.210] and [3GPP2-S.S0086] respectively.

The integrity and confidentiality protection for SIP traffic SHALL be provided per the underlying SIP/IP Core.
5.1.5  Authorization

For the authorization of HTTP requests, the XDMS SHALL check that the identity of the requesting XDMC has been granted
access rights to perform the requested operations: The XDMS SHALL use the information in the X-XCAP-Asserted-Identity
HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or
3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the X-3GPP-
Asserted-Identity or the X-3GPP-Intended-Identity HTTP header.

For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks,
the XDMS SHALL use the identity information in P-Asserted-Identity SIP header as defined in [3GPP-TS 24.229]/
[3GPP2-X.S0013-004] to authorize the requesting XDMC.

For XCAP Resources in the Users Tree, Application Usages MAY define their own authorization policies. In the absence of
an Application Usage specific authorization policy, the default SHALL be as follows:

1. The Primary Principal SHALL have permission to perform all operations defined in Sections 6.1.1. ”"Document
Management” and 6.1.2 “Subscribing to changes in the XML documents”™;

2. Principals other than the Primary Principal SHALL NOT have permissions to perform operations defined in
6.1.1 ”"Document Management” and 6.1.2, “Subscribing to changes in the XML documents”;

NOTE: Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections
6.1.1 ’"Document Management” and 6.1.2, “Subscribing to changes in the XML documents”.

For XCAP Resources in the Global Tree, Application Usages defining the use of Global Documents SHALL specify the
authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL be sent to the XDMC if the HTTP request by the XDMC fails to get
authorized by the XDMS per the authorization policy defined by the target Application Usage.

5.2 Common Extensions
521 URI Lists defined in Shared List XDMS

Various Application Usages may wish to refer to URI Lists stored in the Shared List XDMS (see [XDM_List]). The
<external> element provides the means to make such references, in a similar manner across different Application Usages.

The attribute “anchor” of the <external> element SHALL contain a Node URI pointing to a <list> element within a
“resource-lists” document in the Shared List XDMS.

The value of the attribute “anchor” SHALL be percent-encoded as defined by the procedures in [RFC4825] section 6 before
it is inserted into a document.
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NOTE: There is an <external-list> condition element defined in section 5.2.2. It points to URI Lists in the Shared List
XDMS, against which the authorization rules are specified according to [RFC4745].

Application Usages that utilize the <external> element SHALL resolve a Node URI only to URIs within the specific <list>
element that is pointed to.

In order to avoid circular referencing when resolving a URI List, an <external> element that has already been resolved
SHALL be ignored.

5.2.2 Authorization Rules

Authorization rules (also called authorization policies) are based on the common policy framework described in [RFC4745],
and extended by OMA-defined common extensions in order to meet some additional requirements of OMA applications.
These include the need to:

» reference identities in external URI lists, which is an explicit non-goal of [RFC4745];

* enable the user to define a default rule that applies in the absence of any other matching rule;

» allow rules to be matched based on hierarchical precedence assigned to the different types of allowed conditions,
prior to combining permissions;

*  constrain, for predictability in UE design and end user expectation, the conditions in a rule to no more than a single
expression or set of expressions.

NOTE 1: Individual enablers may also define extensions to [RFC4745] to meet application-specific needs. Such extensions
must not change or cause to change the semantics of the common extensions defined in section 5.2.2.1 or the
evaluation algorithm for combining permissions defined in section 5.2.2.4.

NOTE 2: An authorization policy using the extensions defined in this sub-clause must declare the
“urn:ietf:params:xml:ns:common-policy” and “urn:oma:xml:xdm:common-policy” namespace names in the XML
schema.

5.2.21 Structure

The <conditions> element within a rule in an authorization policy:

1) MAY include the <identity> condition element as defined in [RFC4745];
2) MAY include the <external-list> condition element;

3) MAY include the <anonymous-request> condition element;
4) MAY include the <other-identity> condition element;

5) MAY include the <media-list> condition element;
6) MAY include the <service-list> condition element.

NOTE: According to [RFC4745], a rule is applicable to a request only if all <conditions> child elements of the rule
evaluate to TRUE. Therefore, if a rule contains a <conditions> child element from a namespace that the
Application Server does not understand or support, then that rule is not applicable.

The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request>
or <other-identity>, but it MAY contain other elements (i.e. a <media-list> element and a <service-list> element).

The <external-list> element MAY include the <entry> element. If present, the <entry> element SHALL include the “anc”
attribute, whose value SHALL be percent-encoded as defined by [RFC4825] section 6 before it is inserted into a document.

The <media-list> element SHALL include one of:

1) an <all-media-except> element or;
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2) alist of one or more media elements selected from the list of possible media elements below.

List of possible media elements:

1) The <message-session> media element indicating session based messaging as defined in [RFC4975];

2) The <pager-mode-message> media element indicating pager mode message requests as defined in [RFC3428];
3) The <file-transfer> media element indicating file transfer as defined in [IM_TS];

4) The <audio> media element indicating a streaming media type as defined in [RFC3840];

5) The <video> media element indicating a streaming media type as defined in [RFC3840];

6) The <poc-speech> media element indicating a PoC speech media type as defined in [PoC_CPJ;

7) The <group-advertisement> media element indicating a group advertisement as defined in [XDM_Group] “Extended
Group Advertisements”™;

8) Any elements from any other namespaces defining a media element.

The <all-media-except> element MAY include a list of one or more media elements selected from the list of possible media
elements above.

The <audio>, <video> and <message-session> elements:
1) MAY include the <full-duplex> element indicating that media can be exchanged in both directions simultaneously;
or
2) MAY include the <half-duplex> element indicating that media can be exchanged in only one direction at a time; or
3) MAY include any element from any other namespace for the purpose of extensibility; and

4) MAY include attributes from any other namespaces for the purpose of extensibility.
The <pager-mode-message>, <file-transfer>, <poc-speech> and <group-advertisement> elements:

1) MAY include any element from any other namespace for the purpose of extensibility; and

2) MAY include attributes from any other namespaces for the purpose of extensibility.
The <service-list> element SHALL include one of:

1) alist of one or more <service> elements or any elements from any other namespaces for the purpose of extensibility;
or

2) an <all-services-except> element.

The <all-services-except> element MAY include a list of one or more <service> elements or any elements from any other
namespaces for the purpose of extensibility.

The <service> element:

1) MAY include an attribute “enabler” including a string defining an Enabler ;

2) MAY include attributes from any other namespaces for the purpose of extensibility to have other service
identification definitions than using the “enabler” attribute;

3) MAY include any other elements from any other namespaces for the purpose of extensibility to have other service
identification definitions than using attributes.

5.2.2.2 Data Semantics

If present in any rule, the <external-list> element SHALL match those identities that are part of a URI List.
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If present in any rule, the <anonymous-request> element SHALL match those incoming requests that have been identified as
anonymous.

NOTE 1: In certain cases, the <identity> condition can also match anonymous requests. For example, the <many/> child
element of the <identity> condition matches any authenticated identity, either anonymous or not. However, any
rules matching the <anonymous-request> condition would have precedence as described in section 5.2.2.4
“Combining Permissions”

When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD, an AS SHALL use the procedures as defined in chapter
5.7.1.4 in [3GPP-TS 24.229]/[3GPP2-X.S0013-004] to identify the source of the anonymous request.

NOTE 2: If the authorization policy document includes a rule having an <anonymous-request> condition element, an
XDMC should not specify another rule containing an <identity> condition element with a <many/> child element
and the same <actions> and/or <transformations> element(s) as the rule with the <anonymous-request> condition
element.

If present in any rule, the <other-identity> element, which is empty, SHALL match all identities that are not referenced in
any rule. It allows for specifying a default policy.

If present in any rule, the <media-list> element SHALL match incoming requests associated with particular media types. A
<media-list> element with a list of media elements SHALL be used to specify allowed media types. A <media-list> element
with an <all-media-expect> element SHALL be used to specify that all media types are allowed apart from those listed as
child elements. The <media-list> condition SHALL be considered TRUE if any of its child media elements evaluate to
TRUE, i.e., the results of the individual child elements are combined using a logical OR. The <media-list> condition SHALL
also be considered TRUE if all of the child media elements to an <all-media-except> element evaluate to FALSE.

If neither a <full-duplex> nor <half-duplex> duplex specific sub element is included, it means that the access rule is
applicable to both cases (i.e. half-duplex and full-duplex).

If a child element of a media element is not known or not supported, the child element SHALL be ignored and evaluated as
FALSE.

NOTE 3: How the AS determines the media type of the incoming request (i.e. in order to evaluate if a match exists for a
rule containing the <media-list> condition) must be specified by the individual enabler.

If present in any rule, the <service-list> element SHALL match incoming requests associated with a particular service. A
<service-list> element with a list of <service> element SHALL be used to specify allowed services. A <service-list> element
with an <all-services-expect> element SHALL be used to specify that all services are allowed apart from those listed as child
elements. A <service-list> element with an <all-service-expect> element without any child element SHALL be used to
specify that all services are allowed. The <service-list> element SHALL be evaluated to TRUE if one of its child <service>
elements evaluates to TRUE. The <service-list> element SHALL also be evaluated to TRUE if all of the child <service>
elements to an <all-services-except> element evaluate to FALSE. The <service-list> element SHALL be evaluated to TRUE
if it contains an <all-services-except> element without any child elements.

The <service> element SHALL be used to define a service.

The attribute “enabler” SHALL specify the enabler defining the service. The “enabler” attribute SHALL be used only for
Open Mobile Alliance defined Enablers. The Enabler SHALL use the OMNA registered Enabler XML schema domain token
as the value of the “enabler” attribute (e.g. “poc” for the Push to talk over Cellular Enabler and “im” for the IM SIMPLE
Enabler).

NOTE 4: Usage of the <service> element outside OMA can be done by extending the <service> element.

The enabler specifies how an Application Server can use the information in an incoming request to recognize a request for a
service. A <service> element SHALL be evaluated to TRUE if the incoming request to the Application Server contains the
information defined and to FALSE if not.
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5.2.2.3 XML Schema

The authorization policy document SHALL conform to the XML schema described in [RFC4745] Section 13 with the
extensions described in [XSD_commPol], in [XSD_ext], in XDM unique extensions to [RFC4745] and in enabler unique
extensions to [RFC4745].

5224 Combining Permissions

When evaluating any authorization policy document based on [RFC4745] together with the extensions described in section
5.2.2.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <anonymous-request> element SHALL take precedence over those rules
based on matching it against an <identity> element. That is, if there are applicable rules based on <anonymous-request>
matches, only those will be used for the evaluation of the combined permission

2. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on
matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on
<identity> matches, only those will be used for the evaluation of the combined permission.

3. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only
if there are no other matching rules.

NOTE: The above algorithm for obtaining all the applicable rules differs from that described in [RFC4745].

After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission
SHALL be based on [RFC4745] Section 10.2.

5.2.3  Detailed Conflict Reports

Detailed conflict reports provide the means to indicate the possible cause of a validation error. They are based on the
definition specified in [RFC4825], and extended by OMA defined common extensions in order to handle violations of
constraints defined by local policy appropriately.

The XDMC SHALL support the types of <error-element> defined in [RFC4825] and this sec